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Condition [S-3]: An NVE must ensure that individuals are provided with a meaningful choice regarding whether their IIHI may be exchanged by the NVE. 

Language from RFI Preamble:  In considering the recommendations that we received from the HIT Policy Committee[footnoteRef:1], we believe that individuals should be able to exercise meaningful choice with respect to how their electronic health information is exchanged. The HIT Policy Committee explained that “meaningful choice” could be either an opt-in or opt-out model34, or more granular consents so long as individuals or their legal designees are adequately and clearly informed about how and why their information will be exchanged, in advance of making a decision whether to participate in electronic exchange. The HIT Policy Committee also stated that the process of providing meaningful choice should include communicating to an individual the following: 1) that choice is not a condition of receiving medical treatment; 2) that the choice will be commensurate with the circumstances for why IIHI is being exchanged; 3) that the choice is consistent with reasonable patient privacy, health, and safety expectations; and 4) that the choice is revocable – that is it can be retracted. [1: (2010). The complete set of recommendations can be viewed on the ONC website at: http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_0_6011_1815_17825_43/http%3B/wci-pubcontent/publish/onc/public_communities/_content/files/hitpc_transmittal_p_s_tt_9_1_10.pdf] 


In terms of providing meaningful choice, we believe that an NVE should be required to do the following to satisfy this CTE, either: directly provide the patient with meaningful choice regarding the exchange of their IIHI; or ensure (with some means of verification) that the health care provider for which it facilitates electronic exchange has provided individuals with meaningful choice regarding the exchange of their IIHI.

Mindful that the HIT Policy Committee’s recommendations are premised on the belief that different means of exchange may invoke different privacy and security concerns, we are considering, within the context of Interoperability CTE I-1[footnoteRef:2], what exceptions to the provision of meaningful choice would be prudent. We are considering the following three situational exceptions within this specific context: 1) when the NVE is engaging in the exchange of IIHI for purposes of medical treatment; 2) when information exchange is mandatorily required under law; or 3) the NVE is acting solely as a conduit and not accessing or using IIHI beyond what is required to encrypt and route it to its intended destination. For example, if we were to adopt a CTE that excluded those purposes it would mean that no patient choice would be required when one provider purposefully elects to electronically exchange health information directly with another provider for treatment purposes (e.g., sending a referral to a specific provider, transmitting a prescription) beyond what is required in current law or what has been customary practice. The HIT Policy Committee has yet to assess and provide recommendations to the National Coordinator on the circumstances under which meaningful choice should be required for other electronic exchange purposes. We note, however, that the HIPAA Privacy Rule sets a baseline that requires express authorization (an opt-in approach) for certain purposes, such as marketing with very limited exceptions.  [2:  An NVE must be able to facilitate secure electronic health information exchange in two circumstances: 1) when the sender and receiver are known; and 2) when the exchange occurs at the patient’s direction.  ] 


Question 27: In accommodating various meaningful choice approaches (e.g., opt-in, opt-out, or some combination of the two), what would be the operational challenges for each approach? What types of criteria could we use for validating meaningful choice under each approach? Considering some States have already established certain “choice” policies, how could we ensure consistency in implementing this CTE? 
Question 28: Under what circumstances and in what manner should individual choice be required for other electronic exchange purposes?
Question 29: Should an additional “meaningful choice” Safeguards CTE be considered to address electronic exchange scenarios (e.g., distributed query) that do not take place following Interoperability CTE I-1?[footnoteRef:3] [3:  Condition [I-1}: An NVE must be able to facilitate secure electronic health information exchange in two circumstances: 1) when the sender and receiver are known and 2) when the exchange occurs at the patient’s direction.] 

Question 30: The process of giving patients a meaningful choice may be delegated to providers or other users of NVE services (as opposed to the patient receiving the choice from the NVE directly). In such instances, how would the provision of meaningful choice be validated?

Strawman Response:

The Tiger Team recommends that NVEs follow the same criteria for meaningful choice that the Tiger Team previously recommended. As noted in the RFI, choice is meaningful when it:

· Allows the individual advanced knowledge/time to make a decision. 
· Is not compelled, or is not used for discriminatory purposes. 
· Provides full transparency and education. 
· Is commensurate with the circumstances. 
· Must be consistent with reasonable patient expectations for privacy, health, and safety; and must be revocable. 
Consistency in approach—opt-in or opt-out—is not as important as meeting these specific criteria, which could also be used for validation purposes.  An NVE is required to apply choice with respect to the data sharing it performs or facilitates; consequently, some variation in policy among NVEs is acceptable (and may be necessary in order to accommodate different community norms).
The Tiger Team agrees that choice (beyond what might already be required by law) should not be required when an NVE is facilitating secure, directed exchange.  However, when the decision regarding whether or not to share health information is no longer in control of the provider (or the provider’s OHCA), the patient should have meaningful choice about whether or not his/her information is included in the NVE.  Examples of NVEs that should provide meaningful choice include centralized databases, federated models where the NVE controls data sharing decisions, or NVEs that aggregate data from multiple sources. When the NVE model is one where choice should be required, patients should have meaningful choice even if the purpose for exchange is for treatment. 
The Tiger Team has not yet considered whether individual choice should be required for other electronic exchange purposes, beyond what the HIPAA Privacy Rule currently requires.
The Tiger Team has observed that the relationship between the patient and his or her health care provider is the foundation for trust in health information exchange, particularly with respect to protecting the confidentiality of personal health information. For this reason, we believe that providers should, in most cases, have some responsibility for discussing and documenting patient choice. NVEs should play a role in educating the community about the NVE and its purposes, and should give providers resources to help educate their patients and obtain meaningful choice.  In circumstances where providers obtain choice, meaningful choice can be validated through an attestation from providers. 


Authentication

Condition [S-2]: An NVE must only facilitate electronic health information exchange for parties it has authenticated and authorized, either directly or indirectly.

Language from RFI Preamble:  We believe that it is important for an NVE to offer the parties for which it facilitates exchange a high degree of certainty that only authorized parties are able to use its exchange services. The requirement to authenticate and authorize the parties for which the NVE facilitates exchange could be accomplished either directly or indirectly by the NVE. In the case of the latter, the NVE would need to require the party for which it facilitates electronic exchange to perform authentication and authorization in order to be in compliance with this CTE. We believe that if an NVE cannot directly authenticate and authorize the parties for which it facilitates exchange (which could be at an organizational level), that it would be critical for the NVE to “flow down” these responsibilities and obtain reasonable assurance from the party(ies) for which it facilitates exchange that only authenticated and authorized personnel are able to access electronic exchange services it facilitates. For example, if the NVE were to facilitate an electronic exchange for a hospital, it would be able to satisfy this CTE (indirectly) by ensuring that the hospital had a process in place to authenticate and authorize its own personnel’s use of the exchange services provided by the NVE. In proposing the adoption of this CTE, we would also look to NIST SP800-63(v1.02) “Electronic Authentication Guideline” and any other best practices available to determine the appropriate authentication requirements NVEs would need to satisfy in facilitating electronic exchange.

Question 24: What is the most appropriate level of assurance that an NVE should look to achieve in directly authenticating and authorizing a party for which it facilitates electronic exchange?
Question 25: Would an indirect approach to satisfy this CTE reduce the potential trust that an NVE could provide? More specifically, should we consider proposing specific requirements that would need to be met in order for indirect authentication and authorization processes to be implemented consistently across NVEs?
Question 26: With respect to this CTE as well as others (particularly the Safeguards
CTEs), should we consider applying the “flow down” concept in more cases? That is, should we impose requirements on NVEs to enforce upon the parties for which they facilitate electronic exchange, to ensure greater consistency and/or compliance with the requirements specified in some CTEs?

Strawman Response: 

Consistent with previous recommendations of the TT/HITPC, NVEs should have a high degree of assurance in authenticating parties for which it facilitates electronic exchange.
The CTEs should allow for authentication of participating (provider) entities, and leave to each entity the responsibility of authenticating individual users (consistent with previous TT/HITPC recommendations for entity-level digital certificates).
NVEs may (but should not be required to?) set additional policies for individual user authentication, such as requiring more than user name and password for remote access (previous TT/HITPC recommendation). 
NVEs that allow for individuals to access information directly from the NVE must authenticate individuals.

Digital Certificates

Condition [I-2]: An NVE must follow required standards for establishing and discovering digital certificates.

Language from RFI Preamble: Digital certificates are used to create a high-level assurance that an organization exchanging electronic health information is the entity it claims to be.  Therefore, having common baseline expectations for establishing digital certificates and making the public keys discoverable are foundational elements for rapid, scalable electronic exchange.  In this regard, in April 2011, the HIT Standards Committee approved and transmitted a set of recommendations on digital certificates for the National Coordinator to consider.  Digital certificates are used both as part of the transport specifications developed under the Direct Project as well as the Exchange to authenticate entities involved in electronic exchange.  For the purposes of this CTE, we are considering adopting as requirements the recommendations expressed by the HIT Standards Committee, specifically its recommendations on the requirements and evaluation criteria for digital certificates.  We are also considering its second recommendation with respect to cross-certifying with the Federal Bridge Certificate Authority (the Federal Bridge).  

Question 48: Should this CTE require all participants engaged in planned electronic exchange to obtain an organizational (or group) digital certificate consistent with the policies of the Federal Bridge[footnoteRef:4]? [4:  Additional information on the Federal Bridge can be viewed at: http://www.idmanagement.gov/pages.cfm/page/Federal-PKI] 


Strawman Response:

Consistent with its previous recommendations, the Tiger Team believes that all certificates used in NwHIN exchanges must meet Federal Bridge standards and must be issued by a Certificate Authority (or one of its authorized resellers) that is a member of the Federal PKI framework.
Recommend phase in to requiring that certificates meet federal bridge standards.

Encryption

Condition [S-4]: An NVE must only exchange encrypted IIHI. 

Language from RFI Preamble:  Encryption is often regarded as a best practice for maintaining the confidentiality of IIHI transmitted across networks. To satisfy this condition, we believe that an NVE would need to be able to either 1) exchange already encrypted IIHI, 2) encrypt IIHI before exchanging it, or 3) establish and make available encrypted channels through which electronic exchange could take place (or do any combination of the above). We would expect NVEs to implement industry best practices for doing so. In order to provide some degree of flexibility, we would establish a general CTE for encryption of data in motion and publish more specific guidance on best practices. These requirements and guidelines would be consistent with the guidance provided by HHS’ OCR related to breach notification and standards for rendering unsecured protected health information unusable, unreadable, or indecipherable to unauthorized individuals.[footnoteRef:5] [5:  (2009). Interim Final Rule. 74 Fed Reg at 42740. Available at: http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html] 


Question 31: Should there be exceptions to this CTE? If so, please describe these exceptions.



Strawman Response:

The Tiger Team supports a requirement that NVEs encrypt data in motion.  Given the frequency of data breaches, we recommend that NVEs also be required to encrypt data at rest.  We presume both recommendations will be accomplished by the CTE that makes all addressable HIPAA Security Rule implementation specifications required for NVEs. 


Notice

Condition [S-5]: An NVE must make publicly available a notice of its data practices describing why IIHI is collected, how it is used, and to whom and for what reason it is disclosed.

Language from RFI Preamble:  Under the HIPAA Privacy Rule (45 CFR 164.520), individuals have the right to adequate notice of the uses and disclosures of their protected health information, a right which a covered entity fulfills by furnishing a notice of privacy practices (NPP). Generally speaking, the HIPAA Privacy Rule NPP must include a description of the types of uses and disclosures a HIPAA covered entity is permitted to make for treatment, payment, and health care operations, as well as a description of other uses and disclosures which are permitted without the individuals’ written authorization.

The type of notice contemplated by this CTE would differ in certain aspects from a HIPAA Privacy Rule NPP. First, rather than a notice directed only to consumers whose health information is being used or disclosed, we believe that NVEs should clearly give advance notice to those who use their services, as well as to the general public, why they collect IIHI, how it is used, and to whom and for what reason it is disclosed. Second, with the goal of increasing public trust and enabling electronic exchange, we believe that an NVE should give notice about what it actually does do, rather than what it is legally permitted to do, with the IIHI for which it is responsible for exchanging. Third, we believe a NVE should give explicit and specific notice about certain uses and disclosures of health information, such as the specific circumstances when it will de-identify health information and provide it to third parties. For example, if the NVE deidentifies IIHI and then provides such de-identified information to pharmaceutical or research companies, it would need to include a description of this action in its notice to satisfy the CTE described above. This would address the concerns of some stakeholders, including certain members of the HIT Policy Committee, that certain persons and organizations may not be fully aware that an entity transmitting data on their behalf may de-identify their data and then share such de-identified data with third parties. We also believe this CTE is consistent with the privacy and security “core values” recommended by the HIT Policy Committee on September 1, 2010.

Question 32: Are there specific uses or actions about which we should consider explicitly requiring an NVE to be transparent?
Question 33: Would an NVE be able to accurately disclose all of the activities it may need to include in its notice? Should some type of summarization be permitted?
Question 35: Should this CTE require that an NVE disclose its activities related to deidentified and aggregated data?
Question 36: Should this CTE require that an NVE just post its notice on a website or should it be required to broadly disseminate the notice to the health care providers and others to which it provides electronic exchange services?

Strawman Response:

As part of its core values, the TT has concluded that entities involved in health information exchange—which would include entities recognized as NVEs—should adopt the full complement of the fair information practices (FIPs) when handling personally identifiable health information and should be required to be transparent with regards to how the collects, use, and disclose such information. TT “Core Value”: Transparency about information exchange practices is a necessary component of establishing credibility with patients. In achieving greater openness and transparency for patients, we need to balance the need to give patients complete information on how their information is shared while at the same time providing information in a form that is manageable for patients to read and understand. 
Consistent with previous recommendations, the Tiger Team recommends the following with regard to notice: 

· NVEs should provide a layered notice: a short, 1-2 page summary of information sharing policies and activities. This “summary notice” should indicate how to obtain more information; a more detailed notice for interested patients should also be readily available. 
· It is important that the notice be written not only in plain English but also at the reading level of the average patient and presented in compliance with applicable laws with respect to language and disability. 
· NVEs should be required to disclose in their notice how they use and disclose information, including without limitation their use and disclosure of de-identified data, their retention policies and procedures, and their data security practices.
Further, in the interest of transparency and building consumer trust, the Tiger Team agrees that NVEs should give notice about what it actually does do, rather than what they are legally permitted to do, with the IIHI for which it is responsible for exchanging.
NVEs should be required to broadly disseminate their notices to providers and others with whom they exchange information. 



Matching

Condition [I-3]: An NVE must have the ability to verify and match the subject of a message, including the ability to locate a potential source of available information for a specific subject.

Preamble Language from RFI:  The intent of this CTE is to provide guidance for NVEs to verify and match message subjects (i.e., patients) using a record locater services, master patient index, or another approach.  In February 2011, the Privacy and Security Tiger team issued a set of recommendations to the HIT Policy Committee regarding patient matching.  The recommendations centered on standardizing demographic data fields, evaluating matching consistency, accountability, developing and disseminating best practices, and supporting the role of the individual patient.  Subsequently, the HIT Standards Committee formed the Patient Matching Power Team to further explore these recommendations.  The Patient Matching Power Team focused specifically on the use case of near time, direct patient care.[footnoteRef:6]   [6:  The complete set of recommendations can be viewed on the ONC website at: http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__standards_recommendations/1818] 


Before exploring the specifications for patient matching, the Power Team first developed a set of baseline assumptions around the appropriate levels of specificity and sensitivity.  For this use case, the Power Team assumed that specificity was more critical than sensitivity and that specificity of at least 99.9% and sensitivity of 95% would be an appropriate range for ensuring a high level of matching accuracy and accountability.  These levels were used because sensitivities lower than 95% could result in incomplete views of the patient’s record and specificities lower than 99.9% could result in incorrect matching, putting both the patient and the inappropriately matched individual at risk.

Question 49: Should we adopt a CTE that requires NVEs to employ matching algorithms that meet a specific accuracy level or a CTE that limits false positives to certain minimum ratio? What should the required levels be?
Question 50: What core data elements should be included for patient matching queries?

Strawman Response:

The TT previously observed that the use of any particular data field should not be required for matching, as choice of fields used to match depends on a number of factors, including the purpose of the data access.
Consistent with past recommendation, NVEs should have a process in place to (1) evaluate the effectiveness of their matching strategies in achieving matching accuracy on an ongoing basis and (2) use such evaluations to internally improve matching accuracy.

Query and Response: Verifying the Treatment Relationship

Condition [S-10]: An NVE must have the means to verify that a provider requesting an individual’s health information through a query and response model has or is in the process of establishing a treatment relationship with that individual.

Preamble Language from the RFI:  The HIPAA Privacy Rule does not set specific requirements for when a health care provider may request information maintained by other providers for treatment purposes. The duty to protect health information is placed almost exclusively on the discloser, and the requester bears little responsibility.[footnoteRef:7]  More specifically, the HIPAA Privacy Rule permits providers to request and disclose information about a patient “to carry out treatment” without qualifying that the information must be for the treatment of that particular patient. This means that providers who may participate in health information exchange through an NVE based on the query and response model are permitted by HIPAA to disclose an individual’s information for treatment purposes, and to have the NVE make the disclosure on their behalf, even if the recipient is treating a patient that is not the subject of the record. [7:  A covered entity requesting protected health information from another covered entity must adhere to the minimum necessary standard with respect to what information is requested; however, disclosures to or requests by a health care provider for treatment purposes are not subject to these minimum necessary restrictions. 45 C.F.R. 164.502(b).] 


In theory, a query and response model would allow a provider to seek records of unknown individuals by querying on a particular diagnosis or demographic information and retrieve all records responsive to the query.[footnoteRef:8]  If the provider had any treatment purpose for such a query, even if she lacked an actual treatment relationship with each patient whose record she received, there would not be a violation of the HIPAA Privacy Rule. We believe that in order to ensure trust in the query and response model, that: 1) as a business practice, the NVE should restrict access to patient data for treatment purposes to providers who have or are in the process of establishing a treatment relationship with the patient; and 2) that as a safeguard CTE, the NVE be required to have mechanisms in place to verify that such a relationship exists.  [8:  The President’s Council of Advisors on Science and Technology report, Realizing the Full Potential of Health Information Technology to Improve Healthcare for Americans: The Path Forward, (Dec. 2010), for example, proposes a Google-like search engine for health information that would facilitate such queries.] 


Question 43: What method or methods would be least burdensome but still appropriate for verifying a treatment relationship?
Question 44: Are there circumstances where a provider should be allowed access through the NVE to the health information of one or more individuals with whom it does not have a treatment relationship for the purpose of treating one of its patients?



Strawman Response:

[Tiger Team has not previously addressed.  NVEs should require providers to attest that a treatment relationship exists, or is in the process of being initiated.  Require NVEs to periodically audit participating providers for compliance?
NVEs should be transparent with participants about the purposes for which information can be exchanged using the NVE.]

NVE Data Aggregation: Access and Correction

Condition [S-8]: If an NVE assembles or aggregates health information that results in a unique set of IIHI, then it must provide individuals with electronic access to their unique set of IIHI.

Preamble Language from RFI:  The HIPAA Privacy regulations at 45 CFR 164.524 provide individuals with a right to access information maintained in a Designated Record Set (as defined at 45 CFR 164.501).[footnoteRef:9]However, this right may not extend to all IIHI that is used or assembled by NVEs to facilitate electronic exchange. Consistent with the “Access” principle expressed in the Privacy and Security Framework, we are considering adopting a CTE that would require an NVE to provide individuals with access to any information the NVE creates that results in a unique set of IIHI. In this context, and for the purpose of this CTE, we consider the IIHI that an NVE assembles or aggregates itself and retains on an individual to constitute a “unique set of IIHI” because the NVE would be the only party through which this information could be accessed (i.e., the individual would not be able to readily recreate the NVE’s unique set of IIHI by requesting access to the information held by each of his or her providers that have a relationship with the NVE). For example, if multiple health care providers seek to electronically exchange health information for a given patient, then the NVE facilitating these exchanges would be in a position to aggregate the patient data it receives thus generating a unique set of IIHI. This CTE would require that an individual have access to this unique set of IIHI if he or she is unable to access the same set of information through some other singular channel (e.g., by making a standard HIPAA access request to a single health care provider). [9:  We believe that the risks for re-identification are somewhat exaggerated, but recognize that public concerns about this issue may undermine trust and impede the development of the standards, services, and policies that define the nationwide health information network.] 


Question 40: What further parameters, if any, should be placed on what constitutes a “unique set of IIHI”?

Strawman Response:

[Tiger Team has not addressed this issue specifically, but previously has supported the patient’s right to access information about them.  This CTE applies only to unique information generated by the NVE – information that initiates from a provider can be obtained directly from the provider, and providers can delegate to NVEs of providing patient’s with their HIPAA rights to data access.]

Condition [S-9]: If an NVE assembles or aggregates health information which results in a unique set of IIHI, then it must provide individuals with the right to request a correction and/or annotation to this unique set of IIHI.

Preamble Language from RFI:  Building on the Safeguard CTE [S-8] above and consistent with the “Correction” principle in the Privacy and Security Framework, we believe that any NVE that must provide an individual with the right to access the unique set(s) of IIHI it maintains, should also be required 48 to provide individuals with the right to request a correction and/or annotation to this unique set of IIHI.

Question 41: If an NVE were to honor an individual’s request for a correction to the unique set of IIHI that it maintains, what impact could such a correction have if the corrected information was accessible by health care providers and not used solely for the NVE’s own business processes?
Question 42: Are there any circumstances where an NVE should not be required to provide individuals with the ability to correct their IIHI?

Strawman Response:

[Tiger Team has not addressed this issue specifically, but previously has supported the patient’s right to seek corrections to (or append) information. This CTE applies only to unique information generated by the NVE – information that initiates from a provider can be obtained amended/corrected by the provider.
The governance rule should address NVE responsibilities for alerting providers to amendments/corrections accommodated by the NVE (for example, NVEs should be required to adopt policies to address this issue).]

De-identified Data for Commercial Uses

Condition [S-6]: An NVE must not use or disclose de-identified health information to which it has access for any commercial purpose.

Language from RFI Preamble:  As noted above, some stakeholders, as well as the HIT Policy Committee, have expressed concern that certain persons may not be fully aware that someone transmitting data on their behalf may use de-identified data for profit seeking opportunities.  This scenario appears to have raised two concerns: the potential that certain recipients of de-identified data possess their own established databanks and may be able to re-identify the data by comparing it to existing data; and providers’ losing trust in a system in which the data for which they are responsible, although de-identified, is monetized.  We recognize that under the HIPAA Privacy Rule, a provider could prohibit a business associate in its business associate agreement from de-identifying data and then subsequently using the de-identified data.  However, we are aware of circumstances where certain business associates have drafted business associate agreements that allow for such de-identification of data for the business associates’ purposes.  Additionally, smaller covered entities may lack the economic resources and expertise necessary to effectively negotiate business associate agreements, in particular with respect to preventing the commercialization of health information.  We believe that having a CTE prohibiting NVEs from using or disclosing de-identified health information for economic gain would alleviate the concerns that have been raised about potential re-identification of the data.[footnoteRef:10]  We also believe that such a prohibition would increase providers’ trust in exchanging their data through an NVE. [10:  We believe that the risks for re-identification are somewhat exaggerated, but recognize that public concerns about this issue may undermine trust and impede the development of the standards, services, and policies that define the nationwide health information network.] 


Question 37: What impact, if any, would this CTE have on various evolving business models?  Would the additional trust gained from this CTE outweigh the potential impact on these models?[footnoteRef:11]  [11:  MITRE Note: Assigned to TT for secondary response.] 

Question 38: On what other entities would this have an effect?[footnoteRef:12] [12:  MITRE Note: Not assigned to TT for response.] 


Strawman Response:

Prohibiting NVEs from using or disclosing de-identified data for commercial purposes could eliminate a potential model of sustainability.  Other entities would be permitted to do this, whereas this would be prohibited for NVEs.
Defining what is a “commercial” purpose in health care can be a challenge, as health care entities must generate revenue in order to remain in the business of providing health care.
Instead of prohibiting uses and disclosures of de-identified data for commercial purposes, ONC should instead require NVEs to commit to not re-identifying de-identifying data, and require NVEs to bind their downstream de-identified data recipients to this policy.  (This is consistent with the FTC’s recent report on consumer privacy.)
As the TT/HITPC previously recommended, NVEs should be required to disclose uses and disclosures of de-identified data.  

Request for Additional CTEs

Stakeholders are encouraged to provide feedback on this initial set of CTEs and in submitting comments suggest other CTEs that we should also consider.  The following table summarizes the CTEs as presented in this RFI.


	CTE Category
	CTE

	Safeguards
	[S-1]: An NVE must comply with sections 164.308, 164.310, 164.312, and 164.316 of title 45 of the Code of Federal Regulations as if it were a covered entity, and must treat all implementation specifications included within sections 164.308, 164.310, and 164.312 as “required.”

	Safeguards
	[S-2]: An NVE must only facilitate electronic health information exchange for parties it has authenticated and authorized, either directly or indirectly.

	Safeguards
	[S-3]: An NVE must ensure that individuals are provided with a meaningful choice regarding whether their IIHI may be exchanged by the NVE.

	Safeguards
	[S-4]: An NVE must only exchange encrypted IIHI.

	Safeguards
	[S-5]: An NVE must make publicly available a notice of its data practices describing why IIHI is collected, how it is used, and to whom and for what reason it is disclosed.

	Safeguards
	[S-6]: An NVE must not use or disclose de-identified health information to which it has access for any commercial purpose.

	Safeguards
	[S-7]: An NVE must operate its services with high availability.

	
Safeguards
	[S-8]: If an NVE assembles or aggregates health information that results in a unique set of IIHI, then it must provide individuals with electronic access to their unique set of IIHI.

	
Safeguards
	[S-9]: If an NVE assembles or aggregates health information which results in a unique set of IIHI, then it must provide individuals with the right to request a correction and/or annotation to this unique set of IIHI.

	
Safeguards
	[S-10]: An NVE must have the means to verify that a provider requesting an individual’s health information through a query and response model has or is in the process of establishing a treatment relationship with that individual.

	
Interoperability
	[I-1]: An NVE must be able to facilitate secure electronic health information exchange in two circumstances: 1) when the sender and receiver are known; and 2) when the exchange occurs at the patient’s direction.  

	Interoperability
	[I-2]: An NVE must follow required standards for establishing and discovering digital certificates.

	
Interoperability
	[I-3]: An NVE must have the ability to verify and match the subject of a message, including the ability to locate a potential source of available information for a specific subject.

	Business Practices
	[BP-1]: An NVE must send and receive any planned electronic exchange message from another NVE without imposing financial preconditions on any other NVE.

	Business Practices
	[BP-2]: An NVE must provide open access to the directory services it provides to enable planned electronic exchange.

	Business Practices
	[BP-3]: An NVE must report on users and transaction volume for validated services.



One approach for implementing nationwide electronic exchange can be observed through the Nationwide Health Information Network Exchange.  As we described in the background section of this RFI, the Exchange is a confederation of trusted entities that have passed certain requirements for participation.  One such requirement includes signing the DURSA, which serves as a legal framework for sharing electronic health information among participants in the Exchange.  The DURSA includes “performance and service specifications” which the participating members agree to use in implementing secure electronic exchange.  The most recent specifications used by participants in the Exchange can be found on ONC’s website.[footnoteRef:13] These specifications focus on a range of different electronic exchange activities, including specifications for: “Patient Discovery;”  “Query for Documents;” “Retrieve Documents;” “Authorization Framework;” “Web Services Registry;” “Access Consent Policies;” and other such specifications with a yet to be determined effective date. [13:  The Exchange specifications can be viewed on the ONC website at: http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__nhin_resources/1194] 


Question 56: Which CTEs would you revise or delete and why? Are there other CTEs not listed here that we should also consider?
Question 59: Should we consider including safe harbors for certain CTEs? If so, which CTEs and what should the safe harbor(s) be?
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Meaningful Choice      Condition [S - 3]: An NVE must ensure that individuals are provided with a  meaningful choice regarding whether their IIHI may be exchanged by the NVE.      Language from RFI Preamble :  In considering the recommendations that we received  from the HIT Policy Committee
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, we believe that individuals should be able to exercise  meaningful choice with respect to how their electronic health information is exchanged.  The HIT Policy Committee explained that “meaningful choice” could be either an op t - in  or opt - out model34, or more granular consents so long as individuals or their legal  designees are adequately and clearly informed about how and why their information will  be exchanged, in advance of making a decision whether to participate in electron ic  exchange. The HIT Policy Committee also stated that the process of providing  meaningful choice should include communicating to an individual the following: 1) that  choice is not a condition of receiving medical treatment; 2) that the choice will be  comm ensurate with the circumstances for why IIHI is being exchanged; 3) that the choice  is consistent with reasonable patient privacy, health, and safety expectations; and 4) that  the choice is revocable  –   that is it can be retracted.     In terms of providing me aningful choice, we believe that an NVE should be required to  do the following to satisfy this CTE, either: directly provide the patient with meaningful  choice regarding the exchange of their IIHI; or ensure (with some means of verification)  that the healt h care provider for which it facilitates electronic exchange has provided  individuals with meaningful choice regarding the exchange of their IIHI.     Mindful that the HIT Policy Committee’s recommendations are premised on the belief  that different means of e xchange may invoke different privacy and security concerns, we  are considering, within the context of Interoperability CTE I - 1
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, what exceptions to the  provision of meaningful choice would be prudent. We are considering the following three  situational exce ptions within this specific context: 1) when the NVE is engaging in the  exchange of IIHI for purposes of medical treatment; 2) when information exchange is  mandatorily required under law; or 3) the NVE is acting solely as a conduit and not  accessing or usi ng IIHI beyond what is required to encrypt and route it to its intended  destination. For example, if we were to adopt a CTE that excluded those purposes it  would mean that no patient choice would be required when one provider purposefully  elects to electro nically exchange health information directly with another provider for  treatment purposes (e.g., sending a referral to a specific provider, transmitting a  prescription) beyond what is required in current law or what has been customary practice.  The HIT Pol icy Committee has yet to assess and provide recommendations to the 
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(2010). The complete set of recommendations can be viewed on the ONC website at:  http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_ 0_6011_1815_17825_43/http%3B/wc i - pubcontent/publish/onc/public_communities/_content/files/hitpc_transmittal_p_s_tt_9_1_10.pdf  
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  An NVE must be able to facilitate secure electronic health information exchange in two  circumstances: 1) when the sender and rec eiver are known; and 2) when the exchange occurs at the  patient’s direction.     

