Charges to Privacy and Security Workgroup on Governance RFI Questions

The questions below are those for which the HITSC Privacy and Security WG has been asked to develop draft responses, plus a few that I suggested be added to our list.  
We will start by addressing the question the P&S WG has been asked to “Prioritize,” then address the “Secondary” assignments, and finally (unless I get a stop-work order) those for which I have suggested we provide inputs.  
Question of High Interest to (but not assigned to) P&S WG
	Question 
	Page Number 
	Workgroup(s)

 (P = Prioritize,

S = Secondary)

	II. Request for Information

A. Establishing a Governance Mechanism

Question 4:  Would a voluntary validation approach as described above sufficiently achieve this goal? If not, why?
Question Context: As part of the governance mechanism, ONC is considering to include a validation process where entities that facilitate electronic exchange would, voluntarily, demonstrate compliance with the CTEs.

	58
	P: Gvnce 

S: IE, P&STT, NwHIN

	P&S WG Response:  

 


Question P&S WG was asked to priorize  
	Question 
	Page Number 
	Workgroup(s)

 (P = Prioritize,

S = Secondary)

	· CTE BP-3:  An NVE must report on users and transaction volume for validated services.
Question 57: Should one or more of the performance and service specifications implemented by the participants in the Exchange be included in our proposed set of CTEs?  If so, please indicate which one(s) and provide your reasons for including them in one or more CTEs.  If not, please indicate which one(s) and your reasons (including any technical or policy challenges you believe exist) for not including them in one or more CTEs.
	58
	P:  HITSC P&S WG
S:  IE

	P&S WG Response:  

The NwHIN Exchange community implemented a governance model that is not suitable for an encompassing nationwide health information exchange.  Tight governance as described in the DURSA is unlikely to work on a national scale that encompasses both public and private entities, ranging in size from small private practices to federal agencies.  While service level agreements (SLAs) like those contained in the DURSA may be appropriate and enforceable within a tightly controlled consortium like the Exchange, this level of specificity is inappropriate for a national governance model.   
We recommend a governance model that requires NVEs to publish their SLAs and their performance against these SLAs.  



	Question
	Page Number 
	Workgroup(s)

 (P = Prioritize,

S = Secondary)

	· CTE [S-1]: An NVE must comply with sections 164.308, 164.310, 164.312, and 164.316 of title 45 of the Code of Federal Regulations as if it were a covered entity, and must treat all implementation specifications included within sections 164.308, 164.310, and 164.312 as “required.”
Question 22: Are there HIPAA Security Rule implementation specifications that should not be required of entities that facilitate electronic exchange?  If so, which ones and why? 

	38
	S:  P&S TT

P: HITSC P&S WG


	P&S WG Response:  
The P&S WG agreed that making “addressable” implementation specifications “required” would build trust and reduce variability.   However, they noted that the implementation specifications themselves are very general and that to truly reduce variability, standards may be needed to constrain implementations for validation.  Such “standards” may include both SDO standards (e.g., encryption) and specific processes and procedures.  

After a quick review of the “addressable” implementation specifications, WG members could not identify any that seemed unreasonable to require of an NVE; however, WG members were asked to review these specifications in greater detail following our meeting to confirm this opinion.   

WG members raised strong questions and concerns about the voluntary nature of the validation process, and the potentially side-effects from making all of these addressable specifications required.  Although this is a separate RFI question that has not been assigned to the P&S WG, given the level of interest, we will address it separately in our next  meeting.  



	Question 
	Page Number 
	Workgroup(s)

 (P = Prioritize,

S = Secondary)

	· CTE [S-1]: An NVE must comply with sections 164.308, 164.310, 164.312, and 164.316 of title 45 of the Code of Federal Regulations as if it were a covered entity, and must treat all implementation specifications included within sections 164.308, 164.310, and 164.312 as “required.”
Question 23: Are there other security frameworks or guidance that we should consider for this CTE?  Should we look to leverage NISTIR 7497 Security Architecture Design Process for Health Information Exchanges
?  If so, please also include information on how this framework would be validated. 
	38
	S:  P&S TT 

P: HITSC P&S WG


	P&S WG Response:  

NISTIR 7497 focuses on the Exchange architecture and specifications and was developed before the Direct protocol was developed.   So although it is historic at this point and needs to be refreshed, NISTIR 7497 is good guidance for organizations implementing the Exchange specifications.  However, it should not be mentioned or prescribed in the governance regulation.  As mentioned in our response to question 45, we do not believe the governance regulation should be transport-specific.   However, we do think it would be appropriate for the ONC to make transport-specific guidance, such as NISTIR 7497, known to NVEs implementing the such transports.  




Questions for which P&S WG has been asked to provide a secondary response
	Question
	Page Number 
	Workgroup(s)

 (P = Prioritize,

S = Secondary)

	· CTE [I-1]: An NVE must be able to facilitate secure electronic health information exchange in two circumstances: 1) when the sender and receiver are known; and 2) when the exchange occurs at the patient’s direction.
Question 45: What types of transport methods/standards should NVEs be able to support?  Should they support both types of transport methods/standards (i.e., SMTP and SOAP), or should they only have to meet one of the two as well as have a way to translate (e.g., XDR/XDM)?
	51
	P:  NwHIN 

S:  IE , HITSC P&SWG

	P&S WG Response:  
We do not think it is appropriate for an NwHIN governance model to dictate the transport protocols NVEs should support.  Rather, the model should be equally appropriate regardless of the transport mechanism(s) supported.  Most importantly, the NVEs should be required to publish the transport protocol(s) they support and the mechanisms they use to implement these protocols.   The governance model should specify a standard for publishing the protocol(s) supported and mechanisms used.  



	Question
	Page Number
	Workgroup(s)

(P = Prioritize,

S = Secondary)

	· CTE [I-2]: An NVE must follow required standards for establishing and discovering digital certificates.
Question 47: Are the technical specifications (i.e., Domain Name System (DNS) and the Lightweight Directory Access Protocol (LDAP)) appropriate and sufficient for enabling easy location of organizational certificates?  Are there other specifications that we should also consider?


	52
	P:  NwHIN

S:  IE, HITSC P&S WG

	P&S WG Response:  




	Question
	Page Number 
	Workgroup(s)

 (P = Prioritize,

S = Secondary)

	E. Request for Additional CTEs
Question 56: Which CTEs would you revise or delete and why? Are there other CTEs not listed here that we should also consider?

	58
	ALL 

	P&S WG Response:  
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