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The Beacon Community Cooperative Agreement Program demonstrates how health information
technology (health IT) investments and meaningful use of electronic health records (EHR) advance the
vision of patient-centered care, while supporting better health and better care at lower cost. The U.S.
Department of Health and Human Services (HHS), Office of the National Coordinator for Health IT (ONC)
is providing $250 million over 3 years to 17 selected communities throughout the United States that
have already made inroads in EHR adoption and the development of secure, private, and accurate
systems of health information exchange. Each of the 17 communities — with its unique population and
regional context — is actively pursuing the following areas of focus:

» Building and strengthening the health IT infrastructure and exchange capabilities within
communities, positioning each community to pursue a new level of sustainable health care quality
and efficiency over the coming years.

» Translating investments in health IT to measureable improvements in cost, quality, and population
health.

» Developing innovative approaches to performance measurement, technology, and care delivery to
accelerate evidence generation for new approaches.

For more information about the Beacon Community Program visit www.healthit.gov.

This Learning Guide was developed by the Beacon Nation Project, funded by the Hawaii Island Beacon
Community, an awardee of the ONC Beacon Community Program. The Beacon Nation project seeks to
promote innovation in health IT by gathering and disseminating lessons learned from the 17 Beacon
Communities about building and strengthening health IT infrastructure, testing innovative approaches,
and making strides toward better care, better health, and lower costs.

For more information about the Beacon Nation project, visit www.beaconnation.org.
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Background

While it is estimated that health care costs for treatment of chronic conditions account for more than
75% of national health care spending,® the U.S. health care system has historically been organized to
deliver care in a reactive manner, treating patients as they arrive in the medical practice or hospital. The
dominant method of paying health care providers is the fee-for-service method, a type of
reimbursement that provides incentives for volume rather than for value of services.

Moreover, care is often highly fragmented; care

coordination is often an exception rather than the rule.’ The ACA addresses population

Both federal and private sector efforts, driven by the health in four main ways:
Affordable Care Act (ACA),’ are focused on increasing the

integration of patient care across the care continuum to 1. Expands insurance coverage
improve the health of individuals and populations of and access to care through the
patients. Major ACA-created programs that target individual mandate, Medicaid
population health improvement management include new expansions, and state insurance
care models, such as accountable care organizations (ACO), exchanges and marketplaces.
care transition and care management, and advanced primary 2. Improves the quality of care
care and medical home models. The focus on population delivered to patients through
health management through programs, such as ACOs and the support of organizations
others mentioned, are viewed as a promising practice for focused on quality

helping to improve health outcomes and “bend” the health improvement, innovation, and
care cost curve. Improving population health by focusing on

patient outcomes.

Enhances prevention and
health promotion within the
care delivery system through
the implementation of ACOs and
the expansion of provisions to
encourage clinician training and
coverage of preventative

the upstream factors that affect health, such as poor 3.
nutrition, physical inactivity, and substance abuse, is also a

core goal of the triple aim of improving health, health care,

and health care costs.” Population health management

includes measurement and analytics activities as well as

creation and implementation of interventions designed to
improve patient care. This Learning Guide focuses on the
measurement and analytics aspects of population health

management. services.

4. Promotes community and
These new care models need to be enabled by population population-based activities
health measurement activities and integration to meet the through the establishment of
goals of improved patient outcomes and lower costs. Data organizations and programs
integration from a number of different and often disparate focused on public health and
data sources is necessary. Data types needed for population health promotion. deploy
health measurement include clinical, financial, and further based on the success of
administrative data, which must be aggregated, integrated, the initial group.

and analyzed to produce accurate and actionable
information on patient populations. Mo R
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Comprehensive population health measurement requires collaboration and data sharing between
physician practices, hospitals, payers and pharmacy benefit managers, and laboratories and testing
facilities, among others. However, despite the fact that accountable care is beginning to align the
incentives and provide a business case for data sharing across organizations, there are still many barriers
to accessing and integrating data needed to measure (and subsequently manage) population health.
First, technical challenges can result from difficulties in integrating data from similar data sources (e.g.,
physician practices) that may use different standards and methods to record and store data related to
patient care. Some of the data may be electronic, and some may be recorded in paper form. Even when
data is stored in an electronic format, it may be in free text form or not recorded following a common
documentation standard. There is also the challenge of linking individual, unique patients’ data that
comes from different types of organizations, such as physician practices and hospitals, because they
may use different standards to identify patients.

Also, cultural challenges include the concerns organizations have of sharing data with competitors, as
data is often considered a competitive asset. Patient privacy and data security concerns have hampered
data sharing needed for population health measurement. Exhibit 1 lists sample data types of major data
sources commonly needed for population health measurement.

Exhibit 1: Common Population Health Measurement Data Sources and Types

Payers/Pharmacy Benefit Managers Hospitals

e Patient Demographics e Patient Demographics

¢ Billed/Paid Charges e Billed/Paid Charges

e Per Member/Per Month Payments ¢ Diagnosis & Procedure & Date of Service
¢ Line of Business (e.g. Medicaid) e [ ab Test Results

* Diagnosis & Procedure & Date of Service * Radiology/Imaging Results

* Physician Name » Length of Stay

e Facility Name & Length of Stay e Payer Name

e Primary Care Provider (if applicable)

e Setting of Care

CONSOLIDATED DATA
NEEDED FOR
POPULATION HEALTH
MEASUREMENT

Physician Practices
¢ Patient Demographics

¢ Vital Signs
¢ Progress Notes
¢ Problem List
Other Sources « Medical History
* Home Health » Medications
e Skilled Nursing Facilities * Allergies
¢ Ambulances/Paramedics  Diagnoses
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Defining Population Health

A review of the scientific literature shows that population health can be defined in many ways® and can
be considered to span a continuum, ranging from a focus on individuals with specific conditions within
the care delivery system to a focus on the factors that affect health within and outside the care delivery
system. Exhibit 2 shows the continuum of how population health can be defined. The population health
definition used in this Learning Guide is the level and distribution of a medical condition and associated
clinical outcomes of a population or all the inhabitants of a given geography. This definition reflects the
focus of Beacon Communities on clinical outcomes and patient care within a defined geography.

Exhibit 2: The Continuum of Population Health

FOCUS ON FOCUS ON
INDIVIDUAL POPULATIONS
PATIENTS OF PATIENTS
Provider Focused  Health Conditions Health Care Geography Upstream Factors  Overall Well Being
* Ancillary Care Focused Delivery Focused Focused * Functional Health

Providers e Asthma System Focused * Cities * Education * Health Risk
* Clinics « COPD * Effective * Communities * Housing * Overall Patient Experience
* Hospitals, etc.  Diabetes, etc.  Efficient * Regions, efc.  * Socioeconomic
* Equitable Status, efc.
* Patient-Centered
* Safe
* Timely

Population Health Measurement and Analytics

Population health measurement uses tools to analyze data about care provided to patients and clinical
outcomes and to predict future health events and outcomes (predictive analytics). Predictive analytics
relies on data modeling and algorithms to predict the risk that a patient will experience a health event,
such as heart failure, an avoidable hospital admission or readmission, or an emergency department
admission. Physicians and other caregivers can use this information to create and implement patient
intervention strategies that target high-risk patients, with the goal of reducing the risk of a potential
negative health event. Analytic tools may also support care coordination and management and patient
engagement functions.

There is a growing number of analytic tools available in the market, each with its set of own strengths
and weaknesses. Exhibit 3 highlights some specific analytic solutions used by Beacon Communities to
support population health.
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Exhibit 3: Overview of Beacon Community IT and Analytics Solutions

Analytics Solution

Solution Attributes Beacon

Target Conditions

Examples

Adaptable health registry that gives

Diabetes, chronic

Meridios Health Bangor
Matrix control over EHR data Beacon obstructive
http://www.meridio Data resides within the network Community pulmonfary :isease,
<.com rather than being sent off site (Maine) :‘:;thngSt;\:\ed aes?c:ma
The tool also provides the ability to !
create custom standards in addition
to providing National Committee
for Quality Assurance, Physician
Quality Reporting Initiative, and
others
PluralSoft Monitor patient health outcomes Greater Diabetes, asthma
and improve quality of care Cincinnati
http://www.pluralso - . .
ft.com/Home.php Imer)Ye clinician satisfaction by Beacon .
providing more trusted and Collaboration
Initiate accurate patient identification at (Ohio)
http://www.ibm.co the point of service
m/us/en/
Symedical
http://www.clinicala
rchitecture.com/sol
utions/symedical-
server/
Archimedes Results provide a graphical Colorado Diabetes, heart disease
Individualized representation of an individual’s Beacon
Guidelines and risk of conditions or diseases and Consortium

Outcomes (IndiGO)

http://archimedesm

odel.com/indigo

the predicted impact of
interventions that are most
effective at reducing these risks

Can be used at the point of patient
care

Provides physicians with an
interactive tool for educating
patients about their risks and
engaging them in addressing those
risks
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Analytics Solution Solution Attributes Beacon Target Conditions
Examples
Mirth Tools Functionality allows multisystem Crescent City Blood pressure
interoperability support and secure  geacon management,
http://www.mirthc hosting, broadly accessible Direct Community diabetes, or
orp.com/ Project protocol-based secure (Louisiana) cardiovascular
email, and a comprehensive care disease
management platform that has
been tested in large-scale
implementations
Integrates data from EHRs already
in use across the community,
including four of the top five
ambulatory EHR systems on the
market
Practices not yet using an EHR
system will still be able to
participate by accessing the Mirth
Results portal solution or by using
Mirth Mail to securely send or
receive patient information
Pentaho Community Analytics Platform with Greater Tulsa  Breast cancer screening,
organization specific sand-boxes Health Access immunizations for
http://www.pentah N B influenza and
o.com etwor )
o.com/ Beacon pneumonia
Community
(Oklahoma)

Beacon Communities

The U.S. Department of Health and Human Services (HHS) Office of the National Coordinator for Health
IT (ONC) provided $250 million over 3 years (2010-2013) to 17 selected Beacon Communities
throughout the United States that had already made inroads in using health IT as a foundation for local
improvement and innovation. The Beacon Community Program is part of ONC’s innovation portfolio and
brings together many aspects of ONC’s efforts to modernize the nation’s health care.

Each of the 17 Beacon Communities is building and strengthening local health IT infrastructure; testing
innovative approaches for using connected technology to improve care delivery; and supporting
measurable improvements in health, care, and costs. Through these efforts, each community serves as a
model of change that can help instruct the work of other cities, counties, and regions.
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Beacon Nation Project and Learning Guides

The Beacon Nation Project, launched by the Hawaii Island Beacon Community, Hilo, Hawaii, in early
2013, is translating the experiences and lessons learned from the Beacon Communities into actionable
information that can be adapted for use by individual

practices, hospitals, payers, and other organizations in the

community involved in patient care. This information is Learning Guide: A Learning
included in Learning Guides, which are a set of materials Guide describes a promising IT-
describing a promising IT-enabled intervention that can be enabled intervention that can be
deployed in a community to accelerate health care deployed in a community to
transformation. The Learning Guides cover diverse topics, accelerate health care

including strengthening care management, capturing high-
quality EHR data to support performance improvement,
and health IT capabilities to support clinical
transformation. Copies of the Learning Guides can be downloaded from the Beacon Nation website at:
http://www.healthit.gov/policy-researchers-implementers/beacon-community-program/learning-
guides.

transformation.

This Learning Guide documents the approaches, lessons learned, and best practices of Beacon
Communities to aggregate clinical data to enable population health measurement at a community level
across multiple health organizations. It includes Implementation Objectives and supporting tactics for
success, implementation vignettes from organizations, resource and cost considerations, and reference
documents.

Following are a few items to keep in mind while reviewing the materials:

e A lLearning Guide is not an implementation manual with detailed checklists for a technical
review and revision of clinical data systems architecture and infrastructure. Instead, the
materials lay out the most important decisions and considerations for practices and
communities interested in implementing processes that result in the aggregation of clinical data
and enabling population health measurement.

e This Learning Guide discusses the key steps necessary to aggregate clinical data from a provider
organization for the purpose of reporting, performance improvement activities, and patient
care. These include quality measurement, performance reporting, and outcome measurement,
enabling reimbursement under new payment models.

e A wide variety of organizations may find this Learning Guide useful to develop and implement
activities enabling population health measurement. These organizations include individual
physician practices, hospitals, and other stakeholders in geographic communities with varying
levels of sophistication in EHR use and reporting capabilities that are interested in establishing
wide-scale population health measurement.
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Setting the Stage for Success

This Learning Guide focuses on the population health measurement experiences of the Beacon
Communities along with the analytics used to support these measurement activities. Beacon
Communities have focused on populations of patients with chronic conditions, such as diabetes, heart
disease, and asthma. This Learning Guide focuses on the health care and health outcomes influenced by
the health care delivery system rather than overall health and well-being, which a host of other factors
also affect, such as the environment, patient behavior, and socioeconomic status.

To clarify terminology used in this Learning Guide, a community is a group of organizations collaborating
to measure population health for a group patients; the targeted patients may be either located in a

distinct geography or shared through patient attribution to
providers based on which providers provide the majority of
their care (the methodology used to assign patients to
providers in ACOs for quality and cost calculations). In many
instances, these organizations may compete for market

share. These organizations include entities, such as physician

practices, hospitals and hospital systems, payers and
pharmacy benefit managers, and laboratory and testing
facilities.

As communities consider developing and implementing
population health measurement activities, they need to
examine how prepared they are. The Beacon Community
experience has shown the importance of several
foundational elements that supported success, such as
strong leadership, vision and project goal alignment, and
technical capacity to implement the analytics necessary to
measure population health.

Depending on the degree to which a community has
participated in prior collaborations, some foundational
elements will be more important than others. These
foundational elements represent a continuum of maturity,
as noted in Exhibit 4. Communities in an early stage of

Target Audience. This Learning
Guide is designed for
communities and data
aggregators that have a stated
goal to measure the health of
patient populations. Data
aggregators can include a
partnership of different
providers (e.g., a hospital system
and its affiliated practices);
states; health information
exchange (HIE) partnerships;
quality improvement
organizations (QI0); and ACOs
that track performance across
time, organizations, and patient
populations.

collaboration, for example, can focus on dealing with the considerations of the foundational element
“leadership, commitment, and collaboration.” Communities in a later stage can focus on dealing with
the considerations of the foundational element “sustainability.” Communities that focus on the more
mature foundational elements should have already dealt with the considerations of foundational

elements in earlier stages of maturity.

Putting the 1 in Health i«

HealthIT.gov



’-_..—-u

The Office of the National Coordinator for
Health Information Technology

Exhibit 4: Foundational Elements for Success

Foundational Considerations
Element
Leadership, » Isthere historical community stakeholder focus, agreement, and buy-in
commitment, and on the need to focus on population health measurement?
collaboration ) Has the purchaser community been involved with, encouraged, and
supported payers, providers, and other stakeholders in data sharing
activities?

>  Have population health goals been established and do they align with
national reporting requirements and quality initiatives (e.g., improve
outcomes for patients with diabetes)?

P Has a community needs assessment been done to determine the unique
population-based issues facing the community?

>  Are there one or more strong and passionate champions who are able
to establish a unified vision across stakeholders and rally participants to
overcome obstacles?

Health IT »  Have certified EHR systems been implemented or are they in the
process of being implemented within the community and individual
practices?

Are providers working toward meaningful use (MU) certification?

Does an infrastructure exist in the community to transmit data from
multiple data sources to a shared repository on which analytics can be

performed?
Clinical data »  Does the infrastructure meet federal and state requirements, including
capture, Health Information Portability and Accountability Act (HIPAA) and
transmission, and Health Information Technology for Economic Clinical Health (HITECH)?
aggregation » Do data use agreements (DUA) exist among providers and other

participating data sources?

» Do DUAs include how partners will address patient consent issues,
breaches, and other related privacy and security matters?

» Do standardized EHR data capture and documentation protocols exist
within practices across the community?

» Isinformation transmitted in a way that is consistent with existing
standardized formats (e.g., Continuity of Care Document)?

Sustainability » Isit possible to demonstrate the value of stakeholder participation and
data sharing and articulate the business case for different stakeholders?

> Arethere identified resources for developing the technical capabilities
and to conduct training?
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Lessons from Beacon Communities

Six Beacon Communities provided in-depth information about their experiences measuring population
health through the aggregation of clinical data. These communities are located in a diverse set of health
care markets, including densely populated communities with multiple large physician and hospital
organizations as well as less populated areas with fewer and smaller physician and hospital
organizations. The six communities are Bangor Beacon Community (Maine), Colorado Beacon
Consortium, Crescent City Beacon Community (Louisiana), Greater Cincinnati Beacon Collaboration
(Ohio), Greater Tulsa Health Action Network Beacon Community (Oklahoma), and Southeast Minnesota
Beacon Community (see Exhibit 5).

Exhibit 5: Contributing Beacon Communities

GREATER CINCINNATI
COLORADO BEACON COLLABORATION (OHIQ)
BEACON CONSORTIUM ', yrHEAST MINNESOTA BANGOR BEACON
BEACON COMMUNITY COMMUNITY (MAINE)

..L | . b
li A
o

e

AR
Wssin

GREATER TULSA HEALTH ~
ACCESS NETWORK CRESCENT CITY
BEACON COMMUNITY BEACON COMMUNITY
(OKLAHOMA) (LOUISIANA)

The Beacon Community experience, lessons learned, and insights in building technology capabilities to
enable population health measurement can be described in five overall tactics or Implementation
Objectives. Exhibit 6 provides a description of each of the five Implementation Objectives. Following
each Implementation Objective is detail on the major steps that fall within each. Challenges that
communities are likely to face are described along with suggestions for how to address them.

Several steps that make up each Implementation Objective are covered in detail in previously published
Learning Guides) and, so, are only introduced and briefly discussed in this Learning Guide. When this is
the case, a citation is provided that explains which Learning Guide (and section within) can be
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referenced to access a more detailed discussion of the Implementation Objective step. Previously
published Learning Guides can be found on the Beacon Nation website.®

Exhibit 6: Implementation Objectives

.@.. .@.7..@.. .@.

Build Collaboration  § Identify and Design and Continuously | Develop and

and Support Engage Data Implement Data Monitorand | Implement

Among Key Sources and Access, Improve Data f Reporting on

Stakeholders "1 Owners to Obtain Transmission, Quality Population Health
Access to and Analytics Measures
Required Data Processes
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Implementation Objective #1: Build Collaboration and Support Among Key
Stakeholders

The first Implementation Objective involves laying the groundwork for necessary collaboration to enable
the exchange of data needed to support population health measurement goals. Potential collaborators
include physician practices, hospitals, payers, pharmacy benefit managers, laboratories, and others.
Establishing a framework and structure for collaboration are particularly important for communities
where organizations do not have preexisting partnerships or business relationships that support data
exchange. The major steps for this Implementation Objective include—

1. Clarify potential benefits of health information exchange (HIE) to support population health
measurement

2. Reach a consensus on population health measurement goals and obtain buy-in from data
owners to gain access to required data.

1.1 Clarify potential benefits of HIE to support population health measurement

Those seeking to engage potential participants in a population health initiative should consider both
financial and nonfinancial benefits. Stakeholders will want to understand how they might fund or recoup
the expected start-up and operational costs; payment reform opportunities could provide a strong value
proposition. Other benefits could include a role for population health measurement in the achievement
of a stakeholder’s mission and strategic goals, the ability to meet federal and state reporting
requirements, improved accuracy of reporting and evaluation metrics, and—importantly—improving
patient outcomes.

The imperative to participate in the exchange of health information will continue to grow as the industry
continues to transition to value-based payment mechanisms because the data needed to assess value
(i.e., cost and quality or outcomes data) will come from multiple sources across the community. While
this transition will be incremental, there is an increase in the proliferation of value-based contracts from
payers. Communities that have built the infrastructure for population health measurement will be well
positioned to manage the total quality and cost of care across patient populations and to succeed under
such arrangements.

All stakeholders must assess for themselves whether to participate in a population health measurement
initiative. Exhibit 7 lists examples of key considerations about participating in a community-wide
population health measurement initiative.
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Exhibit 7: Key Considerations by Stakeholder Group

Stakeholder Group Considerations

Champions and community »  Value proposition(s) for developing and using IT-enabled population

stakeholders health measurement systems, based on specific use cases

»  Upfront and long-term funding requirements

»  Business model for cost sharing

»  Alignment with other community and organizational goals
Physician practices »  Alignment of practice goals with community-wide population health

goals; the relationship to MU and payment reform initiatives

»  Community policies that affect practice participation (consent, privacy,
access to information)

»  Security and protection of protected health information (PHI) and
personally identifiable information (Pll)

> Access to patient data across community and data sources
»  Impact on quality, efficiency, and cost of care
>  Resources to commit to workflow changes and data quality management
Hospitals >  Release of clinical data considered proprietary and of a competitive
nature
>  Requirements around handling of PHI
»  Financial, quality of care, and other potential benefits to providing clinical
data
> Resources to commit to the initiative
Physician, hospital, and »  Ability to provide high-quality data for population health measurement
payer IT leadership and purposes
decision-makers, including  » EHR and data system impacts of creating technical infrastructure
HIE organizations necessary to exchange clinical data

Costs to implement needed system changes

Scope of ongoing data quality monitoring

Patients and families Security and protection of PHI and Pl

Access to patient data across community and data sources

Impact on quality, efficiency, and cost of care

v Vv Vv Vv | Vv Vv

Access to needed care in a timely manner
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Stakeholder Group Considerations

Payers > Release of clinical data considered proprietary and of a competitive
nature

) Protection of and liability with providing PHI and Pl

»  Financial, quality of care, and other potential benefits to providing clinical
data

> Resource intensity and cost implications of providing claims and other
administrative data

1.2 Reach a consensus on population health measurement goals and obtain buy-in from data
owners to gain access to required data

Each community will need to define its population measurement goals. These goals may include broad
outcome goals, such as improved life expectancy, disability-adjusted life years, or years of healthy life.
ACO programs, like many Beacon Communities, generally focus more on clinical process or intermediate
outcome measures and targets, such as those for prevention and chronic disease care. Goals and
measures should be aligned with national reporting requirements and quality initiatives whenever
possible.

Communities implementing population health measurement activities will generally need access to data
from across the community, including physician practices, hospitals, payers, and testing facilities, among
other data sources. Data owners will need documentation of security protocols that will be in place to
securely transmit patient data and protect patient privacy. The value of data access (e.g., to support
performance measurement, improve patient outcomes, or provide data needed for ACO participation)
may also need highlighting to remind data owners of the uses and benefits of allowing access to their
data. Clearly communicating data security and protection protocols and systems can help alleviate data
owner concerns. Supporting documentation can include descriptions of how data flow infrastructure
conforms to patient data privacy laws, such as HIPAA, as well as how data will be protected during
transmission or aggregation for analytic purposes.

The Beacon Community experience has shown the usefulness of developing clinical scenarios to
effectively engage clinical and technical staff and gain their support for community population health
measurement goals. Clinical use case scenarios describe how data shared between data sources can
enable the analytics necessary to document current performance and inform intervention strategies.
After the use care scenarios are drafted, technical staff can identify which data elements are required to
meet the measurement goals so that clinical and other leadership clearly understand what data is
needed from them. It is important that the use case scenarios show how the sample data access,
transmission, and analytics will tie into and support the community’s needs and measurement goals.
Clinical scenarios should be reflective of and describe actual care scenarios that the community has
identified as areas of focus in support of improvement goals. Elements of effective use cases include—

e Description. This is a short summary of the ideal sequence of events starting with a trigger
event, such as a patient is admitted to an emergency department (ED).
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e Assumptions. This includes assumed policies, procedures, and events that are in place, true, or
will be adhered to for the patient to receive optimal care, such as patient consent for data
sharing being obtained.

e Risks. These are events or occurrences that could jeopardize the successful sequence of events
that will result is optimal patient care, such as the inability to identify a patient’s primary care
provider (PCP) or where there is limited ability to access identifying patient information (e.g., a
social security number).

o Flow of events. This is the sequence of actions that will occur and result in the optimal care
provided to the patient. The flow of events may include information, such as the specific event
to occur; the setting of care; the actors involved (e.g., PCP or registration staff); the systems
involved (e.g., ED EHR or PCP’s EHR); and the inputs and outputs (e.g., ADT feeds).

Appendix A includes three sample scenarios based on an ED admission from the Crescent City Beacon
Community (Louisiana).

The deliberations between data owners should focus on value and the information they will receive in
exchange for allowing access to their data. The value may include access to information they do not
currently have but can use to close gaps in care, improve patient health and well-being, reduce
duplication (e.g., ordering multiple tests), and improve resource use. The information can also highlight
issue areas to focus on to improve the performance of the organization, especially on measures used in
payment reform initiatives the organization participates in. Involving data sources in exercises to
develop clinical use case scenarios can be an effective strategy for engaging data owners and identifying
the value they can gain from participating in needed data-sharing activities to support population health
measurement.

For more information on collaboration, stakeholder engagement, and goal setting see the Learning
Guide “Strengthening Care Management with Health Information Technology” for additional detail.’
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The Colorado Beacon Consortium Focuses Efforts on Population Health
Management

Background. Colorado has focused its efforts on the management of chronic conditions, such
as diabetes and heart disease. Covering seven counties in Western Colorado, the Colorado
Beacon Community includes 51 primary sites with 240 team members (clinicians, staff, and
performance coaches) and serves approximately 258,000 patients. As part of its Beacon
Communities project, Colorado is working to achieve fundamental, sustainable change in

. . . . Colorado
how care is delivered to improve the health of the community. Beacon

Approach to Population Health. Colorado wants to help its clinicians think about population health as the
aggregate impact of a set of individual decisions. Instead of thinking about patients one at a time, think
about how they are doing collectively. Patrick Gordon, Colorado Beacon Consortium Executive Director,
explains, “When clinicians look at their patient population health measures as a way to check their
effectiveness, they begin to start thinking about the systems, processes, and teams that need to be in place
to make sure things get done.”Colorado is focused on aligning health care improvement activities at
multiple levels within the community and facilitating patient access to the system using the three Ps of
focus: population level, practice level, and personal level. To do this, clinicians at the point of care need to
access data that enables them to see a broader picture of paitent care at each of these levels.

Use of Analytic Tools. The Beacon Communities program is helping to equip physicians with new tools, data
sources, and skills to enable them to align their improvement activites with community-level population
health priorities. It is also helping to support primary care practice redesign activities through the use of
community-wide patient-centric registry tools for population monitoring. Another tool being deployed is
Archimedes IndiGO, a decision support health IT tool designed for use by physicians, other providers, and
patients to help understand patient risk. A key part of the approach is to have multiple systems with diverse
functionalities to bring relevant data together in a useful way for physicians.
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Implementation Objective #2: Identify and Engage Data Sources and Owners to
Obtain Access to Required Data

The second Implementation Objective focuses on building upon stakeholder engagement and
established goals to begin working toward obtaining organizational buy-in and accessing the data
needed for measurement. The major steps for this Implementation Objective include—

1. Identify measures and related data elements

2. Create or revise existing DUAs to support population health measurement.

2.1 Identify measures and related data elements

The measures that a community selects will derive from the community’s population health
measurement goals. If, for example, a community has a goal to improve care for patients who have
diabetes, a commonly used set of five diabetes measures (i.e., the D5) may be appropriate.® Data
needed to calculate the D5 can originate from multiple sources, including practice EHRs, testing facilities
and laboratories, and pharmacy claims systems. Once measures are selected, the data elements needed
to calculate the measures must be identified and mapped to data sources across the community. Data
sources will need to confirm (1) their ability to extract and transmit data for measurement purposes and
(2) their ability to document and transmit data in a structured way, using vocabulary standards the
community has agreed on (e.g., International Classification of Diseases version 9 [ICD-9] and
Systematized Nomenclature of Medicine).

Although data required to calculate population health measures may come from multiple sources across
the community, detailed clinical information from EHRs is critical. In fact, EHRs may be the sole source of
data for many clinical measures a community selects. Measures generated using EHR-based data are
known as eMeasures (i.e., electronic measures). These eMeasures are standardized performance
measures in an electronic format that were developed specifically for EHRs to promote more accurate,
efficient, and comprehensive performance measurement.® They are specified to facilitate consistent
implementation and the production of comparable outputs across clinical IT systems. See the Learning
Guide “Capturing High Quality Electronic Health Records Data to Support Performance Improvement”
for additional detail.™

2.2 Create or revise existing DUAs to support population health measurement

DUAs are a core requirement for the exchange of health information between different data owners.
DUAs are legal agreements between two or more organizations detailing the specific terms under which
data can be exchanged and used. DUAs establish the terms and boundaries for permissible use of data,
provisions for transferring and managing data, mechanisms in place to protect data privacy, and the
requirements of each entity participating in data exchange.

Several steps are needed to analyze and amend DUAs and reach consensus. First, one must identify the
organizations that will be sharing the information and determine the direction in which information will
flow. Any existing DUAs should be provided to the participating entity’s legal counsel for review. It may
be helpful to then have all attorneys discuss whether amendments, changes, or new DUAs are required
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and the most expedient strategy for achieving consensus and executing the changes. Leadership
engagement is important in ensuring that legal teams follow through with agreeing upon a final DUA
and in executing the agreement. The entire process, even for communities with some established
agreements, can take up to several months. See Appendix B for a sample DUA. See the Learning Guide
“Strengthening Care Management with Health Information Technology” for additional detail.**
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The New York City Department of Health and Mental Hygiene (DOHMH) developed a
public health-oriented EHR by combining its existing EHR with ad hoc query and alert
features that allow public health officials to quickly determine disease burden or
investigate outbreaks

Background. The DOHMH is a pioneer in the development of a geographic EHR feature to alert public health
officials of specific patient outcomes. The Primary Care Information Project (PCIP) is a bureau within DOHMH
formed with the mission to develop and implement a public health—enabled EHR in ambulatory primary care
practices serving the medically underserved. PCIP, in collaboration with eClinicalWorks, built the Hub Population
Health System (Hub) to enable the creation and distribution of queries for aggregate count information, clinical
decision support alerts at the point-of-care for patients who meet specific conditions, and secure messages sent
directly to provider EHR inboxes."” As of January 2013, the Hub was live in ~600 practices, representing more
than 1.2 million New Yorkers.™

System Overview. Each individual EHR connects on a nightly basis to a central server (the Hub) to receive and
transmit information using a secured HTTPS connection. All information is summarized at the aggregate count
level before transmission to the Hub. This helps protect patient privacy by limiting the information shared
between institutions. All practices sign data sharing agreements that permit the sharing and use of the
aggregated data with PCIP. No aggregate data with practice identifiers are shared with third parties unless
specifically authorized to do so by practices.

The Hub provides four primary services to authorized users. First, it permits the distribution of SQL query reports
for aggregate count information and EHR point-of-care decision support alerts. Second, it enables the
distribution of the reports and alerts to any practice in the network according to defined reporting policies.
Third, it provides an interface for viewing and downloading aggregate results reported from the queries run on
each of the practices. Fourth, it has the ability to securely message providers directly in their EHR inbox.

System Use in Food and Drug Administration (FDA) Drug Recall. On January 6, 2011, the FDA recalled
underweight metronidazole tablets. On January 12, the DOHMH distributed a clinical notification describing the
recall. Using this notification, clinical and public health experts distributed queries to two pilot practices that
same evening. The reports returned a count of 62 patients who were prescribed metronidazole in the last year.

A secure follow-up message was sent on January 14 to the providers’ inboxes embedded in the EHR that
included the specifics of the recall as well as step-by-step instructions on how to use the EHR’s Registry function
to identify the affected patients for purposes of patient notification. The message also included a hyperlink to
the FDA’s MedWatch website with detailed information on the recall.

A clinical decision support alert was activated from January 19 to February 19. For any patient prescribed
metronidazole in the two pilot practices in the last 60 days, the alert appeared in the progress note
documentation screen. A pop-up information window contained the text of the recall, pertinent hyperlinks, and
a reminder to review the longer inbox message.

Other Population Health Uses. Through the Hub system, the DOHMH can investigate population health issues
without clinical or vendor resources. This type of innovation has already had national implications—similar alerts
are being considered as a required EHR feature for Meaningful Use Stage 3.™ The EHR data sets can also be
linked to other geographic or geospatial information system data, like air quality and census socioeconomic
information, to give a more complete picture of health issues and disparities through NYC. Eventually, the de-
identified 1(ilsata sets may even form the basis for an aggregate population health record for monitoring health
city-wide.
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Implementation Objective #3: Design and Implement Data Access, Transmission,
and Analytics Processes

The third Implementation Objective addresses how to select vendors and purchase solutions that best
meet the needs of the community within existing budgets of community stakeholders. Once a
community has selected the vendor and IT solutions, the work to build the data transmission,
integration, and analytic capabilities can begin. The following steps will be discussed in this section:

1. Develop vendor selection criteria and process

2. Determine data repository functionality and scope

) A clinical data repository
requirements

(CDR) is a real-time database

3. Build and implement analytics capabilities that consolidates data from a
4. Conduct pilot to test a limited data set to prove proof variety of clinical sources to
of concept. present a unified view of a single
patient. It is optimized to allow
3.1 Develop vendor selection criteria and process clinicians to retrieve data for a
When selecting a vendor to meet the community’s specific single patient rather than to
needs, communities generally used the following approach: identify a population of patients

e Assess the community needs, both current and with common characteristics or
anticipated to facilitate the management of a

specific clinical department.

e Prioritize functionality requirements, which can Typical data types that are often

become a baseline for Request for Information (RFI) or fo.ur.ld within a CDR include
Request for Proposal (RFP) to seek potential vendors. clinical laboratory test results,
patient demographics, pharmacy

information, radiology reports
and images, pathology reports,

e Assess current capabilities and IT infrastructure

The RFl and RFP can include requirements for the entire
process, including securing data from existing repositories and
systems and aggregating data in a single location for reporting

and performance analytics. The community can assess what hospital admission, discharge
data elements are needed for identified outputs it will report and transfer dates, ICD-9 or ICD-
on as well as preferred terminology, language, or coding (e.g., 10 codes, discharge summaries,
ICD-9) formats for reports and other outputs. The Greater and progress notes.

Cincinnati Beacon Collaboration (Ohio) and Crescent City
Beacon Community (Louisiana) clinical data repository (CDR)
RFPs are included as Appendix C and Appendix D for reference. Both Beacon Communities used similar
strategies to conduct final vendor selection, providing detailed process questions for vendors to answer
as well as specific use cases for which the vendors proposed a solution. In the selection process, an
interdisciplinary group of reviewers provided an analysis of the vendors’ responses to determine which
ones could best meet the needs of the community.
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When assessing the community needs, the Beacons considered the end users as well as the managers,
to ensure optimal usability for all parties. Through a comprehensive and thoughtful assessment of the
current systems and technologies in place, the Beacons were able to identify the most efficient and cost-
effective approach and IT application.

Greater Cincinnati Beacon Collaborative Clinical Data Repository RFP
o

Sample Vendor Requirements £
»

e Ability to store data from a wide variety of sources, including bidirectional interfaces

e Experience developing and implementing CDRs and the solution’s suitability for an HIE BEACON
to serve communities with large patient and physician populations and data from o ersdieronind e
numerous EHRs and organizations

e Experience developing and implementing Financial Data Repositories, including payer claims and
reimbursement, practice or hospital billing data, and operational data

e Experience developing, implementing, and using messaging and interoperability standards, such as
Health Level Seven International

e  Experience developing and implementing semantic normalization and using standard clinical code sets
e HIPAA and HITECH requirements compliance

e Experience developing and implementing secure service oriented architectures to provide bidirectional
interfaces to data

e Options for querying or extracting data

e Integration with proposed solution with third-party Master Patient Index systems and Master Provider
Index systems.

3.2 Determine data repository functionality and scope requirements

Successful population health measurement is dependent on the availability of comprehensive, high-
quality data from data sources across a community. Generally, there are two main approaches to
collecting the data necessary to support the required outputs: (1) a centralized model where data from
across the community is aggregated into a single CDR or data platform, which can then be used to feed
various analytics tools; and (2) a decentralized model*® where ad hoc data extraction from data sources
is done as needed for specific queries. This section will focus on the centralized approach, which was the
preferred approach for the Beacon Communities.

Build a data platform to process and analyze data

A common strategy across the Beacon Communities was to use a CDR as a foundation to aggregate data
from a variety of clinical sources. A common CDR functionality is to import data from the original data
source to a data structure or platform to perform data cleaning and mapping; this information can then
be used for data analyses. Building a CDR requires an iterative approach to determine functionality and
scope requirements.
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Exhibit 8 includes common CDR data aggregation challenges, along with potential causes. The following
information can assist in the development of a CDR project. In a centralized approach, there is often a
more rapid response as the data is in a single location, though this is often the most expensive
approach, with much of the cost required upfront. In a decentralized approach, there is a smaller
amount of data available through any one system.

Exhibit 8: CDR Data Aggregation Challenges

Challenge Potential Causes

Inadequate data quality e Differences in EHR standards
e Various ways in which EHRs are used for clinical workflow
e Level of data required by statistical matching models
e Differences in data entry practices within and across EHRs

e Differences in the manner in which data elements are coded (e.g.,
ethnicity coded as numbers versus words)

e Inconsistencies in data usefulness, including different dummy codes or
terms used by different providers to designate particular types of data
(e.g., 000-00-0000 used to designate patients without a social security
number)

e [ssues with data concatenation during transmission from EHRs to HIEs

e |ssues with data element completeness

Competing clinical priorities ®  Varying priorities and goals for data collection between clinicians and
practices

e Lack of current alignment to drive priorities, goals, and outcomes of
population health analytics

Analytic model e Clinicians, administrators, and IT personnel must have insight into health
transparency analytic models being used to generate reports to expand their ability to
collect and provide appropriate data

Data governance e Unclear or nonexistent data oversight, management and ownership
policies
Privacy and security e Inadequate security procedures and protocols that prevent patient data

access and extraction or the transmission of data needed to perform
comprehensive population management

Create data architecture charter to document needed scope and functionality

A data architecture (or data platform) charter can document expectations of community stakeholders
and data requirements and scope. The charter can include sections, such as:

e Description of the analytics project

e Project objectives
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e Estimated timeline
e Planned milestones
e Acknowledged risks

The charter can also include functional requirements and scope of the data architecture, which may
include the ability to:

e Support complex access authorization matrix to protect patient information

e Merge and unmerge data to accurately identify patients

e Easily access various authorized data sets for reporting and analytics requirements
e Be scalable and cost-efficient.

The process of developing and defining a project charter can help ensure that the data platform will
meet the community objectives and needs.

Document technical infrastructure needed to enable data platform scope and functionality

Beacon Communities also created detailed technical infrastructure descriptions to frame the specific
working requirements of their data platform. This provided the opportunity to determine the best
approach to building the infrastructure and architecture and aided in the selection of vendor and
technology platforms.

The Beacons balanced their immediate goals and needs against the long-term objectives and plans—in
one case, acknowledging that a chosen technology may not have the ability to grow with the
community, either in scope or in number of partners. In this case, the community recognized that
standing up a potentially short-term solution was the best and most cost- effective approach given its
project objectives and timeframes.
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Southeast Minnesota Beacon Community CDR Charter Overview

Requirements ‘.____,, _

e Correlate patients, students, and PH cases

. SE Minnesota Beacon Progr.
° |dent|fy and anatomize patient access Working Together to mprove Health Care

e Merge and unmerge patient EMR data to accurately identify patients for clinical care
e  Support complex access authorization matrix to protected patient information
e Access to various authorized data sets for reporting and analytics requirements

e Secure, audited, scalable, and cost-efficient

Functionality and Scope

e Aggregation of the following patient health information
- Patient demographics (including ZIP code and age)
- Vital signs (including blood pressure measurement)
- Laboratory findings
- Immunization records
- Tobacco use documentation
- ED visit information from current procedural terminology coding or visit codes
- Any additional metrics deemed in scope by Beacon Governance
e  Patient cross correlations provided by Regenstrief

e Submission of patient clinical information to provider population health solutions from Regenstrief-
based repository

3.3 Build and implement analytics capabilities to support measurement goals

The ability to extract, transmit, and import data is essential for the IT solutions to conduct successful
population health data analytics. Though full HIE is not required, the ability to exchange data is
necessary for community stakeholders to be able to use the data from disparate organizations and data
sets. Performing testing first will ensure that each of the partners can work across the same vendor
product or technology platform to interface with or extract data to or from the platform. The
community should require data contributors and the vendor to adhere to specific data standards then
establish a quality assurance process for all components. In addition, the Beacons established processes
to continually monitor progress and be able to resolve issues as they arose.

While reviewing the architecture and conducting the interface or data import testing, the lead
implementers should also consider what additional data sources might be needed in the future to create
reports articulated in the community goals. This includes reviewing the processes for acquiring the
additional data, for example, whether the current platform can work with the additional data source
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and what might be required to acquire the information. Each assessment will continually review
potential future needs, so the community can continue to build upon its technical abilities.

Once the community’s lead implementers and the vendor have agreed to a detailed statement of work
(SOW) based on the preceding architecture and analytics review, the vendor can begin to build out the
desired systems architecture. Throughout the process, the lead implementers should work with the
vendor to ensure the system can draw the appropriate levels of data (e.g., practice and community-
wide) and be able to validate the data within the system, ultimately creating the agreed-upon reports
and outputs. The lead implementers should work with the vendor at this stage to ensure the outputs
and analytics used are in line with the community’s needs as well as in compliance with the SOW.

The lead implementers should also work closely with IT subject matter experts and the vendor to
develop a set of specific measures against which to internally test the tool and the data fidelity. While
conducting initial pre-pilot trials to test the tool, the community should consider what adjustments to
the analytics capabilities or the data capture techniques might be necessary. These initial testing
opportunities will lay the foundation for a subsequent pilot testing among selected community partners.

34 Conduct pilot to test a limited data set to prove proof of concept

As part of the final process, conduct a pilot test of the technology solution and process to ensure all
objectives of the CDR defined in the charter are met. It is through this testing that stakeholders and a
selected group of testing end users can determine if report formats or data included need to be
modified or if additional reports would be useful or necessary to include.

A pilot would include a small group of end users across the community to ensure the end users are able
to easily access the tools needed and the data and analytics outputs work well in their daily
environment. Stakeholders should be reviewing throughout to ensure the entire process is practical
across the partners and from a tools management perspective.

Through pilot testing and subsequent analyses, the next step is to assess what alterations to the planned
output or reports should be made. For example, during the pilots, managers or end users may find some
reports can be combined, eliminated, or new ones created. Using this small test of change through the
pilot and reviewing pilot test findings, the implementation team can work with the vendor to determine
how these additional analytics needs could be met (e.g., accessing new data, incorporating a new
analysis approach in the tool). To ensure that changes can be made to the analytics and reporting
capabilities in progress, a community could include a clause in vendor contracts that these additions or
modifications can be implemented during development.

" Putting the 1 in Health T«

HealthIT.gov



r..

The Office of the National Coordinator for
Health Information Technology

Colorado Beacon Consortium: A Crimson Care Case Study

The Colorado Beacon Consortium has focused on achieving fundamental, sustainable
change in the delivery of health care within their community. To enable providers to
take a more complete approach to patient management, elevate their care team C;;‘;:’O‘:l"
performance, and support the long-term ambition of comprehensive HIE, the

community implemented the Advisory Board’s Crimson Care Registry (CCR).

The CCR helps primary care physicians address not only the acute needs of patients but also
important elements of chronic care management and preventive care by offering longitudinal
monitoring capabilities that allow providers to easily understand and identify a population’s needs.
Unlike tools, such as Archimedes IndiGO, the CCR does not assess risk. Instead, the tool tells a
practice what each patient needs, identifies gaps in care and highlights what information needs to be
discussed with the patient.

The phased rollout of the program began with physician-led focus groups to determine standardized
guidelines. Practices were then grouped into three levels based on technical competency and
readiness for adoption. Colorado focused intensively on physician engagement, promoting a common
vision of how the tool could improve care and developing comprehensive workflow maps to build
understanding of how to incorporate the tool in care delivery. The ongoing feedback phase consisted
of stakeholders signing off on the completion of each practice launch and the development of a
physician satisfaction survey measuring the success of the individual practice rollout.

Colorado’s deployment of CCR has incorporated data from across the community using Quality
Health Network, the regional HIE platform. This infrastructure captures key clinical information,
including hospital data, ancillary services data, patient data, and physician practice data and imports
into the CCR, improving the tool’s effectiveness.
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Implementation Objective #4: Continuously Monitor and Improve Data Quality

Data quality monitoring, within organizations’ IT systems and across the aggregated data repository
environment, is a continuous process to ensure that data used for population health measurement is
reliable, accurate, and actionable. Many of the Beacon Communities developed programs to work with
health care practices to improve data quality, driven by an interest in accurately representing clinical
performance and facilitating quality improvement. Community and practice leadership may set the
expectation that ongoing data quality monitoring will be institutionalized as their way of doing business.
Over time, goals may change and new measures may be selected to monitor progress in meeting new or
revised population health goals, underscoring the need for ongoing data quality monitoring and
improvement. The following are considerations for ongoing data quality monitoring and issue resolution:

1. Create shared community resources to identify and resolve data quality issues
2. Create and document policies that explain data quality issue resolution processes

3. Determine feedback mechanisms to data sources.

4.1 Create shared community resources to identify and resolve data quality issues

Data quality can be reviewed at the community level to identify issues that may be occurring across data
sources in the community. For example, there can be a shared, centralized resource used to review data
quality practice by practice to identify those that may have data quality issues. This shared resource
would include staff that has experience and expertise in working with clinical data and resolving quality
issues. Once practices with potential issues are identified, resources can be directed to those practices
to assist and support their efforts to resolve the causes leading to the issues. Use of shared resources
can facilitate the efficient use and deployment of resources to resolve issues that have the greatest
impact on data quality and the ability to accurately measure population health.

As organizational and community population health goals grow and shift, data sources may need to
supply different data to produce additional performance reports that depend on high-quality data. The
data quality reviews can be ad hoc and simultaneous with population health quality and cost measure
report updates or can be on a scheduled review timeline. Organizations with multiple practices may
need to sequence reviews according to the number of sites and available resources. Data sources need
to be educated on the data quality monitoring process so that they understand the timelines and
expectations following feedback on data quality issues.

A couple examples of ongoing data monitoring approaches include—

o Closely examine measure results for practices across the community (i.e., population health
clinical and cost measures) on a regular schedule, examine for outliers, inconsistencies, and
unexpected patterns and results

e Onsite walkthroughs with staff to observe workflow and documentation practices.

As mentioned, a key benefit of community-led data quality improvement activities is the ability to pool
resources used to support ongoing monitoring (e.g., monthly, quarterly) of data quality and production
of reports for practices that identify data issues. Communities were better able to maintain high-quality
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data when they committed dedicated personnel to provide ongoing monitoring to ensure that data
review processes are standardized and comprehensive across data sources.

Practices should maintain an ongoing line of communication with their EHR vendor. In addition to ongoing
issue resolution, software releases present both opportunities and challenges. Practices may need help
installing upgrades as well as understanding how best to use new functionality to improve data quality.

4.2 Create and document policies that explain data quality issue resolution processes

Issue resolution approaches that communities identify through ongoing monitoring will vary according
to the scope and nature of the problem (e.g., an individual user struggling with documentation versus a
large organization struggling with standardization across departments). Policies may outline how issues
will be triaged, who will review and prioritize the list of issues, who will work on resolving them, and
how the resolutions will be released to staff or to the live system. Policies could also provide answers for
the following scenarios:

e If the issue relates to an organization-wide problem, who will coordinate and facilitate the
resolution process across stakeholders?

e If making a technical fix, how long will it take? According to the usual release process? Ad hoc?

o If changing a workflow or user screens is required, how will staff be trained? Online? Tip sheet?
At the elbow?

e If an individual user resists recommended solutions, what is the escalation path?

Some issues may not be recognized immediately or even through pilot testing—others may require
communities to develop a workaround with the vendor and community partners. For example, in the
Southeast Minnesota Beacon Community, stakeholders recognized that when capturing pharmacy and
prescription medication data from patients, the analytics tool could not recognize the comparative data
in its own specific coding; though the coding issue was never resolved, the community was still able to
work with the data as desired. With another potential issue, the community and the vendor worked
closely to create and develop the infrastructure required to ensure that patients’ preference on
inclusion in research was recognized according to state law.

See the Learning Guide “Capturing High-Quality Electronic Health Records Data to Support Performance
Improvement” for additional detail."’

4.3 Determine feedback mechanisms to data sources

An important aspect of maintaining high-quality data is to develop feedback channels to the data
sources through which to deliver data quality monitoring and improvement progress reports. Data
sources will need to know where outliers, errors, or other potential discrepancies exist in their data so
they know where to focus their corrective resources (e.g., clinical processes and workflow). Data sources
also need ongoing feedback on performance to track their success in resolving specific issues. It is
important to recognize improvements in data quality and performance to maintain engagement and the
investment with the health care provider team. See the Learning Guide “Capturing High-Quality
Electronic Health Records Data to Support Performance Improvement” for additional detail.*®
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Implementation Objective #5: Develop and Implement Reporting on Population
Health Measures

The fifth Implementation Objective involves creating reporting tools and templates to be distributed to
stakeholders and creating processes that allow appropriate access to data and reports. The report
development process should be driven by the community’s population health measurement goals (i.e.,
the reports should include reporting on the measures the community agreed upon during the goal-
setting process). The following is a detailed discussion of the steps, including:

1. Distribute standard vendor reports and customized report prototypes for feedback on design
and content

2. Determine report access points and levels and provide training

3. Finalize report delivery frequency, methods, and recipients.

5.1 Distribute standard vendor reports and customized report prototypes for feedback on design
and content

Most communities and practices will have two types of reports to consider for their purposes: (1)
standard off-the-shelf reports that come as part of the vendor solution and (2) customized reports
tailored to community preferences. Communities and practices can also incorporate in contracts
creating reports and any training on available reports to be deployed to community stakeholders.
Feedback sessions, either in-person or virtual, can allow users to learn about standard report structure
and content. Users can provide feedback on the usability and utility of the reports directly to the vendor.
The vendor may be able to tweak the standard report to satisfy user needs and preferences or necessary
report revisions may be substantial enough to warrant the creation of customized reports. The vendor
evaluation and selection process may consider the vendor’s ability to respond to requests for standard
report revisions or creation of customized reports and associated costs.

Vendors can create customized report prototypes that include aggregated information and then
distribute to key individuals across the stakeholder audience for feedback on the design and content.
Soliciting feedback from report users is critical to ensuring that the reports provide the information that
users expect and need and are at the right level of detail and unit of measurement needed to make
informed decisions. User feedback can be obtained in a number of ways, including:

o Email. Report prototype reviewers can email feedback to report development managers.

e Questionnaire. Report development managers can create a questionnaire that includes specific
questions for reviewers to guide the review and type of feedback received.

e Online or webinars. Report development managers can conduct webinars where they orient the
reviewers to the content, structure, and organization of the report and receive live feedback.

¢ In-person forums. Some communities may prefer to hold in-person review meetings for tradition,
cultural, or political reasons. Facilitators can solicit feedback from reviewers during these forums.
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Depending on the community’s population measurement goals and the established partnerships and
DUAs in place, reporting and data access may include patient-level data or aggregated de-identified
information only or both. To maximize the utility of the reports to the end users, a community may
allow reporting at multiple levels. This way, information obtained at an aggregate level can be parsed
into finer units of measurement to allow detailed analysis that informs targeted resource deployment
and program design.

Aggregate reporting

Communities can develop reports to provide aggregated information on population health measures
that are disseminated to a broad audience. As noted in the PCIP example, many patient privacy and
confidentially concerns are alleviated with aggregated, de-identified reporting. For example, if a
community goal is that 90% or more of patients with diabetes within the community achieve the D5,
reports can show performance at a city level, a community level, or at a neighborhood level. The report
may also parse data by race or ethnicity, gender, age group, and language spoken, as long as the
number of patients within each stratus is large enough so that no individual patient’s identity can be
inferred or recognized.

Another key consideration with aggregate reporting is whether an individual provider’s performance
information is included in reports. Beacon Communities consistently note that aggregate reporting did
not included individual provider information. Information was submitted at a practice level, organization
level, or only at a community level, for example. Reporting was also done by patient type (e.g., patients
with diabetes) but only when an individual provider’s performance could not be deduced. However, as
providers became more comfortable with sharing their information, they became more confident in the
data reliability and validity and analytics methodologies.

Detailed reporting

For aggregate reports to be useful and actionable, systems must support detailed analysis that informs
targeted resource deployment and intervention design. To continue with the example introduced
previously, although an aggregate report for a community may show a 75% achievement rate for the D5,
there may be wide variation in performance among the practices within the community, ranging from
50% to more than 95%. Providing more detailed reports can highlight those practices with the lowest
performance scores and facilitate the design and implementation of effective interventions based on
the unique characteristics of those practices and the patients they serve.
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Greater Tulsa Health Access Network Deploys Archimedes’ ...
IndiGO > MyHealth

A goal of MyHealth Access Network, established by the Tulsa, Oklahoma,

Beacon Community, is to improve the delivery of preventative services, such as breast cancer
screening and immunizations. Serving 11 counties in Northeastern Oklahoma, the Tulsa Beacon has
1,200 participating providers who serve more than 1,100,000 patients. To support their efforts, Tulsa
was in need of a physician and patient decision support tool. The MyHealth Access Network
implemented the Archimedes’ IndiGO platform across its region to enable physicians to provide their
patients with timely, personalized information about their own risks of diabetes, heart disease, and
cancer.

IndiGO provides clinicians and patients with information about the relative impact that various
activities could have on reducing risk, such as losing weight or quitting smoking. Physicians and
patients will be able to use the tool together to establish a plan tailored to each patient’s health
conditions and goals. Patients will have access to a printed plan of action that they can leave the
physician’s office with and can follow daily. IndiGO could ultimately be used by physicians to work
with their patients to inform the health decisions of as many as 810,000 Oklahomans. The IndiGO
tool will enable health care professionals to sift through the enormous volume of health care data on
each patient to focus on what is most important.

5.2 Determine report access points and levels and provide training

Detailed information at the patient level is needed to identify those who are not receiving care
according to evidence-based medicine or whose health outcomes are below set goals or standards.
Access to identifiable, patient-level data should be restricted to those individuals (e.g., physicians,
clinical support staff, and care managers) who are directly involved or support those directly involved in
patient care. While a community may decide stakeholders across the community can access aggregate
reports, it will need to identify specific individuals who can access more restricted, HIPAA-protected
patient information. There will need to be clear protocols established on what individuals with advanced
access can do with the patient data they have access to. Protocol restrictions may include—

e Physician-directed retrieval only. Individuals should only access restricted patient data when
directed by a physician or physician designee.

e Data elements. Even individuals with access to restricted data may not need to have access to
all data elements collected for patients. Access may only be needed for certain patient data,
such as diagnosis, visit history, name and address, and phone number. Access may not be
needed for other information, such as medications, procedures, payer source, or problem lists.

e Data handling. There should be clear procedures for what can be done with the restricted data
once accessed. This may include whether and where the data can be saved (e.g., only on specific
computers or hard drives within the walls of the practice, must be password protected), how it
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can be transmitted others (e.g., no hard copies, electronic transmission only), and to whom it
can be transmitted.

e Data lifespan. This relates to how long the data can be kept saved or possessed by any
individual and when and how it should be destroyed.

Each community and each practice will need to determine access points and levels based on its unique
improvement goals, quality improvement and clinical intervention approaches, and the agreements in
place that provide the parameters for data access and exchange.

Create a training strategy

Training aggregate and detailed report users as well as those with restricted data access will help ensure
reports are informative and actionable and patient confidentially is protected. This is another area
where conducting a small-scale pilot can be useful. Train a small group of users and gather feedback to
inform larger scale deployment of training across practices in the community.

An important consideration to address is where to obtain resources to train staff on appropriate access
to restricted data, procedures to generate reports, and interpretation of reports. Three questions may
help resolve this issue:

1. Should current staff be trained (train the trainer)? Are resources available (either through Regional
Extension Centers, a third-party vendor, or other community resources) that a current staff member
(or multiple staff for larger practices or community-wide initiatives) can receive so that they can
then train other staff within the practice or community? How much would this approach cost? How
long would it take to train staff within all practices? Practices can also bring in their EHR vendor for a
short refresher that reinforces optimal workflow and configuration to streamline provider
documentation.

2. Should additional staff be hired? Would it be more efficient and cost-effective to hire outside
expertise that can quickly be deployed across practices to train staff? Will additional staff be needed
over a longer term (1 year or more) to train practice staff? Outside staff can also be hired at the
community or practice level to run reports and then report back to clinical staff. (Hiring additional
staff will generally only be feasible for larger practices or communities with multiple stakeholders.)

3. Should training be outsourced? Can community resources with appropriate expertise be cost-
effectively acquired to efficiently train staff across a larger number of practices? Does the
community have the resources to hire outside expertise?

5.3 Finalize report delivery frequency, methods, and recipients

A key step in population health measurement is to determine performance reports distribution
channels, reporting frequency, and report recipients. Report generation can be either automatic or ad
hoc, or both, depending on the needs and sophistication of the community. The report recipients are
the ultimate users of the information, and standardized processes can be created to ensure recipients
receive reports consistently and in a timely manner. Key aspects of the finalized report delivery
frequency, methods, and recipients include—
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e Report Recipients. It is essential to identify the correct stakeholders to receive the reports.
These individuals may be chief information officers, data champions, community and practice
leaders (e.g., clinical leaders, finance leaders, administrative leaders), or IT and data
management staff (or, for small practices, someone identified to assume this role). Individuals
receiving the reports should at least include decision-makers and those directly involved in
managing patient care and population health.

o Report Delivery Mechanism. Audience needs should determine how reports are delivered. For
instance, if recipients can and prefer to receive reports electronically (i.e., by email or via an
electronic interface), a process could be designed to deliver reports in that method (if not, this is
not a cost-prohibitive option).

e Report Frequency. Establishing a report delivery schedule helps practices know when to expect
reports. Delivery frequency depends on several variables, such as recipient preferences,
resources required and available to produce reports, and urgency to receive performance
feedback.

. Putting the lin Health T«

HealthIT.gov



——— -

The Office of the National Coordinator for
Health Information Technology

Looking Ahead

Population health measurement and analytics are essential for a future health care system that provides
necessary, timely, and appropriate care to patients, particularly to patients currently living with or at risk
for developing chronic conditions. A strong value proposition supported by a payment environment that
rewards proactive, coordinated care will help to overcome implementation barriers of these tools. To
date, research has demonstrated that effective interventions can be targeted using process-of-care data
for patients who have one or more chronic conditions, such as diabetes and cardiac disease. There is still
a need for continued demonstration of these interventions on broader patient populations, such as
those living with depression.

One of the main considerations of data sharing is trust, for both patients and providers. Patients need to
have trust in their provider while providers, having the legal and personal obligation to their patients,
need to trust the policies and data systems. Further education and outreach are needed to ensure that
HIPAA requirements are well understood to encourage robust data exchange under appropriate privacy
and security requirements.

Cloud-based architecture is emerging as a useful application for health care organizations in managing
population health. Data stored in cloud-based architecture allows organizations the flexibility in
accessing and maintaining data. Hospital centers are finding the data storage volume expanding with
the need to store an expanding archive of medical images and with advances in screening technologies.
It is becoming less cost-efficient to manage, cool, and expand data centers than it is to put the data into
the cloud. Especially with the need to aggregate data from EHR technologies in population health
management, the cloud is becoming a favorable data storage method.

Four sample Beacon Community experiences in using IT to advance population health management are
summarized in the following section, including:

1. Using IT to incorporate population health data into clinical workflow

2. Using IT to track patient outcomes across time

3. Using IT to identify high-risk Medicaid patients and those with chronic conditions
4

Using IT to manage care transitions.

Colorado Beacon Consortium Uses IT to Incorporate Population Health Data into
Clinical Workflow

Working with the Advisory Board, Colorado has developed the CCR, a multiple provider registry
that supplements data collected through the EHR to bring population health data and analytics
closer to clinical workflow. The CCR allows providers and HIE administrators to record data on
patients seen within Colorado and provides integrated alerts and clinical recommendations via the
EHR at the point of care. As a population health management tool, it generates reports on overall population
health and creates lists of patients who could potentially benefit from additional interventions.

Colorado
Beacon
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Greater Tulsa Health Access Network Beacon Community Uses IT to Track Patient
Outcomes Across Time

Tulsa has implemented Pentaho, a data visualization and business analytic platform

to identify trends in patient outcomes. This tool can be used to analyze trends over

time and provides a number of interface options for communicating information to

clinical teams and public health officials. The array of tools available in Pentaho provides access to a variety of
customizable reports, graphs, and other analytics. Pentaho is used to drive hypothesis testing by local teams by
providing a set of defined algorithms to visualize whether interventions are more or less effective than
alternatives. They also build off the pre-populated set in the tool to examine new hypotheses in a visual
framework rather than engaging more comprehensive modeling.

Southern Piedmont Beacon Community (North Carolina) Uses IT To Identify High -
Risk Medicaid Patients and Those with Chronic Conditions and Manage Care
Transitions

Southern Piedmont has deployed the Treo population health analytics tool to
better serve Medicaid beneficiaries who have chronic health needs and :
would benefit from more active disease management. The Treo tool identifies qu‘?-.oumﬁt."psmﬂm
high-risk patients and provides clinicians with information they might need to

intervene. The Treo reports are largely driven by health care utilization data (i.e., claims data) and help identify
patients that may be over- or under-utilizing services based on their conditions. The system brings those
individuals to the attention of a member of the care team.

-

The Community Care of North Carolina (CCNC) uses the Treo tool with stakeholders within the system to employ
the tool for their organization’s needs. As patients move through the care management system, Treo reports
disparities in care, particularly among patients experiencing changes in care due to an admission, discharge, or
transfer. Disease management teams receive regular reports generated by the CCNC Treo system; however,
there is little formal interaction with the tool among care providers.

New technologies hold the promise to advance population health measurement by enabling the linking,
aggregation, and integration of data from across the community and care continuum. Analytics can then
be performed on these combined, cleansed data sets to assess the impact of the care delivery system
and public health activities on the overall health and well-being of communities and populations of
patients. These data sets can also be used to identify the social, environmental, behavioral, and
demographic determinants of health for specific populations.
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Appendices

Appendix A: Sample Crescent City Clinical Scenarios
Scenario 1: Emergency Department Notification and Discharge Summary (Draft

Description: Provider discharges a patient from Emergency Department (ED) to patient’s Primary Care Provider (PCP) and Community
Integrator updates the ED and PCP’s electronic health records (EHR) systems to reflect transition of patient care from Emergency
Department setting to Primary Care Clinic (PCC).

Assumption: Patient consent for data sharing is obtained.

Risks:

o Identification of the message recipient (identification of PCP or PCC)
e Identification of patient who has no SSN

Flow of Events:
Step # [Setting |Actors Systems Event/Description Inputs Outputs
1.1 ED ED ED EHR Register patient into ED’s EHR START Demographic Chief
Registration Staff System Complaint
1.2 ED EHR Trigger generation of ED electronic notification [Demographic Chief |ADT
System (ADT) Complaint
1.3 Community [dentify patient’s PCP List of patient’s PCP(s)
[ntegrator
ED Community Select patient’s PCP to send the notification to  [Selection of PCP to |Confirmation of PCP to
Registration Staff [ntegrator INote: Selecting PCP automatically requires :snd the notification send the notification to
rules to determine the PCP if there is more
than 1 PCP identified.
1.4 Community Send ED electronic notification to PCC’s EHR ADT ADT
[ntegrator
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Step # [Setting |Actors Systems Event/Description Inputs Outputs
1.5 Primary PCC’s EHR Receive ED electronic notification ADT ADT
Care
Clinic
1.6 PCP and/or PCC’s EHR View ED notification ADT END
Designated Care
Team Member

[Exception 1: If PCC prefers to receive notification about patient’s visit to ED after the patient is discharged, then steps 1-6 do not apply.

Step # [Setting |Actors Systems Event/Description Inputs Outputs
1.7 ED ED Provider ED EHR System Prepare ED discharge summary START ED Discharge
summary 1
1.8 ED Provider ED EHR System Sign off ED discharge summary ED Discharge ED Discharge
summary summary
1.9 Community Send ED discharge summary to PCC’s EHR ED Discharge ED Discharge
Integrator summary summary
1.10  |Primary PCC’s EHR Receive ED discharge summary ED Discharge ED Discharge
Care summary summary
Clinic
1.11 PCP and/or PCC’'s EHR View ED discharge summary ED Discharge END
Designated Care summary
Team Member

A2



o
&

—x

The Office of the National Coordinator for N«
Health Information Technology

+ SERVIC
3 Si £y, o

Requirements

Req # |Requirements

1.1 The solution shall provide the ability to transmit automatic electronic notification alerts and discharge summary from ED to the selected PCPs or
designated staffs

1.2 The solution shall provide the ability to identify PCPs visited by the patient in the past X period of time

1.3 The solution shall provide the ability to display all identified PCPs along with the date of patient encounter with PCPs in the past certain(?)
period of time

1.4 The solution shall provide flexible methods of message delivery (e.g. secured email, directly to EHR, etc.)

1.5 The solution shall provide the ability for PCPs or their designated staff to approve/disapprove integration of messages into their EHRs (for
notification and discharge summary delivered directly into EHR)

1.6 The solution shall provide the ability for users with appropriate privileges to create rules for the ED notification and ED discharge summary
(e.g. select who the notification/discharge summary will be sent to/received by, select method(s) of alert delivery, define how soon the message
chonld ho nuhliched otc)

1.7 The solution shall provide the ability for ED provider (or other designated ED user) to select PCPs or their designated staffs whom the ED
notification and discharge summary will be sent to

1.8 The solution shall provide the ability to automatically route and store a copy of each notification and discharge summary into the Clinical Data
Repository

1.9 The solution shall provide the ability to configure exception 1 at the clinic level
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Description: Provider discharges patient from Inpatient setting (IP) to patient’s Primary Care Provider (PCP) and Community Integrator
updates the IP and PCP’s EHR systems to reflect transition of patient care from hospital’s IP setting to Primary Care Clinic (PCC).

Assumption: Patient consent for data sharing is obtained

Risks:

Identification of the message recipient (identification of PCP or PCC)
Identification of patient who has no SSN
Length of time in completing discharge summary at the Inpatient setting (place holder for how soon the discharge summary should
be sent and/or how often the discharge summary should be updated)

Flow of Events:
Step # Setting IActors Systems Event/Description Inputs Outputs
2.1 [npatient [P Provider Admit patient into inpatient START Demographic
Diagnosis
2.2 Hospital’s EHR Trigger generation of electronic notification (ADT) |Demographic ADT
System Diagnosis
2.3 Community [dentify patient’s PCP
Integrator and ED
EHR System
2.4 Community Send IP electronic notification to PCC’s EHR ADT ADT
[ntegrator
2.5 Primary Care PCC’s EHR Receive electronic notification ADT ADT
Clinic
2.6 PCP and/or |PCC’s EHR View notification ADT END
Designated
Care Team
Member
2.7 Inpatient [P Provider |Hospital's EHR Prepare [P discharge summary START [P Discharge
System summary1
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Step # Setting IActors Systems Event/Description Inputs Outputs
2.8 [npatient [P Provider Sign off IP discharge summary [P Discharge [P Discharge
summary summary
2.9 Community Send IP discharge summary to PCC’'s EHR [P Discharge [P Discharge
Integrator summary summary
2.10 |Primary Care PCC’s EHR Receive [P discharge summary [P Discharge [P Discharge
Clinic summary summary
2.11 PCP and/or View IP discharge summary [P Discharge END
Designated summary
Care Team
Requirements:
Req # |Requirements
2.1 The solution shall provide the ability to transmit automatic electronic notification alerts and discharge summary from IP to the selected PCPs or
designated staffs

2.2 The solution shall provide the ability to identify PCPs visited by the patient in the past certain? period of time
2.3 The solution shall provide the ability to display all identified PCPs along with the date of patient encounter with PCPs in the past certain period

of time
2.4 The solution shall provide flexible methods of message delivery (e.g. secured email, directly to EHR, etc.)
2.5 The solution shall provide the ability for PCPs or their designated staff to approve/disapprove integration of messages into their EHRs (for

notification and discharge summary delivered directly into EHR)

2.6 The solution shall provide the ability for users with appropriate privileges to create rules for the IP notification and IP discharge summary (e.g.
select who the notification/discharge summary will be sent to/received by, select method(s) of alert delivery, define how soon the message
should be published, etc.)

2.7 The solution shall provide the ability for IP provider (or other designated IP user) to select PCPs or their designated staffs whom the IP
notification and discharge summary will be sent to

2.8 The solution shall provide the ability to automatically route and store a copy of each notification and discharge summary into the Clinical Data
Repository
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Scenario 3: Break-the-Glass (Draft

Description: A patient shows up unconscious in the Emergency Department, and the ED provider needs to have access to his health
records. Break- the-Glass provision is executed to give the ED provider a temporary access to the patient’s health record in the data
repository.

Assumptions:

e Patientis unable to provide consent.
e ED provider has sufficient permissions to execute break-the-glass provision (override consent directives).
e Only patient entries that have associated medical records available on the data repository will be displayed.

Risks:
Flow of Events:

Step # [Setting |Actors Systems Event/Description Inputs Outputs

3.1 ED ED Providers [Community |ED provider searches for patient records START Patient available
Integrator records and consent

status displayed
INote: If patient’s consent is opt-in, no break-the-glass necessary; flow of event stops here and ED provider can access patient’s
records

3.2 Community |[Community Integrator notifies ED provider that patient Opt-out selection
[ntegrator consent is opt-out displayed

3.3 ED Providers [Community [ED provider assesses situation to decide if breaking-the-
Integrator glass criteria are met

3.4 ED Providers [Community |ED provider selects patient record/ record Patient records
[ntegrator selection

3.5 ED Providers [Community |[ED provider indicates his or her relationship with the Selection of Relationship selected
Integrator patient relationship

3.6 Community [Community Integrator records provider-patient Relationship selected [Relationship selected
Integrator relationship

3.7 Community [Community Integrator displays reasons for breaking the [List of reasons for List of reasons for
Integrator glass breaking the glass breaking the glass
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Step # [Setting |Actors Systems Event/Description Inputs Outputs

3.8 ED ED Providers [Community |[ED provider select reason(s) for breaking the glass Selection of reason(s) [Selection of reason(s)
Integrator confirmation

3.9 ED Providers [Community |[ED provider views the selected records Patient records Patient records
Integrator

3.10 Community |[Community Integrator sends break-the-glass alerts to Alert |Alert sent
Integrator Security Officer(s)

3.11 Security Community [Security Officer audits break-the-glass process Break-the-glass audit [Break-the-glass

Officer Integrator and log audited and logged
3.12 Security Community (Security Officer notifies the patient that the break-the-  |Break-the-glass END
Officer Integrator glass has occurred on her or his records notification
Requirements:
Req # |Requirements
The solution shall provide the ability to set up a specialized role with appropriate permission to break the glass

3.1 The solution shall provide the ability to perform a patient search on all patient records, regardless of patient’s consent selection

3.2 The solution shall provide the ability to display patient demographics and consent status within the patient search results

3.3 The solution shall prevent a user from viewing the list of clinical records available for patients with an opt-out status

3.4 The solution shall provide the ability for appropriate users to override a patient’s consent selection by breaking the glass

3.5 The solution shall prevent users from breaking the glass if he or she does not appropriate privilege to break the glass

3.6 The solution shall provide the ability configure the break-the-glass reason list

3.7 The solution shall prevent users from breaking the glass if he or she does not provide a reason for breaking the glass

3.8 The solution shall provide the ability to configure and maintain a list of security officers/contacts

3.9 The solution shall send an automatic alert to the security officer for each break-the-glass event

3.10 The automatic alert to the security officer shall include the following info: Data of Event, Patient ID, Provider ID, Break-the-Glass Reason(s)

3.11 The solution shall provide a communication mean for security officers to notify patients about break-the-glass event executed on their records
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Appendix B: Sample Beacon Community Data Use Agreement

Data Share

This Beacon Data Use Agreement is by and between the [Beacon Community Entity], [a/an] [State] not-
for-profit corporation located at [address] and XXXXXX, [a/an] [State] not-for-profit corporation with
principal offices at, [address], (“Hospital”).

RECITALS

1. [BEACON COMMUNITY ENTITY] has been awarded a grant by the U.S. Department of Health and
Human Services, Office of the National Coordinator for Health Information Technology (“ONC”) funding
three demonstration projects for the purpose of determining how to improve health care quality and
costs with respect to pediatric asthma and adult diabetes patients (“Beacon Demonstration Projects”).

2. Specific physician practices have been identified and have agreed to participate in the Beacon
Demonstration Projects (“Beacon Practices”) with respect to their patients who have been diagnosed
with pediatric asthma in exchange for: (1) the provision of certain patient information, specified herein,
which will aid in the treatment of their patients; and, (2) data aggregation and analysis services for
quality assessment and improvement purposes.

3. The improvement initiatives proposed as part of the Beacon Demonstration Projects include the
provision of Admissions, Discharge and Transfer data to the respective Beacon Practices when patients
under their care are treated at a Hospital emergency department or an urgent care facility, or are
admitted or readmitted to a Hospital (“Encounter Data”); and aggregation of Encounter Data to produce
cost and quality metrics.

4. The Hospital data may contain Protected Health Information (“PHI”) as defined in Health Insurance
Portability and Accountability Act of 1996, as amended, including the American Recovery and
Reinvestment Act of 2009 (“ARRA”) and the Health Information Technology for Economic and Clinical
Health Act (“HITECH”), and all implementing regulations (collectively “HIPAA”).

5. HIPAA permits a Covered Entity, as that term is defined by HIPAA, to disclose PHI to another Covered
Entity for the purposes of treating the patient. A Covered Entity may engage a Business Associate to
disclose the PHI on behalf of the Covered Entity so long as a Business Associate Agreement has been
executed between the Covered Entity and the Business Associate and the disclosure is in compliance
with HIPAA. Further, HIPAA permits a Covered Entity to disclose PHI to its Business Associate to
aggregate data belonging to multiple Covered Entities for the purpose of health care operations,
including quality assessment and improvement activities of the Covered Entities. Hospital is a Covered
Entity and [BEACON COMMUNITY ENTITY] is a Business Associate of Hospital, as those terms are defined
in the

HIPAA Privacy Regulations.
6. [BEACON COMMUNITY ENTITY] has entered into a Business Associate Agreement with

Hospital under which the use of the Encounter Data is expressly limited. Under HIPAA, Hospital
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may authorize [BEACON COMMUNITY ENTITY] to disclose the Encounter Data to the applicable Beacon
Practices (which are also Covered Entities) for treatment or for quality assessment and quality
improvement activities of the Beacon Practices provided the recipient has or had a relationship with the
Hospital patient (“Shared Patients”). [BEACON COMMUNITY ENTITY] acknowledges and agrees that any
data it discloses to the Beacon Practices for the purposes of quality assessment and quality
improvement activities must meet the minimum necessary requirements of HIPAA.

7. Hospital desires to allow [BEACON COMMUNITY ENTITY] to disclose the Encounter Data to the Beacon
Practices for purposes of treatment of the Shared Patients and to use the Encounter Data to aggregate
and analyze the Encounter Data for the quality improvement initiatives described herein.

AGREEMENT

In consideration of the foregoing, and subject to the following terms and conditions, the parties to this
Agreement mutually agree as follows:

1. Hospital authorizes the following in connection with the Beacon Demonstration Projects:

a. For purposes of treating the Shared Patients, Hospital authorizes [BEACON COMMUNITY ENTITY] to
send notifications containing the Encounter Data to the applicable Beacon Practices when their Shared
Patients, who have been identified by the Beacon Practices as having pediatric asthma, experience an
emergency department encounter, an urgent care encounter, or a Hospital admission or readmission.

b. For the purposes of quality assessment and quality improvement, Hospital authorizes [BEACON
COMMUNITY ENTITY] to aggregate and analyze the Encounter Data by physician practice for the Shared
Patients, who have been identified by the Beacon Practices as having pediatric asthma and to provide
the aggregated results to Hospital and the Beacon Practices.

c. Hospital authorizes resulting de-identified aggregated data to be provided to ONC on a quarterly
basis.

2. Encounter Data will be used solely for the purposes described herein, and no further use will be made
without the express written authorization by Hospital.

[BEACON COMMUNITY ENTITY] OBLIGATIONS
1. The Encounter Data used in the Beacon Demonstration Project will be housed by BEACON

COMMUNITY ENTITY in a secure environment. While under the control of BEACON COMMUNITY ENTITY,
at all times, the Encounter Data will be kept confidential and secure, in compliance with the Security and
Privacy Rules of HIPAA, as amended, and as provided in a Business Associate Agreement executed by the
parties.

2. Ownership of Encounter Data provided by Hospital will at all times remain with Hospital.

3. The Encounter Data will be used solely for the purposes described herein, and no further use or
disclosure of the data will be made without the express written authorization of [Hospital]. Any further
use of the data for publication or research will be undertaken only upon satisfaction of appropriate
regulatory compliance including IRB waiver or approval, as applicable, and express written authority of
Hospital Practice.
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TERM AND TERMINATION

1. This Agreement is effective beginning on the Effective Date and ending upon the expiration of the
Beacon Demonstration Project, which is estimated to be September 30, 2013, unless terminated earlier
in accordance with this Agreement.

2. If the term of the Beacon Demonstration Projects is extended, Hospital agrees to extend the term of
this Agreement to allow the completion of the Beacon Demonstration Projects, provided that timely
notice of the extension period is provided in writing to Hospital and written authorization of all parties is
obtained.

3. Hospital may terminate this Agreement at any time upon thirty (30) days written notice to

BEACON COMMUNITY ENTITY at the address provided above.

MISCELLANEOUS

1. This Agreement will be governed by and construed in accordance with the laws of the State of [State’s
name] without reference to or application of its conflict of laws rules or principles.

2. Notices required or permitted under this Agreement must be in writing and shall be delivered by
courier or certified mail, and, in each instance, will be deemed given upon receipt. All communications
will be sent to the addresses set forth in the first paragraph above unless another address is specified in
accordance with this paragraph. Notices sent to [Hospital] will be sent to the attention of XXXXXXXXX.
EFFECTIVE DATE

This Agreement is effective this [Date].

[Beacon Community Entity]. XXXXXXXXX:

By: By:
Its XXXXXXXXX:
Date: Date:
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Appendix C: Sample Greater Cincinnati Beacon Collaboration and Crescent City
Beacon Community CDR RFPs

Introduction

The Greater Cincinnati Beacon Collaboration (GCBC) is a partnership of leading technology and quality
experts from the following organizations: HealthBridge, Cincinnati Children’s Hospital Medical Center,
the Health Improvement Collaborative of Greater Cincinnati, Cincinnati Aligning Forces for Quality, the
Greater Cincinnati Health Council, and the University of Cincinnati. The partners are committed to the
following long-term goals: (1) achieving meaningful and improved health care quality, safety, cost
efficiency, and reduced health disparities; (2) optimizing the use of secure common technologies for
interoperable health information exchange; and (3) achieving optimal population and coordinated
health care services through the use of electronic data and advanced EHR adoption.

Greater Cincinnati Beacon Collaboration has been awarded a Beacon Community Grant from the Office
of the National Coordinator for Health Information Technology (ONC). This grant will allow GCBC to
accelerate meeting these goals by enhancing its existing remarkable health information technology (HIT)
and health information exchange (HIE) infrastructure in concert with the work of the Tri-State Regional
Extension Center and together will prepare the entire region for advanced HIT/HIE capabilities including
powerful real-time patient data drawn from across the continuum of care. GCBC will test its capabilities
through two quality improvement initiatives including more than 60 physician practices focused on
improving quality, efficiency, and population health objectives in the delivery of pediatric asthma and
adult diabetes care. Through these two initiatives, the partner organizations will demonstrate improved
quality of care, and decrease the cost of diabetes and asthma related health care.

Greater Cincinnati Beacon Collaboration Partners
The following partners comprise the Greater Cincinnati Beacon Collaboration:

e Greater Cincinnati HealthBridge

e Cincinnati Children’s Hospital and Medical Center

e Greater Cincinnati Health Collaborative

e Health Improvement Collaborative of Greater Cincinnati
e Aligning Forces for Quality

e The University of Cincinnati

e GE Aviation

Purpose of the RFP

One of the identified infrastructure components that will enhance the existing community health
information technology (HIT) and health information exchange (HIE) infrastructure is a Clinical Data
Repository with advanced Business Intelligence and Data Analytics capabilities referenced collectively
herein as a CDR/BI. HealthBridge has prepared and is releasing this formal Request for Proposal to assist
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in the identification, evaluation, selection, and implementation of such a CDR/BI solution. Vendors may
submit proposals for one or more of the CDR/BI solution components included in this RFP. These
components include: 1) Transaction Repository, 2) Data Warehouse, 3) ETL Tools, 4) OLAP Cube
Creation, and 5) Data Presentation Tools. The balance of this RFP will provide the relevant statistical and
volume information, the functional requirements, contractual requirements, and other information
needed by Vendors to prepare a concise, complete, accurate, and practical solution response to this
RFP.

Statistics & Volumes

The following information is provided to assist the Vendor in properly scaling the proposed solution to
meet the current and projected needs for HealthBridge.

Factor Current Future
Regional Population Served 2.3 Million 4 Million
# of Operational HIEs 5 7
# of Hospitals 29 70
# of Physicians 5700 7000
# of Physician Practices 750 1100
# of Commercial Labs 6 10
Total # of Annual Patient Admissions 1 Million 1.75 Million
Total # of Annual ADT records received 4.8 Million 6.0 Million
Total # of Annual Clinical messages received 36 Million 50 Million
Key Dates & Deliverables
e RFP released May 10, 2011
e Vendor’s Questions & Intent to Respond Due May 20, 2011
e Written Responses to Vendor Questions Due May 27, 2011
e Vendor’s Proposal Due & Received at HealthBridge June 17, 2011
e Vendor Finalists Notified & Presentations Scheduled July 1, 2011
e Vendor Presentations Conducted July 18 - 20, 2011
e Final Vendor Selected & Notified July 29, 2011
e Best & Final Offers Received August 5, 2011
e Contract Awarded August 12, 2011
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e Implementation Planning & Project Begin August 15, 2011

e Installation of all hardware & software Complete September 23, 2011
e Initial data load and verification Complete November 18, 2011
e Implementation Compete & Solution Accepted November 21, 2011

Important NOTE: Due to performance requirements related to the Beacon Grant the vendor
implementation plans and the actual completion of all work must be based upon the above time line.
Work plans that are not responsive to the above schedule will be considered non-responsive and will
result in the vendor’s RFP response being rejected.

Submission Instructions & Accompanying Documents
This RFP consists of two documents, as follows:

1. Greater Cincinnati Beacon Collaboration CDR/BI RFP — Contains the full RFP document which
includes background narrative as well as CDR Requirements. Read this document in its entirety
FIRST.

2. Greater Cincinnati Beacon Collaboration CDR/BI RFP — RESPONSE TEMPLATE — Contains only the
sections to which the vendor must respond. After reading the full RFP, enter your RFP responses
directly into this response template document.

Please do the following:

1. Review the CDR/BI RPF document in its entirety.

2. Send your Intent to Respond and any questions you may have regarding the CDR/BI RFP to
cdrvendor@healthbridge.org by 5PM ET on May 20, 2011. Questions received after May 20,
2011 will not be answered.

3. Enter your vendor responses directly into the CDR/BI RFP RESPONSE TEMPLATE document, not
into the RFP document itself.

a. Ensure your response is NO MORE THAN 70 pages total (including the CDR/BI RFP
Response Template, which has 32 pages)

b. BE SURE to update the Table of Contents at the beginning of the document BEFORE you
submit it.

4. Save your RFP response document in both Word and PDF formats and title them as follows:

a. <VENDOR-NAME> GCBC CDR RFP RESPONSE, where <VENDOR-NAME?> is the name of your
company

5. Send your MPI RFP response an attached detailed work plan to cdrvendor@healthbridge.org by
5:00PM ET June 17, 2011.
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General Terms & Conditions

1.

This RFP process is intended to provide information to HealthBridge Greater
Cincinnati Beacon Collaboration. The issuance of this RFP does not imply an offer to
do business with any respondent. The RFP is designed to provide respondents with
the information necessary for the preparation of informative responses.

HealthBridge reserves the right not to review or otherwise to reject, in whole or in
part and at any time, any or all responses received in response to this RFP. Issuance
of the RFP in no way constitutes a commitment by HealthBridge to award any
contract for the goods and services described in the RFP.

HealthBridge is subject to strict accountability and reporting requirements as a
recipient of funds from public sources. Any response or other information submitted
by a respondent to HealthBridge is subject to disclosure by HealthBridge as required
by law, including but not limited to, the American Recovery and Reinvestment Act of
2009 (Public Law 111-5). In the performance of its duties under its proposal, the
vendor will be required to comply with all federal statutes, regulations and policies
associated with the Beacon Communities Cooperative Agreement Program,
including provisions of the American Recovery and Reinvestment Act (ARRA), and
any provisions that are applicable to the vendor as a subcontractor under the
Beacon award.

Sources for applicable Federal statutes, regulations and policies:

- American Recovery and Reinvestment Act, 2009 (P.L. 111-5).

- Funding Opportunity Announcement for the American Recovery and Reinvestment Act of 2009,
Funding to Beacon Communities (#HHS-2010-ONC-BC-004)

- Department of Health and Human Services Grants Policy Statement

- 45 CFR Part 74 — Uniform Administrative Requirements for Awards and Subawards to
Institutions of Higher Learning, Hospitals, Other Non-Profit Organizations and Commercial
Organizations

- OMB Circular A-122 — Cost Principles for Non-Profit Organizations
- OMB Circular A-133 — Audits of States, Local Governments and Non-Profit Organizations

Program Information to disclose to Subcontractors:

- Program Description: Greater Cincinnati Beacon Collaborative
- Award Number: 90BC0016/01
- CFDA Number: 93.727

By submitting a response, the respondent agrees that HealthBridge may copy the
response for purposes of facilitating HealthBridge review or use of the information.
The respondent represents that such copying will not violate any copyright, license
or other agreement with respect to the materials submitted.
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10.

11.

By submission of a response, respondent certifies that respondent has not paid or
agreed to pay to any employee or current contracting consultant of HealthBridge
any fee, commission or any other thing of value that is contingent upon
HealthBridge contracting with respondent.

HealthBridge reserves the right to modify this RFP at any time. HealthBridge
reserves the right to contact respondents after the submission of responses for the
purpose of clarifying any response. Respondent understands that any and all
information provided in response to the RFP is subject to validation. By submitting a
response each respondent agrees that it will not bring any claim or have any cause
of action against HealthBridge or any agent of HealthBridge based on any
misunderstanding concerning the information provided in the RFP or concerning
HealthBridge failure, negligent or otherwise, to provide the respondent with
pertinent information as intended by this RFP.

HealthBridge is not responsible for any costs incurred by a respondent which are
related to the preparation or delivery of the response or any other activities of
respondent related to this RFP.

The laws of the State of Ohio, Kentucky, and Indiana, and the United States of
America shall apply to and govern the interpretation, validity and effect of this RFP.
HealthBridge contractors and subcontractors may be subject to federal or state laws
or regulations applicable to recipients of funds from public sources. Respondents
are responsible for determining the applicability of these laws to their activities and
for complying with applicable requirements.

HealthBridge will not be responding to phone or email inquiries about the selection
process or identifying vendors still under consideration, or releasing information
about the proposals or results until contracts for the MPI RFP have been awarded,
and HealthBridge determines, in its sole discretion, that the release of such
information will not unduly prejudice this or future RFP processes.
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Company Information

The following information regarding your organization is required to be considered for selection. This
information must be submitted via the CDR/BI RFP Response Template; it does not need to be entered
here.

COMPANY INFORMATION

Company Name
Address
Phone Number

Website

COMPANY CONTACTS
Business Contact Name
Title
Phone Number
Email
Technical Contact Name
Title
Phone Number

Email

Company Resources

The following information regarding your organization is required to be considered for selection. This
information must be submitted via the CDR/BI RFP Response Template; it does not need to be entered
here.

RESOURCES

In OH, KY, IN Outside OH, KY, IN

Total Employees

»  #of CDR/BI employees in sales and marketing

# of CDR/BI employees in product development

# of CDR/BI employees in
implementation/training

» # of CDR/BI employees in product support

»  # of CDR/BI employees in administrative roles
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Product & Installation Information

The following information regarding your organization is required to be considered for selection. It is
only necessary to complete those items which related directly to your product offerings. This
information must be submitted via the CDR/BI RFP Response Template, it does not need to be
entered here.

PRODUCT INFORMATION

Product Name/Version Number

Describe the major modules of the product

INSTALLATIONS
HIEs Health Systems Other

Total # of new complete CDR/BI installations over
the last three years

Total # of complete CDR/BI installations nationally

Total # of new component-only Transaction
Repository installations over the last three years
Total # of component-only Transaction Repository
installations nationally

Total # of component-only Data Warehouse
installations over the last three years

Total # of component-only Data Warehouse
installations nationally

Total # of new component-only ETL Tools
installations over the last three years

Total # of component-only ETL Tools installations
nationally

Total # of new component-only OLAP Cube
Creation installations over the last three years
Total # of component-only OLAP Cube Creation
installations nationally

Total # of new component-only Data presentation
Tools installations over the last three years

Total # of component-only Data Presentation Tools
installations nationally
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Financial Information

The following information regarding your organization is required to be considered for selection. This
information must be submitted via the CDR/BI RFP Response Template; it does not need to be entered

here.

FINANCIAL INFORMATION FY 08, 09, & 10

Total Revenue (by year):

Revenue from CDR/BI products or services:

CDR/BI Revenue per CDR/BI employee:

% of CDR/BI Revenue spent on R&D:

Revenue from other products or services

Cash:

Net Income:

Net Margin %:

Total Assets:

Total Liabilities:

Compound Annual Growth Rate (CAGR):

FTE Growth (annual, previous FY):

Publicly traded: Yes / No Symbol:
Private: Yes / No Investors:
Ownership structure (specify who is the owner
and what is the % ownership):
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HealthIT.gov



/F'

The Office of the National Coordinator for
Health Information Technology

CDR/BI Requirements

The minimum CDR/BI requirements listed in this section are baseline requirements we believe all
vendors should satisfy and we expect all vendors to respond thoroughly to that section. This
information must be submitted via the CDR/BI RFP Response Template, it does not need to be
entered here.

General CDR/BI Functional Capabilities

Requirement Provided (Yes Description of

/ No / Partially) Capability

General CDR/BI Functional Capabilities and Vendor Qualifications

1. Does the CDR have the ability to store data from a wide variety of
sources, including bi-directional interfaces with the following:

a) Clinical data from Electronic Health Records (EHR), including Lab
results, Radiology results, Transcription/Notes,
Admit/Discharge/Transfer (ADT), Pathology, Procedures

b)  Clinical data from Elysium Clinical Messaging System

c) Billing data from Practice Management Systems

d) Billing data from Hospital Billing Systems

e) Billing data from Claims Clearing Houses and Payers

f)  Payer Subscriber Lists and Eligibility

g) Chronic Disease Registries

h) User-defined data elements

Please list the products that the solution can provide bi-directional
interfaces for out of the box.

2. Please describe your company’s demonstrated experience, capacity, and
knowledge developing and implementing Clinical Data Repositories, and
your solution’s suitability for a Health Information Exchange to serve
communities with large patient and physician populations, and data from
numerous EHRs and organizations.

3. Please describe your company’s demonstrated experience, capacity, and
knowledge developing and implementing Financial Data Repositories,
including payer claims and reimbursement, practice/hospital billing data,
and operational data.

4, Please describe your company’s demonstrated experience, capacity, and
knowledge developing, implementing and utilizing messaging and
interoperability standards such as Health Level Seven International (HL7)
and Healthcare Information Technology Standards Panel (HITSP). What
standards does your product support?
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Requirement

Please describe your company’s demonstrated experience, capacity, and
knowledge developing and implementing semantic normalization and
utilizing standard clinical code sets including:

e International Classification of Diseases ICD-9 and ICD-10

e  Logical Observation Identifiers Names and Codes (LOINC)

e  Systematized Nomenclature of Medicine Clinical Terms
(SNOMED)

e  Current Procedural Terminology (CPT)

e  Diagnosis-Related Group (DRG)

Provided (Yes
/ No / Partially) Capability

Does your company comply with the Health Insurance Portability and
Accountability Act (HIPAA) and Health Information Technology for
Economic and Clinical Health Act (HITECH) security requirements? Please
describe.

Does your company have experience developing and implementing
secure service-oriented architectures to provide bi-directional interfaces
to data? Can HealthBridge extend these services and/or develop
additional web services to request, insert, update, and delete data?
Please describe.

Can data be queried or extracted from your repository? What are the
technical options for accessing data in the repository (e.g., web services,
ODBC, JDBC, native drivers)?

Please describe your company’s demonstrated experience and ability to
provide training, technical expertise, project management, and
consultative resources to successfully implement the proposed solution.

10.

Have previous installations been de-installed or customers changed to
another vendor or competing product? How many times and for what
reasons?

11.

Please describe your company’s demonstrated experience and resources
to implement the proposed solution within the project timeline and
related milestones.

12.

Have there been cost overruns or missed implementation milestones in
previous installations? What has caused cost or time overruns (if
applicable)?

Over the past 2 years, what was the quickest, average, and longest
implementation timeline?

13.

Does the proposed solution integrate with third-party Master Patient
Index (MPI) systems and Master Provider Index systems? Please list the
MPI systems that the solution can integrate with, and which
products/versions have been successfully integrated in previous
installations.

14.

Will the proposed solution be physically implemented within
HealthBridge’s data center? We are not seeking a vendor-hosted solution.

A20
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Transaction Repository

Requirement Provided (Yes Description of

/ No / Partially) Capability

Transaction Repository

1. Does the proposed solution provide a patient-centric ability to store the
breath of clinical data commonly found in hospital and practice Electronic
Health Records, including but not limited to:

a) Physician and Nurse documentation of patient encounters (e.g.,
Medical History, Surgical History, Social History, Family History,
Impressions, Treatment Plans)

b) Medical problems, diagnoses

c) Allergies (medication, environmental, food)

d) Transcription/Notes

e) Lab orders and results

f)  Radiology results

g) Pathology results

h)  Procedures (CPT codes)

i)  Medication and prescription history

j)  Encounter-based information (e.g., vital signs and
anthropometrics)

k)  Birth record/certificate information

Does the solution have the ability to track the source of information of
specific data elements?

2. Has the proposed solution integrated with Axolotl’s Elysium system in
previous implementations?

3. Does the proposed solution have the ability to store HL7 and HITSP clinical
messages, such as Admit/Discharge/Transfer (ADT), lab results, and
Coordination of Care Documents (CCD):

a) Intheir raw, unmodified form as received from the organization
that sent the message to the Health Information Exchange (HIE)

b) Original (raw) message, parsed into all columns and data
elements that are available and described in HL7 and HITSP
standards

c) Link and maintain lineage that identifies the organization that
provided specific records to the CDR tables

d) Ability to retrieve, access, search, and use the raw and discrete
data
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Requirement Provided (Yes
/ No / Partially)

Transaction Repository

4, Does the proposed solution provide a patient-centric ability to store the
breath of data commonly found in Chronic Disease Registries, including
but limited to:

a) Clinical (e.g., diagnoses, medications, allergies, lab results)

b) Functional (ability to perform activities such as work, exercise,
attend school)

c) Quality of Life

d) Preventative care (immunizations, procedures such as foot
exams)

e) Patient surveys

f)  Patient self-reported data (e.g., peak flow meter values, HgA1C
values, ability to participate in exercise)

g) Encounter-based information (e.g., vital signs and
anthropometrics)

5. Does the proposed solution provide the ability to store Pharmacy and
Prescription data, including:

a) Medication orders

b)  Prescription fulfillment

c¢) Medication Administration Record
d) Medication Reconciliation

e) Medication adherence

f)  Medication contraindications

6. Does the proposed solution provide the ability to store Payer, Claims, and
Billing data, including:

a) Payer subscriber lists and eligibility, including the line of
business (payer product), plan description

b) Maintain history of member/subscriber enrollment in payer
plans

c) Tracking of primary and secondary insurances

d) Member assignment to primary care physicians, with historical
accuracy

e) Individual patient encounter claims, including diagnoses (ICD-
9/10), procedures (CPT codes), Charges, and Amount paid

f)  Billing data from Practice Management Systems

g) Billing data from Hospital Billing Systems

h) Clearing houses for Practice Management Systems
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Requirement

Transaction Repository

Provided (Yes
/ No / Partially) Capability

7.

Does the proposed solution provide the ability to store Custom or
Specialized data, such as:

a) Clinical Trials and Research data, including applicable FDA
regulations (e.g., 21 CFR Part 11)

b) Clinical and Coding classification systems (e.g., AHRQ Clinical
Classification System, Unified Medical Language System)

c) Electronic patient-monitoring devices

Does the proposed solution provide a comprehensive, common data
model that encompasses the breadth of Clinical, Financial, Registry, and
Specialized data described in this section? Is the data model flexible and
extensible to allow customization and addition of new data domains (e.g.,
additional columns in existing tables, new tables and relationships)?

What steps are needed to add new data elements or sources?

How does this affect the existing data structure and prior reports,
trending, etc.?

Is the proposed solution’s data model compliant with the HL7 Reference
Information Model (R