Charges to Privacy and Security Workgroup on Governance RFI Questions

The questions below are those for which the HITSC Privacy and Security WG has been asked to develop draft responses, plus a few that I suggested be added to our list.  
We will start by addressing the question the P&S WG has been asked to “Prioritize,” then address the “Secondary” assignments, and finally (unless I get a stop-work order) those for which I have suggested we provide inputs.  
Question P&S WG was asked to priorize  
	Question 
	Page Number 
	Workgroup(s)

 (P = Prioritize,

S = Secondary)

	Question 57: Should one or more of the performance and service specifications implemented by the participants in the Exchange be included in our proposed set of CTEs?  If so, please indicate which one(s) and provide your reasons for including them in one or more CTEs.  If not, please indicate which one(s) and your reasons (including any technical or policy challenges you believe exist) for not including them in one or more CTEs.
	58
	P:  HITSC P&S WG
S:  IE

	P&S WG Response:  




Questions for which P&S WG has been asked to provide a secondary response
	Question
	Page Number 
	Workgroup(s)

 (P = Prioritize,

S = Secondary)

	Question 45: What types of transport methods/standards should NVEs be able to support?  Should they support both types of transport methods/standards (i.e., SMTP and SOAP), or should they only have to meet one of the two as well as have a way to translate (e.g., XDR/XDM)?
	51
	P:  NwHIN 

S:  IE , HITSC P&SWG

	P&S WG Response:  



	Question 47: Are the technical specifications (i.e., Domain Name System (DNS) and the Lightweight Directory Access Protocol (LDAP)) appropriate and sufficient for enabling easy location of organizational certificates?  Are there other specifications that we should also consider?


	52
	P:  NwHIN 

S:  IE, HITSC P&S WG 

	P&S WG Response:  



	Question 48: Should this CTE require all participants engaged in planned electronic exchange to obtain an organizational (or group) digital certificate consistent with the policies of the Federal Bridge
?
	53
	P:  NwHIN 

S:  IE , HITSC P&S WG

	P&S WG Response:  



	Questions 56: Which CTEs would you revise or delete and why? Are there other CTEs not listed here that we should also consider?
	58
	ALL 

	P&S WG Response:  




Questions for which Dixie has offered P&S WG responses

	Question
	Page Number 
	Workgroup(s)

 (P = Prioritize,

S = Secondary)

	Question 22: Are there HIPAA Security Rule implementation specifications that should not be required of entities that facilitate electronic exchange?  If so, which ones and why? 
	38
	P:  P&S TT
S: HITSC P&S WG
(Ownership under negotiation)

	P&S WG Response:  



	Question 23: Are there other security frameworks or guidance that we should consider for this CTE?  Should we look to leverage NISTIR 7497 Security Architecture Design Process for Health Information Exchanges
?  If so, please also include information on how this framework would be validated. 
	38
	P:  P&S TT 

S: HITSC P&S WG

(Ownership under negotiation)

	P&S WG Response:  



	Question 24: What is the most appropriate level of assurance that an NVE should look to achieve in directly authenticating and authorizing a party for which it facilitates electronic exchange?
	40
	P:  P&S TT 

S: HITSC P&S WG



	P&S WG Response:  



	Question 25: Would an indirect approach to satisfy this CTE reduce the potential trust that an NVE could provide?  More specifically, should we consider proposing specific requirements that would need to be met in order for indirect authentication and authorization processes to be implemented consistently across NVEs?
	40
	P:  P&S TT 

S: HITSC P&S WG 

	P&S WG Response:  



	Question 31: Should there be exceptions to this CTE? If so, please describe these exceptions.
	43
	P:  P&S TT 

S:  IE, HITSC P&S WG

(Ownership under negotiation)



	P&S WG Response:  



	Question 39: What standard of availability, if any, is appropriate?
	46
	P;  NwHIN

S:  P&S TT, HITSC P&S WG

(Ownership under negotiation)


� �HYPERLINK "http://www.idmanagement.gov/pages.cfm/page/Federal-PKI"�Additional information on the Federal Bridge can be viewed at: http://www.idmanagement.gov/pages.cfm/page/Federal-PKI�


�(2010) NIST. “Security Architecture Design Process for Health Information Exchanges (HIEs).” Available at: http://csrc.nist.gov/publications/nistir/ir7497/nistir-7497.pdf
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