Assistant Secretary
for Technology Pollcy

@“ASTP

S AF E R Safety Assurance Factors
for EHR Resilience

>Table of Contents > About the Checklist >Team Worksheet

> About the Practice Worksheets

Self-Assessment
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General Instructions for the SAFER Self-Assessment Guides

The Safety Assurance Factors for EHR Resilience (SAFER)
guides are designed to help healthcare organizations conduct
proactive self-assessments to evaluate the safety and
effectiveness of their electronic health record (EHR)
implementations. The 2025 SAFER guides have been updated
and streamlined to focus on the highest risk, most commonly
occurring issues that can be addressed through technology or
practice changes to build system resilience in the following
areas:

" Organizational Responsibilities

" Patient Identification

* Clinician Communication

" Test Results Reporting and Follow-up

" Computerized Provider Order Entry with Decision Support
" Systems Management

" Contingency Planning

" High Priority Practices - A collection of 16
Recommendations from the other 7 Guides

Each of the eight SAFER Guides begins with a Checklist of
recommended practices. The downloadable SAFER Guides
provide fillable circles that can be used to indicate the extent to
which each recommended practice has been implemented in the
organization using a 5-point Likert scale. The Practice Worksheet
gives a rationale for the practice and provides examples of how to
implement each recommended practice. It contains fields to
record team member involvement and follow-up actions based on
the assessment. The Worksheet also lists the stakeholders who
can provide input to assess each practice (sources of input). In
addition to the downloadable version, the content of each SAFER
Guide, with interactive references and supporting materials, can
also be viewed on ONC'’s website at: https://www.healthit.gov/
topic/safety/safer-guides.

The SAFER guides are based on the best available (2024)
evidence from the literature and consensus expert opinion.
Subject matter experts in patient safety, informatics, quality
improvement, risk management, human factors engineering, and
usability developed them. Furthermore, they were reviewed by an
external group of practicing clinicians, informaticians, and
information technology professionals.
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Each guide contains between 6 and 18 recommended practices
including its rationale, implementation guidance, and evidence
level. The recommended practices in the SAFER Guides are
intended to be useful for all EHR users. However, every
organization faces unique circumstances and may implement a
particular recommended practice differently. As a result, some of
the specific implementation guidance in the SAFER Guides for
recommended practices may not be applicable to an organization.

The High Priority Practices guide consists of 16 of the most
important and relevant recommendations selected from the other 7
guides. It is designed for practicing clinicians to help them
understand, implement, and support EHR safety and safe use
within their organization. The other seven guides consist of 88
unique recommendations that are relevant for all healthcare
providers and organizations.

The SAFER Guides are designed in part to help deal with safety
concerns created by the continuously changing sociotechnical
landscape that healthcare organizations face. Therefore, changes
in technology, clinical practice standards, regulations, and policy
should be taken into account when using the SAFER Guides.
Periodic self-assessments using the SAFER Guides may also help
organizations identify areas where it is particularly important to
address the implications of these practice or EHR-based changes
for the safety and safe use of EHRs. Ultimately, the goal is to
improve the overall safety of our health care system and improve
patient outcomes.

The SAFER Guides are not intended to be used for legal
compliance purposes, and implementation of a recommended
practice does not guarantee compliance with the HIPAA Security or
Privacy Rules, Medicare or Medicaid Conditions of Participation, or
any other laws or regulations. The SAFER Guides are for
informational purposes only and are not intended to be an
exhaustive or definitive source. They do not constitute legal advice.
Users of the SAFER Guides are encouraged to consult with their
own legal counsel regarding compliance with Medicare or Medicaid
program requirements, and any other laws.

For additional information on Medicare and Medicaid program
requirements, please visit the Centers for Medicare & Medicaid
Services website at www.cms.gov. For more information on HIPAA,
please visit the HHS Office for Civil Rights website at www.hhs.gov/
ocr.
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Introduction

The Test Results Reporting and Follow-Up SAFER

Guide identifies recommended safety practices intended

to optimize the safety and safe use of processes and

EHR technology for the electronic communication and
management of test results. Processes relating to test

results are vulnerable to breakdowns, requiring careful planning,
implementation, and maintenance to deliver

correct information promptly to the intended recipients."

In the EHR-enabled healthcare environment, clinicians

rely on technology to support and manage the reporting

and follow-up of test results. This guide enables the assessment
of EHR-based communication of test

results. It provides guidance on recommended practices

to ensure that an EHR’s design and implementation help close the

loop on test results to minimize the potential for errors and
delays.>®

EHRs can potentially improve test result reporting and
follow-up if implemented and used correctly. Initial

evaluation of the use of health IT for test results

reporting and follow-up has produced mixed

results.*>1%11 Furthermore, laboratory and radiology/

imaging results reporting in EHRs remain vulnerable to

safety events.'? Failure to follow up appropriately on diagnostic
test results can lead to misdiagnosis, patient

harm, and liability.

Completing the self-assessment requires the

engagement of people both within and outside the organization
(e.g., EHR technology developers, and diagnostic services
providers). Clinician leadership in the organization should be
engaged in assessing whether

and how any particular recommended practice affects

the organization’s ability to deliver safe, high-quality

care.
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Collaboration between clinicians and staff members while
completing the self-assessment in this guide will enable an
accurate snapshot of the organization’s EHR status in terms
of test results reporting. In addition, it should lead to a
consensus about the organization’s future path to optimize
EHR-related safety and quality: setting priorities among the
recommended practices not yet addressed, ensuring a plan
is in place to maintain recommended practices already in
place, dedicating the required resources to make necessary
improvements, and working together to mitigate the test
results-related safety risks introduced by the EHR.
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The Checklist is structured as a quick way to enter and print your self-assessment.

Select the level of implementation achieved by your organization for each Recommended Practice. Your Implementation Status will be reflected
on the Recommended Practice Worksheet in this PDF. The implementation status scales are as followed:

Not Implemented (0%) Making Progress (1 Halfway there (31 Substantial Progress Fully Implemented (91-

The organization has not 30%) The organization is 60%) The organization is (61-90%) 100%)

implemented this in the early or pilot phase implementing this The organization has The organization follows

recommendation. of implementing this recommendation and is nearly implemented this this recommendation, and
recommendation as following or has adopted recommendation and is most implementation

evidenced by following or approximately half of the following or has adopted guidance is followed

much of the consistently and widely
implementation guidance. adopted.

adopting less than 30% of
the implementation
guidance

implementation guidance.

The organization should check the following box if there are some limitations with the current version of their EHR that preclude them from fully
implementing this recommendation.

EHR Limitation - The EHR does not offer the features/functionality required to fully implement this recommendation or the implementation guidance.

Recommended Practices for Domain 1— Safe Health IT Implementation Status

% 1-30% 31-60% 61-90% 91-100%
Mot Making Haffway Substantal Fuly EHR
Implemented  Progress  There  Progress Implemented Limitation

m Disaster recovery plans must be in place and reviewed

at least annually, for computing and networking wakseet 11 (N (N (O (O) C

; infrastructure that runs applications critical to the
szogzgf,";vith the prgani_zation’s clinical apd a.dministrative operations,
Recommended including hart_jwa_re duplication, network redundancy,
Practice(s) appears and data replication.
at the top of the
column

An electric generator and sufficient fuel are available Worksheet 1.2 (‘ (‘ (‘ (‘ (‘

to support the EHR during an extended power outage.

Paper forms are available to replace key EHR functions ~ Werksheet 13 (7 (7 (7 () (O
during downtimes.

Patient data and software application configurations Worksheet 14 r r r r (\

critical to the organization's operations are regularly
backed up and tested.

Policies and procedures are in place to ensure Worksheet 1.9 F (-‘ r F r
= accurate patient identification when preparing for,

The Recommended during, and after downtimes.2¢

Practice(s) for the . D

topic appears
below the
associated Domain.

To the right of reach Recommended
Practice is a link to the Recommended
Practice Worksheet in this PDF.

The Worksheet provides guidance on
implementing the practice.
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Recommended Practices for Domain 1 — Safe Health IT Implementation Status
0% 1-30%  31-60% 61-90%  91- 100%
Not Making Halfway — Substantial Fully EHR

Test names, values, and interpretations (i.e., outside Worksheet 1.1 Implemented  Progress  There  Progress Implemented Limitation

of normal reference ranges) for laboratory results

are stored in the EHR as structured data using (\ (\ (\ (\ (\
standardized nomenclature.59.13-17

Predominantly text-based test reports (e.g., Worksheet 1.2

radiology or pathology reports) are coded by the (\ (\ (\ (\ (\

interpreting clinician as abnormal/normal at a
minimum.20-24

Recommended Practices for Domain 2 — Using Health IT Safely Implementation Status
0% 1-30% 31-60% 61-90%  91- 100%
Not Making ~ Halfway ~Substantial  Fully EHR
The EHR is able to track the status of all test-related Worksheet 2.1 Implemented  Progress  There  Progress implemented Limitation

orders and procedures associated with them (e.g., (\ (\ (\ (\ (\

specimen received and collected; test completed,
reported, and acknowledged).0-2°

The ordering clinician is identifiable on all ordered tests Worksheet 2.2

and test reports, and if another clinician is responsible -
for follow-up, that clinician is also identified in the (\ (\ (\ (\ (\

EHR.® -

When test results are changed or amended, the ordering ~ Worksheet 2.3

clinician and other clinicians responsible for follow-up are

notified electronically, and the changed results and (\ (\ (\ (\ (\
amended flag should be clearly visible in the EHR.32 For

clinically significant changes, the clinicians are also

contacted directly.*3

Written policies specify unambiguous responsibility for Worksheet 2.4

test result follow-up with a shared understanding of that (\ (\ (\ (\ (\

responsibility among all involved in providing follow-up
Care_5,7,10,13,14,34,37,46-48

Workflows that are particularly vulnerable to Worksheet 2.5

mishandling of test results, especially critical test Reset
results,3? are identified,>? and fail-safe procedures (\ (\ (\ (\ (\ -
ensure these results are received by someone

responsible for the affected patient's care.54354

otherwise determined to be abnormal are flagged (\ (\ (\ (\ (\

E Results outside normal reference ranges or Worksheet 2.6
(i.e., presented in a visually distinct way).>”

Display of results (e.g., numeric, text, graphical, Worksheet 2.7

image) should be easily accessible, clearly (\ (\ (\ (\ (\ Reset

visible, not easily overlooked, and
understandable.5®
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Recommended Practices for Domain 2 — Using Health IT Safely Implementation Status
0% 1-30% 31-60% 61-90%  91- 100%
Not Making Halfway  Substantial Fully EHR
There is an EHR-based process for clinicians to Worksheet 2.8 Implemented  Progress  There  Progress implemented Limitation
either assign surrogates®%-5867 for receiving test (\ (\ (\ (\
result notifications or enables surrogates to access (\ ese

the principal clinicians inboxes.

There are mechanisms to forward results and results Worksheet 2.9

notifications from one clinician to another.°46 (\ (\ (\ (\ (\ Reset

Summarization tools to trend and graph Worksheet 2.10

laboratory data are available in the EHR.7° (\ (\ (\ (\ (\ Reset

Test results can be sorted, or filtered, in the clinician s Worksheet 2.11

EHR inbox according to clinically relevant criteria (\ (\ (\ (\ (\ Reset
(e.g. test collection date/time, result date/time,

severity, hospital location, patient).594347

The EHR has the capability for clinicians to set Worksheet 2.12

reminders for themselves and other Reset
responsible clinical staff for future tasks to (\ (\ (\ (\ (\
facilitate test result follow-up.*”-75

Recommended Practices for Domain 3 — Monitoring Safety Implementation Status
0% 1-30% 31-60% 61-90%  91- 100%
Not Making ~ Halfway Substantial  Fully EHR

As part of quality assurance activities, organizations Worksheet 3.1 Implemented ~ Progress  There  Progress Implemented Limitation
monitor selected practices or indicators”® related to test

result reporting and follow-up. Monitored practices include (\ (\ (\ (\ (\
clinician acknowledgment of test results and clinician

follow-up on abnormal test
results.4'5'1 0,13,37,43,58,79-81

3.1

As part of quality assurance, the organization monitors Worksheet 3.2

and addresses test results sent to the wrong clinician (\ (\ (\ (\ (\
(e.g., via reports from clinicians) or never transmitted to

any clinician (e.g., due to an interface problem or

patient/provider misidentification).37.84

As part of quality assurance, the organization monitors Worksheet 3.3

clinical decision support tools that are based on Reset
laboratory test results to ensure they are updated when (\ (\ (\ (\ (\ -
changes are made to the laboratory system or the way

laboratory data is recorded.8%:86

Organizational policies and procedures ensure timely Worksheet 3.4

patient notification of both normal and abnormal test O O O O C

results, and the timeliness of notification is monitored.88

o
K
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Clinicians should complete this self-assessment and evaluate potential health IT-related patient safety risks addressed by
this specific SAFER Guide within the context of your particular healthcare organization.

This Team Worksheet is intended to help organizations document
the names and roles of the self-assessment team, as well as
individual team members’ activities. Typically, team members will
be drawn from a number of different areas within your
organization, and in some instances, from external sources. The
suggested Sources of Input section in each Recommended
Practice Worksheet identifies the types of expertise or services to
consider engaging. It may be particularly useful to engage specific
clinician and other leaders with accountability for safety practices
identified in this guide.

The Worksheet includes fillable boxes that allow you to document
relevant information. The Assessment Team Leader box allows
documentation of the person or persons responsible for ensuring

Assessment Team Leader

Assessment Team Members

Assessment Team Notes

August 2024

that the self-assessment is completed. The section labeled
Assessment Team Members enables you to record the names of
individuals, departments, or other organizations that contributed to
the self-assessment. The date that the self-assessment is
completed can be recorded in the Assessment Completion Date
section and can also serve as a reminder for periodic
reassessments. The section labeled Assessment Team Notes is
intended to be used, as needed, to record important
considerations or conclusions arrived at through the assessment
process. This section can also be used to track important factors
such as pending software updates, vacant key leadership
positions, resource needs, and challenges and barriers to
completing the self-assessment or implementing the
Recommended Practices in this SAFER Guide.

Assessment Completion Date
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Each Recommended Practice Worksheet provides guidance on implementing a specific
Recommended Practice, and allows you to enter and print information about your self-assessment.

The Suggested Sources of Input section
indicates categories of personnel who can
provide information to help evaluate your
level of implementation.

Recommended Practice- Disaster Recovery Plans Implementation Status Strength of

Recommendation

The Rationale section
provides guidance

Disaster recovery plans must be in place and reviewed at least annually,
for computing and networking infrastructure that runs applications critical
to the organization’s clinical and administrative operations, including

=

[[] EHRLimitation

section provides an
estimate of the

about “why" the hardware duplication, network redundancy, and data replication. strength of

safety activities are N e tor P Risk Ae s 450 o Strength of evidence available
i i i ren L . . .

needed. ationale for Practice or Ris sessment uggeste urces of Input Recommy dation in the scientific

Organizations should take steps to prevent and

minimize the impact of technology failures.f A
single point of failure, whether it be a database
server, a connection to the Intemet, or data backup

tapes stored in racks adjacent to the production
servers, greatly increases risks for loss of data
availability and integrity.

Aszzeszsment Notes
Enter any notes
about your self-
assessment.

Follow-up Actions

Enter any follow-up
activities required.

N

Enter the name of
the person

responsible for the
follow-up activities.

N

Person Responsible for Follow-up Action

August 2024

1. Clinicians, support staff, and/or
clinical administration

2. EHR developer

3. Health IT support staff (in-
house or external)

Required literature, or states
that it is "required”
due to a federal
rule, regulation, or

Al health izafion that id 24 conditions of

= Alarge healthcare organi provides care .. .

hours per day has a remotely located (i.e., > 50 miles participation, for
away and = 20 miles from the coastline) “warm-site” (i.e., each
a site with current patient data that can be activated in
less tpan 8 hours) backup facility that can run the entire
EHR.

The backup computer system (e.g., warm-site) is tested at
least quarterly.®

= The organization maintains a redundant path to the
Intermet consisting of two different cables in different
trenches®
(Mote: a microwave or other form of wireless connection
is also acceptable), provided by two different Internet
providers )20

= Smaller ambulatory clinics have at least a cellphone-
hased, wiregless Internet access point that is capable of
running a cloud-hosted EHR as a backup to their main
cable-based Intermet connection.

Implementation Guidance

recommendation.

The

Implementation
Guidance

section lists potentially
useful practices or
scenarios to inform
your assessment and
implementation of the
specific
Recommended
Practice.
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Recommended Practice- Structured Test Names Implementation Status
Test names, values, and interpretations (i.e., outside of Fully Implemented
normal reference ranges) for laboratory results are stored in

the EHR as structured data using standardized

nomenclature.5:9.13-17 EHR Limitation

Rationale for Practice or Risk Assessment Suggested Sources of Input Recsotrrr?r?lge;hdg:i on
Structured laboratory results facilitate EHR-based 1. Diagnostic services )

result reporting and tracking functions.'® Structured 2. EHR developer Medium

data enables the use of clinical decision support (CDS) '

that can avoid errors and optimize patient safety. 3. Health IT support staff

Implementation Guidance

" Testresult names (e.g., sodium, potassium) that are sent

along with LOINC codes are stored as coded data.’®

® Abnormal test result values and interpretations are defined

Assessment Notes and stored in a standardized, coded format (e.g., high/low

sodium, critical potassium, positive/negative fecal occult
blood test).”-19

" There is a process to handle paper-based test results that
includes, at a minimum, the entry of coded values into the
EHR to indicate Test Result Name, Test Result Value,
Units, Normal Range, Abnormal Flag, and Date/Time, along
with a scanned copy of the report in the EHR.

Follow-up Actions

Person Responsible for Follow-up Action
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Recommended Practice- Code Results of Text-Based Reports Implementation Status

Predominantly text-based test reports (e.g., radiology or
pathology reports) are coded by the interpreting
clinician as abnormal/normal at a minimum.20-24

Checklist .
EHR Limitation
. . . Strength of
Rationale for Practice or Risk Assessment Suggested Sources of Input Recommendation
Coded results in structured fields facilitate EHR- 1. Diagnostic services Medium
. . . 10
based result reporting and tracking functions. 2. EHR developer
3. Health IT support staff
Implementation Guidance
" Abnormal test result values and interpretations are
defined and stored in a standardized format.
Assessment Notes = Mammography results are stored according to Bl-
RADS® criteria.?526

The organization considers using standardized reporting
criteria for selected imaging tests where such standards
exist, for instance, the Lung Rads for lung cancer
screening CT reporting?” and the TI-RADS criteria to
code thyroid image reporting.?®

Follow-up Actions

Person Responsible for Follow-up Action
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Recommended Practice- Track Test Orders Implementation Status

The EHR is able to track the status of all test-related orders
and procedures associated with them (e.g., specimen
received and collected; test completed, reported, and

22kn/gys;ledged).1°v29 EHR Limitation
ECKIIS

Strength of

Rationale for Practice or Risk Assessment Suggested Sources of Input Recommendation
Order tracking facilitates closed-loop communication.®® This 1. Diagnostic services Medi
enables the detection of problems related to order processing 2 EHR vendor edium

and test result delivery. 3. Health IT support staff

Implementation Guidance

" The EHR can record, display, and report whether orders
were received, specimens collected, tests completed,
results reported, and results acknowledged.3'-3

" The EHR facilitates the tracking of “send-out” tests at the
point of ordering and provides a mechanism to allow
clinicians or organizations to incorporate these results into
the EHR and assign them to the correct patient.3°

" Procedures exist to ensure that all test results, including
those received from outside the organization through fax or
mail, are properly incorporated into the EHR.#

® Clinical practices where test result information is not fully
integrated into the EHR use additional tracking strategies to
enable follow-up.38

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action

August 2024 SAFER Self Assessment | Test Results Reporting and Follow Up



http://www.healthit.gov/policy-researchers-implementers/safer
https://communication.30

Self Assessment Recommended Practice Domain 2
SAF E R Test Results Reporting and Follow Up 2,2 Worksheet Using Health IT

> Table of Contents ‘ > About the Checklist > Team Worksheet > About the Practice Worksheets

Recommended Practice- Ordering Clinical Identifiable Implementation Status

The ordering clinician is identifiable on all ordered tests and
test reports, and if another clinician is responsible for follow-
up, that clinician is also identified in the EHR.®

Checkdet EHR Limitation
Rationale for Practice or Risk Assessment Suggested Sources of Input Strength of
Recommendation
Clear identification of the ordering clinician facilitates 1. Clinicians, support staff, and/or _
closed-loop communication. Ambiguous clinical administration Medium
responsibility increases the risk of follow-up failure.'® 2. EHR developer

3. Health IT support staff

Implementation Guidance

" Result routing systems support the delivery of results to the
ordering clinician.*7:9:37

® The EHR supports assiBQInment or transfer of responsibility
for test order follow-up.3" 41

" Policies and procedures address situations vulnerable to
follow-up failures, including shift hand-offs, clinician rotation
off-service, transitions of care settings, and when clinicians
are out of the office or have departed the organization.

" There are escalation processes for high-priority or urgent
test results that are not responded to by clinicians within a
pre-specified time period, including an alternate
communication method.*?

" When a user other than the ordering clinician enters an
order under the clinicians name (e.g., per-protocol
ordering), the entering user's name is visible on the order
information.

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action
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SAF E R Test Results Reporting and Follow Up 2,3 Worksheet Using Health IT

> Table of Contents ‘ > About the Checklist > Team Worksheet > About the Practice Worksheets

Recommended Practice- Amended test Results Implementation Status

When test results are changed or amended, the ordering clinician and other
2.3 clinicians responsible for follow-up are notified electronically, and the

changed results and amended flag should be clearly visible in the EHR.32 For

clinically significant changes, the clinicians are also contacted directly.*3

Checklist EHR Limitation
Strength of
Rationale for Practice or Risk Assessment Suggested Sources of Input Recommendation
o 1. Clinicians, support staff, and/or
Results that are subsequently changed carry a significant clinical administration Medium

potential for delayed or wrong treatment based on outdated,

. 2. Diagnostic services
incorrect results.

3. EHR developer
4. Health IT support staff

Implementation Guidance

" The individual changing the results is responsible for
notifying appropriate clinicians of those changes.
Electronic systems may not always ensure that critical
communications are received and reviewed promptly.
Thus, for clinically important changes to results,
appropriate clinicians should be contacted directly.”

Assessment Notes

" Policies and procedures ensure that changes in test
results and accompanying documentation are effectively
communicated to the appropriate clinicians responsible
for patient care, including after the patient has
transitioned to another setting of care.*445

" Changed results are clearly flagged as such in the EHR
(e.g., marked as “amended”).”

Follow-up Actions

Person Responsible for Follow-up Action
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Recommended Practice - Responsibility for Result Follow-Up Implementation Status

Written policies specify unambiguous responsibility for test result follow-
up with a shared understanding of that responsibility among all involved
in providing follow-up care.57:10.13.14.34,37,46-48

Checklist EHR Limitation

Rati le for P i Risk A
ationale for Practice or Risk Assessment Suggested Sources of Input Rec:sc:;?r?lgwdg:ion

New workflows resulting from the introduction of EHRs can
introduce new hazards related to miscommunication of
responsibility for follow-up. Ambiguous responsibility
increases the risk of follow-up failure.4:50

1. Clinicians, support staff, and/
or clinical administration
2. Diagnostic services

Medium

Implementation Guidance

“ In the outpatient setting, the ordering clinician is
responsible for follow-up unless he or she delegates this
responsibility (e.g., to a covering clinician). Delegation
should be documented in the EHR and accepted by the
delegate.5!:52

Assessment Notes

" In organizations with trainees (e.g., residents or fellows),
ultimate responsibility defaults to the supervising
attending in the event of a change of service by the
trainee acting as an ordering clinician.

" Ordering clinicians in any setting assume responsibility
for follow-up care, unless that responsibility is
unambiguously transferred to another clinician who
accepts responsibility.®”

Follow-up Actions

Person Responsible for Follow-up Action
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Recommended Practice- Critical Test Results Implementation Status

Workflows that are particularly vulnerable to mishandling of test results,
especially critical test results,®® are identified,>® and fail-safe procedures
ensure these results are received by someone responsible for the affected

patient's care.>5¢ EHR Limitation
Checklist
. . . Strength of

Rationale for Practice or Risk Assessment Suggested Sources of Input Recommendation
Lost or mishandled test results, especially critical results, 1. Clinicians, support staff, and/or Required
are a significant risk to patient safety, especially in clinical administration equire
situations where workflows are particularly vulnerable to 2. Diagnostic services
such failures (e.qg., shift changes, transitions of care).5® 3. EHR developer

4. Health IT support staff

Implementation Guidance

= Situations that are vulnerable to test results follow-up
failures are identified.5”-%° These include handoffs between
clinicians (e.g., between residents, part-time physicians,
ER physicians, and hospitalists),® care transitions5.60.61
between clinical settings (e.g., between different units of a
hospital; between the hospital and home or a post-acute
facility), and tests pending at discharge. In these
situations, processes should be in place to ensure that
test results are communicated to a clinician responsible for
follow-up care.’

* Life-threatening results are communicated verbally or
electronically with rapid acknowledgment and automatic
escalation if there is no response to ensure confirmation of
receipt.”-%2 The fact that these notifications occurred is
also documented in the legal medical record (including
information on who performed the notification, who was
notified, the contents of the message, and the date and

Follow-up Actions time notification occurred).

* Notifications of abnormal test results that remain
unacknowledged after a pre-specified time period are
forwarded (or escalated) to an alternate responsible
provider.3763

* Diagnostic services should ensure that test results are
communicated to a back-up provider in a timely fashion if
the ordering provider is not available. The necessary
timeliness is dependent on the significance of the test
result.5*

® The organization maintains an updated contact list of all
practicing clinicians, and this list includes their coverage
schedules.*%7

® The organization maintains a patient-provider link (e.g.,
the patient s PCP is identified) in the EHR as a back-up. If
the ordering provider does not acknowledge the result, a
responsible clinician in the ordering practice is notified.

Assessment Notes

Person Responsible for Follow-up Action
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Recommended Practice- Abnormal Results Flagged

Results outside normal reference ranges or otherwise
determined to be abnormal are flagged (i.e., presented in a
visually distinct way).57”

Checklist

Rationale for Practice or Risk Assessment

Although the absence of flags does not necessarily mean
the result is normal, flagging can reduce the likelihood of
missing abnormal or critical results.

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action

Implementation Status

EHR Limitation

Strength of

Suggested Sources of Input Recommendation

1. Diagnostic services
2. EHR developer
3. Health IT support staff

Medium

Implementation Guidance

® Abnormal results are flagged (e.g., bolded font, asterisk
beside values, use of “H” or “L,” different colors) or
marked for better visualization in the EHR.

® Color is not used as the only visual indicator of clinical
significance.®®

® Critical values are flagged in a distinct way from simply
abnormal values.
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2.7 Worksheet Using Health IT
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Recommended Practice- Clear Display of Results

Implementation Status

Display of results (e.g., numeric, text, graphical, image) should be

easily accessible, clearly visible, not easily overlooked, and
understandable.5®

Checklist EHR Limitation
. . . Strength of
Rationale for Practice or Risk Assessment Suggested Sources of Input Recommendation
Missed or misunderstood test results due to a poorly 1. Diagnostic services .
designed human-computer interface are as dangerous to 2. EHR developer Medium
patients as lost or inaccurate results. Results 3. Health IT support staff

visualization and display should maximize safety to
ensure critical information is not missed.

Implementation Guidance

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action

Displays of test results undergo usability testing for the
intended clinical users.

Information is displayed in columns that are sufficiently wide
to allow review of all pertinent information (i.e., clinicians do
not need to drag columns on the user interface to detect
abnormalities).®

Multicomponent results are reported together (e.g., lupus
anticoagulant has 2-3 subcomponents that may be
individually positive or negative but should be reported
together).

Result details are reported on one screen, eliminating the
need for horizontal scrolling. For example, clinicians should
not have to use additional scrolling (e.g., on the “next
page”) to access critical information.5°

The most recent test results should, by default, be displayed
first (e.g., at the top of a row-based display or at the left side
on a columnar display) to ensure that clinicians are always
aware of current data.%®
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Recommended Practice- Surrogates for Results Implementation Status

There is an EHR-based process for clinicians to either assign
surrogates for receiving test result notifications or enable
surrogates to access the principal clinician’s inboxes.>6.58.67

Checklist EHR Limitation

Strength of
Recommendation

Rationale for Practice or Risk Assessment
If clinicians cannot assign coverage for their inbox
messages when they are unavailable, this increases 1. Clinicians, support staff, and/or

Suggested Sources of Input

the risk of delays in following up on test results. clinical administration Medium
Availability and use of EHR surrogate features 2. EHR developer
enable coverage of test result inbox messages by a 3. Health IT support staff

backup or alternate clinician.
Implementation Guidance

® If clinicians plan to be away, they assign a covering
clinician to whom the system can automatically forward
test results or notify senders that they are unavailable and
another provider is covering.

" The organization has policies and procedures that
establish expectations for timely review of test results and
specifically address planned and unplanned absences.

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action
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Recommended Practice- Forwarding Test Results Implementation Status

There are mechanisms to forward results and results notifications
from one clinician to another.°46

Checklist
EHR Limitation
. . . Strength of
Rationale for Practice or Risk Assessment Suggested Sources of Input Recommendation
Notifications are sometimes sent to incorrect clinicians, 1. Clinicians, support staff, and/or Medi
and this functionality allows clinicians to forward them to clinical administration edium
the correct person. 2. EHR developer

3. Health IT support staff

Implementation Guidance

® In addition to automatic forwarding - such as when a
clinician is on vacation or when a patient has transferred
care to another provider- a clinician can forward results
manually for a specific notification (e.g., when the
notification was transmitted to that clinician incorrectly).

Assessment Notes

" Mechanisms are in place for tracking acknowledgment
and acceptance of forwarded notifications.

" “Close the loop” processes exist to notify safety teams of
incidental findings identified in radiology tests to ensure
the proper follow-up occurs in a timely manner.58:69

Follow-up Actions

Person Responsible for Follow-up Action
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Recommended Practice- Graph Laboratory Data Implementation Status

Summarization tools to trend and graph laboratory data are
available in the EHR.7®

Checklist
EHR Limitation
. . . Strength of
Rationale for Practice or Risk Assessment Suggested Sources of Input Recommendation
Displaying certain laboratory test results over time 1. EHR developer .
helps identify clinically relevant anomalies or trends. 2. Health IT support staff Medium

Summarization tools in the EHR improve visualization,
interpretation, and accessibility of results.

Implementation Guidance

" The EHR incorporates tools and reports that enable selected
laboratory results to be graphed and displayed to view trends
over time. The associated graphs follow standardized display

Assessment Notes .
criteria.’0-72

" The EHR includes logic to enable clinicians to identify
laboratory tests by criteria other than name (such as LOINC)
so they can be grouped regardless of performing entity or
codified test name (e.g., point of care blood glucose testing
along with glucose tests conducted in the laboratory).

" The EHR should also be able to alert clinicians to the
presence of test results that may not be included in the
longitudinal display due to being performed by a different
entity or under a different name.

" The patient portal offers test results to patients, along with
tools to support summarization and graphical display of
laboratory test result data.3273

Follow-up Actions

Person Responsible for Follow-up Action
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Recommended Practice- Sort Test Results

Test results can be sorted, or filtered, in the clinician s
EHR inbox according to clinically relevant criteria (e.g.

test collection date/time, result date/time, severity,
hospital location, patient).59:43:47
Checklist

Rationale for Practice or Risk Assessment

Clinicians need ways to prioritize results review so
that they can address the most pressing issues first

Implementation Status

EHR Limitation

Strength of

Suggested Sources of Input Recommendation

1. EHR developer i
Medium

o X i 2. Health IT support staff
and cope with information overload.” Sorting also

improves visualization and accessibility of results.

Implementation Guidance

" Results can be sorted according to important
parameters (e.g., ordering provider, date, type, read/

Assessment Notes unread, urgency, patient, location).

Follow-up Actions

Person Responsible for Follow-up Action

August 2024

SAFER Self Assessment | Test Results Reporting and Follow Up



http://www.healthit.gov/policy-researchers-implementers/safer
https://overload.74

Self Assessment Recommended Practice Domain 2
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Recommended Practice- Set Reminders for Follow-Up Implementation Status

The EHR has the capability for clinicians to set
reminders for themselves and other responsible

clinical staff for future tasks to facilitate test

result follow-up.#7.7® EHR Limitation
Checklist
. . . S ds £l Strength of
Rationale for Practice or Risk Assessment uggested Sources of Input Recommendation
The EHR can help clinicians follow up with patients 1. EHR developer :
regarding test results.”® Unless they set reminders for 2. Health IT support staff Medium

themselves, clinicians may forget about follow-up
tasks that need to be performed.*

Implementation Guidance

" The EHR has a function to set reminders for follow-up
actions due on a future date.38.77

Assessment Notes " The EHR has a function for reporting of future follow-ups
whose due dates have passed without appropriate action.

" The organization has policies for future follow-ups whose
due dates have passed without appropriate action.

Follow-up Actions

Person Responsible for Follow-up Action

August 2024 SAFER Self Assessment | Test Results Reporting and Follow Up



http://www.healthit.gov/policy-researchers-implementers/safer
https://performed.41
https://results.76

S AFER Selffssessment . Recommended Practice Domain 3
Test Results Reporting and Follow Up 3.1 Worksheet Monitoring Safety
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Recommended Practice- Monitor Test Results Follow-Up Implementation Status

3.1 As part of quality assurance activities, organizations monitor selected practices
or indicators’® related to test result reporting and follow-up. Monitored practices
include clinician acknowledgment of test results and clinician follow-up on
abnormal test results.*5:10.13.37:43,58,79-61 EHR Limitation
Checklist

Strength of
Recommendation

Rationale for Practice or Risk Assessment Suggested Sources of Input

Effective quality assurance and patient safety programs

. o o . 1. Clinicians, support staff, and/or
include monitoring of core clinical metrics.®? Errors

clinical administration Strong

related to missed or delayed follow-up of test results are 2. EHR developer
a significant cause of adverse events that harm 3' Health IT support staff
patients. '

Implementation Guidance

" The organization has in place processes to monitor and
report notification responses (e.g., acknowledged or not,3°
time to acknowledgment®) and test result follow-up with

Assessment Notes ) 4
patients.

® Clinicians document communication of test results to
patients in the EHR, including whether follow-up is needed,
when it should occur, and any other steps recommended.

® Organizational quality assurance activities select and
measure test results-related benchmarks for ongoing
monitoring, starting in areas of identified concern and high
risk.%” For example, an organization could develop a
measurement system for test results reporting and take
actions along the following lines:

= Investigate test results with the lowest follow-up rate
to understand the root cause of the problem.58'
» Determine the percentage of all test results
Follow-up Actions reviewed by the ordering provider within two
business days (ambulatory setting) or 12 hours
(inpatient setting), or sooner if results are
considered more urgent.

" Determine results not reviewed for more than one
week (should be minimal).

Person Responsible for Follow-up Action
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Recommended Practice Domain 3
3.2 Worksheet Monitoring Safety
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Recommended Practice- Monitor Lost Test Results

Implementation Status

As part of quality assurance, the organization monitors and addresses test
3.2 results sent to the wrong clinician (e.g., via reports from clinicians) or never
transmitted to any clinician (e.g., due to an interface problem or patient/

provider misidentification).37-84

EHR Limitation

Checklist
. . . Strength of
Rationale for Practice or Risk Assessment Suggested Sources of Input Recommendation
When test results are “lost in the system,” there is a 1. Clinicians, support staff, and/or

danger of no follow-up, which poses a significant risk of

clinical administration Strong

patient harm. 2. Diagnostic services
3. EHR developer
4. Health IT support staff

Implementation Guidance

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action

The organization has policies regarding the frequency of
error log monitoring, responsibility for investigating and
fixing errors, and how errors are communicated to the
ordering clinician or responsible party.

Error logs are used to detect anomalies such as results that
were never delivered, results without any ordering provider,
or results with unidentifiable providers.

National Provider Identification (NPI) numbers are used for
provider attribution of orders.

Monitor provider master files (e.g., address book) to ensure
that they are synchronized to avoid scenarios in which the
ordering provider’s contact information is outdated or
unknown.

Error queues are used to monitor for proper system
performance; results that cannot be automatically delivered
are manually delivered.
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Recommended Practice- Monitor CDS Based on Laboratory Results Implementation Status

As part of quality assurance, the organization monitors clinical decision

3.3 support tools that are based on laboratory test results to ensure they are
updated when changes are made to the laboratory system or the way
laboratory data is recorded.8%86

Checkiist EHR Limitation

. . . Strength of
Rationale for Practice or Risk Assessment Suggested Sources of Input Recommendation
When test results (or their absence) are used as a 1. Clinicians, support staff, and/or St
criterion in the logic used for clinical decision support, clinical administration rong
changes to the way laboratory results are recorded 2. Diagnostic services
may result in CDS malfunctions that could put patients 3. EHR developer
at risk of significant harm. 4. Health IT support staff

Implementation Guidance

"  CDS audit logs are used to generate summaries (e.g.,
graphs, statistical analyses, etc.) to detect CDS
malfunctions that may be associated with changes in the
way laboratory results are recorded.8%87

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action
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Recommended Practice- Monitor Patient Notification Implementation Status

3.4 Organizational policies and procedures ensure timely patient
notification of both normal and abnormal test results, and
the timeliness of notification is monitored.88

Checklist EHR Limitation
Rationale for Practice or Risk Assessment Suggested Sources of Input Strength of
Recommendation
Failure in timely patient notification of test results is a 1. Clinicians, support staff, and/or _
major source of diagnostic error and liability. clinical administration Required
Standardized policies and procedures for timely patient 2. Diagnostic services

notification reduce the risk of loss of follow-up.

Implementation Guidance

® National VA policy “Communicating Test Results to

Providers and Patients” Directive 10882 states that:

Assessment Notes “It is VHA policy that all test results must be communicated
by the diagnostic provider to the ordering provider, or
designee, within a time-frame that allows for prompt
attention and appropriate action to be taken. All test results
requiring action must be communicated by the ordering
provider, or designee, to patients no later than 7 calendar
days from the date on which the results are available. For
test results that require no action, results must be
communicated by the ordering provider, or designee, to
patients no later than 14 calendar days from the date on
which the results are available. Depending on the clinical
context, certain test results may require review and
communication in shorter time-frames.”

® Notification of test results to patients is monitored for
timeliness (i.e., whether the clinician notified the patient

Follow-up Acti
it il within the correct time frame).

" Certain time-sensitive test results, as well as results for
which clear, unambiguous communication is essential (e.g.,
HIV status, cancer diagnosis), are discussed in person or
via the telephone rather than using asynchronous
electronic means (e.g., secure messaging, voicemail, or
patient portals).

= Organizations use patient portals to automatically release
test results to patients who have activated their accounts.
To explain their test results in more detail, portal users are
provided with a link to lab test interpretations (https://

= medlineplus.gov/lab-tests/).

For patients who have not activated their online accounts,
traditional methods such as letters or phone calls are used
to inform them of their results on a timely basis.

Person Responsible for Follow-up Action

= If patient communication and acknowledgment of abnormal
results are unable to be confirmed, alternative strategies
are used to ensure follow-up (e.g., if the secure message is
not read, telephone or send a letter).
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