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Section 1: SRA Basics

N

practice

Q1. Has your practice completed a security risk assessment (SRA) before?

®) Yes.
No.

| don't know.

Flag this question for later.

» Details:

Continuing to complete
security risk assessments
will help safeguard the
confidentiality, integrity, and
availability of ePHI. Consider
scheduling a vulnerability
scan to improve your risk
assesment.

Reference

HIPAA: §164.308(a)(1)(ii)(A)

NIST CSF: IDRA, ID.AM,
ID.BE, PR.DS, PR. IP, RS.MI
HICP: TV1, Practice #7, 10

as




Content

The SRA Tool’s content was developed using the following sources:

HIPAA Security Rule

National Institute of Standards and Technology (NIST) Special Publication 800-66
NIST Special Publication [Guide to Implementing FISMA Security Controls] 800-53
NIST Special Publication [Guide to Assessing FISMA Controls] 800-53A

Health Information Technology for Economic and Clinical Health (HITECH) Act
Assessment questions will reference NIST Cybersecurity Framework guidance

Health Industry Cybersecurity Practices (HICP)

/A



Downloading,

Installing, and Using
the SRA Tool




Downloading and |

= NEW: Health IT Feedback Portal

— Official Website of The Office of the National Cosrdinator for Health Infermation Tecl

TOPICS

| BLOG | NEWS | DATA | ABOUTONC

HealthIT.gov Topics Privacy, Security, and HIPAA Security Risk Assessment Tool

Privacy, Security, and HIPAA

Educational Videos
Security Risk Assessment
Tool

Security Risk Assessment
Videos

Top 10 Myths of Security Risk
Analysis

HIPAA Basics

Privacy & Security Resources
& Tools

Model Privacy Notice (MPN)

How APIs in Health Care can
Support Access to Health
Information: Learning Module

Patient Consent and
Interoperability

Your Mobile Device and Health
Information Privacy and
Security

Security Risk Assessment Tool

The Health Insurance Portabi

and Accou y Act (HIPAA] Security Rule requires th

entities and its business assaciates conduct a risk assessment of their healthcare organization. A risk

assessment helps your organization ensure it is compliant with HIPAA's administrative, physical, and

technical safeguards. A risk assessment also helps reveal areas where your organization’s protected
health information (PHI} could be at risk. To learn more about the assessment process and haw it

benefits your arganization, visit the Off

What is the Security Risk Assessment Tool (SRA Tool)?

e for Civil Rights' official guidance.

The Office of the National Coordinator for Health Informatien Technology (ONC), in collaboration
with the HHS Office for Civil Rights [OCR), developed a downloadable Security Risk Assessment (SRA)
Taol ta help guide you through the process. The tool is designed to help healthcare providers
conduct a security risk assessment as required by the HIPAA Security Rule and the Centers for

5) Electronic Health Record (EHR] Incentive Program. The target
audience of this tool is medium and small providers; thus, use of this tool may not be appropriate for
larger organizations.

SRA Tool for Windows

Medicare and Medicaid Service (C|

The SRA Tool is a desktop application that walks users through the security risk assessment
process using a simple, wizard-based approach. Users are guided through multiple-choice
questions, threat and vulnerability assessments, and asset and vendor management. References
and additional guidance are given along the way. Reports are available to save and print after the
assessment is completed.

This application can be installed an computers running 64-bit versions of Microsaft Windows

/10/11. Allinformation entered into the taol is stored locally on the user's computer. HHS does
not collect, view, store, or transmit any information entered into the SRA Tool

Download Version 3.3 of the SRA Tool for Windows [.msi - 70.3 MB]

SRA Tool Excel Workbook

CONTACT EMAIL UPDATES

Need Help?

Please leave any questions,
comments, or feedback about the
SRA Tool using our Health IT
Feedback Form. This includes any
trouble in using the tool or
prablems/bugs with the application
itself. Also, please feel free to leave
any suggestions on how we could
improve the tool in the future.

‘You may also leave a message with

our Help Desk by contacting 734

302-4717

Submit Questions Or Feedback

SRA Webinars

ONC held 3 webinars with a training
session and overview of the
Security Risk Assessment (SRA)
Tool. The slides for these sessions

are posted below and a recording of
the webinar is also available.

nstalling the Tool

The tool can be downloaded from Health|T.gov. The
downloaded file is the installer for the tool. Double click
to run the installer and walk through install process.
Once downloaded, a blue “SRA-Tool” icon will appear
on your desktop.

Note: Users must have administrative privileges in order
to install the SRA Tool. For this reason, you may need
help from your IT department or system administrator
to install the tool. Admin privileges are not needed to
run the tool once it has been installed.

The tool runs on Windows, 7, 8, 10, and 11. All
information entered into the tool is contained locally.
No information is transmitted to DHHS, ONC or OCR.



https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool

Downloading and Installing the Tool

18 SRA-Tool Setup N e

Completed the SRA-Tool Setup Wizard

Click the Finish button to exit the Setup Wizard.

Thank you for installing the Security Risk Assessment
Tool. To run the tool simply check the box below, or if
you would prefer to run at a later time you can
navigate to your machine's desktop to find a shortcut
REl] to open the application.

SR4-Tool-3.3.msi

[ ]Launch the SRA-Tool

Back Finish Cancel




Starting a New Security Risk Assessment /A

Select “Start New SRA” or
“Continue SRA” to begin
using the tool.

Enter your name, name
your SRA file and select a
Welcome! location to save your SRA
CONTINUE SRA file locally.

The “Check for Updates”
feature allows you to see if
new content updates have
been released by ONC.




Enter a Username

o

Welcome!

John A

Continue

/A

When beginning a new
assessment, the user is asked
to enter their name.

It is recommended to enter
your full first & last name.

The SRA Tool supports multiple
user accounts, so more than
one person can work on anin
progress SRA file.

10



Saving Your Security Risk Assessment

Welcome!

[a Pick a spot to save your

SRA file.

Click Continue when done.

Continue

/A

The SRA Tool is set up to work
similar to Windows Office
programs in the way it saves
and opens assessment files.

After entering your name, you
then select a file name and

save location for the new .sra
file.

Files with the .sra extension
can be opened and edited with
the SRA Tool application.

11



Starting an SRA

@SRA Welcome! [N
f} Home
g8 Practice Info

=), Assessment ; . :
D What is a Security Risk Assessment?

ﬁ‘/f Reports
Save

Save As
3] Logout

A security risk analysis is the foundation upon
which to build security activities to protect
electronic protected health information
(ePHI). The SRA Tool will help you identify and
assess risks to ePHI in your organization so
that you can implement appropriate
safeguards. When using this tool, please also
review the SRA Tool User Guide and OCR’s
Guidance on Risk Analysis requirements
under the HIPAA Security Rule

The SRA tool has 3 core steps:

Step 1: Enter your practice information.
Step 2: Answer the assessment questions.

Step 3: Review your final risk report.

After completing your risk assessment using the
SRA Tool, it is very important to assess and address
any risks that may not be covered by the tool.

/A

Navigation is handled using the
Next and Back buttonsat the
bottom of each screen.

The left navigation menu
allows users to jump between
certain sections of the
assessment and report, but
due to branching logic, some
navigation relies solely on the
use of the Next/Back buttons.

The Summary item will not
become available until the rest
of the assessment has been
fully completed.

12



Entering Practice Information

-‘_y'_"
s
T

ﬂ Home

gHg Practice Info

Assets
Vendors

Documents

E‘, Assessment

ﬁ‘/" Reports
Save

Save As
3] Logout

Practice Information hY

practice

Add your practice information to your security risk assessment.

Consider all contexts of your organization's operations, such as various location(s), department(s), people, and more. Select ‘+ another location’ if
you have more than one location.

Practice Name ABC Inc.

Address 123 Main 5t

City, State, Zip Ann Arbor MiI w | 48105
Phone, Fax 800-888-8888

Point of Contact John Appleseed

Title/Role Administrator

Phone 734-000-0000

Email John@abc.com

Delete  Save this location

/A

The Practice Information
screen captures some basic
information from the
practice(s) involved with the
assessment.

This information will be
included in the printable PDF
report available once the
assessment is completed.

13



Tracking Practice Assets

ﬁsm\ Practice Assets
- practice
ﬁ Home b

_ Enter your organization's assets.
gHe Practice Info . it = L . ) )
Consider all contexts of assets, such as your organization's location(s), department(s), equipment, people, materials, and more.
Assets 5
Want to add more than one asset at a time?

Vendors

Documents

=\ Assessment

D Add Asset Download Asset Template
a4 Reports ~—

Save

Save As um Export Asset List @

Upload Asset Template

3] Logout

Total Assets [3] Manage Multiple
Risk Manage Assets ID # Type Status ePHI Encryption Assignment Location
(-] Delete Edit Laptop Inactive [Stor.. Receives ePHI  File level encr... John Applese... Front Desk
[ ] Delete Edit 129233 Desktop Mot Disposed Ryan Hallway
[ ] Delete Edit 199229 Desktop Active [In-use... Receives ePHI  Full disk encr... Wendy K Office 2b

/A

The Assets screen captures a list of IT
assets within a practice — computers,
diagnostic/imaging equipment,
network infrastructure, etc...

Assets can be entered one at a time,
or imported in a list from a CSV file
by using the Asset Template. See
video on next slide.

Asset information can be exported
from the SRA tool.

14



Practice Assets Continued y/\

Available Fields
* Asset Type

N : * Asset Status —active, inactive
{\%SRA Practice Assets

practice

f4 Home e ePHI Access —does it access PHI?

. : ) Enter your organization's assets.
gHE Practice Info . L ) . i
Consider all contexts of assets, such as your organization’s location(s), department(s), equipment, people, materials, and more.

Assets Want to add more than one asset at a time? ¢ Dlsposal Status - If InaCtlve’ has It

o been properly wiped/disposed?

E‘, Assessment q Asset Type Asset Status ePHI Access .
t J—
ﬁl’ll Reports EE Laptop b Active [In-use and... ¥ Receives ePHI hd e ° D |Sposa | Date date asset Was
Save Disposal Status Disposal Date Asset Encryption d i S po Se d
S e q Not applicable b E Full disk encryption ~ « 5
= ]

5 LOgGUt Asset Assignment Asset Location Asset ID * Asset E n C ry pt I O n - ty pe Of e n C ry pt I O n

Total Assets [3] Chery! Office 33 1eens prOte CtIO n Of data

Comments

Risk Manage tion Assignment Location
° Delete encr.. John Applase..  Front Desk e Asset Assignment —who is respo nsible
(] Delete Ryan Hallway for this asset?
] Delete encr... Wendy K Office 2b
Add

* Asset Location — physical location of

the asset.

e Asset |ID— asset tag or internal
identifier

e Comments s



Tracking Practice Vendors

(s
e
ﬁ Home

g Practice Info

Assets
Vendors

Documents

E‘, Assessment
ﬁﬂ' Reports
Save

Save As

3] Logout

Practice Vendors and Business Associates

Enter your organization's business associate & vendor information.

practice

Consider all contexts of vendors & BAs, such as your organization's location(s), department(s), equipment, people, materials, and more.

Want to add more than one vendor/BA at a time?

Total Vendors/BAs [1]

Manage Vendors

Export Vendor/BA List

Edit

Add Vendor or BA

®
®

Vendor Name Vendor Type

Lab Testing LLC Laboratory Services

Download Vendor/BA Template

Upload Vendor/BA Template

Satisfactory Assurances ...

Yes

Manage Multiple

Risks Assessed

Yes

/A

The Practice Vendors screen
captures a list of vendors,
business associates, or third
parties a practice may do
business with.

Vendor information can be
entered one at a time, or
imported in a list from a CSV
file using the Vendor
Template.

Vendor information can also
be exported from the tool.

16



Practice Vendors Continued y/\
Available Fields

. * Vendor Name

i tome Enter your organizé \vendor Name Lab Testing LLC > ° Se er Ce Ty p e P rOVI d e d

gHg Practice Info . .
Consider all contexts it, people, materials, and more.

Assets ~ Service Type Provided Laboratory Services
Verddone Want to add more th ° Vendor Add reSS
) Vendor Address 110 Fifth St.
Documents . .
[E] Assessment | City, state, Zip Ann Arbor M ~ | 48105 b Clty, State’ Zl p
] /BA Template

ﬁ(l' Reports Pheone, Fax 800-000-0000
B save ¢ Phone, FaX
= Contact Name/Title Roger A
Save As “ & Template .
5] Logout Contact Email roger@lservices.org L4 CO nta Ct N a m e/TIt | e

-
+ Contact Email

Manac ictory Assurances ... Risks Assessed
e Satisfactory Assurances —
Have satisfactory assurances been obtained for this vendor? Yes I:‘ No H
s s contract that PHI will be
Have additional risks been assessed for this vendor? Yes l:‘ No

" protected
* Additional Risks -

e + Second Contact—add
another contact for the
vendor

17



Practice Documentation

@SRA Documentation
Mo

o practice
ﬁ Home
Mg Practice Info Add additional documentation to your SRA.
Assets Add documents, action item lists, references, remediation plans, or plan of action milestones relevant to your security risk assessment.
Vendors
Documents
E‘, Assessment
M Reports Add a Document
Save
Save As
3] Logout Manage Documents Document Name Section Added By Date Added
Delete template_QA4.csv N/A Ryan 03-15-2022
Delete detailed_pdf_QAS5.pdf MN/A Ryan 03-15-2022

/A

The Documentation screen allows
users to link to supporting
documentation for the
assessment.

No documents will be imported
and saved into the tool, these are
simply links to documents stored
locally or on alocal network to
demonstrate accuracy and
thoroughness of your responses.

Documents that have been added
from the section summary screens
(within the assessment) also
display here.

18



Assessment y/\

(dfsmn_ secton 5:Secuiyand the Pracie > 2 9, The Assessment section contains
ﬁ Home

gHg Practice Info Q3. Do you restrict physical access to and use of your equipment [i.e. equipment that house ePHI]? 7 SeCtl ons w It h mu |t| p | e_Ch OlIce

[ Assessment guestions and branching logic.
Section 1 | Education |

Section 2 (®) Yes. We have written policies and implemented procedures restricting access

i i This is the most effective
to equipment that house ePHI to authorized users only.

ST 3 option among those h d H | 1 d
Section 4 () Yes. We verbally authorize individuals to access equipment that house ePHI, provided to protect the T € E uca t 1on p ane p roviaes
S . . confidentiality, integrity, .
Section s _ but no written policies or procedures. and availability of ePHI g Ui d ance re | 3 ted to ea Ch

() No. We do not have a process to restrict access to equipment that house Restrict access to assets

Section 6 . - - _
ePHI to authorized users. with potentially high

Section 7 - impact in the event of response given .

() Flag this question for later.

amnramica Thic
ﬁﬁ' Reports Reference

Save .
Save As NIST CSF: DA PRAC The Reference panel links each

DE.CM, PRIP

HICP V1, Practie question to a HIPAA Security Rule
citation.

HIPAA: 5164.310(a)(1)

3] Logout
w Details:

The details field can be expanded to collect relevena and supporting information about the question/response.

Progress indicators are provided
in the navigation panel as
sections are completed.

19



Rating Threats & Vulnerabilities

{\#5”\ Section 5: Security and the Practice 5

practice assessment
ﬂ Home

g Practice Info Select the vulnerabilities that apply to your practice from the list below.

E‘, Assessment

Section 1 v/ - f ; :
Inadeqguate facility access management procedures where information systems reside

Section 2 v

R Inadequate physical protection for information systems
Section 3 v D ) =1 2 £
Section 4 I:‘ Undocumented location of equipment or assets

Section 5 Inadequate access controls for business associate and vendor access

Section 6

Inadequate sanitation of media

Section 7

I:‘ Inadequate procedures for proper workstation and connected network device security

A/I' Reports

(111
Save I:‘ Failure to ensure user accounts are configured with appropirate permissions
Save As Section 5: Security and the Practice
S % practice
5] Logout £ Home
88 Practice Info Please rate the likelihood and impact on your practice of each potential threat

v Inadequate facility access management procedures where information systems reside

o Likelihood
Section 3 v
Section4 v/ Unauthorized access to facility occurs undetected o
Section 5
S = Workforce and visitors access critical or sensitive business
Section 6 5
areas without authorization
Section 7
Increased response time to respond to facility security
| Reports incidents
Inconsstency in granting aceess to facites [ 0
Save As
2] Logout v Inadequate access controls for business associate and vendor access
Likelihood
Adversary leverages third party access to gain access to o
facility and devices

Adversary leverages third party access to exfiltrate data or
assets

assessment

Impact

Impact

/A

The Vulnerability Selection and
Threat Rating section is
presented after each section of
multiple-choice questions.

Users are asked to select from
a list of vulnerabilities that may
be applicable to their practice.

Each vulnerability comes with
a list of related threats that
must be rated for the
likelihood they may occur and

the impact they would have
should they occur.

20



Section Summary

{\45&!\ Section 6: Complete! N

. practice assessment
ﬁ Home

gHe Practice Info

Congratulations you've completed Section 6, on Security and Business Associates. Below is a summary
highlighting where your practice is meeting the standard and potential areas of improvement.

0

E‘, Assessment
Section 1
N £ Jump to section start
Section 2 v
Section 3 v/

Section 4

Section 5 v

Areas for Review

. Areas of Success
Section 6

Section 7 Q1. Do you contract with business @5. How do business associates

24 Reports P associates or other third-party > communicate important changes in
~ vendors? security practices, personnel, etc. to
Save T
Save As Q2. Do you allow third-party vendors to
P access your information systems Q12. How does your practice document
5] Logout and/or ePHI? P all of its business associates requiring
access to ePHI?
Q3. How do you identify which business
P associates need access to create,
receive, maintain, or transmit ePHI?

Q4. How does your practice enforce or

B mnnitar arcace far anch Af thaca

Additional Information

+

Documents

/A

Each section is concluded with a Section
Summary. The Section Summary shows
each of the questions answered,
responses, and education content.

Questions are divided into Areas of

Success and Areas for Review. Questions

sorted into Areas of Success are those
which represent the highest level of
compliance. Areas for Review represent
responses that could use improvement.

Users can enter Additional Information
specific to each assessment section and
add/link relevant documents necessary
to demonstrate accuracy and
thoroughness of responses.

21



SRA Tool Reports




Summary Report y/\

(fsa Security Risk Assessment Summary pe asent @w After all sections are complete, the Summary
fi Home . . section becomes available.
PSR \\/here is your risk? &
=1 Accessment Click next for a more detailed report.
ﬁﬁ Seports Additional reports will become available once assessment sections are completed. A The Summary Report |S hlgh Ievel summary Of
Risk Report yOUF rlSk assessment.
Detailed Report \ \ \
Flagged Report 24% 26 1 1 . .
Save Risk Score —shows the number of questions
Saveds Risk Score Areas for Review Vulnerabilities Sorted Into Areas for ReV|eW dIVIded by the
& Logout total questions the user answered.
Section 1: SRA Basics 22% .
Areas for Review —shows the total number of
Section 2: Security Policies 12%  — qguestions answered sorted into Areas for
. . . Review.
Section 3: Security & Workforce 26%
Section 4: Securiy & Data S Vulnerabilities —shows the total number of
o 5 ety and <he pracice - ) vulnerabilities selected as applicable to the
practice or organization.

Each assessment section’s Risk Score is shown
as a percentage.

23



Flagged Report y/\

::@SRA Flagged Report

o . :
T e s i Areport containing all of the questions
PSR  Responses Flagged for Review: count: 3 yO Uma rked W|th ”Fl ag thIS q U eStiO n fO r
To make changes to flagged questions, navigate back through the assessment using the Next/Back buttons.

V24
A/ ports .
i Reports 3 | Security & Workforce | a t e I
Risk Report

=, Assessment

Detailed Report Q16: Do you ensure workforce members maintain ongoing awareness of security requirements?

Flagged Report ans: Flag this question for later.

These questions should be reviewed

_—— O and then answered more thoroughly.
2] Logout ) No.

4 | Security & Data

Q21: Do you ensure users accessing ePHI are who they claim to be?

ans: Flag this question for later.

Choices
() Yes.
) No.

() Idon't know.

24



Risk Report y/\

{IF“ isk Repor oHe . . .
(ffsra sk Report & p. @w The Risk Report identifies all areas of
ﬁ Home . .

2 bort risk collected across your entire

Mg Practice Info

Understand your security risk assessment by reviewing the matrix below.

Click within each section to view your areas of review and corrective action plans.

[E} Assessment - assessment.
a4 Reports Risk Breakdown
ik Risk Impact
Risk Report
Assessment Acceptabl Tolerabl Intolerabl . .
Detailed Report Rating Key I'tt:::ﬁo effe‘:t rro:e:a:eaeff:ct Eit‘i:c:re:fecte E a C h V u | n e ra b | | lty Se | e Cte d | S S h O W n
Flagged Report Improbable

‘ e p— here along with each response that
Trobable p— fell into the category Areas for

0X01:02 @4 Review.

Save
Save As
5] Logout

Likelihood

w Vulnerabilities

Section 1: SRA Basics Risk Breakdown — shows a sum of

Vulnerabilities & Threats

threat ratings in each risk level (Low,

Inadequate risk awareness or failure to identify new weaknessess . . “, .
Medium, High, and Critical).

MNon-physical threat(s) such as data corruption or information
disclosure, interruption of system function and business Low
processess, and/or legislation or security breaches

orsctdprment mlfmeson. olisors, e s, snfor = Risk Assessment Rating Key — shows
hazardour materials (chemicals, magnets, etc) . h OW I i ke | i h O O d a n d i m pa Ct rati ngs
combined create the risk level.

25



Detailed Report /A

(2 Detailed Report N © @ O The Detailed Report is a collection of all
ﬁ Home Click each section to expand and review more details. lElExporT Options data Ca ptu red th roughout the enti re

gHe Practice Info
Intrastructure threat(s) such as bullding/road hazards, ~

El, Assessment power/telephone outages, water leakage (pipes, roof, Low a SseSS m e n t .

sprinkler activation). unstable building conditions
ﬁ{f Reports

Eailure to meet minimum regulatory requirements and security standards

Risk Report

[:ltgg“: ::: e F1E. M. e o ooy Fach question an d res ponse, eac h
R threat and vulnerability rating, all of the
5] Logour . Practice Information, Assets, and

— Vendor information is shown in the
uesion e cocsion oo T e Detailed Report. There is also an audit

Q1. Has your practice Yes. Continuing to HIPAA: Required Ryan Fri Mar 04 12:57:50 | Og Of ea C h CO nt ri b u ti n g u Se r Wit h a

completed a security complete security risk §164.308(a)(1)(i)(A) EST 2022

risk assessmen t (SRA) assessments will help NIST CSF: ID.RA, d M

before? safeguard the ID.AM, ID.BE, PR.DS, ate tl I I Ie Sta | I l p .
confidentiality, PR.IP, RS.MI HICP:
integrity, and TV1, Practice #7, 10

availability of ePHI.
Consider scheduling

S . Export a PDF or Excel copy of the
report using the Export Options button.

26



Updating an SRA




Updating an Assessment y/\

Considerations when reviewing an SRA instead of starting a new assessment:
* Length of time since your last assessment with the SRA Tool
* |fthere have been substantial changes in your organization

* Has the SRA Tool been updated recently?

Updates to the SRA Tool’s content (questions, references, education) will only be applied when
starting a NEW assessment

28



Updating an Assessment

Open SRA File

-~ v 4 » This PC » Desktop » SRAs > Risk_Assessments

Organize ~ New folder

~
@ OneDrive - Altarul Name

Archive & SrRA_2018-09-22.sa
Desktop @ SRA_2019-07-08.s7a
& SRA_2020-05-11.sra
&4 SRA_2021-09-15.5ra

Documents
Documents (1)
~ MDSS ELR Status
Microsoft Teams
 NNDC-Sharepoit
Notebooks
PROJECTS

B This PC
¥ 3D Objects
[ Desktop

v

Date modified

5/7/2019 12:09 PM

5/1/2020 1:53 PM

5/22/2020 12:38 PM
b 12/14/2020 4:53 PM

J)

Type

SRA File
SRA File
SRA File
SRA File

A/|' Reports

File name: |SRA_2021-09-15.sra

v |

‘SRAfiIes(*.sra) Save

‘ Open ‘ ‘ d
Save As
2] Logout

/A

Creating a new copy of an
existing SRA file allows users
to keep a historical record of
assessments completed
using the SRA Tool.

29



Updating an Assessment y/\

—,

{ 4SRA Section 1: Complete! .
NS It is important to assess any

fi Home changesto IT assets or
g Practice Info Congratulations you've completed Section 1, on SRA Basics. Below isa  \,andor relationshipsin the

ractice is meeting the standard and potential areas of improvement. ) ) )
P 9 P P Practice Informatlon section

E‘, Assessment

Section 1 v

Section 2 v/ < The “Jump to section start”
S Dlon o2 auick shortedt
allowing the user to return

Section 4 _ _ _
Section 5 o/ to the first question in each
Areas of Success Area '
Section 6 v/ section.
sEEfer i > Q1. Has your practice completed a >
ﬁ‘/f Reports security risk assessment (SRA) before?
— Q4. Do you include all information
i : h FarkAlmae mAantATmim A mrAamcaccina A A >

30



Updating an Assessment

(s
ﬁ Home

g8 Practice Info

E‘, Assessment

Section 1
Section 2 v
Section 3 v
Section 4
Section 5 v
Section 6 v
Section 7 v

24 Reports

Save

Save As

5] Logout

Section 1: SRA Basics

=3

practice assessment

Q1. Has your practice completed a security risk assessment (SRA) before?

(@) Yes.
() No.
() I don't know.

(") Flag this question for later.

¥ Details:

[ cducaton |

Continuing to complete
security risk assessments
will help safeguard the
confidentiality, integrity, and
availability of ePHI. Consider
scheduling a vulnerability
scan to improve your risk
assesment.

Reference

HIPAA: §164.308(a)(1)(i)(A)
NIST CSF: IDRA, ID.AM,
ID.BE, PR.DS, PR. IP, RS.MI
HICP: TV1, Practice # 7, 10

/A

All questions should be
reviewed thoroughly.

Use the Details field to
record explanations or make

note of changes

Complete review of all seven
sections.
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Updating an Assessment

Start from the beginning of each section
 Read and re-evaluate each question

 Changing selections may result in a new path through assessment
branching logic

e Utilize the details field to take notes as you go along

/A
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What To Expect

Invest a significant amount of time.

- The value of the SRA to your organization depends on the
integrity of the input.

- Spend time on understanding requirements, security, where ePHl|
exists within your organization’s IT environment, and what threats
to consider.

Ensure an inclusive scope. This means all IT assets which create,
maintain, receive, or transmit ePHI.

Regarding applications, be sure to look beyond just the EHR
system.

- Forexample: Practice management, scheduling, billing,
telecommunications, e-mail, cloud apps, and other platforms
can all contain or access ePHI

/A
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New Enhancements

SRA Tool Version 3.3
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Enhancements — Excel Workbook

Excel Workbook The SRA Too

Indicator Question Responses Guidance Indicated  Requirsd?  Reference
3 Question
I Has your practice completed a security risk
. . 4 assessmant (SRA) before? -
Yes. Continuing to complate security assessments will help safeguard the Required HIPAA: §164.308(a)(1(ii){A) NIST
confidentiality, integrity, and availability of aPHL CSF: ID.RA, ID.AM, ID.BE, PR.DS,
5 PR. IP, RS.MI
No. Performing a security risk assessment periodically will help safeguard the  Review  Required HIPAA: §164.308(a] L}(i){A) NIST
v confidentiality, integrity, and availability of ePHI. CSF: ID.RA, ID.AM, ID.BE, PR.DS,
. . . 6 PR. IP, RS.MI
I 'don’t know. Parforming 3 security risk assessmant periodically will help safeguard the Required HIPAA: §164.308(a)(1}(i1){A) NIST
confidantiality, Integrity, and availability of aPHI CSF: ID.RA, ID.AM, ID.BE, PR.DS,
7 PR IP, RS.MI
Flag this question for later This question will be marked as an area for review and will be included in Required HIPAA: §164 308{a){1)(ii)(A) NIST
agged Questions” report. CSF: ID.RA, ID.AM, ID.8E, PR.DS,
. . . 8 PR. IP, RS.M|
Windows Application
.
9
02 Do you review and update your SRA?
Yes. This Is the most effective option to protect the confidentiality, integrity, and Required HIPAA: §164.308(3)(1H1)(A) NIST
' availability of ePHI, CSF: ID.RA, ID.AM, ID.BE, PR.DS,
n PR IP, RS.MI
No. Consider reviewing and updating your security risk assessment periadically. Required HIPAA: §164 308(a){1}(i}(4) NIST
CSF: ID.AA, ID.AM, ID.88, PRLDS,
12 PR. IP, RS.MI
. . . T don't know. Consider reviewing and updating your security risk assessment periodically. Required HIPAA: §164.308(a){1)(11}(A) NIST
CSF: 1088, ID.AM, ID.9E, FR.DS,
13 PR. IP, RS.MI
|
Threats & Vulnerabilities Likelihood _Impact [Risk Score |
14 67 1 Inadequate risk awareness or failure to identify new \
NOTES:
68 Non-physical threat(s) such as data corruption or Low Medium
e S O W a r e O O O r O S e 69 Physical threats such as unauthorized facility Low Low
i 70 Natural threat(s) such as damage from Low Low
163 How often do you review and 71 Man-Made threat(s) such as insider carelessness, Medium Medium
. 72 Infrastructure threat(s) such as building/road High High Jeritical ]
v - - -
wno cannotrun it or those :
7 information drsclasare (ePH, proprietary v iow ow
7o Penalties from contractual non-compliance with Low Medium
76 Disruption of business processes, information Medium  Medium
77 Data deletion or corruption of records Low High High
Who wou reter to Wor 0 Profonged oposre 0 hocker, computer i, iow Lo |18
79 Corrective enforcement from regulatory agencies Low Low Low
80 Hardware/equipment malfunction
. . 5 Failure to meet minimum regulatory requirements and
81 security standards
WI e contentin & Comestie enforceman from regalatary sgends TR o
o - RTET—— Fo—

spreadsheet format.




Enhancements — Excel Workbook

File Home Insert Page Layout Formulas Data Review View Help (1 Comments & Share
R18C3 - J v
1 Section 1 - SRA Basics

Question Response Risk
2 # Question Text Indicator Question Responses Guidance Indicated Required?  Reference
3 Questions
1 ‘Has your practice completed a security risk assessment (SRA)
4 before?
Yes. Continuing to complete security risk assessments will help safeguard the Required HIPAA: §164.308(a)(1)(ii)(A)
v confidentiality, integrity, and availability of ePHI. Consider scheduling a vulnerability NIST CSF: ID.RA, ID.AM, ID.BE, PR.DS, PR. IP,
scan to improve your risk assesment. RS.MI
5 HICP: TV1, Practice # 7, 10
No. Performing a security risk assessment periodically will help safeguard the Required HIPAA: 5164.308(a)(1)(ii)(A)
confidentiality, integrity, and availability of ePHI. Consider scheduling a vulnerability NIST CSF: ID.RA, ID.AM, ID.BE, PR.DS, PR. IP,
scan to improve your risk assesment. RS.MI
6 HICP: TV1, Practice # 7, 10
I don't know. Performing a security risk assessment periodically will help safeguard the Required HIPAA: §164.308(a)(1)(ii)(A) L]
confidentiality, integrity, and availability of ePHI. Consider scheduling a vulnerability NIST CSF: ID.RA, ID.AM, ID.BE, PR.DS, PR. IP,
scan to improve your risk assesment. RS.MI
7 HICP: TV1, Practice # 7, 10
Flag this question for later. This question will be marked as an area for review and will be included in the Required HIPAA: §164.308(a)(1)(ii)(A)
"Flagged Questions" report. NIST CSF: ID.RA, ID.AM, ID.BE, PR.DS, PR. IP,
RS.MI
8 HICP: TV1, Practice #7, 10
Notes
10 2 Do you review and update your SRA?
Yes. This is the most effective option to protect the confidentiality, integrity, and Required HIPAA: §164.308(a)(1)(ii)(A)
availability of ePHI. Document requirements to periodically update your risk NIST CSF: ID.RA, ID.AM, ID.BE, PR.DS, PR. IP,
assessment. You may also periodically conduct vulnerability scans. RS.MI
11 HICP: TV1, Practice # 10
No. Consider reviewing and updating your security risk assessment periodically. Review Required HIPAA: §164.308(a)(1)(ii)(A)
Document requirements to periodically update your risk assessment. You may also NIST CSF: ID.RA, ID.AM, ID.BE, PR.DS, PR. IP,
v o .
periodically conduct vulnerability scans, RS.MI
12 HICP: TV1, Practice # 10
I don't know. Consider reviewing and updating your security risk assessment periodically. Required HIPAA: 5164.308(a)(1)(ii)(A)
Document requirements to periodically update your risk assessment. You may also NIST CSF: ID.RA, ID.AM, ID.BE, PR.DS, PR. IP,
periodically conduct vulnerability scans. RS.MI
13 HICP: TV1, Practice # 10
Flag this question for later. This question will be marked as an area for review and will be included in the Required HIPAA: §164.308(a)(1)(ii)(A)
"Flagged Questions" report. NIST CSF: ID.RA, ID.AM, ID.BE, PR.DS, PR. IP,
RS.MI
14 HICP: TV1, Practice # 10
15 Notes
16 3 How often do you review and update your SRA?
Periodically and in response to operational changes This is the most effective option to protect the confidentiality, integrity, and Required HIPAA: §164.308(a)(1)(ii)(A)
and/or security incidents. availability of ePHI. NIST CSF: ID.RA, ID.AM, ID.BE, PR.DS, PR. IP, =]
ion 1 | Section2  Section3 Section4 | Section5 | Section6 | Section7 = Risk_Logic ® [« | [

Ready [f Display Settings
y play Setting: ]

/| —_—, 100%




Enhancements — Excel Workbook

66

67
68
69
70
71
72
73
74
75
76
77
78
79
80

81
82

a2

Threats & Vulnerabilities Likelihood Impact |Risk Score
1 Inadequate risk awareness or failure to identify new
Non-physical threat(s) such as data corruption or Low Medium
Physical threats such as unauthorized facility Low Low
Natural threat(s) such as damage from Low Low
Man-Made threat(s) such as insider carelessness, Medium Medium
Infrastructure threat(s) such as building/road High High
2 Failure to remediate known risk(s)
Information disclosure (ePHI, proprietary, Low Low _
Penalties from contractual non-compliance with Low Medium
Disruption of business processes, information Medium Medium
Data deletion or corruption of records Low High
Prolonged exposure to hacker, computer criminal, Low Low
Corrective enforcement from regulatory agencies Low Low
Hardware/equipment malfunction
3 Failure to meet minimum regulatory requirements and
security standards
Corrective enforcement from regulatory agencies Low Low
Mmmmmm dm meablim cmmitmdine Adiim 2m hem o nb LY. JRAP L, BA~ A .
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Enhancements - HICP

Incorporating HICP We have
incorporated referencesto
Health Industry Cybersecurity
Practices (HICP) into most
guestions within the tool. We
have also enhanced the
Education component with
language from HICP.

HICP references are also
shown inside reports and in
the Excel Workbook.

SRA

f Home

EMe Practice Info

E‘, Assessment
Section 1
Section 2
Section 3
Section 4
Section 5
Section 6
Section 7

ﬁ‘/" Summary

Save
Save As
3] Logout

Section 1: SRA Basics

/A

5
practice assessment

Q4. Do you include all information systems containing, processing, and/or transmitting ePHI in your SRA?

) Yes. Include all information systems
® MNo. that contain, process, or

- transmit ePHI in your security

) I don't know. risk assessment. In addition,

- document your systems ina

) Other. your sy

complete inventory. Maintain a
complete and accurate
inventory of the IT assets in
your organization to facilitate
the implementation of optimal
security controls. This
inventory can be conducted
and maintained using a well-

") Flag this question for later.

designed spreadsheet.

HIPAA: N/A
NIST CSF: ID.RA, PR.DS
HICP: TV1, Practice #5

b Details:
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Enhancements - HICP

[

B Security Risk Assessment

4SRA Section 1: SRA Basics

™,

f} Home

g8 Practice Info

E', Assessment
Section 1
Section 2 v () Yes.
Section 3 v/ () No.
Section 4 (®) I don't know.
Section 5 v/ () Other.
Section 6 () Flag this question for later.
Section 7 v/
A/|' Reports

Save
Save As
5] Logout

» Details:

@

=v
v

practice assessment

Include all information
systems that contain,
process, or transmit ePHI
in your security risk
assessment. In addition,
document your systems
in a complete inventory.
Maintain a complete and
accurate inventory of the
IT assets in your
organization to facilitate
the implementation of

optimal security controls.

This inventory can be
Reference

HIPAA: N/A

NIST CSF: ID.RA, PR. DS,

1 ARA

Q4. Do you include all information systems containing, processing, and/or transmitting ePHI in your SRA?

A~

v

HICP: TV1, Practice # 5

/A

This question
regarding IT asset
management (ITAM)
refers to HICP
Technical Volume 1,
Cybersecurity
Practice #5
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Enhancements - HICP

[

B! Security Risk Assessment

(o
\-....
f} Home

g8 Practice Info

E', Assessment

Section 1
Section 2 V/ (OR(
Section 3 v/ )
Section 4 (@
Section 5 Oc
Section 6 '::‘ Fl
Section 7 v/
A/|' Reports

Save
Save As
5] Logout

Section 1: SRA Basics

Learn more...

HICP

mitigate those threats. It seeks to aid healthcare and public health

organizations to develop meaningful cybersecurity objectives and
outcomes. HICP guidance seeks to cost-effectively reduce cybersecurity
risks for small, medium, and large health care organizations and is
consistent with HIPAA, NIST CSF, and HITECH provisions. The number
corresponding to HICP in this frame refers to specific cybersecurity
practices within the guidance that can be reviewed for more guidance

around this question.
HHS.gov - HICP Technical Volume 1 ‘

Ok, got it!

» Details:

@

practice assessment

Education

nclude all information
ystems that contain,
process, or transmit ePHI
in your security risk
assessment. In addition,
document your systems
in a complete inventory.
Maintain a complete and
accurate inventory of the
IT assets in your
organization to facilitate
the implementation of

optimal security controls.

This inventory can be
Reference

HIPAA: N/A

NIST CSF: ID.RA, PR. DS,
ID.AM
HICP: TV1, Practice # 5

Q4. Do you include all information systems containing, processing, and/or transmitting ePHI in your SRA?

v

/A

Clicking on the
reference displays
an informational
popup about HICP
and provides a link
to HICP Technical
Volume 1
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Enhancements - HICP

Technical Volume 1: Cybersecuri: X

17

C @

of 29

Q

&

https://405d.hhs.gov/Documents/tech-vol1-508.pdf

+

-+ R @

oV v ¥

Cybersecurity Practice #5: Asset
Management

Organizations manage IT assets using processes referred to collectively as IT asset management (ITAM).
ITAM is critical to ensuring that the appropriate cyber hygiene controls are maintained across all assets

in your organization.

ITAM processes should be implemented for all endpoints, servers, and networking equipment. ITAM
processes enable organizations to understand their devices, and the best options to secure them. The

practices described in this section may be used to support many of the practices described in other
sections of this volume. Although it can be difficult to implement and sustain ITAM processes, such

processes should be part of daily IT operations and encompass the lifecycle of each IT asset, including

procurement, deployment, maintenance, and decommissioning (i.e., replacement or disposal) of the

device.

Sub-Practices for Small Organizations

55.A

Inventory

NIST FRAMEWORK REF:
ID.AM-1

A complete and accurate inventory of the IT assets in your organization facilitates the implementation of

optimal security controls. This inventory can be conducted and maintained using a well-designed

spreadsheet. The following information should be captured for each device:

Remember to include all devices owned by your organization, including workstations, laptops, servers,
portable drives, mobile devices, tablets, and smart phones.

.

Asset ID (primary key)

Host Name

Purchase Order

Operating System

Media Access Control (MAC) Address
IP Address

Deployed to (User)

User Last Logged On

Purchase Date

Cost

Physical Location

Cybersecurity Practice
#5 gives the user
more context about
ITAM processes and
which types of
equipment should be
considered.
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Enhancements — File Association

5 | C\Users\rcallahan\Desktop\SRAs\Risk_Assessments

“ Home Share View

2 v 4 > ThisPC » Desktop » SRAs » Risk_Assessments

B Desktop
* Documents
&4 Downloads
= Pictures

29 05(C)

- 4

«

SRA_2018-0 SRA_2019-0 SRA_2020-0 SRA_2021-0

9-22.s5ra

7-09.sra

5-11.sra

9-15.sra

/A

SRA files can now be
opened via the
Windows file browser
with a simple double-
click.

Users no longer need
to manually open the
tool to work with
their assessment.
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Conducting a Thorough Assessment y/\

| - The HIPAA Security Rule’s risk analysis requires an accurate and

! thorough assessment of the potential risks and vulnerabilities to
m I all of the ePHI the organization creates, receives, maintains, or
transmits.

When responding to questions to identify and assess potential risks, organizations should
consider how the questions apply throughout its entire enterprise.

e Organizations should take care that its responses reflect an accurate and thorough assessment
of the questions presented, and are not merely a clerical exercise to produce a report.

* Responding to questions without considering how the questions apply throughout the

organization mayresult in a risk analysis that is not accurate and thorough as required by the
HIPAA Security Rule.
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Question & Answer




Freqguent Questions

* Where can | stay up to date with news about the SRA Tool?

OCR Listserv - https://www.hhs.gov/hipaa/for-professionals/list-serve/index.html

ONC Email Updates — use “stay connected with ONC” on bottom of the page at
HealthIT.gov

Stay connected with ONC
Subscribe to our Email Updates!

Please, enter your email address Sign Up

/A

45


https://protect-us.mimecast.com/s/7zd5C732JrsqWPnc8QZNQ?domain=hhs.gov

Frequent Questions y/\

 Will the SRA Tool be made available for MacOS or iOS?

* Answer: Not at this time, but it's a frequent request so it may become a priority in the future.
The SRA Tool Excel Workbook is a good option for MacOS users.

* Does the tool support saving to network file share?
* Answer: Yes.
e Can | import an SRA from v3.0 or 3.1 into v3.3 and beyond?

* Answer: Yes, anything created by version 3.0+ is compatible, but SRA's from v 2.0 are not
compatible.

* Once an SRA is complete, can you record mitigations inside the tool?

* Answer: Documents can be linked to your SRA. There are also notes fields present on each
multiple-choice question and in each section summary. We also plan to have a space for notes
in the spreadsheet version. Mitigations are not an explicit part of the SRA Tool application but
are an important part of the risk assessment process and should be documented.
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Contact Us

Contact the SRA Tool Helpdesk:
Email: SRAHelpDesk@Altarum.org
Phone: 734-302-4717

Submit SRA Tool Questions via the HealthlT Feedback Form

/A
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mailto:SRAHelpDesk@Altarum.org
https://www.healthit.gov/form/healthit-feedback-form

Additional Information & Resources y/\

e Visit HealtlT.gov and the SRA Tool Download page
 SRA Tool User Guide on the SRA Tool Download Page

e Guide to Privacy and Security of Electronic Health
Information

e HealthlT Privacy and Security Resources for Providers

Follow @ONC_HealthIT on Twitter for updates on the SRA Tool
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https://www.healthit.gov/
https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool
https://www.healthit.gov/sites/default/files/page/2019-10/SRATv3.1User%20Guide.pdf
https://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
https://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
https://www.healthit.gov/topic/privacy-security-and-hipaa/health-it-privacy-and-security-resources-providers
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