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Privacy and Security:

A Shared Responsibility
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ONC Goal:
 
Inspire Confidence and Trust
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Mobile Devices: Tips to 
Protect and Secure Health Information 

Use a password or other user 
authentication. 

Install and enable encryption. 

Install and activate wiping and/or 
remote disabling. 

Disable and do not install file- 
sharing applications. 

Install and enable a firewall. 

Install and enable security 
software. 

Keep security software up to date. 

Research mobile applications (apps) 
before downloading. 

Maintain physical control of your mobile 
device. 

Use adequate security to send or 
receive health information over public 
Wi-Fi networks. 

Delete all stored health information 
before discarding or reusing the mobile 
device. 
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Protecting Patients Rights:
 
New OCR Resource Center at Medscape.org
 

Video Programs 
module imbedded into 
page for dynamic 
interest 

OCR Educational Links, 
Including Mobile Device 
Content 

HIPAA/OCR Poll Question 
Updated Quarterly 

http://www.medscape.org/sites/advances/patients-rights 
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Cybersecure: Contingency Planning 

The latest training game focuses on disaster planning, data backup

and recovery and other elements of contingency planning.
 

http://www.healthit.gov/providers-professionals/privacy-security-
training-games 6
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Models of Notice of Privacy Practices 

The Office for Civil Rights (OCR) and Office of the National

Coordinator for Health Information Technology (ONC) collaborated


to develop model NPPs for covered entities to use:
 

 One set for health plans  One set for health care providers
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  Types of Notices Available
 

1.	 Booklet – Presents the material in booklet form
with design elements

2.	 Layered Notice – Presents a summary of the
information on the first page, followed by the
full content on the following pages

3.	 Full Page – Has the design elements found in
the booklet, but is formatted for full page
presentation

4.	 Text Only – Provides a text-only version of the
notice

http://www.hhs.gov/ocr/privacy/hipaa/modelnotices.html 
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http://www.hhs.gov/ocr/privacy/hipaa/modelnotices.html


 

 

Meaningful Consent Website
 

• Geared  toward  providers,  health 
information exchange 
organizations  (HIEs),  and other 
health  IT  implementers  

• Gives  background  on meaningful 
consent  and ONC’s e Consent   
Trial  Project   

• Provides  customizable  tools a nd 
resources  to  help  you  enable 
patients  to  make  meaningful 
consent  decisions   

www.HealthIT.gov/meaningfulconsent 
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Security 101: Contingency Planning
 

www.HealthIT.gov/security-risk-assessment 
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http://www.healthit.gov/providers-professionals/security-risk-assessment


 

 

Security 101: Contingency Planning
 

A contingency plan is a way to establish strategies for making sure you don't lose your ePHI, should your 
organization experience an emergency or a system failure. A contingency plan also o utlines how you can restore 
your data. If you do suffer a data loss.

www.HealthIT.gov/security-risk-assessment 11

http://www.healthit.gov/providers-professionals/security-risk-assessment


  

 

Security 101: Security Risk Analysis
 

A Risk Analysis is seen as one of the most important security tasks.  
Performing a Risk Analysis will help you identify when and where there is 
a risk…

www.HealthIT.gov/security-risk-assessment 12

A Risk Analysis is seen as one of the most important.  Performing a Risk Analysis will help you identify when and where there is a risk.


  

 

Security 101: Security Risk Analysis
 

A risk where…

www.HealthIT.gov/security-risk-assessment 
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Coming Soon - Security Risk Assessment Tool
 

www.HealthIT.gov/security-risk-assessment 
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Coming Soon  - Security Risk   Assessmen t Tool 
 

www.HealthIT.gov/security-risk-assessment 
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Coming Soon - Security Risk Assessment Tool
 

www.HealthIT.gov/security-risk-assessment 
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Providing Feedback…..
 

www.HealthIT.gov/providers-professionals/security-risk-assessment-tool-comments
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Feedback Review
 

• Risk Assessment versus Risk Analysis 
• Windows 8.1 download issues 
• Unknown publisher/digital certificate issue
 

• More context on likelihood and impact 
• No Mac version or other platforms 
• Language is unclear 
• X issue on glossary 
• Needs Multi-site functionality 
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  We’re All In This Together
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Download the Full Infographic Today!
 

http://www.healthit.gov/policy-researchers-implementers/everyone-has-
role-protecting-and-securing-health-information 29
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