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Executive Summary

The Nationwide Health Information Network (NHIN) is part of a larger Health IT strategy being enacted by the Health and Human Services Administration. The NHIN is intended to provide a secure, nationwide, interoperable health information infrastructure that will connect providers, consumers, and others involved in supporting health and healthcare. 
In order to support these goals a NHIN Enterprise Architecture is defined that provides the legal, technical, and operational underpinnings of this effort. The NHIN Enterprise Architecture is expressed as a collection of viewpoints, each presenting a different perspective of the architecture. These viewpoints are

· Business Needs Viewpoint. This viewpoint discusses the underlying goals and objectives of the NHIN. This provides the target needs by which all other viewpoints are developed.

· Enterprise Architectural Needs Viewpoint. The viewpoint looks at the architectural drivers based on the business needs. These drivers are the requirements used to define the enterprise architecture. These drivers include the secure exchange of health information between participants, information interoperability based on the harmonization of industry standards, support consumer control of access to their information, and support a distributed, non-centralized operational architecture.
· Enterprise Reference Architecture Viewpoint. This viewpoint defines the blueprints by which the NHIN is developed. The reference architecture defines the legal and governance needs required by the NHIN and its participants, the operational infrastructure and technologies to be used, the core services available for supporting exchange of information, and the various specific information flows defined by the health IT communities.
· Operational Architecture Viewpoint. This viewpoint combines the components and blueprints laid out in the reference architecture into an executing operational network. It describes how the various participating organizations on the NHIN exchange information and access the run-time operational components needed to support the NHIN.

Purpose and Scope

The purpose and scope of this document is to provide an overview of the NHIN Enterprise Architecture.  In this context, enterprise architecture is defined as the processes, technologies, specifications, and operational models required to meet the goals of the NHIN. Specifically, this document looks at four viewpoints that define the NHIN Enterprise Architecture:
1. The Business Needs Viewpoint
2. The Enterprise Architecture Needs Viewpoint
3. The NHIN Enterprise Reference Architecture Viewpoint

4. The NHIN Distributed Operational Architecture Viewpoint

For each of these viewpoints the major elements are briefly examined, and the relationship and dependencies between the viewpoints are described.

Business Needs Viewpoint

The Nationwide Health Information Network (NHIN) is being developed to provide a secure, nationwide, interoperable health information infrastructure that will connect providers, consumers, and others involved in supporting health and healthcare. This critical part of the national health IT agenda will enable health information to follow the consumer, be available for clinical decision making, and support appropriate use of health information beyond direct patient care so as to improve health.

The NHIN seeks to achieve these goals by:

· Developing capabilities for standards-based, secure data exchange nationwide

· Improving the coordination of care information among hospitals, laboratories, physicians offices, pharmacies, and other providers

· Ensuring appropriate information is available at the time and place of care

· Ensuring that consumers’ health information is securely and confidentially transmitted
· Giving consumers new capabilities for managing and controlling their personal health records as well as providing access to their health information from electronic health records (EHRs) and other sources

· Reducing risks from medical errors and supporting the delivery of appropriate, evidence-based medical care

· Lowering healthcare costs resulting from inefficiencies, medical errors, and incomplete patient information

To promote a more effective marketplace, greater competition, and increased choice through accessibility to accurate information on healthcare costs, quality, and outcomes, the Office of the National Coordinator (ONC) is advancing the NHIN as a federation of networks and organization that will connect diverse entities that need to exchange health information, such as state and regional health information exchange organizations (HIOs), integrated delivery systems, health plans that provide care, personally controlled health records, Federal agencies, and other networks as well as the systems to which they, in turn, connect. For the purposes of defining an NHIN Enterprise Architecture these are referred to as NHIN Health Information Exchange Organizations (NHIOs). In order to support the establishment of the NHIN Enterprise Architecture these business goals are translated into a set of architectural drivers.

Enterprise Architectural Needs Viewpoint

The architectural needs represent the bridge between the business needs of the NHIN and the enterprise architecture needed to meet those objectives.  This viewpoint provides the guiding principles and requirements by which the enterprise architecture is derived and instantiated. The following represent the architectural drivers used in establishing the enterprise architecture for the NHIN:
· Ability to find and retrieve health information between participating NHIO organizations 

· Support of harmonized standards, which have been developed by voluntary consensus standards bodies and adopted by the ONC for exchange of health information

· Ability to match patients to their data without the establishment of a national patient identifier

· Support of a common trust agreement that establishes the obligations and assurances to which all NHIN participants agree
· Support of a secure exchange of information between participants
· Ability to support consumer preferences regarding the exchange of their information, including the ability to choose not to participate; and
· Flexibility to support a diverse set of participating organizations.
Based on these drivers a set of guiding principles are defined that help steer the overall architecture for the NHIN.

· Adopt Industry Proven Approaches for Secure Exchange of Information

· Platform Neutral, Standards Based, and Specification Driven

· Highly Distributed and De-Centralized Architecture with a high degree of local autonomy

Enterprise Reference Architecture Viewpoint

The Enterprise Architectural Drivers are used to define an overall conceptual architecture vision for the NHIN.  This conceptual architecture vision helps in establishing a common understanding among the NHIN participants as to the guiding principles for the NHIN. 
The starting point for the conceptual architecture is to break down the NHIN into a set of inter-related zones. The outer-most zone, the NHIO Zone, contains the geographically distributed participating NHIO systems.  Within this zone the NHIOs are governed by appropriate local laws, regulations and policies. These NHIOs become inter-connected and interoperable “nodes”, plugged into the NHIN Zone. This zone defines rules, specifications, and interfaces that the NHIO nodes must support for secure exchange of information. Supporting these NHIOs within the NHIN Zone is the NHIN Infrastructure Zone. Within this zone exist the core supporting systems required for day-to-day operations of the NHIN.
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Figure 1: Conceptual Architectural Vision
Based on this conceptual architectural vision, a reference architecture can be developed.  This NHIN Enterprise Reference Architecture provides the blueprint for the establishment of the operational NHIN. This viewpoint describes the elements and components required for that realization. It is comprised of multiple layers, each of which builds upon the underlying elements. These can be seen in Figure 2 below.
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Figure 2 - NHIN Enterprise Reference Architecture
NHIN Governance
The NHIN Governance defines the organizations and processes used to oversee the NHIN. As such it Influences and impacts all other aspects of the enterprise reference architecture. Currently there are two interim governance bodies that oversee the development of the NHIN. One is the Technical Committee that provides guidance as to the technical direction of the NHIN, specifically around which capabilities the NHIN will support. To support this an “intake” process has been developed by which new requests for NHIN functionality is accepted from the health information technology community and vetted and prioritized for inclusion.  The other board is the Coordinating Committee that oversees membership within the NHIN Cooperative and the operating policies of the NHIN.

Policy, Standards, Validation
This layer contains the underlying organizational and cooperative constructs required to create a virtual information exchange network among the participating NHIOs. The key elements of this layer include:

Data Use and Reciprocal Support Agreement

The Data Use and Reciprocal Support Agreement (DURSA) is a comprehensive, multi-party trust agreement that will be signed by all NHIN Health Information Exchanges (NHIOs), both public and private, wishing to participate in the Nationwide Health Information Network.  The DURSA provides the legal framework governing participation in the NHIN by requiring the signatories to abide by a common set of terms and conditions.   These common terms and conditions support the secure, interoperable exchange of health data between and among numerous NHIOs across the country.
NHIN Testing and Validation Infrastructure

As part of the foundation of the reference architecture, a testing and validation process is defined to ensure that all participating NHIOs are able to securely and successfully exchange information on the NHIN. The process specifies a set of technical conformance and interoperability tests that each candidate NHIO system must successfully complete. A set of testing tools, test data, and test infrastructure is provided to allow the efficient testing of NHIO systems.

Operational Infrastructure
The components in this layer represent the operational runtime elements required for a controlled, secure, reliable, and responsive network of information exchanges.  The key elements of this layer are:

Services Registry

Each participating organization provides a set of services to support exchange of information in a way conformant to the architectural drivers and vision. The Services Registry provides technical information on each of these services that can be used to locate and utilize these services by other NHIN participating organizations.  Initial implementation of the Services Registry will be based upon the Universal Description, Discovery, and Integration (UDDI) Registry specification as defined by the Organization for the Advancement of Structured Information Standards (OASIS).

Security Infrastructure
For the NHIN to be viewed as effective, the information that flows across it must be considered trustworthy and secure. Within the context of the operational infrastructure of the NHIN, security refers to three principles.
1. Assurance that information can only be passed between participating NHIN organizations;
2. The integrity of the information passed is assured for each and all transactions across the NHIN; and
3. Any information passed across the NHIN can only be read and understood by participating NHIN organizations.
The implementation of these qualities is accomplished through the creation of a trust environment based on the use of Public Key Infrastructure (PKI) technology. PKI forms the backbone of most highly secure data networks across the United States, including those in the defense and intelligence communities, financial and banking sectors, e-commerce and corporate private networks. For the NHIN, PKI technology is used to encrypt all messages passed across the NHIN. This addresses the information integrity needs of the NHIN. Additionally, only sanctioned NHIN participants can de-crypt messages passed across the NHIN. This is because the “Key” part of PKI relates to the sets of keys needed to encrypt and decrypt messages. Only participating NHIOs have access to the keys required for encryption and decryption and each key is derived from a single NHIN “root” key. NHIOs can inspect the keys related to any received message to check that they are derived from this NHIN root key. Distribution of these keys occurs only after the required legal and policy requirements of the NHIN have been satisfied by the requesting NHIO. Therefore, NHIOs can trust that the messages have come from a NHIN participating NHIO. 

Operational Monitoring
The NHIN is envisioned to be a robust, dynamic, highly active network in which potentially hundreds of organizations pass health information. In order to support this type of vision it is important to know the operational state of the network at any given time.  Operational state in this context refers to the status of key infrastructure systems such as service registries and security mechanisms. This allows for timely managing any type of disruptions to the NHIN as a whole. 

In addition to availability reporting of the core infrastructure systems, it is also advantageous to support certain types of near real-time availability reporting at the NHIO node level. For instance, having near real-time data on service availability for each NHIO node can support optimized transactions between nodes. Reporting of traffic in and out of a given node over time can help the NHIO in scalability planning and provide insight into certain information exchange trends.  It should be noted that no personal healthcare information (PHI) will be collected or inspected as part of the monitoring capabilities of the NHIN.
Technology Platform
In order to meet the interoperability related business needs and architectural drivers a Service Oriented Architecture approach has been taken in defining the architecture of the NHIN.  To support this approach a technology platform is needed that is non-proprietary and implementation agnostic. The NHIN technology platform is based on the use of web services, as articulated within interoperability profiles established by the Web Services Interoperability Organization (WS-I). The WS-I profiles provide interoperability guidance for core web service specifications created by standards organizations such as W3C and OASIS. These specifications cover needs such as service description, registry, security, and reliability. Collectively, the WS-I Basic and Basic Security Profiles define a common platform for secure and reliable exchange of messages between participating organizations.
Capability Framework

The capability framework layer provides a set of core building blocks for supporting the architectural drivers. These building blocks are in the form of interface specifications that define a set of SOA based web services. These services provide such capabilities as patient look-up, document query and retrieve, and event based mechanisms for specific information. These services can then be composed and choreographed into more complex health care information exchanges. The following is a list of the Core Services specifications that make up the Capability Framework layer of the NHIN Enterprise Architecture.
· NHIN Message Platform Service Interface Specification 

· NHIN Authorization Framework Service Interface Specification  

· NHIN Subject Discovery Service Interface Specification 

· NHIN Query for Documents Service Interface Specification 

· NHIN Document Retrieve Service Interface Specification 

· NHIN Health Information Event Messaging Service Interface Specification 

Many of these specifications are a further definition of the specifications published by the Integrating the Healthcare Enterprise (IHE) IT Infrastructure Profile and provide technology specific bindings based on the Technology Platform. Information on the IHE specifications can be found at http://www.ihe.net/ . 
Health IT Business Cases

At the top of the NHIN Reference Enterprise Architecture are the business cases. These business cases represent the value added exchanges of health information for the purpose of meeting a business need.  These business cases come from the healthcare and healthcare IT communities and reflect complex information exchange flows targeted to specific healthcare scenarios. Examples of these business cases are listed below 

· Emergency Responder-Electronic Health Record

· Electronic Health Record – Lab Results

· Medication Management

· Consumer Empowerment-Consumer Access to Clinical Information

· Consumer Empowerment- Registration and Medication History

· Quality

· Biosurveillance
(Note these cases are taken from the related HITSP specifications. See http://www.hitsp.org/ for more information):

The ultimate goal of the NHIN Reference Enterprise Architecture is to support the Health IT Business Cases. These Health IT Business Cases are implemented as interoperability orchestrations of the services provided by the Capability Framework, which are specified as bindings to the Technology Platform. The Technology Platform provides specifications for the implementation of the Operational Infrastructure. The Operational Infrastructure is defined and managed according to the policies, rules and governance practices defined in the Policy, Legal, and Governance Foundation.
Operational Architecture Viewpoint

As discussed in the Enterprise Architecture vision, the NHIN is designed to support a distributed secure, interoperable architecture. The Reference Enterprise Architecture provides the blueprint for this approach. Using that blueprint, an Operational Architecture Viewpoint can be defined. This viewpoint represents the distributed run-time elements. This viewpoint and has two aspects, the static view and the dynamic view. The first, the static view, includes all the executing systems that make up the NHIN. This view is seen in the Figure 3 below.
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Figure 3 - Static View of the NHIN Operational Architecture
Each NHIN Node is comprised of two components, the NHIO Network component and the NHIN Gateway component. The NHIO Network component represents the systems and the networks specific to NHIO participant. Each of these NHIO Network components is connected to a NHIN Gateway component. This Gateway is based on the reference architecture and provides the implementations of the reference architecture components. For example, the NHIN Core Services are implemented as web services based on the technology platform, and are made available by these gateways. Each of these NHIN gateways also manages interactions with the operational infrastructure components such as the services registry and security infrastructure. An NHIO may choose to implement their gateway in a number of ways. They may choose to implement the enterprise reference architecture specifications themselves. They may also elect to use the Federal Health Architecture CONNECT Gateway. Finally, the NHIO may decide to use a third party gateway that supports the reference architecture.

The second view of the NHIN Operational Architecture is a dynamic view. This view shows the lines of communications between the NHIO nodes and the NHIN supporting infrastructure. This view is seen in Figure 4 below. 
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Figure 4 - Dynamic View of the NHIN Operational Architecture

The NHIOs may be hosted anywhere in the nation. The operational infrastructure elements as well may be hosted anywhere. However, to the individual NHIOs these elements exist simply as a cloud, independent of their physical locations.  This prevents complicated and hard to maintain point-to-point connections between NHIO nodes and the supporting NHIN infrastructure. The NHIO nodes simply need to be able to access these clouds in order to hook into the NHIN operational infrastructure.

There are three infrastructure clouds, the Registry Cloud, the Security Cloud and the OAR Cloud. This cloud approach to infrastructure services allows them to provide the needed reliability and scalability required to support the NHIN as it grows over time. The Registry Cloud is comprised of one or more UDDI servers. The registry information in these servers is replicated to each UDDI server so that access to any one provides the same information. The Monitoring Cloud is comprised of one or more systems for the collection of near real-time data about the NHIO nodes. This information is shared among the different monitoring instances so that the NHIO nodes only need to access the cloud in order to obtain run-time information about any NHIO node. The final cloud is the Security Cloud. This cloud is implemented as a certificate authority operated by the Verisign Corporation. Verisign, under contract with HHS, will provide the tools necessary for managing the security trust fabric of the NHIN. 
Summary
This document has examined the five viewpoints used in defining a high-level view of the enterprise architecture for the NHIN. Each of these viewpoints is inter-related and drives each other starting from the business needs of the NHIN through to the executing network of participating NHIOs. The realization of the NHIN Enterprise Architecture will provide for the secure, interoperable, flexible, and supportable environment required for the exchange of health information across the nation.  
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