
PSTT08:
Are there any specifications for audit log file formats that are currently in widespread use to support such applications?
	#
	Comment ID
	PSTT08
	Name of Respondent
	Organization
	Comments

	1
	HHS-OS-2012-0007-0534
	#2/p.3-4
	Samantha  Halpert
	Federation of American Hospitals
	· Respondent did not comment on widely adopted audit log standards.

· Does not see a reasonable basis for imposing any additional standards on EHRs related to accounting for disclosures.
· Commented that no new requirements of any kind should be implemented based on the proposed changes to the HIPAA accounting rule.

· Commented that the proposed changes to the HIPAA accounting rule ignored the fact that the HITECH statute (P.L. 111-5) requires HHS to balance the patient’s interest in learning how his or her information is disclosed in a way that leverages readily available technology and does not overly burden covered entities and their business associates.
· Commented that because of these substantial concerns with the proposed changes and the uncertainty as to any ultimate result, respondent believes it is inappropriate to make any changes at all to the meaningful use standards that are based on the proposed changes to the HIPAA accounting of disclosures rule.

	2
	HHS-OS-2012-0007-0412
	p. 16
	John Travis
	Cerner Corp.
	· Recommended consideration of the IHE ATNA specification.

	3
	HHS-OS-2012-0007-0425
	p. 16 
	Willa Fields, Stephen Lieber
	HIMSS
	· Commented multiple efforts to develop a standard format (such as HL7, DICOM, and IHE) and that none is in wide-spread use.

· Commented both IHE Audit Trail and ATNA profile calls for centralized audit review and (the profile) recommends RFC 3881 as a schema.

· Commented acknowledged that RFC 3881 is “informational” only and is not a path forward to becoming an Internet Engineering Task Force (IETF) standards.

	4
	HHS-OS-2012-0007-0444
	p. 2
	Kevin Nicholson
	National Association of Chain Drug Stores
	· Respondent did not comment on widely adopted audit log standards.

· Commented that it saw no reasonable basis for imposing any additional standards on EHRs related to accounting of disclosures.

· Commented that HHS should move forward with a new proposal for comment that reflects a better understanding of the current technological environment and balance between burden and benefit, which is more realistic.

· Did not believe that any new requirements should be implemented based on the proposed changes to the HIPAA accounting rule.

· Stated that the proposed changes to the HIPAA accounting rule ignored the HITECH statute (P.L. 111-5), which requires HHS to balance the patient’s interest in learning how his or her information is disclosed in a way that leverages readily-available technology and does not overly burden covered entities and their business associates.

· Commented that no changes should be made and no new requirements should be added to reflect anything about the proposed “accounting of disclosures” rule.

· Commented that no changes to existing Meaningful Use (MU) standards to reflect anything about this proposed accounting of disclosures rule.

	5
	HHS-OS-2012-0007-0376
	p. 20
	Sarah Cottingham
	Telligen Iowa HIT Regional Extension Center
	· Mentioned SYSLOG and World Wide Web Consortium (W3C).

	6
	HHS-OS-2012-0007-0431
	p. 21
	Susan Turney
	Medical Group Management
	· Respondent did not comment on widely adopted audit log standards.

· Opposed any additional standards on Electronic Health Records (EHRs) related to accounting for disclosures.

· Commented that no new MU requirements of any kind should be implemented based on the proposed changes to the accounting of disclosures rule.

· Commented HHS’s proposed rule failed to balance the patient’s interest in learning how his or her information is disclosed in a way that leverages readily available technology and does not overly burden covered entities and their business associates.

· Provided reasons for not finalizing the proposed rule, such as:

· Under the Privacy Rule, the patient can request and accounting of disclosures back 6 years, but disclosures for Treatment, Payment and Operations (TPO) need not be tracked.  Requiring TPO would result in long detailed confusing reports that would be unascertainable by patients and create a significant burden to covered entities.

· HITECH requires practices to account for disclosures for TPO but it also directs the Secretary to determine the administrative burdens to covered entities in providing the accounting.

· HITECH expressly states that the new requirements apply when “a covered entity uses or maintains an electronic health record.” Only then must “disclosures through an electronic health record” be included in an accounting. HITECH Section 13405(c). Later the statute states “Such regulations shall only require such information to be collected through an electronic health record…” the Office for Civil Rights (OCR) is exceeding its authority under the legislation.

	7
	HHS-OS-2012-0007-0395
	p. 28
	Paula Bussard
	The Hospital & Health System Association of Pennsylvania 
	· Respondent did not comment on widely adopted audit log standards.

· Commented that mere electronic capture of data elements by the EHR does not equate directly to the generation of an accounting of disclosures report that can be read and understood by an individual patient as the HIPAA regulation requires.
· Stated it agreed with ONC statement to wait and consider how best to align this certification criterion with the provisions of an ‘‘accounting of disclosures’’ final rule issued by OCR.

· Commented that requirements for audit log content and standardized formats issued by ONC must be aligned fully with the specifics of OCR’s final accounting rule.

· Commented that it encouraged critical collaboration so that HIPAA and the MU incentive programs work together and provide a consistent standard.

· Commented that it discourages any action prior to a final rule from OCR, asserting it would be premature.

· Stated that audit log information requires translation, which is completed by skilled people, in order for the information to be understood by the patient.
· Stated that translation from audit log to accounting of disclosure would be a labor and time intensive process.

· Commented that current systems are unable to automate the "purpose" of the disclosure, making it impossible for the system to easily distinguish between a “use” that does not need to be included in the accounting and a “disclosure,” which does.

· Commented that hospitals making significant changes to information systems of this type require considerable time and effort to design, code and test and often involves months of installation and staff training in the hospital environment after the hospital gets in the vendor’s queue for the product or system upgrade

· Commented that ONC should consider whether, and when, to impose audit log content and standardization criteria.

· Commented that deadlines for compliance with any new standard should take into account the significant burdens on covered entities.

	8
	HHS-OS-2012-0007-0388
	p. 3
	 
	Crowe Horwath LLP
	· Commented that it was unaware of any standard.
· Commented that a majority of systems used in healthcare are custom designed and not designed with audit logs in mind.
· Commented that applications will need to be designed to perform this function.

	9
	HHS-OS-2012-0007-0382
	p. 35
	Cheryl Peterson/Karen Daley/Marla Weston
	American Nurses Association
	· Deferred to the ANI’s response to this question.

	10
	HHS-OS-2012-0007-0391
	p. 4
	Karen Boykin-Towns
	Pzfizer Inc
	· Respondent did not comment on widely adopted audit log standards.

· Commented that the Drug Enforcement Agency (DEA) standards for authentication of any provider who wants to send controlled substances.

· Commented HITPC’s recommendations that EHRs be able to accept two-factor authentication or higher for provider users to remote access PHI in Stage 3.
· Commented if EHR capabilities included DEA authentication requirements, then the redundant, parallel (electronic/paper) work streams could be eliminated.

	11
	HHS-OS-2012-0007-0429
	p. 7
	Deven McGraw
	Center for Democracy and Technology
	· Commented that ASTM E-2147-01, “Standard Specification for Audit and Disclosure Logs for Use in Health Information Systems,” seems to be well suited as a standard, because it specifies both the content and format of system access logs to protected health information (PHI) in health information systems such as EHRs.

· Commented that ASTME-E-2147-01 addresses the maintenance requirements of keeping a single log of PHI access in an EHR across multiple systems for provision to external parties, including the patient.

· Stated that the period for maintaining an accounting of disclosures is currently six years and states that until a new Accounting of Disclosures rule is promulgated by OCR, a lengthy attestation period is encouraged.

· Stated that transparency and openness are key components of the Fair Information Practices (FIPS).
· Commented accounting of disclosures among the requirements for MU provides transparency so that individuals can see how their information is accessed, used, and disclosed as well as who had access to their records.

· Commented that a recent survey by the Markle Foundation indicates that both doctors and the public strongly support letting patients see who has had access to their records, and requirements to account for disclosures provide a vehicle for greater transparency into how an individual’s information is actually accessed, used and disclosed.
· Commented that they believe policy created with an indirect connection to the underlying standards and technology risks creating artifacts that the market cannot support in an efficient and economical manner9 and that might miss advancements in both policy and technology that a more harmonized process would include by nature.

	12
	G:\Meaningful Use\HITPC\Stage_3_RFC\Submission
	p.1
	 
	VA
	· Invalid link. Cannot view document.

	13
	HHS-OS-2012-0007-0325
	P.12
	Pamela  Foyster
	Quality Health Network
	· Respondent did not comment on widely adopted audit log standards.

· Stated that a format should not be mandated, but it is okay to require the elements.

	14
	HHS-OS-2012-0007-0279
	p.17
	Yomaris  Guerrero
	Boston Medical Center
	· No comment.

	15
	HHS-OS-2012-0007-0525
	p.2
	David Finn
	Symantec Corp.
	· Stated that no standard is in widespread use, despite the fact that there have been multiple attempts to develop a standard format (HL7, DICOM, and IHE).

· Commented that RFC 3881 has been out there for years as a standard for logging usage data in healthcare applications, and should be considered for adoption/modification as a requirement.

· Commented that the IHE ATNA (Audit Trail and Node Authentication) profile has been tested at multiple connectathons, and supports a secure mechanism for transporting these types of logs.

	16
	HHS-OS-2012-0007-DRAFT-0051
	p.2
	Peter Alterman
	SAFE-BioPharma Association
	· No comment.

	17
	HHS-OS-2012-0007-0510
	p.2
	Kelly Broder
	Surescripts, LLC
	· Respondent did not comment on widely adopted audit log standards.

· Commented that the proposed changes to the HIPAA Accounting of Disclosures rule is the accounting of disclosures proposal to be entirely unworkable.
· Commented to refrain from recommending any changes to the MU standards that are based on the proposed changes to the HIPAA accounting of disclosures rule.

· Commented that the accounting of disclosures proposed rule should be significantly revised (or eliminated), and that the Department should move forward with a new proposal for comment that reflects a better understanding of the current technological environment and is a more realistic balance between burden and benefits.

	18
	HHS-OS-2012-0007-0565
	p.21
	Leigh  Burchell
	Allscripts
	· Was unaware of any specifications that are in widespread use.

	19
	HHS-OS-2012-0007-0505
	p.28
	 
	Pharmacy e-HIT Collaborative
	· Commented that specifications for audit log file formats currently exist only within the health systems of organizations.

	20
	HHS-OS-2012-0007-0493
	p.28
	Thomas Merrill
	New York City Department of Health and Mental Hygiene
	· Commented that the UNIX-based operating systems that produce many logs of well-known formats (web server logs, email logs) could be adapted for this use.

	21
	HHS-OS-2012-0007-0274
	p.28
	Thomson  Kuhn
	American College of Physicians
	· Suggested asking informaticians who build their own systems. 
· Suggested that a comparison among these might demonstrate commonality.

	22
	HHS-OS-2012-0007-0321
	p.28
	Linda  Fishman
	American Hospital Association
	· See comments of Thomson Kuhn.

	23
	HHS-OS-2012-0007-0486
	p.3
	Tina Grande
	The Confidentiality Coalition
	· Respondent did not comment on widely adopted audit log standards.

· Commented that no new requirements of any kind should be implemented based on the proposed changes to the HIPAA accounting rule.
· Commented that the proposed changes to the HIPAA accounting rule ignored the fact that the HITECH statute (P.L. 111-5) requires HHS to balance the patient’s interest in learning how his or her information is disclosed in a way that leverages readily-available technology and does not overly burden covered entities (and their business associates).

· Commented that it is inappropriate to make any changes at all to the MU standards that are based on the proposed changes to the HIPAA accounting of disclosures rule.

· Commented that no new requirements should be added to reflect anything about the proposed “accounting of disclosures” rule.

	24
	HHS-OS-2012-0007-0350
	p.3
	Landon  Combs
	Highlands Physicians Inc
	· No comment.

	25
	HHS-OS-2012-0007-0315
	p.33
	Angela  Jeansonne
	American Osteopathic Association
	· No comment.

	26
	HHS-OS-2012-0007-0306
	p.33
	Julie  Cantor-Weinberg
	College of American Pathologists
	· Respondent did not comment on widely adopted audit log standards.

· Commented that there was no reasonable basis for imposing any additional standards on EHRs related to accounting for disclosures.
· Commented that no new requirements (of any kind) should be implemented based on the proposed changes to the HIPAA accounting rule.

	27
	HHS-OS-2012-0007-0212
	p.35
	Kari  Guida
	Minnesota Department of Health
	· No comment.

	28
	HHS-OS-2012-0007-0502
	p.36
	Clara Evans
	Dignity Health
	· Respondent did not comment on widely adopted audit log standards.

· Commented that preliminary recommendations related to MU Stage 3 seem to equate audit logs with the HIPAA regulatory requirement to produce an accounting for disclosures.
· Commented that an EHR’s capturing of data elements does not directly equate generating an accounting of disclosures report that can be read and understood by a patient (as required by HIPAA).

· Commented that creation of a patient-friendly individualized accounting report is a heavy administrative burden for all hospitals.

· Commented if EHRs can have appropriate functionality to facilitate compliance with the privacy rule’s obligations, then standards can align fully with the specifics of OCR’s final accounting rule.

· Commented to consider the significant burden on hospitals before changing requirements.

	29
	HHS-OS-2012-0007-0343
	p.39
	Donna  Sledziewski
	Geisinger Health System
	· Was unaware of widely adopted specifications.
· Commented that it would be beneficial to include discussion on systems that provide automated and normalized security and incident monitoring, such as SIEM.

	30
	HHS-OS-2012-0007-0536
	p.5
	David  Harlow
	Society for Participatory Medicine
	· Respondent did not comment on widely adopted audit log standards.

· Commented that patients are inconvenienced and costs go up when commodities like logs and authentication are made specific to health care.

· Commented to use of existing IT standards from outside health care, if any.

	31
	HHS-OS-2012-0007-0333
	P.51
	Koryn  Rubin
	American Association of Neurological Surgeons and Congress of Neurological Surgeons
	· No comment.

	32
	HHS-OS-2012-0007-0541
	p.51
	John  Glaser
	Siemens Healthcare
	· Respondent did not comment on widely adopted audit log standards.

· Commented to leverage the S&I Framework initiative, or outreach to third-party audit log aggregators so that a common format is arrived at before introducing a standard into an upcoming MU Stage.

· Commented that IHE’s Audit Trail and Node Authentication (ATNA) is not widely adopted yet.

· Commented that there are standards similar to IHE ATNA that are being used and acknowledged that these are not fully compatible.

· Commented that it does not expect a standard will be mature and fully agreed to by January 2014.

	33
	HHS-OS-2012-0007-0145
	p.54
	Nancy  Payne
	Allina Health
	· Respondent did not comment on widely adopted audit log standards.

· Commented that 'audit log files' are unique to each system, and extremely variable in its completeness and content  (some apps only record 'changes' to records, not 'views', so getting 'secondary' or 'niche' electronic records systems).
· Commented that compliance with a standard requires significant lead-time for vendors to redesign their systems, resize technical requirements to support the increased activity, and the upgrade/install cycles. 

· Commented that some customers would need to complete to move to the new environments.

	34
	HHS-OS-2012-0007-0295
	p.7
	Susan  Owens
	Memorial Healthcare System
	· Commented that most all audit log standards vary today.

	35
	HHS-OS-2012-0007-0520
	PDF2 - p.79
	Andy Riedel
	NextGen Healthcare
	· Was not aware of specifications that are in widespread use.

	36
	HHS-OS-2012-0007-0547
	tab 3
	Erin  Laney
	Intermountain Healthcare
	· Commented that no standard is in widespread use.

· Commented that there have been multiple efforts to develop a standard format, including by HL7, DICOM, and IHE.

· Commented that that the IHE Audit Trail and Node Authentication (ATNA) profile calls for centralized audit review and recommends RFC 3881 as a schema, but RFC 3881 is “informational” only and not on a path toward becoming an IETF standard.

	37
	HHS-OS-2012-0007-0535
	tab 4
	Dan  Rode
	American Health Information Management Association
	· Respondent did not comment on widely adopted audit log standards.

· Asked whether states might have knowledge of a standard.

· Commented that OCR should prescribe how to standardize the reporting methodology in the HIPA Privacy Rule.


Summary
Number of Comments:  37 (6 commenters did not provide a response or link was invalid)
Summary:  
Respondents mentioned many existing specifications that could be considered for audit log purposes. Respondents also noted that while there are many existing specifications/standards; none of these were widely adopted although there have been multiple attempts to develop a standard audit log format. Respondents suggested that outreach across industry participants to observe the commonality of data elements collected in audit logs could prove useful and provide a basis for discussion on the topic. Many respondents also opposed the addition of any new Meaningful Use requirements based on the proposed HIPAA Account of Disclosures Rule. 

Audit Log Specifications:  

· IHE ATNA Specification

· HL7

· DICOM

· ASTM E  E-2147-01

· World Wide Web Consortium (W3C)

· SYSLOG

· UNIX-based operating systems, which produce many logs of well-known formats (web server logs, email logs) could be adapted for this use.
· Aware of existing standards but none in widespread use.
· Totally unaware of any existing standards in widespread use.
· Opposed to new MU requirements based on proposed rule.
· Unaware of any existing standards in widespread use.
Appendix:
Respondents mentioned many existing specifications that could be considered for audit log purposes. Respondents also noted that while there are many existing specifications/standards; none of these were widely adopted although there have been multiple attempts to develop a standard audit log format. Respondents suggested that outreach across industry participants to observe the commonality of data elements collected in audit logs could prove useful and provide a basis for discussion on the topic. Many respondents also opposed the addition of any new Meaningful Use requirements based on the proposed HIPAA Account of Disclosures Rule. 

Audit Log Specifications:  (#2, 3, 5, 11, 15, 20)

· IHE ATNA Specification

· HL7

· DICOM

· ASTM E  E-2147-01

· World Wide Web Consortium (W3C)

· SYSLOG

· UNIX-based operating systems, which produce many logs of well-known formats (web server logs, email logs) could be adapted for this use.
· Aware of existing standards but none in widespread use. (#3, 15, 36)

· Totally unaware of any existing standards in widespread use. (#8, 18, 29, 35)

· Opposed to new MU requirements based on proposed rule. (#1, 4, 6, 7, 17, 23, 26)

· Unaware of any existing standards in widespread use. (#8, 18, 29, 35)
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