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Purpose of Virtual Hearing

* An effort to understand what sort of policies are
deployed to ensure that a “non-targeted query” for a
patient record is appropriate, legal, and authorized.

* Focus of the hearing was on policy, and not security
methodologies or identity management issues.

« Such policies may include limitations on who can
conduct the query, the purposes for which a query can
be conducted, geographic or other limits and
parameters intended to help assure proper access, and
also intended to help demonstrate that the requester is
authorized to access a patient’s records.




Purpose of Virtual Hearing

 The Tiger Team was particularly interested in
environments where there are limitations placed on
access to the record via query. Examples include, but
are not limited to, partial access to the record,
geographic limits and purpose, such as limiting queries
to those for direct treatment. Some HIEs may have
inherent limitations, based on factors such as
geography in the case of a regional HIE. The TT was
also interested in hearing of instances where limiting
policies were considered but not adopted.

* The Tiger Team also wanted to learn about the thought
processes behind the development of any such
policies.




Scope: Non-Targeted Queries

« The Tiger Team’s focus was on queries between
disparate entities [Does not include queries within an
integrated delivery system (IDN) or organized health
care organization (OCHA)]

 In this scenario, a patient’s other providers may not all
be known in advance.

« Thus, non-targeted query involves looking for a
patient’s record using information about the patient
(versus querying for a patient’s record by asking one or
more specific provider organizations).




Scope of Non-Targeted Queries

* Involves use of an "aggregator,” such as a record
locator service (RLS), data element access service
(DEAS), or health information exchange (HIE).

 In deliberating on query/response, the Tiger Team
focused on use cases involving direct treatment
relationships, but were interested in hearing about how
non-targeted queries are used for other purposes.
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Questions (1 of 2)

1. How have you operationalized non-targeted queries?
Please describe the process.

2. How long have you been operational with your approach
and how many patients are involved?

3. Is there an inherent scope limitation associated with your
entity that affects providers’ ability to perform non-targeted
queries (e.g. geography)?

4. What additional limits are placed on non-targeted queries
(e.g., who can query, for what purpose and scope of
query)?

5. What roles do patients have in limiting queries? Are there
circumstances in which patient preferences are over-
ridden? If so, how does that process work and have there
been any problems?




Questions (2 of 2)

10.

11.

How do patients exercise “meaningful choice” as to whether their records
are included in your “aggregator service”? Does this extend to the
release of the data or does that require additional consent?

How do you address exchange of sensitive information in a non-targeted
query model?

What information is returned to a requester as a result of a non-targeted

query?

A. If you exchange sensitive information, is there a difference in what is
returned when such information is involved?

In what environment and for what providers have non-targeted queries
proven to be the most effective? Please provide appropriate metrics if
available.

What challenges/problems have been created by your approach? What
adjustments have you or do you plan to make to your approach?

Would having widely applicable policy (or guidance) on providers’ ability
to perform non-targeted queries be helpful? If so, what should those
policies be?
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