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The poor quality and high cost of health care in the U.S. is well documented. The widespread adoption
of electronic medical records—for purposes of improving quality and reducing costs—is key to reversing

these trends.[1] But federal privacy regulations do not set clear and consistent rules for access to health
information to improve health care quality. Consequently, the regulations serve as a disincentive to
robust analysis of information in medical records and may interfere with efforts to accelerate quality
improvements. This Essay further explains this disincentive and suggests a potential regulatory path
forward.

The U.S. has dedicated approximately 47 billion dollars to improve individual and population health

through the use of electronic medical records by health care providers and patients.[2] Much of the
funding for this initiative, enacted by Congress as part of the Health Information Technology for
Economic and Clinical Health Act of 2009, will be used to reimburse physicians and hospitals for the
costs of purchasing and implementing electronic medical record systems. The legislation also includes
funding to establish infrastructure to enable health care providers to share a patient’s personal health
information for treatment and care coordination purposes and for reporting to public health authorities.

Federal policymakers also intend for electronic medical records to be actively used as tools of health
system reform. The legislation directs the U.S. Department of Health and Human Services to develop a
“nationwide health information technology infrastructure” that improves health care quality, reduces

medical errors and disparities, and reduces health care costs from inappropriate or duplicative care.[3]

The 2011-2015 Federal Health Information Technology Strategic Plan identifies improving population
health, reduction of health care costs, and “achiev[ing] rapid learning” as key goals of federal health

information technology initiatives.[4] The vision is to create a health care system that leverages clinical
information in electronic medical records to improve the knowledge base about effective prevention and
treatment strategies, and to disseminate that knowledge more rapidly to clinicians and patients to
improve the quality and efficiency of health care. In other words, the vision is to create a health care
system that “learns” more quickly from both its successes and failures.

Achieving this learning health care system will require more robust access to clinical data contained in
electronic medical records initially collected for individual treatment purposes. However, access to data
for purposes beyond individual treatment (often referred to as “secondary” uses) raises health privacy
concerns. Federal and state health privacy laws govern how entities within the health care system may
collect, access, and disclose identifiable health information. These rules vary based on the purpose for
which the information is being accessed or disclosed. For example, under the Health Insurance
Portability and Accountability Act (HIPAA) privacy regulations (the Privacy Rule), the rules governing
whether health care entities may access and disclose identifiable health information in order to treat an

individual patient are fairly permissive.[5] By comparison, the ability to access this information to
facilitate payment for care is more limited. For instance, providers may disclose only the “minimum
necessary” amount of information needed to facilitate payment; this requirement does not apply to

access and disclosure for individual treatment purposes.[6]
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The Privacy Rule authorizes health care entities to access identifiable health information for secondary
“learning” purposes in two main categories: health care operations and research. “Health care
operations” is a broad category of largely administrative activities that includes “conducting quality
assessment and improvement activities, including outcomes evaluation and development of clinical
guidelines,” as long as obtaining “generalizable knowledge” is not the “primary purpose” of any studies

resulting from these activities.[7] In contrast, “research” covers activities “designed to develop or

contribute to generalizable knowledge.”[8] Thus, a key distinction between these categories is whether or
not a primary purpose of the activity is to contribute to generalizable knowledge. Overall, health care
entities interpret this distinction by considering quality improvement activities intended solely for
internal use to be “operations” and activities whose results may be shared for the benefit of others to be
“research.”

There are fairly significant differences in the regulatory requirements for use of data for operations
versus research, so whether a quality assessment and improvement activity is or is not intended to
contribute to generalizable knowledge is a critical question. In general, research using identifiable health
information requires specific authorization from the individual who is the subject of the information.
There are some narrow exceptions to this requirement, and the requirement can be waived in certain

circumstances by an entity’s Privacy or Institutional Review Board.[9] (This Board is an internal
committee tasked with reviewing, monitoring, and approving research on human subjects, including

research on information gleaned from medical records.)[10] But the Privacy Rule allows entities to use
health data for operations purposes without the need to obtain a patient’s consent at the outset or to

have the data use vetted, either externally or through internal entity governance.[11]

The federal Common Rule, which governs most research using identifiable health information that is
supported by federal funding, also relies on this distinction. The Common Rule defines research as

activity contributing to generalizable knowledge;[12] consequently, activity not contributing to
generalizable knowledge is not regulated by the Common Rule. The Common Rule currently requires
research on identifiable health information culled from electronic medical records to be approved by at
least one member of an entity’s Institutional Review Board (referred to as “expedited review”); the

individual’s specific consent also must be obtained, unless the Board waives that requirement.[13]

In summary, when a secondary evaluation of treatment data from an electronic medical record
qualifies as “research,” with the results intended to be shared with others, the Privacy Rule and the
Common Rule subject that evaluation to more regulatory requirements than one intended only for
internal purposes. Researchers have identified the federal research regulations as a significant obstacle

to accessing health information for secondary learning purposes.[14] If we want information in
electronic medical records to be vigorously and meaningfully leveraged to create a learning health care
system, imposing greater regulatory burdens in cases where the results will be shared with others could
significantly undermine this goal.

The U.S. Department of Health and Human Services recently took preliminary steps to ease the
Common Rule’s research requirements, including those applying to research using information in
electronic medical records. Earlier this year, the Department sought public comment on a proposal to
eliminate the requirement that entities have at least one member of their Institutional Review Board
formally vet and approve research using treatment data from electronic medical records. The
Department proposed instead to require researchers to file a one-to-two page description of the research

with that Board.[15] It also proposed to continue to require patient consent in circumstances where
identifiable data from electronic medical records is accessed for research (the opportunity for waiver
would still apply), but to streamline the consent process by allowing patients to provide a general, oral

consent to having their information used for research.[16]

But will these proposed changes be sufficient to clear the path to greater—yet still responsible—use of
data in electronic medical records to create a learning health care system? In comments submitted to
the Administration, the Center for Democracy & Technology (CDT) promoted a different approach:
consider secondary uses of electronic medical data to be “healthcare operations” whenever the following
two criteria are met:

1. The uses involve assessing the quality and/or cost of care already provided to an individual or group
of individuals (i.e., retrospective review of care delivered in the ordinary course of business); and

2. The uses are conducted under the stewardship and control of the data holder (the entity legally
responsible for stewardship of the records).

Most importantly, these secondary uses should be treated as “health care operations” regardless of
whether the entity intends (either from the outset or subsequently) to share the results with peers or the
public, and regardless of whether the entity intends to produce “generalizable knowledge.”

The idea is that health care entities should be expected to routinely access information in electronic
medical records to analyze whether patients were treated effectively and efficiently, and then share any
relevant learning from this analysis. Consequently, such activity should be regulated just like other
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routine health data uses.[17]

However, treating such uses of electronic medical records as “routine” does not obviate the need for
providers to implement sound privacy and security policies and practices to govern these uses. Entities
should be required to adopt a full complement of fair information practices (FIPs) (for example,
specifying the purpose for which information is collected from electronic medical records and limiting
the collection and use to the information strictly necessary to fulfill that purpose), and there should be a
system of accountability (ideally better than what currently exists under HIPAA) to ensure this occurs.
Although CDT recommends eliminating the requirement that entities use Institutional Review Boards
to vet quality studies done using electronic medical record data, an entity could still decide to use this
Board as a mechanism of internal accountability. In addition, any sharing of the results of quality
reviews must be done in a way that protects individual privacy, such as through reporting only
aggregate results and guarding against potential re-identification risks.

In implementing this approach, the following concerns may need to be further discussed and resolved:

Greater reliance on health care entities to be responsible stewards of health information could
backfire. The public may not be prepared to trust all health care entities to responsibly
manage this regulatory flexibility. Mishandling of the public’s trust by one health care entity
could jeopardize the public’s willingness to have sensitive medical information accessed by
any entity for this purpose. Developing and implementing more reliable mechanisms for
holding entities accountable for compliance with the law and implementing FIPs for all data
uses and disclosures are critical.

Individual consent is only one element of the FIPs and frequently provides weak privacy
protection in practice, particularly when policies rely on consent without adequately
implementing other FIPs. However, the moment where consent for research is sought from
an individual often provides a valuable opportunity for transparency and education about
secondary uses of their health information, an opportunity that would be lost if the
requirement to obtain consent is eliminated altogether. (Although if consent is frequently
waived in circumstances where electronic health record (EHR) data are accessed for
secondary purposes, this teachable moment is largely theoretical.) At a minimum,
policymakers should devote much more attention to considering how entities can be more
transparent with individuals about secondary uses of health information in EHRs. The case
for deeming quality reviews of EHR data to be “routine” is bolstered when such reviews are
generally expected and supported by the public. Perhaps such secondary uses should be
treated as routine operations only when the results are going to be shared with the public, or
at least with the community served by the particular health care entity.

The requirement to obtain consent also provides individuals with the opportunity to exercise
some control over their health information and prevent uses and disclosures they might find
objectionable. But requiring consent for routine uses of data is generally not recommended as

a matter of privacy policy.[18]

The Privacy Rule’s requirements for research using health information that has been stripped
of common identifiers are considerably more relaxed. For example, research using a limited
dataset (from which sixteen categories of potential identifiers have been removed) can take
place without the need to obtain an individual’s authorization, as long as the data recipient
executes an agreement that, at a minimum, includes a commitment not to re-identify the

data.[19] The Privacy Rule does not regulate research on fully de-identified data.[20] The
relaxed treatment of “anonymized” information creates strong incentives to use data in less
identifiable forms, which significantly reduce the privacy risks. If all quality evaluations using
EHR data are considered to be “operations,” there are no incentives to use data in less
identifiable forms, as operations may be conducted using fully identifiable health information
without individual consent. Such concern may be mitigated by holding entities more
accountable to using the “minimum necessary” amount of information for operations
purposes (and of course, interpreting the Privacy Rule’s existing minimum necessary
standard to apply to the degree of identifiability of the information).

The approach described above will need further discussion and refinement before it can be turned into
viable policy. But the discussion could start with support for the concept that conducting quality
assessments of electronic medical record data, and sharing the results in a privacy-protected way with
others, should become a routine activity for all health care entities.
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A Reasonableness Approach to Searches After the Jones GPS Tracking Case by
Peter Swire

In the oral argument this fall in United States v. Jones, several Supreme Court Justices struggled with the
government’s view that it can place Global Positioning System (GPS) tracking devices on cars without a
warrant or other Fourth Amendment limit.

Privacy in the Age of Big Data by Omer Tene & Jules Polonetsky
We live in an age of “big data.” Data has become the raw material of production, a new source of immense
economic and social value.

Yes We Can (Profile You) by Daniel Kreiss
Online advertising and field campaigning rely on voter modeling based on hundreds of data points culled
from surveys, public records, and commercial information sources such as credit histories. This data
details the location, demographics, political affiliations, social networks, behavior, and interests of citizens.

Famous for Fifteen People by Simon J. Frankel, Laura Brookover & Stephen
Satterfield

A recent case in the Northern District of California, Fraley v. Facebook, recalls singer-songwriter Momus’s
prescient parody of Andy Warhol: “In the future, everyone will be famous for fifteen people.” Although
Momus was discussing the revolution in the recording and distribution of music made possible by digital
technologies that allowed performers outside the mainstream to become “stars” within certain listening
circles, his statement applies at least as forcefully to the recent revolution in digital communications
technologies, particularly the emergence of social media. The Fraley decision suggests that Momus’s
prediction was dead on—and that the future has arrived.
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The Right to Be Forgotten by Jeffrey Rosen
At the end of January, the European Commissioner for Justice, Fundamental Rights, and Citizenship,
Viviane Reding, announced the European Commission’s proposal to create a sweeping new privacy right—
the “right to be forgotten.” The right, which has been hotly debated in Europe for the past few years, has
finally been codified as part of a broad new proposed data protection regulation.

The Dead Past by Alex Kozinski
I must start out with a confession: When it comes to technology, I’m what you might call a troglodyte. I
don’t own a Kindle or an iPad or an iPhone or a Blackberry. I don’t have an avatar or even voicemail. I don’t
text.

I don’t reject technology altogether: I do have a typewriter—an electric one, with a ball. But I do think that
technology can be a dangerous thing because it changes the way we do things and the way we think about
things; and sometimes it changes our own perception of who we are and what we’re about. And by the time
we realize it, we find we’re living in a different world with different assumptions about such fundamental
things as property and privacy and dignity. And by then, it’s too late to turn back the clock.

RESPONSES

Join in on the discussion or see what others are saying at Center for Democracy & Technology.
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