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Overview of OCR 

• Policy 
 

• Compliance and Enforcement 
 

• Public Awareness/Outreach 
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CLIA 

• September 14, 2013 delay in enforcement 
of HIPAA requirement for Certain CLIA and 
CLIA-exempt laboratories to revise their 
Notices of Privacy Practices (NPP) 
 

• Final rulemaking for CLIA rules opening 
labs to access requirements for test 
results is at OMB for clearance  
 

• Joint rulemaking with CMS 
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HIPAA and NICS NPRM 
• April 19, 2013 issued ANPRM on whether 

HIPAA prevents some states from reporting 
individuals disqualified from having a gun for 
mental health reasons to the National Instant 
Criminal Background Check System (NICS) 
 

• Over 2000 comments received 
 

• NPRM is at OMB 
 

• 60 day comment period when NPRM is 
published 
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HIPAA and Mental Health 
Disclosures 

• Guidance requested at Congressional 
testimony April 16, 2013 
 

• Disclosures to friends and family 
 

• “Duty to Warn” 
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HIPAA/HITECH  
Accounting of Disclosures 

• NPRM issued 2011 
 

• Public comment raised issues with 
proposed access reporting 
 

• Updating information received and 
exploring options 
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Enforcement Highlights 
• Continued focus on Security Rule 

compliance 
– Affinity Health Plan – over $1.2 million 

• ePHI left on photocopier drives 
– Wellpoint - $1.7 million 

• Faulty testing of programming updates left 
information accessible on web portal 

– Idaho State University -- $400,000 
• Disabled firewall exposed ePHI to breach 

• Privacy 
– Shasta Regional Medical Center -- $275,000 

• Patient medical records shared with media 
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Multi-year Audit Plan   

Description Vendor Status/Timeframe 

Audit program development 
study 

Booz Allen Hamilton Closed 
2010 

Covered entity identification 
and cataloguing 

Booz Allen Hamilton Closed 
2011 

Develop audit protocol and 
conduct audits 

KPMG, Inc. Closed 
2011-2012 

Evaluation of audit program PWC, LLP Open 
Conclude in 2013 
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Overall Findings & Observations  

No findings 
or 
observations 
for 13 
entities 
(11%)  
• 2 Providers, 9 

Health Plans, 2 
Clearinghouses 

Security 
accounted 

for 60% of the 
findings and 

observations—
although only 

28% of potential 
total.  

Providers 
had a 

greater 
proportion of 

findings & 
observations 
(65%) than 
reflected by 

their proportion 
of the total set 

(53%).  

Smaller, 
Level 4 
entities 
struggle 
with all 
three 
areas 
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Security Results 

58 of 59 providers 
had at least one 

Security finding or 
observation  

No complete & 
accurate risk 
assessment in 
two thirds of 
entities 
• 47 of 59 providers,  
• 20 out of 35 health plans 

and  
• 2 out of 7 clearinghouses 

Security addressable 
implementation 
specifications: 

Almost every entity 
without a finding or 
observation met by 
fully implementing 

the addressable 
specification.  
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Overall Cause Analysis 

• For every finding and observation cited in the audit 
reports, audit identified a “Cause.” 

• Most common across all entities: entity unaware of the 
requirement. 
• in 30%  (289 of 980 findings and observations) 

• 39% (115 of 293) of Privacy 
• 27% (163 of 593) of Security 
• 12%  (11) of Breach Notification 

• Most of these related to elements of the Rules that explicitly 
state what a covered entity must do to comply. 

• Other causes noted included but not limited to: 
• Lack of application of sufficient resources 
• Incomplete implementation 
• Complete disregard 
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Cause Analysis – Top Elements 
Unaware of the Requirement 

Privacy 

• Notice of Privacy 
Practices; 

• Access of 
Individuals; 

• Minimum 
Necessary; and, 

• Authorizations. 

Security 

• Risk Analysis; 
• Media 

Movement and 
Disposal; and, 

• Audit Controls 
and Monitoring. 
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Next Steps for OCR 

Formal Program Evaluation  2013 

Internal analysis for follow up and next steps 
• Creation of technical assistance based on results 
• Determine where entity follow up is appropriate 
• Identify leading practices 

Revise Protocol to reflect Omnibus Rule 

Ongoing program design and focus 
• Business Associates 
• Accreditation /Certification correlations? 
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 Health Information Privacy 

Education and Outreach Efforts 
 

December 2013 Metrics 
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Model Notices of Privacy Practices 
 
• Notice in the form of a 

booklet;  
• A layered notice that 

presents a summary of 
the information on the 
first page, followed by 
the full content on the 
following pages;  

• A notice with the design 
elements found in the 
booklet, but formatted 
for full page 
presentation.  

• A text only version of the 
notice. 
 

http://www.hhs.gov/ocr/privacy/hipaa/modelnotices.html 
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New HIPAA Privacy Rule 
Blue Card for  

Law Enforcement 

• Developed in cooperation with the HHS Office of 
Assistant Secretary for Preparedness and Response 
and the Federal Bureau of Investigation  
 

• Provides a basic description of the HIPAA Privacy Rule 
and identifies entities that are and are not required to 
comply.   
 

• Outlines several disclosure permissions that allow the 
disclosure of health information to law enforcement in 
common law enforcement situations 
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AIDS.gov/privacy Highlights 
• 27,435 unique visitors to AIDS.gov/privacy  

– May 20 – Sept 30 
• September highlights: 

– 6,919 unique visitors 
– 49% traffic from digital ads, adam4adam 91% of referrals 
– 49% Mobile 
– 81% only visit aids.gov/privacy 
– Average view time 4 minutes, 43 seconds > Average for all 

AIDS.gov pages is 2:44 
 

December 4, 2013 | page 17 

http://aids.gov/
http://aids.gov/privacy


Outdoor & Transit 

Outdoor impressions of 3,532,622 
Online impressions of 19,362,659 

Transit 8,514,168 
Print 4,345,800 (readers) 
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Community Outreach 
Attendance at the Pride events  

 
Oakland 50,000 
Atlanta 40,000 
Washington DC 20,000  
Chicago 12,000 
NYC 10,000 
US Conference on AIDS - New Orleans 3,000 
 
Total 135,000 estimated attendees 
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OCR’s YouTube Videos 

Your New Rights Under HIPAA 
264,157  Views  

Your Health Information, Your Rights 
113,307  Views  

The Right to Access Your Health Information 
84,421 Views 

EHRs: Privacy and Security 
5,300 Views 

Explaining the Notice of Privacy Practices 
124,705 Views 

The HIPAA Omnibus Rule 
269,989  Views  

Su Informacion de Salud,  
Sus Derechos 
503,831 Views 

Treatment, Payment and Health 
Care Operations 
77,811 Views 

Communicating with Friends 
And Family 
97,247 Views 

HIPAA Security Rule 
290,615 Views 

Visit us at http://www.youtube.com/USGovHHSOCR 

TOTAL VIEWS FROM FEBRUARY 16 2012  -  DECEMBER 3, 2013:   1,831,383  
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New Tools for Consumers 
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Protecting Patients Rights:  
New OCR Resource Center at 

Medscape.org 
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Video Programs 
module imbedded into 
page for dynamic 
interest 

OCR Educational Links,
Including Mobile Device
Content 

HIPAA/OCR Poll Question 
Updated Quarterly 

http://www.medscape.org/sites/advances/patients-rights 

http://www.staging.medscape.org/sites/advances/patients-rights
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Understanding the Basics of Risk Analysis 
and Risk Management 

Posting Date: 9/13/13 
 

• 7,951 Total Learners 
• 17,730 Total Page views 
• 4,746  MD Learners 
• 1,541 Nurse Learners 
• 124 Pharmacist Learners 
• 227 Phys Assistants 
• 1,313 (Other HCP’s) 
• 1,957  MD Test Takers  
• 971.50 Credits 

 

http://www.medscape.org/viewarticle/810563 

http://www.medscape.org/viewarticle/810563


Your Mobile Device and Health Information 
Privacy and Security 

 
Posting Date: 9/13/13 

 
• 8,285 Total Learners 
• 16,980 Total Page View
• 4,700 MD Learners 
• 1,945 Nurse Learners 
• 174 Pharmacist Learner
• 276 Phys Assistants 
• 1,190 (Other HCP’s) 
• 1,934 MD Test Takers  
• 477.75 Credits 

 

s 

s 

 
 

 

 
 http://www.medscape.org/viewarticle/810568 
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Patient Privacy: A Guide for Providers 

 
Posting Date: 4/26/13 
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• 20,560 Total Learners 
• 37,469 Total Page View
• 6,426 MD Learners 
• 5,041 Nurse Learners 
• 403 Pharmacist Learne
• 647 Phys Assistants 
• 8,043 (Other HCP’s) 
• 3,518 MD Test Takers  
• 1741.75 Credits 

 

s 

rs 

http://www.medscape.org/viewarticle/781892?src=ocr 

http://www.medscape.org/viewarticle/781892?src=ocr


HIPAA and You: Building a  
Culture of Compliance 

CME Released: 06/29/2012; 
Reviewed and Renewed: 
06/28/2013; Valid for credit 
through 06/28/2014 
• 8,503 Total Learners 
• 16,476 Total Page Views 
• 1,193MD Learners 
• 2,274 Nurse Learners 
• 140 Pharmacist Learners 
• 139 Phys Assistants 
• 4,757 (Other HCP’s) 
• 598 MD Test Takers  
• 295.50 Credits 

 
 
* Report reflects 6/28/13 to 
10/20/13 

http://www.medscape.org/viewarticle/762170?src=cmsocr 
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Examining Compliance with the  
HIPAA Privacy Rule 

CME Released: 
06/27/2012; Reviewed 
and Renewed: 
06/27/2013; Valid for 
credit through 
06/27/2014 
• 7,658 Total Learners 
• 20,182 Total Page 

Views 
• 1209  MD Learners 
• 1,888 Nurse Learners 
• 146 Pharmacist 

Learners 
• 118 Phys Assistants 
• 4,297 (Other HCP’s) 
• 681 MD Test Takers  
• 336.75 Credits 

 
 
* Report reflects 
6/27/13 to 10/20/13 

 
http://www.medscape.org/viewarticle/763251?src=cmsocr 
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