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API Task Force Membership 4

Health IT Joint Committee Collaboration

A Joint Policy and Standards Public Adwisory Body on Health
Information Technology to the National Coordinator for Health IT

The objective of this membership mix is to have a small, diverse and nimble group of
stakeholders to bring forth legitimate concerns re: APIs from multiple perspectives.

Member _____| Organization _Role

Josh Mandel Harvard Medical School Co-Chair
Meg Marshall Cerner Co-Chair
Leslie Kelly Hall Healthwise Member
Robert Jarrin Qualcomm Incorporated Member
Rajiv Kumar Stanford University School of Medicine Member
Richard Loomis Practice Fusion Member
Aaron Miri Walnut Hill Medical Center Member
Drew Schiller Validic Member
Aaron Seib National Association for Trusted Exchange Member
David Yakimischak Surescripts Member
Ivor Horn Seattle Children's Member
Federal Ex Officio

Linda Sanches, Office for Civil Rights- Health and Human Services

ONC Staff

Jeremy Maxwell
Rose-Marie Nsahlai, Staff Lead
Maya Uppaluru
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Application Programming Interface (APl) — a technology
that allows one software program to access the
services provided by another software program

 |nits 2015 Edition CEHRT rule, ONC has included
certification criteria for fully functioning APIs to support
patient access to health data via view, download, and
transmit (VDT).

* However, in discussing this concept in the proposed rule
with our FACAs, many members expressed concerns
about privacy compliance and security of APIs.

Therefore, the API Task Force was created to...
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* |dentify perceived security concerns and real security risks that are
barriers to the widespread adoption of open APIs in healthcare.

— For risks identified as real, identify those that are not already planned
to be addressed in the Interoperability Roadmap (for example, identity
proofing and authentication are not unique to APIs);

* Identify perceived privacy concerns and real privacy risks that are
barriers to the widespread adoption of open APIs in healthcare.

— For risks identified as real, identify those that are not already planned
to be addressed in the Interoperability Roadmap (for example,
harmonizing state law and misunderstanding of HIPAA);

* Identify priority recommendations for ONC that will help enable
consumers to leverage API technology to access patient data, while
ensuring the appropriate level of privacy and security protection.
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 ONC established new 2015 Edition criterion at § 170.315(g)(7) that
requires health IT to demonstrate it can provide a Consumer-facing
application access to the Common Clinical Data Set via an application
programming interface (API)

* At this time the Certification Criteria only requires Read-only APIs

e Certification criterion is split into three separate certification criteria
with each individual criterion focused on specific functionality to
enable modularity and flexibility in certification

* The three certification criteria will be adopted at §170.315(g)(7),
(g)(8), and (g)(9):

— (g)(7) Application access—patient selection
— (g)(8) Application access—data category request
— (g)(9) Application access—all data request

https://www.federalregister.gov/articles/2015/10/16/2015-25597/2015-edition-health-information-technology-health-it-certification-
criteria-2015-edition-base#h-75


https://www.federalregister.gov/articles/2015/10/16/2015-25597/2015-edition-health-information-technology-health-it-certification-criteria-2015-edition-base#h-75
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* To be certified for the “API” criteria, three privacy and security
criterion must also be met:

— Section 170.315(d)(1) “authentication, access control, and

authorization;”
— Section 170.315(d)(9) “trusted connection;” and

— Section 170.315(d)(10) “auditing actions on health information”

or § 170.315(d)(2) “auditable events and tamper resistance.”

https://www.federalregister.gov/articles/2015/10/16/2015-25597/2015-edition-health-information-technology-health-it-
certification-criteria-2015-edition-base#th-75
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 The intention is to encourage dynamic registration and strongly
believe that registration should not be used as a means to block
information sharing via APIs.!

— Dynamic registration is that applications should NOT be required to
pre-register (or be approved in advance) with the provider or their
Health IT Module developer before being allowed to access the API.

e This is supported by the CMS Meaningful Use Stage 3 Final Rule

— “Providers may not prohibit patients from using any application,
including third-party applications, which meet the technical
specifications of the API, including the security requirements of the
AP|. 2

1. https://www.federalregister.gov/articles/2015/10/16/2015-25597/2015-edition-health-information-
technology-health-it-certification-criteria-2015-edition-base#h-102

2. https://www.federalregister.gov/articles/2015/10/16/2015-25595/medicare-and-medicaid-programs-
electronic-health-record-incentive-program-stage-3-and-modifications


https://www.federalregister.gov/articles/2015/10/16/2015-25597/2015-edition-health-information-technology-health-it-certification-criteria-2015-edition-base#h-10
https://www.federalregister.gov/articles/2015/10/16/2015-25595/medicare-and-medicaid-programs-electronic-health-record-incentive-program-stage-3-and-modifications
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* CMS included 2 objective in the Meaningful Use Stage 3 Final Rule !, that references
the use of APIs:
— Obijective 5: Patient Electronic Access to Health Information?
— Obijective 6: Coordination of Care Through Patient Engagement3

 CMS reiterates in these objectives that there are four basic actions that a
patient (or patient-authorized representative) should be able to take:
— View their health information;
— Download their health information;
— Transmit their health information to a third party; and
— Access their health information through an API
* CMS believes that these actions may be supported by a wide range of system
solutions, which may overlap in terms of the software function used to do an action

or multiple actions, including facilitating provider-to-provider exchange as well as
patient access

 CMS proposed for the Patient Electronic Access objective to allow providers to
enable API functionality in accordance with the proposed ONC requirements in the
2015 Edition proposed rule



Out of Scope Issues 4

Health IT Joint Committee Collab;ration

A Joint Policy and Standards Public Adwisory Body on Health
Information Technology to the National Coordinator for Health IT

 Terms of Use

* Licensing Requirements
e Policy Formulation

* Fee Structures

e Certifying Authorities
 Formulation of Standards

* Electronic documentation of consents required
by law or policy

* |ssues unique to write-APls
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e 7 Meetings Held
— Workplan extended

* Virtual Hearings
* OCR Presentation

* Use Case Definition/Team Assignments
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e Virtual hearings for the Joint APl Privacy and Security Task
Force were held on January 26t and 28th, 2016

* Panelists were represented from across both non-healthcare
and healthcare industries

* Written testimonies have been gathered
* Public comments have been gathered

* Analysis has been conducted to summarize common themes
captured across the two days of testimony and discussion

10
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January 26t January 28th

Panel 1- Panel 2- Panel 3- Healthcare | Panel 4- Panel 5- Consumer
Consumer Tech1l | Consumer Tech2 | Delivery Health IT Advocates
Vendors
David Wollman, Alisoun Moore- Stanley Huff, MD- John Moehrke- | Adrian Gropper,
PhD- NIST LexisNexis Intermountain GE Healthcare MD- Patient Privacy
Rights (PPR)
Stephan Somogyi- | Evan Cooke, PhD- | Paul Matthews- Ted LeSueur- Mark Savage-

IBM

Google US Digital Service | Oregon Community | McKesson National Partnership
Health Information for Women &
Network (OCHIN) Families (NPWF)
David Ting- David Berlind- Sean Kelly, MD- Chris Bradley- Steven Keating-
Imprivata Programmable Imprivata Mana Health Patient
Web Advocate/Consumer
Greg Brail- Apigee | Marc Chanliau- Tim McKay, PhD- James Lloyd-
Oracle Kaiser Permanente | Redox Engine
Eve Maler- Shue-Jane Brian Lucas-Aetna
ForgeRock Thompson, PhD-

Gray Brooks- GSA

11
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* API Resources can regulate how, when, and who uses the API

* APIs provide a well-documented, popular way for organizations to share access to
data and services with third parties, while maintaining strict security controls.

— Clear and concise documentation is important for open standard APIs

* APlis extremely precise and allows the opportunity for all the right levels of access
and security, e.g. data granularity

e Technical solutions exist for technical problems
* Need consensus best practices to help secure the API
* Business & legal considerations may remain.

— Does it matter if the discloser “owns” the PHI or not?

— Provider liability and accountability for data usage and breach, even though OCR/ONC
Fact sheets say a discloser is not liable for what a receiver does with data so long as the
discloser discloses the data properly.

12
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* More Access, More Patient Control, More Engagement

v A panelist indicated access to his data helped save his own life,
and asked “why can’t patients have access to more of their own
data?”

* Choices should be given to patient, and patients are smart enough
to make privacy & security choices that are right for them.

e Systems should account for diverse consumers:
— some want personally to control every decision;

— some want health information to move where it needs to go without
them having to manage that process.

 Transparent data practices are important for consumers
* Role of HIPAA in protecting consumer vs. protections outside HIPAA

13
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e Support for Open Standards-based APIs.
* Who do you trust? How do you know that person is accessing your
system?
— Need to verify identity of person accessing system, even through an
app.
— Need to verify that the app is operating on behalf of a verified person

— Who is accessing and which apps are in use varies by role
» Patient/individual/caregiver
* Provider
e Information systems administrator

 Long term, protections will be in place to allow for varying levels of
access.

* Business and legal issues.

14
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Generic Use Case / User Flow for Patient-selected App

App Developer builds an app that can benefit from patient data. App Developer builds support for an
APl-based connection to EHR data, and registers App with Hospital A (or its EHR). Patient reviews App's
data use and privacy policies (and features) and decides to connect App to her EHR data in Hospital A.
Patient signs into Hospital A's portal, and Hospital A shows an approval screen. Patient agrees to share
(some of) her EHR data for some duration of time with App, and Hospital A records this decision.
Hospital A's portal sends Patient back to App, and App gets a unique, time- and scope-limited access
token for this patient. App can use the token to access Patient's EHR data in keeping with the patient’s
approval.

Variants on Use Case

Personally-Controlled Health Record. For example, HealthVault. A site that stores information on a
patient’s behalf and makes it easily available.

Personal health app. For example, a tool to manage diabetes. This app could be discovered and selected
by the patient, or recommended by a provider.

Patient-authored app. For example, a homemade tool to improve care coordination or plot lab results.

Rogue app. For example, an app specifically designed from the ground up to steal data from a patient for
- financial gain. Or a "good" app that has been hacked.
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March 10 Joint Committee Meeting * Present themes at Joint HITSC and HITPC
Tuesday, March 22 10:30am-

12:00pm ET API Task Force Call

E{Ironday, March 28, 10:30am-12:00pm . AP| Task Force Call

Tuesday, April 12 10:30am-12:00pm ET « API Task Force Call

April 19 Joint Committee Meeting * Present draft recommendations

Tuesday, April 26, 10:30am-12:00pm ET « API Task Force Call

May 4/5 Committee Meetings * Present final recommendations to HITSC and HITPC

16



	API Task Force 
	API Task Force Membership 
	Application Programming Interface (API) 
	Task Force Charge and Questions 
	2015 Health IT Certification Criteria –  API Access  
	2015 Health IT Certification Criteria –  3rd Party Application Registration 
	CMS Meaningful Use Stage 3 Final Rule 
	Out of Scope Issues 
	API TF Status 
	Virtual Hearings 
	Virtual Hearing Panelists 
	API TF testimony  - Important Facts Shared on APIs 
	API TF testimony – Consumer Perspective 
	API TF testimony – Healthcare Organizations 
	Generic Use Case/User Flow 
	Workplan 



<<

  /ASCII85EncodePages false

  /AllowPSXObjects true

  /AllowTransparency false

  /AlwaysEmbed [

    true

  ]

  /AntiAliasColorImages false

  /AntiAliasGrayImages false

  /AntiAliasMonoImages false

  /AutoFilterColorImages true

  /AutoFilterGrayImages true

  /AutoPositionEPSFiles true

  /AutoRotatePages /All

  /Binding /Left

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /CalGrayProfile (Gray Gamma 2.2)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CheckCompliance [

    /None

  ]

  /ColorACSImageDict <<

    /HSamples [

      2

      1

      1

      2

    ]

    /QFactor 0.76000

    /VSamples [

      2

      1

      1

      2

    ]

  >>

  /ColorConversionStrategy /sRGB

  /ColorImageAutoFilterStrategy /JPEG

  /ColorImageDepth -1

  /ColorImageDict <<

    /HSamples [

      2

      1

      1

      2

    ]

    /QFactor 0.76000

    /VSamples [

      2

      1

      1

      2

    ]

  >>

  /ColorImageDownsampleThreshold 1.50000

  /ColorImageDownsampleType /Average

  /ColorImageFilter /DCTEncode

  /ColorImageMinDownsampleDepth 1

  /ColorImageMinResolution 150

  /ColorImageMinResolutionPolicy /OK

  /ColorImageResolution 300

  /ColorSettingsFile ()

  /CompatibilityLevel 1.6

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /CreateJDFFile false

  /CreateJobTicket false

  /CropColorImages false

  /CropGrayImages false

  /CropMonoImages false

  /DSCReportingLevel 0

  /DefaultRenderingIntent /Default

  /Description <<





    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)

    /ESP <>

    /ETI <>

    /FRA <>







    /HUN <>

    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)

    /JPN <>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>





    /SKY <>



    /SUO <>

    /SVE <>

    /TUR <>



  >>

  /DetectBlends true

  /DetectCurves 0.10000

  /DoThumbnails false

  /DownsampleColorImages true

  /DownsampleGrayImages true

  /DownsampleMonoImages true

  /EmbedAllFonts true

  /EmbedJobOptions true

  /EmbedOpenType false

  /EmitDSCWarnings false

  /EncodeColorImages true

  /EncodeGrayImages true

  /EncodeMonoImages true

  /EndPage -1

  /GrayACSImageDict <<

    /HSamples [

      2

      1

      1

      2

    ]

    /QFactor 0.76000

    /VSamples [

      2

      1

      1

      2

    ]

  >>

  /GrayImageAutoFilterStrategy /JPEG

  /GrayImageDepth -1

  /GrayImageDict <<

    /HSamples [

      2

      1

      1

      2

    ]

    /QFactor 0.76000

    /VSamples [

      2

      1

      1

      2

    ]

  >>

  /GrayImageDownsampleThreshold 1.50000

  /GrayImageDownsampleType /Average

  /GrayImageFilter /DCTEncode

  /GrayImageMinDownsampleDepth 2

  /GrayImageMinResolution 150

  /GrayImageMinResolutionPolicy /OK

  /GrayImageResolution 300

  /ImageMemory 1048576

  /JPEG2000ColorACSImageDict <<

    /Quality 15

    /TileHeight 256

    /TileWidth 256

  >>

  /JPEG2000ColorImageDict <<

    /Quality 15

    /TileHeight 256

    /TileWidth 256

  >>

  /JPEG2000GrayACSImageDict <<

    /Quality 15

    /TileHeight 256

    /TileWidth 256

  >>

  /JPEG2000GrayImageDict <<

    /Quality 15

    /TileHeight 256

    /TileWidth 256

  >>

  /LockDistillerParams false

  /MaxSubsetPct 100

  /MonoImageDepth -1

  /MonoImageDict <<

    /K -1

  >>

  /MonoImageDownsampleThreshold 1.50000

  /MonoImageDownsampleType /Average

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /MonoImageResolution 1200

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /NeverEmbed [

    true

  ]

  /OPM 1

  /Optimize true

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting true

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AllowImageBreaks true

      /AllowTableBreaks true

      /ExpandPage false

      /HonorBaseURL true

      /HonorRolloverEffect false

      /IgnoreHTMLPageBreaks false

      /IncludeHeaderFooter false

      /MarginOffset [

        0

        0

        0

        0

      ]

      /MetadataAuthor ()

      /MetadataKeywords ()

      /MetadataSubject ()

      /MetadataTitle ()

      /MetricPageSize [

        0

        0

      ]

      /MetricUnit /inch

      /MobileCompatible 0

      /Namespace [

        (Adobe)

        (GoLive)

        (8.0)

      ]

      /OpenZoomToHTMLFontSize false

      /PageOrientation /Portrait

      /RemoveBackground false

      /ShrinkContent true

      /TreatColorsAs /MainMonitorColors

      /UseEmbeddedProfiles false

      /UseHTMLTitleAsMetadata true

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /BleedOffset [

        0

        0

        0

        0

      ]

      /ConvertColors /ConvertToRGB

      /DestinationProfileName (U.S. Web Coated \050SWOP\051 v2)

      /DestinationProfileSelector /UseName

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements true

      /GenerateStructure true

      /IncludeBookmarks true

      /IncludeHyperlinks true

      /IncludeInteractive true

      /IncludeLayers false

      /IncludeProfiles true

      /MarksOffset 6

      /MarksWeight 0.25000

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /UseName

      /PageMarksFile /RomanDefault

      /PreserveEditing true

      /UntaggedCMYKHandling /UseDocumentProfile

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXBleedBoxToTrimBoxOffset [

    0

    0

    0

    0

  ]

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXOutputCondition ()

  /PDFXOutputConditionIdentifier (CGATS TR 001)

  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)

  /PDFXRegistryName (http://www.color.org)

  /PDFXSetBleedBoxToMediaBox true

  /PDFXTrapped /False

  /PDFXTrimBoxToMediaBoxOffset [

    0

    0

    0

    0

  ]

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /ParseICCProfilesInComments true

  /PassThroughJPEGImages true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo false

  /PreserveFlatness false

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Remove

  /UsePrologue false

  /sRGBProfile (sRGB IEC61966-2.1)

>> setdistillerparams

<<

  /HWResolution [600 600]

  /PageSize [612.000 792.000]

>> setpagedevice



