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DEPARTMENT OF HEALTH AND HUMAN SERVICES

Office of the Secretary

45 CFR Parts 170 and 171 RIN 0955-AA01

215t Century Cures Act: Interoperability, Information Blocking, and the ONC Health IT
Certification Program

AGENCY': Office of the National Coordinator for Health Information Technology (ONC),
Department of Health and Human Services (HHS).

ACTION: Final rule.

SUMMARY: : This final rule implements certain provisions of the 21% Century Cures Act,
including Conditions and Maintenance of Certification requirements for health information
technology (health IT) developers under the ONC Health IT Certification Program (Program),
the voluntary certification of health IT for use by pediatric health care providers, and reasonable
and necessary activities that do not constitute information blocking. The implementation of these
provisions will advance interoperability and support the access, exchange, and use of electronic
health information. The rule also finalizes certain modifications to the 2015 Edition health IT
certification criteria and Program in additional ways to advance interoperability, enhance health
IT certification, and reduce burden and costs.

DATES:

Effective Date: This final rule is effective on [insert 60 days after the date of publication in the

Federal Register].
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Incorporation by reference: The incorporation by reference of certain publications listed in the
rule was approved by the Director of the Federal Register as of [insert date 60 days after date
of publication in the Federal Register].

Compliance Date: Compliance with 88 170.401, 170.402(a)(1), and 45 CFR part 171 is required
by [INSERT DATE — 6 MONTHS AFTER PUBLICATION IN THE FEDERAL REGISTER].
FOR FURTHER INFORMATION CONTACT: Michael Lipinski, Office of Policy, Office of

the National Coordinator for Health Information Technology, 202-690-7151.
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Regulation Text

I. Executive Summary
A. Purpose of Regulatory Action

ONC is responsible for the implementation of key provisions in Title IV of the 21st
Century Cures Act (Cures Act) that are designed to advance interoperability; support the access,
exchange, and use of electronic health information (EHI); and address occurrences of

information blocking. This final rule implements certain provisions of the Cures Act, including
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Conditions and Maintenance of Certification requirements for health information technology
(health IT) developers, the voluntary certification of health IT for use by pediatric health
providers, and reasonable and necessary activities that do not constitute information blocking.
The final rule also implements parts of section 4006(a) of the Cures Act to support patients’
access to their EHI in a form convenient for patients, such as making a patient’s EHI more
electronically accessible through the adoption of standards and certification criteria and the
implementation of information blocking policies that support patient electronic access to their
health information at no cost. Additionally, the final rule modifies the 2015 Edition health IT
certification criteria and ONC Health IT Certification Program (Program) in other ways to
advance interoperability, enhance health IT certification, and reduce burden and costs.

In addition to fulfilling the Cures Act’s requirements, the final rule contributes to
fulfilling Executive Order (EO) 13813. The President issued EO 13813 on October 12, 2017, to
promote health care choice and competition across the United States. Section 1(c) of the EO, in
relevant part, states that government rules affecting the United States health care system should
re-inject competition into health care markets by lowering barriers to entry and preventing
abuses of market power. Section 1(c) also states that government rules should improve access to
and the quality of information that Americans need to make informed health care decisions. For
example, as mentioned above, the final rule establishes application programming interface (API)
requirements, including for patients’ access to their health information without special effort.
The API approach also supports health care providers’ independence to choose the “provider-
facing” third-party services they want to use to interact with the certified API technology they

have acquired. In addition, the final rule provides the Secretary of Health and Human Services’
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(Secretary) interpretation of the information blocking definition as established in the Cures Act
and the application of the information blocking provision by identifying reasonable and
necessary activities that would not constitute information blocking. Many of these activities
focus on improving patient and health care provider access to EHI and promoting competition.
B. Summary of Major Provisions and Clarifications

1. Deregulatory Actions for Previous Rulemakings

Since the inception of the Program, we have aimed to implement and administer the
Program in the least burdensome manner that supports our policy goals. Throughout the years,
we have worked to improve the Program with a focus on ways to reduce burden, offer flexibility
to both developers and providers, and support innovation. This approach has been consistent
with the principles of EO 13563 on Improving Regulation and Regulatory Review (February 2,
2011), which instructs agencies to “periodically review its existing significant regulations and
determine whether any such regulations should be modified, streamlined, expanded, or repealed
so as to make the agency’s regulatory program more effective or less burdensome in achieving
the regulatory objectives.” To that end, we have historically, where feasible and appropriate,
taken measures to reduce burden within the Program and make the Program more effective,
flexible, and streamlined.

We reviewed and evaluated existing regulations and identified ways to administratively
reduce burden and implement deregulatory actions through guidance. In this final rule, we have
finalized new deregulatory actions that will reduce burden for health IT developers, providers,
and other stakeholders. We have finalized five deregulatory actions in section I11.B: (1) removal

of a requirement to conduct randomized surveillance on a set percentage of certified products,
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allowing ONC-Authorized Certification Bodies (ONC-ACBs) more flexibility to identify the
right approach for surveillance actions; (2) removal of the 2014 Edition from the Code of Federal
Regulations (CFR); (3) removal of the ONC-Approved Accreditor (ONC-AA) from the
Program; (4) removal of certain 2015 Edition certification criteria; and (5) removal of certain
Program requirements. We have not finalized a sixth deregulatory action we proposed, related to
recognition of the Food and Drug Administration (FDA) Software Precertification Program, as
comments and the early stage of development of the FDA program indicate finalization would be
premature at this time.

2. Updates to the 2015 Edition Certification Criteria

This final rule updates the 2015 Edition to remove several certification criteria. It also
updates some certification criteria to reflect standard and implementation specification updates.
In consideration of public comments, the final rule adds only two new technical certification
criteria and two new attestation-structured privacy and security certification criteria.

a. Adoption of the United States Core Data for Interoperability (USCDI) as a
Standard

We noted in the Proposed Rule that, as part of continued efforts to ensure the availability
of a minimum baseline of data classes that could be commonly available for interoperable
exchange, ONC adopted the 2015 Edition “Common Clinical Data Set” (CCDS) definition and
used the CCDS shorthand in several certification criteria. However, the CCDS definition also
began to be used colloquially for many different purposes. As the CCDS definition’s relevance
grew outside of its regulatory context, it was often viewed as a ceiling to the industry’s collective

data set for access, exchange, and use. In addition, we noted in the NPRM that as we continue to
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move toward value-based care, the inclusion of additional data classes beyond the CCDS would
be necessary. In order to advance interoperability, we proposed to remove the CCDS definition
and its references from the 2015 Edition and replace it with the “United States Core Data for
Interoperability” (USCDI). We proposed to adopt the USCDI as a standard, naming USCDI
Version 1 (USCDI v1) in § 170.213 and incorporating it by reference in § 170.299. The USCDI
standard would establish a set of data classes and constituent data elements required to support
interoperability nationwide. To achieve the goals set forth in the Cures Act, we indicated that we
intended to establish and follow a predictable, transparent, and collaborative process to expand
the USCDI, including providing stakeholders with the opportunity to comment on the USCDI’s
expansion. We also noted that once the USCDI is adopted by the Secretary in regulation, health
IT developers would be allowed to take advantage of a new proposed flexibility we called the
“Standards Version Advancement Process” (SVAP) (see 84 FR 7497 through 7500, see also
section VI11.B.5 of this final rule). In order to advance interoperability, we have finalized the
adoption of the USCDI standard. Because the USCDI is adopted as a standard and the SVAP is
finalized, the SVAP will allow a developer to voluntarily have their products certified to newer,
National Coordinator approved versions of the USCDI in the future without waiting for
rulemaking to update the version of the USCDI listed in the regulations.
b. Electronic Prescribing
We have finalized an update to the electronic prescribing National Council for

Prescription Drug Programs (NCPDP) SCRIPT standard in 45 CFR 170.205(b) from NCPDP

1 https://www.healthit.gov/uscdi
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SCRIPT standard version 10.6 to NCPDP SCRIPT standard version 2017071 for the electronic
prescribing certification criterion (8§ 170.315(b)(3)). ONC and the Centers for Medicare &
Medicaid Services (CMS) have historically maintained aligned e-Rx and medication history
(MH) standards to ensure that the current standard for certification to the electronic prescribing
criterion supports use of the current Part D e-Rx and MH standards. This helps advance
alignment with CMS’ program standards.

In a final rule published April 16, 2018, CMS finalized its update of its Part D standards
to NCPDP SCRIPT standard version 2017071 for e-Rx and MH, effective January 1, 2020 (83
FR 16440). In addition to continuing to reference the transactions previously included in §
170.315(b)(3), and in keeping with CMS' final rule, we have adopted all of the additional
NCPDP SCRIPT standard version 2017071 transactions that CMS adopted in 42 CFR
423.160(b)(2)(iv). Furthermore, we have adopted the same electronic Prior Authorization (ePA)
request and response transactions supported by NCPDP SCRIPT standard 2017071 proposed by
CMS in the Medicare Program; Secure Electronic Prior Authorization for Medicare Part D
proposed rule (84 FR 28450). Some adopted transactions are required to demonstrate
conformance to the updated § 170.315(b)(3) criterion, while other transactions are optional.

c. Clinical Quality Measures — Report

In this final rule, we have removed the Health Level 7 (HL7®) Quality Reporting

Document Architecture (QRDA) standard requirements in the 2015 Edition “Clinical Quality

Measures — report” criterion in § 170.315(c)(3) and, in their place, required Health IT Modules to
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support the CMS QRDA Implementation Guide (1Gs).2 This will help reduce the burden for
health IT developers and remove certification requirements that do not support quality reporting
for CMS programs.

d. Electronic Health Information (EHI) Export

We proposed to adopt a new 2015 Edition certification criterion, referred to as “EHI
export” in § 170.315(b)(10) in the Proposed Rule. The criterion’s proposed conformance
requirements were intended to provide a means to export the entire EHI a certified health IT
product produced and electronically managed to support two contexts: (1) single patient EHI
export and (2) for patient EHI export when a health care provider is switching health IT systems.
The proposals did not require the exported data to be in a specific standardized format. Rather,
we proposed to require that such an export be in a computable, electronic format made available
via a publicly accessible hyperlink. We noted that this transparency would facilitate the
subsequent interpretation and use of the exported information.

We have finalized the criterion with modifications in response to public comment. We
have refined the scope of data a Health IT Module certified to § 170.315(b)(10) must export, and
aligned the criterion to the definition of EHI we finalized in § 170.102 and § 171.102. The
finalized criterion requires a certified Health IT Module to electronically export all of the EHI, as
defined in § 171.102, that can be stored at the time of certification by the product, of which the
Health IT Module is a part. We finalized the 2015 Edition Cures Update “EHI export” criterion

in 8 170.315(b)(10) but did not finalize its inclusion in the 2015 Edition Base Electronic Health

2 https://ecqi.healthit.gov/qrda-quality-reporting-document-architecture

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly from
the published document if minor editorial changes have been made during the OFR review process and in the total
number of pages due to the removal of this notice. The document published in the Federal Register is the official
HHS-approved document.


https://ecqi.healthit.gov/qrda-quality-reporting-document-architecture

RIN 0955-AA01 Page 14 of 1244

Record (EHR) definition, as proposed. Our intention with this criterion, in combination with
other criteria set forth in this final rule, is to advance the interoperability of health IT as defined
in section 4003 the Cures Act, including the “complete access, exchange, and use of all
electronically accessible health information.”

e. Application Programming Interfaces (APIs)

We have adopted a new API certification criterion in § 170.315(g)(10) to replace the
“application access—data category request” certification criterion (§ 170.315(g)(8)), and added it
to the updated 2015 Edition Base EHR definition. This new “standardized API for patient and
population services” certification criterion focuses on supporting two types of API-enabled
services: (1) services for which a single patient's data is the focus and (2) services for which
multiple patients' data are the focus. The API certification criterion requires the use of the Health
Level 7 (HL7®) Fast Healthcare Interoperability Resources (FHIR®) standard Release 4 and
references several standards and implementation specifications adopted in § 170.213 and
§ 170.215 to support standardization and interoperability. This certification criterion will align
industry efforts around FHIR Release 4 and advance interoperability of APl-enabled “read”
services for single and multiple patients.

f. Privacy and Security Transparency Attestations

We have adopted two new privacy and security certification criteria requiring
transparency attestations from developers of certified health IT as part of the updated 2015
Edition privacy and security certification framework. The attestations will serve to identify
whether or not certified health IT supports encrypting authentication credentials and/or multi-

factor authentication (MFA). While these criteria provide increased transparency, they do not
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require new development or implementation to take place. As part of ONC’s ongoing
commitment to advance transparency about certified health IT products, ONC will list the
developers’ attestation responses on the Certified Health IT Product List (CHPL).
g. Security Tags and Consent Management

In the 2015 Edition final rule (80 FR 62646, Oct. 16, 2015), we adopted two “data
segmentation for privacy” (DS4P) certification criteria, one for creating a summary record
according to the DS4P standard (8 170.315(b)(7)) and one for receiving a summary record
according to the DS4P standard (8§ 170.315(b)(8)). Certification to these 2015 Edition DS4P
criteria only required security tagging of Consolidated-Clinical Document Architecture (C-CDA)
documents at the document level. As noted in the 2015 Edition final rule (80 FR 62646),
certification to these criteria is not linked to meeting the Certified EHR Technology definition
(CEHRT) used in CMS programs.

Since the 2015 Edition final rule, the health care industry has engaged in additional field
testing and implementation of the DS4P standard. Stakeholders also shared with ONC—through
public forums, listening sessions, and correspondence—that only tagging C-CDA documents at
the document level did not permit providers the flexibility to address more complex use cases for
representing patient privacy preferences. Based on public comment, in this final rule, we have
changed the names of the two current 2015 Edition DS4P criteria to Security tags — Summary of
Care (send) and Security tags — Summary of Care (receive). We also updated the requirements
for these criteria to support security tagging at the document, section, and entry levels. This
change better reflects the purpose of these criteria and enables adopters to support a more

granular approach to security tagging clinical documents for exchange.
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In finalizing this more granular approach for security tagging Consolidated Clinical
Document Architecture (C-CDA) documents, we note that we do not specify rules or
requirements for the disposition of tagged data or any requirements on health care providers
related to data segmentation for privacy. The use cases for which health IT certified to these
criteria might be implemented would be driven by other applicable federal, state, local, or tribal
law and are outside the scope of the certification criteria. We recognize that the tagging of
documents is not a fully automated segmentation of the record but rather a first, technological
step or tool to support health IT developers implementing technology solutions for health care
providers to replace burdensome manual processes for tagging sensitive information.

We also proposed to adopt a new 2015 Edition certification criterion, “consent
management for APIs” in § 170.315(g)(11), to support data segmentation and consent
management through an API in accordance with the Consent Implementation Guide (IG).
However, in response to comments, we have chosen not to finalize our proposal for this criterion
at this time.

3. Modifications to the ONC Health IT Certification Program

In this final rule, we have finalized corrections to the 2015 Edition privacy and security
certification framework (80 FR 62705) and relevant regulatory provisions. We also have finalized
corrections to the relevant current Certification Companion Guides (CCGs). We have adopted new
and revised Principles of Proper Conduct (PoPC) for ONC-ACBs. We have finalized clarification
that the records retention provision includes the “life of the edition” as well as three years after the
retirement of an edition related to the certification of Complete EHRs and Health IT Modules. We

also have finalized revisions to the PoPC in §170.523(h) to clarify the basis for certification,
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including to permit a certification decision to be based on an evaluation conducted by the ONC-
ACB for Health IT Modules’ compliance with certification criteria by use of conformity methods
approved by the National Coordinator for Health Information Technology (National Coordinator).
We also have finalized the addition of § 170.523(r) to require ONC-ACBs to accept test results
from any ONC-Authorized Testing Laboratory (ONC-ATL) in good standing under the Program
and compliant with the ISO/IEC 17025 accreditation requirements consistent with the requirements
set forth in § 170.520(b)(3) and § 170.524(a). We believe these new and revised PoPC provide
necessary clarifications for ONC-ACBs and promote stability among the ONC-ACBs. We also
have finalized the update of § 170.523(Kk) to broaden the requirements beyond just the Medicare
and Medicaid EHR Incentive Programs (now renamed the Promoting Interoperability (PI)
Programs and referenced as such hereafter) and provided other necessary clarifications.

We have finalized a revised POPC for ONC-ATLs. The finalized revision clarifies that the
records retention provision includes the “life of the edition” as well as three years after the
retirement of an edition related to the certification of Complete EHRs and Health IT Modules.

4. Health IT for the Care Continuum

Section 4001(b) of the Cures Act includes two provisions related to supporting health 1T
across the care continuum. The first instructs the National Coordinator to encourage, keep, or
recognize through existing authorities the voluntary certification of health IT for use in medical
specialties and sites of service where more technological advancement or integration is needed.
The second outlines a provision related to the voluntary certification of health IT for use by
pediatric health providers to support the health care of children. These provisions align closely

with our core purpose to promote interoperability and to support care coordination, patient
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engagement, and health care quality improvement initiatives. Advancing health IT that promotes
and supports patient care when and where it is needed continues to be a primary goal of the
Program. This means health IT should support patient populations, specialized care, transitions
of care, and practice settings across the care continuum.

We have explored how we might work with the health IT industry and with specialty
organizations to collaboratively develop and promote health IT that supports medical specialties
and sites of service. Over time, we have taken steps to make the Program modular, more open
and accessible to different types of health IT, and better able to advance functionality that is
generally applicable to a variety of care and practice settings. We considered a wide range of
factors specific to the provisions in the Cures Act to support providers of health care for children.
These include: the evolution of health IT across the care continuum, the costs and benefits
associated with health IT, the potential regulatory burden and compliance timelines, and the need
to help advance health IT that benefits multiple medical specialties and sites of service involved
in the care of children. In consideration of these factors, and to advance implementation of
section 4001(b) of the Cures Act specific to pediatric care, we held a listening session where
stakeholders could share their clinical knowledge and technical expertise in pediatric care and
pediatric sites of service. Through the information learned at this listening session and our
analysis of the health IT landscape for pediatric settings, we identified existing 2015 Edition
criteria, as well as new or revised 2015 Edition criteria proposed in the Proposed Rule, that could
benefit providers of pediatric care and pediatric settings. In this final rule, we have identified the
already existing 2015 Edition certification criteria and the new or revised 2015 Edition criteria

adopted in this final rule that support the voluntary certification of health IT for pediatric care
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and pediatric settings. We also elaborate on our next steps to support pediatric care and pediatric
settings through the development, adoption, certification, and use of health IT, including the
continued support of a pediatrics health IT webpage on www.healthit.gov/pediatrics and the
future development of informational resources.

We also recognize the significance of the opioid epidemic confronting our nation and the
importance of helping to support the health IT needs of health care providers committed to
preventing inappropriate access to prescription opioids and to providing safe, appropriate
treatment. Therefore, we requested public comment on how our existing Program requirements
and the proposals in the Proposed Rule may support use cases related to Opioid Use Disorder
(OUD) prevention and treatment and if there were additional areas that we should consider for
effective implementation of health IT to help address OUD prevention and treatment. We
received over 100 comments in responses to this RFI, which we are actively reviewing.

5. Conditions and Maintenance of Certification Requirements

We have established in this final rule, certain Conditions and Maintenance of
Certification requirements for health IT developers based on the Conditions and Maintenance of
Certification requirements outlined in section 4002 of the Cures Act. The Program’s Conditions
and Maintenance of Certification requirements express initial requirements for health IT
developers and their certified Health IT Module(s) as well as ongoing requirements that must be
met by both health IT developers and their certified Health IT Module(s) under the Program. In
this regard, we have implemented the Cures Act Conditions of Certification requirements with
further specificity as it applies to the Program and implemented any accompanying Maintenance

of Certification requirements as standalone requirements to ensure that the Conditions of
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Certification requirements are not only met but continually being met through the Maintenance
of Certification requirements. In this rule, we capitalize “Conditions of Certification” and
“Maintenance of Certification” when referring to Conditions and Maintenance of Certification
requirements established for the Program under section 4002 of the Cures Act for ease of
reference and to distinguish from other conditions.

Information Blocking

Section 4002 of the Cures Act requires that a health IT developer, as a Condition and
Maintenance of Certification requirement under the Program, not take any action that constitutes
information blocking as defined in section 3022(a) of the Public Health Service Act (PHSA). We
have adopted the information blocking Condition of Certification requirement in § 170.401 as
proposed. As finalized, the Condition of Certification requirement prohibits any health IT
developer under the Program from taking any action that constitutes information blocking as
defined by section 3022(a) of the PHSA. We have also finalized that definition in § 171.103.

Assurances

Section 4002 of the Cures Act also requires that a health IT developer, as a Condition of
Certification requirement under the Program, provide assurances to the Secretary that, unless for
legitimate purpose(s) as specified by the Secretary, the developer will not take any action that
constitutes information blocking as defined in section 3022(a) of the PHSA or any other action
that may inhibit the appropriate exchange, access, and use of EHI. We have finalized our
proposed implementation of this provision through several Conditions of Certification and
accompanying Maintenance of Certification requirements, which are set forth in § 170.402. We

have also adopted more specific Conditions and Maintenance of Certification requirements,
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which are also set forth in § 170.402, for certified health IT developers to provide assurances to
the Secretary that it does not take any other action that may inhibit the appropriate exchange,
access, and use of EHI. These requirements serve to provide further clarity under the Program as
to how health IT developers must meet our requirements as promulgated under the Cures Act.

Communications

The Cures Act also requires as a Condition and Maintenance of Certification requirement
under the Program that health IT developers do not prohibit or restrict communications about
certain aspects of the performance of health IT and the developers’ related business practices.
We have finalized (in 8 170.403) provisions that permit developers to impose certain types of
limited prohibitions and restrictions that strike a balance between the need to promote open
communication about health 1T, and related developer business practices, with the need to
protect the legitimate business interests of health IT developers and others. The provisions
identify certain narrowly-defined types of communications, such as communications required by
law, made to a government agency, or made to a defined category of safety organization, which
will receive “unqualified protection” under our Program. Under this policy, developers will be
prohibited from imposing any prohibitions or restrictions on such protected communications.
Based on public comment received, we have also finalized provisions that allow health IT
developers certified under the Program to place limitations on certain types of communications,
including screenshots and video.

We have adopted Maintenance of Certification requirements proposed in 8 170.403(b)
with modifications. A health IT developer must not impose or enforce any contractual

requirement that contravenes the requirements of this Condition of Certification. Furthermore, if
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a health IT developer has contracts/agreements in existence that contravene the requirements of
this Condition of Certification, the developer must notify all affected customers, other persons,
or entities that the prohibition or restriction within the contract/agreement will not be enforced by
the health IT developer. In response to comments, we have finalized in § 170.403(b)(2)(ii) that
health IT developers are required to amend their contracts/agreements to remove or make void
such provisions only when the contracts/agreements are next modified for other purposes and not
within the proposed period of time from the effective date of this final rule.

Application Programming Interfaces (APIs)

As a Condition of Certification requirement in section 4002 of the Cures Act requires
health IT developers to publish APIs that allow “health information from such technology to be
accessed, exchanged, and used without special effort through the use of APIs or successor
technology or standards, as provided for under applicable law.” The Cures Act’s API Condition
of Certification requirement also states that a developer must, through an API, “provide access to
all data elements of a patient’s electronic health record to the extent permissible under applicable
privacy laws.” The Cures Act’s API Condition of Certification requirement in section 4002
includes several key phrases and requirements for health IT developers that go beyond the
technical functionality of the Health IT Modules they present for certification. This final rule
captures both the technical functionality and behaviors necessary to implement the Cures Act
API Condition of Certification requirement. Specifically, we have adopted new standards, new
implementation specifications, a new certification criterion, and have modified the Base EHR
definition. In addition, we have finalized detailed Condition and Maintenance of Certification

requirements for health IT developers.

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly from
the published document if minor editorial changes have been made during the OFR review process and in the total
number of pages due to the removal of this notice. The document published in the Federal Register is the official
HHS-approved document.



RIN 0955-AA01 Page 23 of 1244

Real World Testing

The Cures Act also added a new Condition and Maintenance of Certification requirement
that health IT developers must successfully test the real world use of health IT for
interoperability in the type(s) of setting(s) in which such technology would be marketed. This
provision is critical to advancing transparency regarding Health IT Modules’ performance and to
users having information that could be crucial to their decisions to acquire certified health IT.

As discussed in section VI1.B.5 of this final rule, we have established in § 170.405 real
world testing Condition and Maintenance of Certification requirements that include Maintenance
of Certification requirements to update Health IT Modules certified to certain certification
criteria (see § 170.405(b)(3) through (7) and section 1V.B of this final rule preamble) to ensure
this certified technology meets its users’ needs for widespread and continued interoperability.

As finalized, real world testing Condition and Maintenance of Certification requirements
apply to health IT developers with one or more Health IT Module(s) certified to specific
certification criteria focused on interoperability and data exchange that are listed in 8170.405(a),
as discussed in section V11.B.5 of this final rule. Under these Condition and Maintenance of
Certification requirements, health IT developers must submit publicly available annual real
world testing plans as well as annual real world testing results for health IT certified to the
criteria identified in § 170.405(a). We have also finalized a flexibility that we have named the
Standards Version Advancement Process (SVAP). Under this flexibility, health IT developers
will have the option to update their health IT that is certified to the criteria identified in §
170.405(a) to use more advanced version(s) of the adopted standard(s) or implementation

specification(s) included in the criteria, provided such versions are approved by the National
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Coordinator for use in health IT certified under the Program. Similarly, we have finalized our
proposal (84 FR 7497 through 7500) that health IT developers presenting health IT for initial
certification to one of the criteria listed in 8170.405(a) would have the option to certify to
National Coordinator-approved newer version(s) of one or more of the Secretary-adopted
standards or implementation specifications applicable to the criterion. All health IT developers
voluntarily opting to avail themselves of the SVAP flexibility must ensure that their annual real
world testing plans and real world testing results submissions address all the versions of all the
standards and implementation specifications to which each Health IT Module is certified. In
addition, we have finalized in 8 170.405(b)(8)(i) the requirement that health IT developers with
existing certifications to criteria listed in 8 170.405(a) who wish to avail themselves of the SVAP
flexibility must notify both their ONC-ACB and their affected customers of their plans to update
their certified health IT, and the update’s anticipated impact on their existing certified health IT
and customers, specifically including but not limited to whether, and if so for how long, the
health IT developer intends to continue supporting the prior version(s)s of the standard(s) to
which the Health IT Module has already been certified, in addition to the National Coordinator-
approved newer version(s) included in a planned update.

We have finalized our proposal (84 FR 7501) to establish in § 170.523(p) a new PoPC for
ONC-ACBs that requires ONC-ACBs to review and confirm that each health IT developer with

one or more Health IT Module(s) certified to any one or more of the criteria listed in §170.405(a)

3 In the near term, many of these prior versions are likely to be the same versions adopted by the Secretary and
incorporated by reference in subpart B of 45 CFR part 170. Over time, however, we anticipate increasing frequency
of prior versions certified including National Coordinator-approved newer versions of these Secretary-adopted
standards.
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submits real world testing plans and real world results on a timeframe that allows for the ONC-
ACB to confirm completeness of all plans and results by applicable annual due dates. The
specific annual due dates finalized in 8 170.523(p) differ from those proposed as, and for the
reasons, discussed in section VI1I.B.5 of this final rule preamble. Once completeness is
confirmed, ONC-ACBs must make the plans available to ONC and the public via the Certified
Health IT Product List (CHPL).4 We have also finalized, with clarifying revisions, the PoPC
proposed in § 170.523(m) to require ONC-ACBs to aggregate and report to ONC no less than
quarterly all updates successfully made to support National Coordinator-approved newer
versions of Secretary-adopted standards in certified health IT pursuant to the developers having
voluntarily opted to avail themselves of the SVAP flexibility. We also finalize in § 170.523(t)
the new PoPC for ONC-ACBs that requires them to ensure that developers seeking to take
advantage of the SVAP flexibility provide the advance notice required in § 170.405(b)(8) to all
affected customers and its ONC-ACB, and comply with all other applicable requirements.

Attestations

Section 4002(a) of the Cures Act requires that a health IT developer, as Condition and
Maintenance of Certification requirements under the Program, provide to the Secretary an
attestation to all of the other Conditions of Certification required in section 3001(c)(5)(D) of the
PHSA, except for the “EHR reporting criteria submission” Condition of Certification

requirement in § 3001(c)(5)(D)(vii). We have finalized regulation text implementing the Cures

4 Although real world testing plans and results will not be immediately available upon publication of this final rule,
an overview of the CHPL is available at https://chpl.healthit.gov/#/resources/overview (last accessed 07/12/2019).
For additional information on how to navigate the CHPL, please refer to the CHPL Public User Guide.
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Act’s “attestations” Condition of Certification requirement in § 170.406. Under § 170.406 as
finalized by this rule, health IT developers will attest twice a year to compliance with the
Conditions and Maintenance of Certification requirements (except for the EHR reporting criteria
submission requirement, which would be metrics reporting requirements separately implemented
through a future rulemaking). We believe requiring attestations every six months under §
170.406(b) will properly balance the need to support appropriate enforcement with our desire to
limit the burden on health IT developers. In this regard, we have also identified methods to make
the process as simple and efficient for health IT developers as possible (e.g., 30-day attestation
window, web-based form submissions, and attestation alert reminders).

We have also finalized that attestations will be submitted to ONC-ACBs. We have
finalized a new PoPC in § 170.523(q) that an ONC-ACB must review these submissions for
completion and share the health IT developers’ attestations with us. We would then make the
attestations publicly available through the CHPL.

EHR Reporting Criteria Submission

The Cures Act specifies that health IT developers be required, as Condition and
Maintenance of Certification requirements under the Program, to submit reporting criteria on
certified health IT in accordance with the EHR reporting program established under section
3009A of the PHSA, as added by the Cures Act. We have not yet established an EHR reporting
program. Once we establish such program, we will undertake rulemaking to propose and
implement the associated Condition and Maintenance of Certification requirements for health IT
developers.

Enforcement
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Section 4002(a) of the Cures Act adds (in section 3001(c)(5)(D) of the PHSA) Program
requirements aimed at addressing health IT developers’ actions and business practices through
the Conditions and Maintenance of Certification requirements, which expands the current focus
of the Program requirements beyond the certified health IT itself. Equally important, Cures Act
section 4002(a) also provides that the Secretary may encourage compliance with the Conditions
and Maintenance of Certification requirements and take action to discourage noncompliance.
We, therefore, have finalized our proposed enforcement framework for the Conditions and
Maintenance of Certification requirements in 88 170.580 and 170.581 to encourage consistent
compliance with the requirements. More specifically, we have finalized our proposed corrective
action process in § 170.580 for ONC to review potential or known instances where a Condition
or Maintenance of Certification requirement under the Program has not been met or is not being
met by a health IT developer. We have also finalized in 88 170.580 and 170.581 our proposal to
utilize, with minor modifications, the processes previously established for ONC direct review of
certified health IT in the enforcement of the Conditions and Maintenance of Certification
requirements. Where we identify noncompliance, our first priority will be to work with the health
IT developer to remedy the matter through a corrective action process. However, under certain
circumstances, ONC may ban a health IT developer from the Program and/or terminate the
certification of one or more of its Health IT Modules.

6. Information Blocking

Section 4004 of the Cures Act added section 3022 of the PHSA (42 U.S.C. 300jj-52, “the
information blocking provision”). Section 3022(a)(1) of the PHSA defines practices that

constitute information blocking when engaged in by a health care provider, or a health
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information technology developer, exchange, or network. Section 3022(a)(3) authorizes the
Secretary to identify, through notice and comment rulemaking, reasonable and necessary
activities that do not constitute information blocking for purposes of the definition set forth in
section 3022(a)(1).

We identify eight reasonable and necessary activities as exceptions to the information
blocking definition, each of which does not constitute information blocking for purposes of
section 3022(a)(1) of the PHSA. The exceptions apply to certain activities that are likely to
interfere with, prevent, or materially discourage the access, exchange, or use of EHI, but that
would be reasonable and necessary if certain conditions are met.

In developing and finalizing the final exceptions, we were guided by three overarching
policy considerations. First, the exceptions are limited to certain activities that we believe are
important to the successful functioning of the U.S. health care system, including promoting
public confidence in health IT infrastructure by supporting the privacy and security of EHI, and
protecting patient safety and promoting competition and innovation in health IT and its use to
provide health care services to consumers. Second, each exception is intended to address a
significant risk that regulated individuals and entities (i.e., health care providers, health IT
developers of certified health IT, health information networks, and health information
exchanges) will not engage in these reasonable and necessary activities because of potential
uncertainty regarding whether they would be considered information blocking. Third, and last,
each exception is intended to be tailored, through appropriate conditions, so that it is limited to
the reasonable and necessary activities that it is designed to exempt.

The eight exceptions are set forth in section VI11.D of this final rule. The five exceptions

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly from
the published document if minor editorial changes have been made during the OFR review process and in the total
number of pages due to the removal of this notice. The document published in the Federal Register is the official
HHS-approved document.



RIN 0955-AA01 Page 29 of 1244

finalized in 8§ 171.201-205, and discussed in section VI11.D.1.a-e of this final rule, involve not
fulfilling requests to access, exchange, or use EHI. These exceptions are intended to prevent
harm and protect patient safety, promote the privacy and security of EHI, excuse an actor from
responding to requests that are infeasible, and address activities that are reasonable and necessary
to promote the performance of health IT. The three exceptions finalized in 8§ 171.301-303, and
discussed in section VII1.D.2.a-c of this final rule, involve procedures for fulfilling requests to
access, exchange, or use EHI. These exceptions describe when an actor’s practice of limiting the
content of its response to or the manner in which it responds to a request to access, exchange, or
use EHI will not be considered information blocking; when an actor’s practice of charging fees,
including fees that result in a reasonable profit margin, for accessing, exchanging, or using EHI
will not be considered information blocking; and when an actor’s practice to license
interoperability elements for EHI to be accessed, exchanged, or used will not be considered
information blocking.

An actor will not be subject to enforcement actions under the information blocking
provision for civil monetary penalties (CMP) or appropriate disincentives if the actor’s practice
satisfies at least one exception. In order to satisfy an exception, each relevant practice by an actor
at all relevant times must meet all of the applicable conditions of the exception. However, failure
to meet the conditions of an exception does not automatically mean a practice constitutes
information blocking. A practice failing to meet all conditions of an exception only means that
the practice would not have guaranteed protection from CMPs or appropriate disincentives. The
practice would instead be evaluated on a case-by-case basis to assess the specific facts and

circumstances (e.g., whether the practice would be considered to rise to the level of an
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interference, and whether the actor acted with the requisite intent) to determine whether
information blocking has occurred.

In addition to establishing the exceptions, we have defined and interpreted terms that are
present in section 3022 of the PHSA (such as the types of individuals and entities covered by the
information blocking provision). We have also finalized new terms and definitions that are
necessary to implement the information blocking provision. We have codified the information
blocking section in a new part of title 45 of the Code of Federal Regulations, part 171.

C. Costs and Benefits

Executive Orders 12866 on Regulatory Planning and Review (September 30, 1993), and
13563 on Improving Regulation and Regulatory Review (February 2, 2011), direct agencies to
assess all costs and benefits of available regulatory alternatives and, if regulation is necessary, to
select regulatory approaches that maximize net benefits (including potential economic,
environmental, public health and safety effects, distributive impacts, and equity). A regulatory
impact analysis (RIA) must be prepared for major rules with economically significant effects
(%200 million or more in any one year). OMB has determined that this final rule is an
economically significant rule as the costs associated with this final rule could be greater than
$100 million per year. Accordingly, we have prepared an RIA that to the best of our ability
presents the costs and benefits of this final rule.

We have estimated the potential monetary costs and benefits of this final rule for health
IT developers, health care providers, patients, ONC-ACBs, ONC-ATLs, and the Federal
Government (i.e., ONC), and have broken those costs and benefits out into the following

categories: (1) deregulatory actions (no associated costs); (2) updates to the 2015 Edition health
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IT certification criteria; (3) Conditions and Maintenance of Certification requirements for a
health IT developer; (4) oversight for the Conditions and Maintenance of Certification
requirements; and (5) information blocking.

We note that we have rounded all estimates to the nearest dollar and all estimates are
expressed in 2017 dollars as it is the most recent data available to address all cost and benefit
estimates consistently. We also note that we did not have adequate data to quantify some of the
costs and benefits within this RIA. In those situations, we have described the non-quantified
costs and benefits of our provisions; however, such costs and benefits have not been accounted
for in the monetary cost and benefit totals below.

We estimated that the total cost for this final rule for the first year after it is finalized
(including one-time costs), based on the cost estimates outlined above and throughout this RIA,
would, on average, range from $953 million to $2.6 billion with an average annual cost of $1.8
billion. We estimate that the total perpetual cost for this final rule (starting in year two), based on
the cost estimates outlined above, would, on average, range from $366 million to $1.3 billion
with an average annual cost of $840 million.

We estimated the total annual benefit for this final rule, based on the benefit estimates
outlined above, would range from $1.2 billion to $5.0 billion with primary estimated annual
benefit of $3.1 billion.

I1. Background
A. Statutory Basis
The Health Information Technology for Economic and Clinical Health (HITECH) Act,

Title X111 of Division A and Title IV of Division B of the American Recovery and Reinvestment
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Act of 2009 (the Recovery Act) (Pub. L. 111-5), was enacted on February 17, 2009. The
HITECH Act amended the Public Health Service Act (PHSA) and created “Title XXX — Health
Information Technology and Quality” (Title XXX) to improve health care quality, safety, and
efficiency through the promotion of health IT and electronic health information (EHI) exchange.

The 21st Century Cures Act (hereinafter the “Cures Act”) was enacted on December 13,
2016, to accelerate the discovery, development, and delivery of 21st century cures, and for other
purposes. The Cures Act, Pub. L. 114-255, included Title IV — Delivery, which amended
portions of the HITECH Act (Title XI1I of Division A of Pub. L. 111-5) by modifying or adding
certain provisions to the PHSA relating to health IT.

1. Standards, Implementation Specifications, and Certification Criteria

The HITECH Act established two new federal advisory committees, the HIT Policy
Committee (HITPC) and the HIT Standards Committee (HITSC). Each was responsible for
advising the National Coordinator for Health Information Technology (National Coordinator) on
different aspects of standards, implementation specifications, and certification criteria.

Section 3002 of the PHSA, as amended by section 4003(e) of the Cures Act, replaced the
HITPC and HITSC with one committee, the Health Information Technology Advisory
Committee (HIT Advisory Committee or HITAC). After that change, section 3002(a) of the
PHSA established that the HITAC would advise and recommend to the National Coordinator on
different aspects of standards, implementation specifications, and certification criteria, relating to
the implementation of a health IT infrastructure, nationally and locally, that advances the
electronic access, exchange, and use of health information. Further described in section

3002(b)(1)(A) of the PHSA, this included providing the National Coordinator with
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recommendations on a policy framework to advance interoperable health IT infrastructure,
updating recommendations to the policy framework, and making new recommendations, as
appropriate. Section 3002(b)(2)(A) identified that in general, the HITAC would recommend to
the National Coordinator, for purposes of adoption under section 3004 of the PHSA, standards,
implementation specifications, and certification criteria and an order of priority for the
development, harmonization, and recognition of such standards, specifications, and certification
criteria. Similar to the process previously required of the former HITPC and HITSC, the HITAC
will develop a schedule for the assessment of policy recommendations for the Secretary to
publish in the Federal Register.

Section 3004 of the PHSA identifies a process for the adoption of health IT standards,
implementation specifications, and certification criteria and authorizes the Secretary to adopt
such standards, implementation specifications, and certification criteria. As specified in section
3004(a)(1), the Secretary is required, in consultation with representatives of other relevant
federal agencies, to jointly review standards, implementation specifications, and certification
criteria endorsed by the National Coordinator under section 3001(c), and subsequently determine
whether to propose the adoption of any grouping of such standards, implementation
specifications, or certification criteria. The Secretary is required to publish all determinations in
the Federal Register.

Section 3004(b)(3) of the PHSA, which is titled Subsequent Standards Activity, provides
that the Secretary shall adopt additional standards, implementation specifications, and
certification criteria as necessary and consistent with the schedule published by the HITAC. We

consider this provision in the broader context of the HITECH Act and Cures Act to continue to
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grant the Secretary the authority and discretion to adopt standards, implementation
specifications, and certification criteria that have been recommended by the HITAC and
endorsed by the National Coordinator, as well as other appropriate and necessary health IT
standards, implementation specifications, and certification criteria.

2. Health IT Certification Program(s)

Under the HITECH Act, section 3001(c)(5) of the PHSA provides the National
Coordinator with the authority to establish a program or programs for the voluntary certification
of health IT. Specifically, section 3001(c)(5)(A) specifies that the National Coordinator, in
consultation with the Director of the National Institute of Standards and Technology (NIST),
shall keep or recognize a program or programs for the voluntary certification of health IT that is
in compliance with applicable certification criteria adopted under this subtitle (i.e., certification
criteria adopted by the Secretary under section 3004 of the PHSA). The certification program(s)
must also include, as appropriate, testing of the technology in accordance with section 13201(b)
of the HITECH Act. Overall, section 13201(b) of the HITECH Act requires that with respect to
the development of standards and implementation specifications, the Director of National
Institute of Standards and Technology (NIST) shall support the establishment of a conformance
testing infrastructure, including the development of technical test beds. The same HITECH Act
provision (section 13201(b)) also indicates that the development of this conformance testing
infrastructure may include a program to accredit independent, non-federal laboratories to
perform testing.

Section 4001 of the Cures Act amended section 3001(c)(5) of the PHSA to instruct the

National Coordinator to encourage, keep, or recognize, through existing authorities, the
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voluntary certification of health IT under the program for use in medical specialties and sites of
service for which no such technology is available or where more technological advancement or
integration is needed. Section 3001(c)(5)(C)(iii) in particular identifies that the Secretary, in
consultation with relevant stakeholders, shall make recommendations for the voluntary
certification of health IT for use by pediatric health providers to support the care of children, as
well as adopt certification criteria under section 3004 to support the voluntary certification of
health IT for use by pediatric health providers. The Cures Act further amended section
3001(c)(5) of the PHSA by adding section 3001(c)(5)(D), which provides the Secretary with the
authority to require, through notice and comment rulemaking, Conditions and Maintenance of
Certification requirements for the Program.
B. Regulatory History

The Secretary issued an interim final rule with request for comments on January 13,
2010, (75 FR 2014), which adopted an initial set of standards, implementation specifications, and
certification criteria. On March 10, 2010, we published a proposed rule (75 FR 11328) that
proposed both a temporary and permanent certification program for the purposes of testing and
certifying health IT. A final rule establishing the temporary certification program was published
on June 24, 2010, (75 FR 36158), and a final rule establishing the permanent certification
program was published on January 7, 2011, (76 FR 1262). We have issued multiple rulemakings
since these initial rulemakings to update standards, implementation specifications, certification
criteria, and the certification program, a history of which can be found in the October 16, 2015
final rule titled, “2015 Edition Health Information (Health IT) Certification Criteria, 2015

Edition Base Electronic Health Record (EHR) Definition, and ONC Health IT Certification
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Program Modifications” (80 FR 62602) (“2015 Edition final rule”). A final rule corrections and
clarifications notice was published for the 2015 Edition final rule on December 11, 2015, (80 FR
76868), to correct preamble and regulatory text errors and clarify requirements of the Common
Clinical Data Set (CCDS), the 2015 Edition privacy and security certification framework, and
the mandatory disclosures for health IT developers.

The 2015 Edition final rule established a new edition of certification criteria (“2015
Edition health IT certification criteria” or “2015 Edition”’) and a new 2015 Edition Base EHR
definition. The 2015 Edition established the capabilities and specified the related standards and
implementation specifications that CEHRT would need to include to, at a minimum, support the
achievement of “meaningful use” by eligible clinicians, eligible hospitals, and critical access
hospitals under the Medicare and Medicaid EHR Incentive Programs (EHR Incentive Programs)
(now referred to as the Promoting Interoperability (PI) Programs)s when the 2015 Edition is
required for use under these and other programs referencing the CEHRT definition. The 2015
Edition final rule also made changes to the ONC HIT Certification Program. The final rule
adopted a proposal to change the Program’s name to the “ONC Health IT Certification Program”
from the ONC HIT Certification Program, modified the Program to make it more accessible to
other types of health IT beyond EHR technology and for health IT that supports care and practice
settings beyond the ambulatory and inpatient settings, and adopted new and revised PoPC for
ONC-ACBs.

After issuing a proposed rule on March 2, 2016, (81 FR 11056), we published a final rule

5 https://www federalregister.gov/d/2018-16766/p-4
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titled, “ONC Health IT Certification Program: Enhanced Oversight and Accountability” (81 FR
72404) (“EOA final rule”) on October 19, 2016. The EOA final rule finalized modifications and
new requirements under the Program, including provisions related to our role in the Program.
The final rule created a regulatory framework for our direct review of health IT certified under
the Program, including, when necessary, requiring the correction of non-conformities found in
health IT certified under the Program and suspending and terminating certifications issued to
Complete EHRs and Health IT Modules. The final rule also sets forth processes for us to
authorize and oversee accredited testing laboratories under the Program. In addition, it includes
provisions for expanded public availability of certified health IT surveillance results.

On March 4, 2019, the Secretary published a proposed rule titled, “21st Century Cures
Act: Interoperability, Information Blocking, and the ONC Health IT Certification Program”
(84 FR 7424) (“Proposed Rule”). The Proposed Rule proposed to implement certain
provisions of the Cures Act that would advance interoperability and support the access,
exchange, and use of electronic health information and is the subject of this final rule.
C. General Comments on the Proposed Rule

Comments. Numerous commenters expressed support for the overall direction of the
Proposed Rule. Numerous commenters also expressed support for the policy goals expressed in
the Proposed Rule, including: reduced health care costs; improved public health surveillance;
improved care coordination, continuity of care, and shared access of data between patient and
provider; improved quality and patient safety; increased cost and quality transparency; greater
efficiencies; and better health outcomes for patients. A few commenters also commended our

interest in ways to use health IT to address opioid use disorders. Many commenters also
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appreciated detailed context for the provisions in the Proposed Rule. Many commenters stated
that the proposed provisions and standards will provide opportunities for innovation as well as
increase the ability of health care providers to connect new tools and services to their systems.

A number of commenters commended our responsiveness to the health care community,
including patients, in drafting the rule. A few commenters suggested that the existing language in
the rule should remain mostly unchanged as ONC drafts the final rule. Many commenters
commended us for collaborating with public- and private-sector partners in developing the
Proposed Rule. Specifically, some commenters expressed appreciation for our work with CMS
and their companion Interoperability and Patient Access Proposed Rule. A number of
commenters shared that they look forward to working with us and CMS as the health care
industry progresses toward an interoperable system, making it easier for small independent
practices and providers to move to value-based care.

Response. We appreciate the support expressed by many commenters. This final rule
maintains the direction of the Proposed Rule, and we too look forward to ongoing collaboration
with public and private sector partners as we implement the provisions of this final rule.

Comments. A few commenters recommended that the final rule include additional
resources to assist with readability and ease of understanding.

Response. We thank commenters for their feedback. As we did with the Proposed Rule,
we are providing resources such as infographics, fact sheets, webinars, and other forms of
educational materials and outreach. Many of the education materials can be found on
www.Healthl T.gov/21CenturyCures.

Comments. Several commenters expressed the opinion that the use of EHRs—and health
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IT, more generally—has negatively affected the quality of health care delivery and that the
Proposed Rule will exacerbate this issue. Some of these commenters stated that the need to input
information into EHRs during office visits has resulted in clinicians spending less time
communicating with patients, and some noted the impact of data entry on clinician burnout. A
few commenters made a similar point that use of EHRs has reduced productivity and, as a result,
increased health care spending.

Response. We thank commenters for their feedback. We are aware of the challenges
stakeholders have experienced in using EHRs and health IT more broadly. In the Cures Act,
Congress identified the importance of easing regulatory and administrative burdens associated
with the use of EHRs and health IT. Specifically, through section 4001(a) of the Cures Act,
Congress directed the Department of Health and Human Services to establish a goal, develop a
strategy, and provide recommendations to reduce EHR-related burdens that affect care delivery.

To that end, on November 28, 2018, we, in partnership with CMS, released a draft
Strategy on Reducing Regulatory and Administrative Burden Relating to the Use of Health IT
and EHRs® for public comment. This draft strategy reflects input HHS received through several
wide-reaching listening sessions, written input, and stakeholder outreach. We released the final
report on February 21, 2020. Reflective of public comment, the final Strategy on Reducing
Regulatory and Administrative Burdens Relating to the Use of Health IT and EHRs7 targets

burdens tied to regulatory and administrative requirements that HHS can directly impact through

7 https Iwww, healthlt gov/snes/default/flIes/page/2020 02/BurdenRep0rt 0.pdf
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the rulemaking process. The report’s strategies, recommendations, and policy shifts aim to give
clinicians more time to focus on what matters — caring for their patients. Based on stakeholder
input, the final strategy outlines three overarching goals designed to reduce clinician burden: (1)
reduce the effort and time required to record health information in EHRs for clinicians; (2)
reduce the effort and time required to meet regulatory reporting requirements for clinicians,
hospitals, and health care organizations; and (3) improve the functionality and intuitiveness (ease
of use) of EHRs.

In addition to the final strategy mentioned above, we refer readers to section 11 of this
final rule, Deregulatory Actions for Previous Rulemakings, for more information on how we
have worked to improve the Program with a focus on ways to reduce burden, offer flexibility to
both health IT developers and providers, and support innovation.

Comments. We received several comments from a variety of stakeholders to extend the
60-day comment period for the Proposed Rule, stating that due to the depth and complexity of
the policies proposed, it would be critical for the public to have extended time to provide
sufficient and thoughtful comments to advance shared goals and shape the interoperability
landscape.

Response. In response to stakeholder inquiries to extend the 60-day public comment
period and based on the stated goals of the Proposed Rule to improve interoperability and patient
access to health information for the purposes of promoting competition and better care, we
extended the comment period for the Proposed Rule for an additional 30 days which ended on
June 3, 2019.

Comments. A number of commenters recommended delaying the final rule by issuing an
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Interim Final Rule (IFR) with comment. Commenters noted that many organizations are
providing comments that include new information blocking exceptions and that we will not be
able to incorporate such suggestions into the final rule without an opportunity for comment.
Several commenters stated that an IFR was appropriate due to the significance and breadth of the
Proposed Rule, as well the magnitude of changes proposed and that an IFR would allow for
additional opportunity for stakeholder comment.

Several commenters recommended that ONC consider issuing a Supplemental Notice of
Proposed Rulemaking (SNPRM) to seek additional comments on the information blocking
provisions. Some of these commenters stated that new definitions and terms introduced in the
Proposed Rule need additional clarification and an SNPRM would enable ONC to propose such
clarifications and seek feedback on modified proposals.

Response. We recognize the importance of allowing enough time for comment given the
breadth of the Proposed Rule and acknowledge the comments requesting the issuance of an IFR
or a SNPRM. We believe that the advance posting of the Proposed Rule on the ONC website, the
initial 60-day comment period, and the 30-day extension, provided adequate time for comment,
especially given the large volume of comments received.

As discussed in the information blocking section of the Proposed Rule (84 FR 7508), after
hearing from stakeholders and based on our findings from our 2015 Report to Congress,s we
concluded that information blocking is a serious problem and recommended that Congress

prohibit information blocking and provide penalties and enforcement mechanisms to deter these

8 https://www.healthit.gov/sites/default/files/reports/info_blocking 040915.pdf
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harmful practices. Congress responded by enacting the Cures Act on December 13, 2016, with
many provisions specifying a need for swift implementation. It has been three years since the
Cures Act was enacted and information blocking remains a serious concern. This final rule
includes provisions that will address information blocking and cannot be further delayed.

We have taken multiple actions to address some expressed concerns regarding the timing
of the Conditions and Maintenance of Certification requirements as well as the
comprehensiveness of the information blocking proposals. These actions include some burden
reduction by removing certain certification criteria, narrowing the scope of certain certification
criteria, and increasing the compliance timeline with criteria. For purposes of information
blocking, we have established compliance date for 45 CFR part 171 that is six months, rather
than sixty days, after the date this final rule publishes in the Federal Register. We have also
focused the scope of EHI, and provided new and revised exceptions that are actionable and
reduce burden. One of these new exceptions (see § 171.301(a) and section VI11.D.2.a of this final
rule) includes a provision by which, until 24 months after this rule is published in the Federal
Register, an actor’s conduct can satisfy the conditions of the Content and Manner Exception (8§
171.301) if they provide at least the content that is within the USCDI in response to a request for
access, exchange, or use of EHI. Because of these reasons and those noted above, we decline to
issue an IFR or SNPRM. Rather, we have issued this final rule to support interoperability,
empower patient control of their health care, and instill competition in health care markets.

I11. Deregulatory Actions for Previous Rulemakings
A. Background

1. History of Burden Reduction and Regulatory Flexibility
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Since the inception of the ONC Health IT Certification Program (Program), we have
aimed to implement and administer the Program in the least burdensome manner that supports
our policy goals. Through the years, we have worked to improve the Program with a focus on
ways to reduce burden, offer flexibility, and support innovation. This approach has been
consistent with the principles of Executive Order (EO) 13563 on Improving Regulation and
Regulatory Review (February 2, 2011), which instructs agencies to periodically review its
existing significant regulations and “determine whether any such regulations should be modified,
streamlined, expanded, or repealed so as to make the agency’s regulatory program more effective
or less burdensome in achieving the regulatory objectives.” To that end, we have historically
taken measures where feasible and appropriate to reduce burden within the Program and make
the Program more effective, flexible, and streamlined.

For example, in the 2014 Edition final rule (77 FR 54164, Sept. 4, 2012), we revised the
certified electronic health record technology (CEHRT) definition to provide flexibility and create
regulatory efficiencies by narrowing required functionality to a core set of capabilities (i.e., the
Base EHR definition) plus the additional capabilities each eligible clinician, eligible hospital, and
critical access hospital needed to successfully achieve the applicable objective and measures
under the EHR Incentive Programs (now referred to as the Promoting Interoperability (PI)
Programs). ONC has also supported more efficient testing and certification methods and reduced
regulatory burden through the adoption of a gap certification policy. As explained in the 2014
Edition final rule (77 FR 54254) and the 2015 Edition final rule (80 FR 62681), as modified by
the 2015 final rule with corrections and clarifications at 80 FR 76868, where applicable, gap

certification allows for the use of a previously certified health IT product’s test results to
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certification criteria identified as unchanged. Developers have been able to use gap certification
for the more efficient certification of their health IT when updating from the 2011 Edition to the
2014 Edition and from the 2014 Edition to the 2015 Edition.

ONC introduced further means to reduce regulatory burden, increase regulatory
flexibility, and promote innovation in the 2014 Edition Release 2 final rule (79 FR 54430)
published on September 11, 2014. The 2014 Edition Release 2 final rule established a set of
optional 2014 Edition certification criteria that provided flexibility and alternative certification
pathways for health IT developers and providers based on their specific circumstances. The 2014
Edition Release 2 final rule also simplified the Program by discontinuing the use of the
“Complete EHR” certification concept beginning with the 2015 Edition (79 FR 54443).

In the 2015 Edition final rule, we did not “carry forward” certain 2014 Edition

99 ¢

certification criteria into the 2015 Edition, such as the “image results,” “patient list creation,” and
“electronic medication administration record” criteria. We determined that these criteria did not
advance functionality or support interoperability (80 FR 62682 through 62684). We also did not
require all health IT to be certified to the “meaningful use measurement™ certification criteria for
“automated numerator recording” and “automated measure calculation” (80 FR 62604 and
62605), which the 2014 Edition had previously required. Based on stakeholder feedback and
Program administration observations, we also permitted testing efficiencies for the 2015 Edition
“automated numerator recording” and “automated measure calculation” criteria by removing the
live demonstration requirement of recording data and generating reports (80 FR 62703). Health

IT developers may now self-test their Health IT Modules(s)’ capabilities and submit the resulting

reports to the ONC- Authorized Testing Laboratory (ONC-ATL) to verify compliance with the
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“meaningful use measurement” criterion.® In order to further reduce burden for health IT
developers, in our 2015 Edition final rule, we adopted a more straight-forward approach to
privacy and security certification requirements and clarifying which requirements apply to each
criterion within the regulatory functional areas (80 FR 62605).

2. Executive Orders 13771 and 13777

On January 30, 2017, the President issued EO 13771 on Reducing Regulation and
Controlling Regulatory Costs, which requires agencies to identify deregulatory actions. This
order was followed by EO 13777, titled “Enforcing the Regulatory Reform Agenda” (February
24, 2017). EO 13777 provides further direction on implementing regulatory reform by
identifying a process by which agencies must review and evaluate existing regulations and make
recommendations for repeal or simplification.

In order to implement these regulatory reform initiatives and policies, ONC reviewed and
evaluated existing regulations in the year leading to the issuance of the 21st Century Cures Act:
Interoperability, Information Blocking, and the ONC Health IT Certification Program Proposed
Rule (Proposed Rule) (84 FR 7424 through 7610). During our review, we sought to identify
ways to further reduce administrative burden, to implement deregulatory actions through
guidance, and to put forth deregulatory actions in this final rule that will reduce burden for health
IT developer, providers, and other stakeholders.

Prior to publishing the Proposed Rule, on August 21, 2017, ONC issued Relied Upon

method/automated-measure-cal

Metnoa/au
culation
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Software Program Guidance.1o Health IT developers are permitted to use “relied upon
software11 to demonstrate compliance with certification criteria adopted at 45 CFR part 170,
subpart C. Historically, in cases where a Health IT Module is paired with multiple “relied upon
software” products for the same capability, health IT developers were required to demonstrate
compliance for the same certification criterion with each of those “relied upon software”
products in order for the products to be listed on the Certified Health IT Product List (CHPL).
With the guidance issued on August 21, 2017, health IT developers could demonstrate
compliance with only one “relied upon software” product for a criterion/capability. Once the
health IT developer demonstrates compliance with a minimum of one “relied upon software”
product, the developer can have multiple, additional “relied upon software” products for the
same criterion/capability listed on the CHPL (https://chpl.healthit.gov/). This approach reduces
burden for health IT developers, ONC-ATLs, and ONC-Authorized Certification Bodies (ONC-
ACBs).

On September 21, 2017, ONC announced a deregulatory action to reduce the overall
burden for testing health IT to the 2015 Edition certification criteria.12 ONC reviewed the 2015
Edition test procedures and changed 30 of the 2015 Edition test procedures from requiring ONC-
ATL evaluation to requiring only attestation by health IT developers that their product has

capabilities conformant with those specified in the associated certification criterion/criteria.13

elieduponsoftwarequida

11 “Relied upon” software is defined in the 2011 final rule establishing the permanent certification program (76 FR
1276).

13 https:/iwww.healthit.gov/sites/default/files/policy/selfdeclarationapproachprogramguidancel7-04.pdf
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This deregulatory action reduced burden and costs program-wide, while still maintaining the
Program’s high level of integrity and assurances. The total testing cost savings for health IT
developers have been estimated between $8.34 and $9.26 million. ONC-ATLs also benefitted by
having more time and resources to focus on tool-based testing (for interoperability-oriented
criteria) and being responsive to any retesting requirements that may arise from ONC-ACB
surveillance activities. Health care providers and other users of certified health IT did not lose
confidence in the Program because health IT developers were still required to meet certification
criteria requirements and maintain their products’ conformance to the full scope of the associated
criteria, including when implemented in the field and in production use. ONC and ONC-ACBs
continue to conduct surveillance activities and respond to end-user complaints.
B. Deregulatory Actions

In the Proposed Rule, we proposed (84 FR 7434 through 7439) and sought comment on
six specific deregulatory actions. Having considered the comments received on the proposals,
which are summarized below, we have decided to finalize five of the six proposed deregulatory
actions and not to finalize the proposal to recognize the FDA Software Precertification Pilot
Program. We refer readers to section XIII (Regulatory Impact Analysis) of this final rule for a
discussion of the estimated cost savings from these finalized deregulatory actions.

1. Removal of Randomized Surveillance Requirements

ONC-ACBs are required under § 170.556 to conduct surveillance of certified health IT to
ensure that health IT continues to conform with and function as required by the full scope of the
certification requirements. Surveillance is categorized as either reactive surveillance (for

example, complaint-based surveillance) or randomized surveillance. Previously finalized
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regulations in § 170.556(c)(2) required ONC-ACB:s to proactively surveil two percent of the
certificates they issue annually. As discussed in the Proposed Rule, in the time since the two
percent randomized surveillance requirement was finalized, stakeholders had expressed concern
that the benefits of in-the-field, randomized surveillance may not outweigh the time commitment
required by providers, particularly if no non-conformities are found (84 FR 7434). We noted in
the Proposed Rule that, in general, health care providers had expressed that reactive surveillance
(e.g., surveillance based on user complaints) is a more logical and economical approach to
surveillance. Consistent with our September 21, 2017, exercise of enforcement discretion on
implementation of randomized surveillance by ONC-ACBs,** we proposed in the Proposed Rule
to eliminate certain regulatory randomized surveillance requirements (84 FR 7434).

In the Proposed Rule, we specifically proposed to revise § 170.556(c) by changing the
requirement that ONC-ACBs must conduct in-the-field, randomized surveillance to specify that
ONC-ACBs may conduct in-the- field, randomized surveillance (84 FR 7434). We further
proposed to remove § 170.556(c)(2), which specified that ONC-ACBs must conduct randomized
surveillance for a minimum of two percent of certified health 1T products per year. We also
proposed to remove the requirements in 8 170.556(c)(5) regarding the exclusion and exhaustion
of selected locations for randomized surveillance. Additionally, we proposed to remove the
requirements in § 170.556(c)(6) regarding the consecutive selection of certified health IT for
randomized surveillance. As noted in the Proposed Rule, without these regulatory requirements,

ONC-ACBs would still be required to perform reactive surveillance, and would be permitted to

14 https:/iwww.healthit.gov/sites/default/filessfONC_Enforcement_Discretion Randomized_Surveillance 8-30-17.pdf
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conduct randomized surveillance of their own accord, using the methodology identified by ONC
with respect to scope (§ 170.556(c)(1)), selection method (§ 170.556(c)(3)), and the number and
types of locations for in-the-field surveillance (§ 170.556(c)(4)).

Comments. A substantial number of commenters supported removing the requirements
for randomized surveillance. Many commenters supported the proposal to revise § 170.556(c) by
changing the requirement that ONC-ACBs must conduct in-the-field, randomized surveillance to
specify that ONC-ACBs may conduct in-the field, randomized surveillance, including the
removal of § 170.556(c)(2). Commenters noted that since ONC-ACBSs would still be required to
perform reactive surveillance, and would be permitted to conduct randomized surveillance of
their own accord, the regulatory requirement to conduct randomized surveillance on a specified
portion of certified health IT would be unnecessary. Commenters supporting this proposal
praised the deregulatory action as allowing more flexibility for ONC-ACBs. A number of
commenters were generally supportive of the proposal and applied the caveat that if an ONC-
ACB did voluntarily conduct randomized surveillance, they should not do so repeatedly on the
same Health IT Module. These commenters indicated a preference that the requirements in
§ 170.556(c)(6) regarding the consecutive selection of certified health IT for randomized
surveillance remain. Several commenters were supportive of removing randomized surveillance
requirements and indicated they found this appropriate in view of the Conditions and
Maintenance of Certification enhancements to the Program as directed by the Cures Act, while
others noted that reactive surveillance may be more effective in surfacing and correcting non-
conformities. A number of commenters did not support the proposal, with many expressing

concerns that this could be or be perceived to be a reduction in oversight of developers or could
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reduce providers’ confidence that certified Health IT Modules would meet their needs. While a
majority of commenters speaking to surveillance burdens on health care providers indicated the
removal of mandatory randomized surveillance would, on the whole, reduce burden on health
care providers, several expressed concerns about whether providers can discern when a product
does not meet certification requirements or know where and how to report their concerns about
their certified health IT’s conformance to Program requirements. A few commenters suggested
that the increased emphasis on reactive surveillance (particularly in some commenters’ view
because ONC is removing randomized surveillance requirements in advance of the full
implementation of the EHR Reporting Program called for by section 4002 of the Cures Act)
indicates a need for additional guidance to help providers and particularly clinicians understand
how to recognize and report potential non-conformities in the certified health IT they use.
Response. We thank commenters for their input and reiterate our continued commitment
to sustaining the integrity of our Program, including ensuring robust oversight of certified health
IT products while avoiding unnecessary burdens on all program stakeholders. Having considered
all comments received, in context of the totality of updates we proposed to the Program, we have
concluded that the removal of the regulatory requirements for ONC-ACBs to conduct
randomized surveillance is consistent with enhancing Program efficiency while maintaining its
efficacy. We leave ONC-ACBs the option to conduct randomized surveillance as they determine
necessary or appropriate to support continued conformance to Program requirements by Health
IT Modules they have certified. We also note that ONC-ACBs that choose to conduct
randomized surveillance will still be required to use the methodology identified by ONC with

respect to scope (§ 170.556(c)(1)), selection method (§ 170.556(c)(3)), and the number and types
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of locations for in-the-field surveillance (§ 170.556(c)(4)). While we appreciate concerns that
removal of requirements in § 170.556(¢c)(6) regarding the consecutive selection of certified
health IT creates a potential that the same Health IT Module(s) could be selected for randomized
surveillance in consecutive years, we are unaware of evidence suggesting that ONC-ACBs
choosing to implement randomized surveillance would do so in a manner that would tend to
erode its efficacy by over-sampling some products at the expense of under-sampling others.
Rather than retain a regulatory provision intended to counterbalance a regulatory requirement for
randomized surveillance of a required minimum percent of certified products each year, we
believe it is more appropriate at this time to remove the restriction on consecutive selection of
the same Health IT Module(s) or location(s) for randomized surveillance and monitor the results
of this and other Program enhancements finalized in this rule for any indication that we may
need to further adjust regulatory requirements in the future.

We thank commenters for bringing to our attention that health care providers may be
uncertain about how or where they can engage the ONC Health IT Certification Program for
assistance when the certified health IT they rely on is not performing its certified functions as
they expect and their health IT developer is unresponsive or fails to resolve non-conformities
with Program requirements. Reactive surveillance by ONC-ACBs, informed and focused by end
user complaints, has always been an essential component of the Program’s oversight and
assurance of continued conformity of certified Health IT Modules when deployed in the field.
While we encourage users to begin seeking troubleshooting and issue resolution support from the
developer of their health IT—because the developer is often in the best position to act most

promptly to resolve problems with their products’ performance—we also encourage the user to
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share their concerns with the ONC-ACB that certified the health IT in question when the
developer has not addressed users’ concerns that their certified health IT is not performing as it is
certified to perform. As we recognize that users may in some circumstances need, or for
purposes potentially including but not limited to their own preferences may wish, to share their
concerns about their certified health IT’s performance or other health IT matters directly with
ONC, we invite health IT users and all other interested parties to share their health 1T-related
feedback or concerns with ONC through the Health IT Feedback Form on our HealthlT.gov
website.15s Depending on the nature of a specific feedback message, we may contact the submitter
for additional information and, in some instances, may share the information provided with other
appropriate entities — such as but not limited to the ONC-ACBSs who certify the products about
which we receive feedback, as they are often in the best position to assess and respond to
feedback expressing concerns about conformance of specific certified criteria used by Health IT
Modules in production environments. All information submitted through the Health IT Feedback
Form is carefully reviewed and helps us to improve our awareness and ability to address health
IT-related issues and challenges. Also, we note for clarity that persons sharing health IT related
concerns with ONC via the Health IT Feedback Form have the option to remain anonymous and
this option has been chosen by some submitters. However, we wish to note that anonymous
submissions will prevent us from acquiring additional information to fully follow-up on a matter
if the submission does not include sufficient detail on which to act. In general, submitters should

provide as much detail as possible about the developer, product name, and version of the

15 https://www.healthit.gov/form/healthit-feedback-form
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certified health IT as well as their specific concerns about the certified health IT’s performance.
2. Removal of the 2014 Edition from the Code of Federal Regulations

In the March 4, 2019 Proposed Rule, we also proposed to remove the 2014 Edition from the
Code of Federal Regulations (CFR), which includes standards and functionality now
significantly outmoded (84 FR 7434). We noted that removal of the 2014 Edition would make
the 2015 Edition the new baseline for health IT certification. The 2015 Edition, including the
additional certification criteria, standards, and requirements adopted in this final rule, will better
enable interoperability and the access, exchange, and use of electronic health information, as
discussed in the Proposed Rule (84 FR 7434), and its adoption and implementation by providers
is expected to yield the estimated costs savings described (84 FR 7563 and 7564) within the
Regulatory Impact Analysis (section X1V) of the Proposed Rule and in the Regulatory Impact
Analysis section (section XII1) of this final rule.

To implement the removal of the 2014 Edition from the CFR, we proposed (84 FR 7434
and 7435) to remove the 2014 Edition certification criteria (§ 170.314) and related standards,
terms, and requirements from the CFR. In regard to terms, we proposed to retire the 2014
Edition-related definitions found in § 170.102, including the “2014 Edition Base EHR,” “2014
Edition EHR certification criteria,” and “Complete EHR, 2014 Edition.” As explained in the
2015 Edition final rule (80 FR 62719), the ability to maintain Complete EHR certification is only
permitted with health IT certified to the 2014 Edition certification criteria. Because this concept
was discontinued for the 2015 Edition, we proposed (84 FR 7435) to remove § 170.545 and any
references to Complete EHR from the regulation text in conjunction with the removal of the

2014 Edition. We also proposed (84 FR 7435) to remove references to the 2014 Edition from the
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Common Clinical Data Set (CCDS) definition and effectively replace it with a new government-
unique standard, the United States Core Data for Interoperability (USCDI). We proposed (84 FR
7435) to remove the standards and implementation specifications found in §§ 170.200, 170.202,
170.204, 170.205, 170.207, 170.210, and 170.299 that are only referenced in the 2014 Edition
certification criteria. Adopted standards that are also referenced in the 2015 Edition would
remain. Finally, we proposed (84 FR 7435) to remove requirements in § 170.550(f) and any other
requirements in subpart E, §§ 170.500 through 170.599, which are specific to the 2014 Edition
and do not apply to the 2015 Edition.

As discussed in the Proposed Rule (84 FR 7435), in order to avoid regulatory conflicts,
we took into consideration the final rule released by CMS on November 16, 2017, titled
“Medicare Program; CY 2018 Updates to the Quality Payment Program; and Quality Payment
Program: Extreme and Uncontrollable Circumstance Policy for the Transition Year” (82 FR
53568). This Quality Payment Program (QPP) final rule permits eligible clinicians to use EHR
technology certified to either the 2014 or 2015 Edition certification criteria, or a combination of
the two for the CY 2018 performance period. This QPP final rule also states that the 2015
Edition certified EHR technology (CEHRT) will be required starting with the CY 2019 QPP
program year (82 FR 53671). Therefore, we proposed (84 FR 7435) the effective date of removal
of the 2014 Edition certification criteria and related standards, terms, and requirements from the
CFR would be the effective date of this final rule.

Comments. The majority of the comments received supported removing the 2014
Edition certification criteria from the Code of Federal Regulations. Commenters supporting

the removal noted that it will reduce confusion and acknowledges that standards and
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functionality in the 2014 Edition are now significantly outmoded. Some commenters
requested the removal be delayed until the end of CY 20109.

Response. We thank commenters for their support. We have finalized the removal of
the 2014 Edition from the CFR as proposed, including making the removal effective as of the
effective date of this final rule (60 days after the rule is published in the Federal Register).

The 2015 Edition was the sole edition permitted to meet the CEHRT definition beginning in
the CY 2019 program year. This final rule is published in CY 2020. Therefore, the removal is
not in conflict with CMS’ regulatory requirements for QPP.

To finalize removal of the 2014 Edition from the CFR, we have removed, effective as of
the effective date of this final rule, the 2014 Edition certification criteria in § 170.314. We also
finalized removal of terms and definitions specific to the 2014 Edition from § 170.102, including
the “2014 Edition Base EHR,” “2014 Edition EHR certification criteria,” and “Complete EHR,
2014 Edition” definitions. As explained in the 2015 Edition final rule (80 FR 62719), the
“Complete EHR" concept was discontinued for the 2015 Edition. Therefore, in conjunction with
the removal of the 2014 Edition, we also remove in this final rule § 170.545 and all other
references to “Complete EHR" from the regulation text. Moreover, in finalizing the removal of
the 2014 Edition from the CFR, we also finalize removal of the standards and implementation
specifications found in §§ 170.200, 170.202, 170.204, 170.205, 170.207, 170.210, and 170.299
that are referenced only in the 2014 Edition certification criteria. Adopted standards that are also
referenced in the 2015 Edition, as modified by this final rule, remain in the CFR. We also
retained the CCDS definition in § 170.102 but removed the standards and implementation

specifications that reference the 2014 Edition. Additionally, we finalized the removal of
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requirements in § 170.550(f) and any other requirements in subpart E, §§ 170.500 through
170.599, that are specific to the 2014 Edition and do not apply to the 2015 Edition.
3. Removal of the ONC-Approved Accreditor from the Program

We proposed to remove the ONC-AA from the Program (84 FR 7435). The ONC-AA's
role is to accredit certification bodies for the Program and to oversee the ONC-ACBs. However,
years of experience and changes with the Program have led ONC to conclude that, in many
respects, the role of the ONC-AA to oversee ONC-ACBs is now duplicative of ONC's oversight.
More specifically, ONC's experience with administering the Principles of Proper Conduct
(PoPC) for ONC-ACBs as well as issuing necessary regulatory changes (e.g., ONC-ACB
surveillance and reporting requirements in the 2015 Edition final rule) has demonstrated that
ONC on its own has the capacity to provide the appropriate oversight of ONC-ACBs. Therefore,
we believe removal of the ONC-AA will reduce the Program’s administrative complexity and
burden.

Comments. All but one commenter specifically addressing this proposal were in support
of removing the ONC-AA. The one commenter opposed to the proposal stated concerns related
to de-coupling accreditation to ISO/IEC 17065 standards(an internationally recognized standard
for bodies certifying products, processes, and services to provide assurance of compliance with
specified requirements such as initial testing, inspection, and quality management systems) from
specific assessment of a certification body’s ability to apply their accredited ISO/IEC 17065
capabilities to the Program’s certification scheme requirements. The commenter noted that this
might place a greater burden on ONC staff than did the Program structure that included an ONC-

AA. Finally, one of the commenters in support of removing the ONC-AA from the Program
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requested additional clarification about criteria and processes that will be used for accreditation
of certification bodies following removal of the ONC-AA from the Program.

Response. We thank all commenters for their thoughtful feedback. Upon consideration of
all comments received on this proposal, we have finalized it as proposed. As noted in the
preamble to the Proposed Rule (84 FR 7435), ONC’s experience with administering the PoPC
for ONC-ACB:s as well as issuing necessary regulatory changes (e.g., ONC-ACB surveillance
and reporting requirements in the 2015 Edition final rule) has demonstrated that ONC on its own
has the capacity to provide the appropriate oversight of ONC-ACBs. Therefore, we believe
removal of the ONC-AA will reduce the Program’s administrative complexity and burden while
maintaining its effectiveness. We anticipate providing updated information about ONC’s updated
processes for approval and oversight of certification bodies through familiar mechanisms
including but not necessarily limited to the HealthlT.gov website prior to the effective date of
this final rule, and on an ongoing basis as needed or otherwise appropriate to ensure effective
transparency about this aspect of the Program.

To finalize this deregulatory action, we have removed the definition for “ONC-Approved
Accreditor or ONC-AA” from § 170.502. We also removed §§ 170.501(c), 170.503, and 170.504
regarding requests for ONC-AA status, ONC-AA ongoing responsibilities, and reconsideration
for requests for ONC-AA status. Regarding correspondence and communication with ONC, we
have revised § 170.505 to remove specific references to the “ONC-AA” and “accreditation
organizations requesting ONC-AA status.” We also have finalized our proposal to sunset the
policies reflected in the final rule titled “Permanent Certification Program for Health Information

Technology; Revisions to ONC-Approved Accreditor Processes” (76 FR 72636), and to remove
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8170.575, which established a process for addressing instances where the ONC-AA engages in
improper conduct or does not perform its responsibilities under the Program. Because the
regulations promulgated in this prior final rule relate solely to the role of the ONC-AA, we have
finalized the removal of those requirements. Accordingly, we also revised the application process
for ONC-ACB status in § 170.520(a)(3) to require documentation, with an appropriate scope,
that confirms that the applicant has been accredited to ISO/IEC 17065 by any accreditation body
that is a signatory to the Multilateral Recognition Arrangement (MLA) with the International
Accreditation Forum (IAF), in place of the ONC-AA accreditation documentation requirements.
Similarly, instead of requiring the ONC-AA to evaluate the conformance of ONC-ACBs to
ISO/IEC 17065, we revise § 170.523(a) to simply require ONC-ACBs to maintain accreditation
in good standing to ISO/IEC 17065. This means that ONC-ACBs would need to continue to
comply with ISO/IEC 17065 and requirements specific to the ONC Health IT Certification
Program scheme.

4. Removal of Certain 2015 Edition Certification Criteria and Standards

Having reviewed and analyzed the 2015 Edition, we proposed to remove certain

certification criteria and standards as discussed in the Proposed Rule (84 FR 7435 through 7437)
and below. We stated (84 FR 7435) that we believe the removal of these criteria and standards
will reduce burden and costs for health IT developers and health care providers by eliminating
the need to: design and meet specific certification functionalities; prepare, test, and certify health
IT in certain instances; adhere to associated reporting and disclosure requirements; maintain and
update certifications for certified functionalities, and participate in routine surveillance (84 FR

7435). Although we did not expressly state it in the Proposed Rule preamble, the burdens and
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costs reduced by removal of certain criteria from the 2015 Edition would be those associated
with the needs we discussed in the preamble (84 FR 7435) specifically in connection to the
criteria we proposed to remove, which are those that had been set forth in § 170.315(a)(6), §
170.315(a)(7), § 170.315(a)(8), § 170.315(a)(10), § 170.315(a)(11), § 170.315(a)(13), §
170.315(b)(4), 8 170.315(b)(5) and § 170.315(e)(2) (as the text of 45 CFR part 170 stood prior to
this final rule).
a. 2015 Edition Base EHR Definition Certification Criteria

We proposed to remove certain certification criteria from the 2015 Edition that had been
included in the 2015 Edition Base EHR definition. As discussed in the preamble to the Proposed
Rule (84 FR 7435), the removal of these criteria supports burden and cost reductions for health
IT developers and health care providers by eliminating the need to: design and meet these
specific certification functionalities; prepare, test, and certify health IT in certain instances;
adhere to associated reporting and disclosure requirements; maintain and update certifications for
these specific certified functionalities; and participate in surveillance of health IT certified to
these criteria and standards.

i. Problem List

We proposed to remove the 2015 Edition “problem list” certification criterion (8
170.315(a)(6)) from the 2015 Edition (84 FR 7436). As we noted in the Proposed Rule, the
functionality in this criterion was first adopted as a 2011 Edition certification criterion to support
the associated meaningful use Stage 1 objective and measure for recording problem list
information. This 2015 Edition ‘‘problem list’” criterion remains relatively functionally the same

as the 2011 Edition and has exactly the same functionally as the 2014 Edition ‘“problem list”’

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly from
the published document if minor editorial changes have been made during the OFR review process and in the total
number of pages due to the removal of this notice. The document published in the Federal Register is the official
HHS-approved document.



RIN 0955-AA01 Page 60 of 1244

criterion. We proposed to remove this criterion because the criterion no longer supports the
“‘recording’’ objective and measure of the CMS PI Programs as such objective and measure no
longer exist.16 Additionally, we stated the functionality is sufficiently widespread among health
care providers since it has been part of certification and the Certified EHR Technology definition
since the 2011 Edition and has not substantively changed with the 2015 Edition. Furthermore, we
stated in the Proposed Rule that the functionality is essential to clinical care and would be in
EHR systems absent certification, particularly considering the limited certification requirements.
Comments. A number of commenters expressed support for removing the “problem list”
certification criterion from the 2015 Edition and “Base EHR” definition. Several of those
expressing support for the removal of this criterion specifically noted that the inclusion of the
same data elements in the USCDI should suffice to ensure continued ability of certified health IT
to record and facilitate access and exchange of these data. However, a few commenters
expressed concern that removing this and other requirements would be a disincentive to maintain
the functionality in the future, and some commenters expressed concern about ONC'’s ability to
continue to provide effective oversight and require correction if developers do not ensure the
functionalities perform safely and effectively. Commenters stated that while many developers
will still continue to support the functionalities proposed for removal, eliminating the
certification requirement may allow for developers to provide a “stripped-down” product at a

lower price point and, in absence of CEHRT definition to guide the providers, mislead

16 By stating in the NPRM that the objective and measure no longer exist, we meant in the CMS PI (formerly EHR
Incentive) Programs. The authority citation for this statement is the December 15, 2015 CMS Final Rule “Medicare
and Medicaid Programs; Electronic Health Record Incentive Program-Stage 3 and Modifications to Meaningful Use
in 2015 Through 2017” (80 FR 62761 and 62785).
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independent and small providers into unwittingly acquiring certified health IT that does not fully
meet their needs.

Response. As discussed in the preamble to the Proposed Rule, a criterion specific to the
“problem list” functionality was first adopted in the 2011 Edition, specifically to ensure support
for the associated meaningful use Stage 1 objective and the measure for recording problem list
information under the CMS PI Programs. The “recording” objective and measure is no longer a
part of the CMS PI Programs. However, the functionality remains widespread among EHR
systems used by health care providers. While this prevalence may be due in part to its inclusion
in the Certified EHR Technology definition, without substantive changes, since the 2011 Edition,
we believe the more significant reason that this functionality is widely available is because it is
essential to clinical care, and therefore, that the market will and should drive its continued
presence in EHR systems regardless of certification requirements. While we also appreciate the
concerns of commenters about the need for health IT to support the accurate recording of
patients’ problems and the standards-based exchange of that information, we reiterate that the
interoperability-focused criteria that will remain in the Base EHR definition and reference the
USCDI will ensure that any system of certified health IT meeting the Base EHR definition is
capable of using and exchanging data on a patient’s problems using content, format, and other
standards applicable to the each mode of exchange (e.g., standardized APl and C-CDA).
Moreover, these interoperability-focused criteria will be subject not only to the Program’s
familiar initial certification testing and in-the-field reactive surveillance requirements but also to
the new Condition and Maintenance of Certification requirements for developers to test annually

their certified Health IT Modules’ interoperability performance in the types of real world settings
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for which they are sold.

After consideration of all comments received, and for the reasons noted in the preamble
to the Proposed Rule and above, we have finalized the removal of the “problem list” certification
criterion (8§ 170.315(a)(6)). We further note that upon the effective date of this final rule, the
“problem list” certification criterion is removed from the 2015 Edition and the criterion will no
longer be included in the 2015 Edition “safety-enhanced design” criterion. This criterion, in §
170.315(g)(3), specifies the user-centered design testing that must be applied to particular EHR
functionality submitted for certification. However, in response to specific commenters’ concerns
about the impact of removing the functionally-based problem list criterion on our ability to take
action where developers may retain the functionality, but fail to ensure it does not pose a danger
to patient safety or public health, we note that our responsibility, pursuant to section 3001(b) of
the PHSA, includes ensuring certified health IT does not pose a risk to patient safety or public
health, and is not limited to measuring the conformity of the health IT to specific certification
criteria. As discussed in the “ONC Health IT Certification Program: Enhanced Oversight and
Accountability” (EOA) rule which was proposed in 81 FR 11056, and finalized in 81 FR 72404
in 2016, ONC has the authority to address suspected or confirmed non-conformities to the
requirements under the ONC Health IT Certification Program if the certified health IT is causing
or contributing to serious risks to public health or safety (81 FR 72406). The EOA final rule
established in § 170.580 a regulatory framework for ONC’s direct review of health IT certified
under the Program, which expressly addresses the potential for ONC to initiate direct review if
we have a reasonable belief that certified health IT may not conform to the requirements of the

Program because the certified health IT may be causing or contributing to conditions that present
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a serious risk to public health or safety.

With respect to health care providers’ selection of certified health IT products, we would
encourage all providers to consider the Base EHR or Certified EHR Technology (CEHRT)
definition as a useful starting point. Certain health care payment programs, including the CMS PI
Programs, require the use of certified health IT. CMS refers to the minimum set of required
certification functionalities that the health 1T used by eligible clinicians must have in order to
qualify for the CMS incentive programs as CEHRT.

Using certified health IT improves care coordination through the electronic exchange of
clinical-care documents. It provides a baseline assurance that the technology will perform
clinical-care and data-exchange functions in accordance with interoperability standards and user-
centered design.

ii. Medication List

We proposed to remove the 2015 Edition “medication list” certification criterion (§
170.315(a)(7)) (84 FR 7436). As we noted in the Proposed Rule, the 2015 Edition “medication
list” criterion remains functionally the same as the 2011 Edition and 2014 Edition “medication
list” criteria. As also discussed in the Proposed Rule, a functionally-based “medication list”
criterion was first adopted as a 2011 Edition certification criterion to support the associated
meaningful use Stage 1 objective and measure for recording medication list information. The
“medication list” criterion that we proposed to remove does not require use of a specific
vocabulary standard to record medications.

Comments. Comments on the proposal to remove the “medication list” criterion were

somewhat mixed. While a number of comments expressed support for the removal of the
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“medications list” criterion from the 2015 Edition as duplicative of medication data included in
the USCDI a number of commenters expressed concerns with, and a few commenters indicated
opposition to, the removal of the “medications list” criterion. A few commenters raised concerns
specific to elimination of the “medication list” criterion in view of the need to respond to the
opioids crisis. One commenter expressed concern in the context of both the medication list and
the drug-formulary and preferred drug lists criteria as to whether the removal of these criteria
could potentially impact patients’ drug costs. Several comments also expressed the same
concerns for eliminating the “medication list” that were expressed in regard to removal of the
“problem list” criterion, which are summarized above, regarding whether developers will
continue to include the functionality and maintain its safe performance.

Response. We thank commenters for their input. Upon consideration of all comments
received on this proposal, we have finalized the removal of the “medication list” criterion (§
170.315(a)(7)). The “recording” objective and measure of the CMS PI Programs that the
“medication list” criterion was originally adopted to support has since been retired from the CMS
Programs. However, the functionality remains widespread among EHR systems used by health
care providers. While this prevalence may be due in part to its inclusion in the Certified EHR
Technology definition since the 2011 Edition, we believe this functionality is widely available
and used in more significant part because it is essential to clinical care and, therefore, the market
will and should drive its continued presence in EHR systems regardless of certification
requirements. While we also appreciate the concerns of commenters about the need for health IT
to support clinicians’ ability to access, maintain, use, and exchange accurate and up-to-date

information on their patients’ current medication lists and medication history, we repeat for
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clarity and emphasis that the interoperability-focused criteria that will remain in the Base EHR
definition, and their inclusion of the USCDI, will ensure that any system of certified health IT
meeting the Base EHR definition is capable of using and exchanging data on a patient’s
medications using content, format, and other standards applicable to each mode of exchange
(e.g., standardized API consistent with § 171.315(g)(10), or exchange of C-CDA documents
using the transport standards and other protocols in § 171.202). We recognize the critical
importance of providers’ and patients’ ability to have, use, and exchange medications
information to avoid harms that can arise from interactions and duplications of therapeutic
effects amongst newly prescribed drugs and those the patient may already be taking. While the
clinical importance of maintaining and referencing current, reconciled medication lists is not
limited to those medications with significant risks of misuse or dependency, we agree that it is
highlighted by the urgent need to ensure opioids are prescribed and used only with due care
when clinically necessary. We believe this clinical importance supports the expectation that the
market will ensure this functionality is maintained and will drive innovations that improve its
usability for the clinicians who use it in the course of caring for their patients. Moreover, the
inclusion of medication information in interoperability-focused criteria in 8 170.405(a) will
ensure certified health IT can access, use, and exchange medications data according to applicable
content and formatting standards, which the “medication list” functionality did not ensure. This
interoperability of the data is critical to reducing clinician burden related to manually entering
updated drug lists and necessary to enable use of medication information by clinical decision
support functionalities. The interoperability-focused criteria will also be subject not only to the

Program’s familiar initial certification testing and in-the-field reactive surveillance requirements
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but also to the new Condition and Maintenance of Certification requirements for developers to
test annually their certified Health IT Modules’ interoperability performance in the types of real
world settings for which they are marketed.

We note that once removed from the 2015 Edition, the criterion will no longer be
included in the 2015 Edition “safety-enhanced design™ criterion in § 170.315(g)(3). However, as
noted above in context of the “problem list” criterion, ONC’s responsibility, pursuant to section
3001(b) of the PHSA, includes ensuring certified health IT does not pose a risk to patient safety
or public health. Our responsibility for certified health IT and patient safety or public health is
not limited to measuring the conformity of the health IT to specific certification criteria. As
discussed in the EOA rule, ONC has the authority to address suspected or confirmed non-
conformities to the requirements under the Health IT Certification Program if the certified health
IT is causing or contributing to serious risks to public health or safety (81 FR 72406). The EOA
final rule established in § 170.580 a regulatory framework for ONC’s direct review of health IT
certified under the Program, which expressly addresses the potential for ONC to initiate direct
review if we have a reasonable belief that certified health IT may not conform to the
requirements of the Program because the certified health IT may be causing or contributing to
conditions that present a serious risk to public health or safety.

iii. Medication Allergy List

We proposed to remove the 2015 Edition “medication allergy list” certification criterion
(8 170.315(a)(8)). The functionality in this criterion was first adopted as a 2011 Edition
certification criterion to support the associated meaningful use Stage 1 objective and measure for

recording medication allergies information. The criterion does not require use of a vocabulary
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standard to record medication allergies, and does not directly support interoperability as the
criterion does not require representation of medication allergies in standardized nomenclature.
The criterion no longer supports a ‘‘recording’’ objective and measure of the CMS PI Programs
as such objective and measure no longer exist. This 2015 Edition “medication allergy list”
criterion remains functionally the same as the 2011 Edition and 2014 Edition “medication allergy
list” criteria. The functionality is essential to clinical care and would be in EHR systems absent
certification.

Comments. Comments on the proposed removal of the “medication allergy list” criterion
were mixed, with several commenters supportive of the removal noting that the criterion would
be redundant now that medication allergy data will be included in the USCDI. Commenters
expressed concern with the removal of the criterion and questioned the ubiquity of the
medication allergy list functionality and whether health IT developers would continue to support
the functionality if not required by ONC regulations.

Response. We thank commenters for their input. Upon consideration of all comments
received on this proposal, we have finalized the removal of the “medication allergy list”
certification criterion (§ 170.315(a)(8)). The “recording” objective and measure of the CMS PI
Programs that this criterion was originally adopted to support has since been retired from the
CMS Programs. However, the functionality remains widespread among EHR systems. While this
prevalence may be due in part to its inclusion in the Certified EHR Technology definition since
the 2011 Edition, its importance to clinical care suggests the market will drive ongoing
availability and enhancement of this functionality over time. Furthermore, because medication

allergies are included in the USCDI, all systems of certified health IT meeting the Base EHR
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definition will be required to be able to exchange and use medication allergy information
according to applicable content and formatting standards, which the “medication allergies”
criterion did not ensure. This interoperability is critical to reducing clinician burden related to
manually entering updated drug lists and necessary to enable use of medication information by
clinical decision support functionalities. We believe that requiring the interoperability of
medication allergy information will facilitate innovation and improvement in health IT’s ability
to meet clinicians’ and patients’ needs more than would the continuation of the “medication
allergies” functionally-based criterion.

We note that once removed from the 2015 Edition, the “medication allergy list” criterion
will also no longer be included in the 2015 Edition “safety- enhanced design” criterion.
However, as noted in context of removed criteria above, ONC’s responsibility, pursuant to
section 3001(b) of the PHSA includes ensuring certified health IT does not pose a risk to patient
safety or public health. Our responsibility for certified health IT and patient safety or public
health is not limited to measuring the conformity of the health IT to specific certification criteria.
As discussed in the EOA rule, ONC has the authority to address suspected or confirmed non-
conformities to the requirements under the Health IT Certification Program if the certified health
IT is causing or contributing to serious risks to public health or safety (81 FR 72406). The EOA
final rule established in § 170.580 a regulatory framework for ONC’s direct review of health IT
certified under the Program, which expressly addresses the potential for ONC to initiate direct
review if we have a reasonable belief that certified health IT may not conform to the
requirements of the Program because the certified health IT may be causing or contributing to

conditions that present a serious risk to public health or safety.
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iv. Smoking Status

We proposed to remove the 2015 Edition “smoking status” criterion (§ 170.315(a)(11)),
which would include removing it from the 2015 Edition Base EHR definition (84 FR 7436). We
had previously adopted a 2015 Edition “smoking status” certification criterion that does not
reference a standard. However, the CCDS definition, which we proposed to remove from
regulation in favor of adopting the new USCDI standard, required smoking status to be coded in
accordance with a standard value set of eight SNOMED CTe codes defined in § 170.207(h). As
with other functionality that was included in 2014 Edition, we believe this functionality is now
widespread. Further, smoking status data will continue to be required to be available for access
and exchange via the USCDI.

Comments. Comments on this proposal were mixed, with a number of commenters
expressing support for the removal of “smoking status” criterion in the Program and several
noting that it is not needed or duplicative in the context of Program requirements to support the
USCDI. A few commenters stated concerns that eliminating the requirement would provide a
disincentive for developers to maintain the function in the future. Several commenters expressing
concerns about removal of this criterion noted its importance to patient care and to public health,
raising points such as the use of smoking status as a key determinant to classify cases of some
reportable conditions, such as carbon monoxide poisoning. Concerns raised by commenters
opposed to removing smoking status data from providers’ EHR systems included potential for
additional provider burden, such as that related to providing complete case reporting data and
responding to public health requests for additional information on patient smoking status during

case investigation processes.
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Response. We thank commenters for their input. Upon consideration of the comments,
we have finalized the removal of the “smoking status™ criterion (§ 170.315(a)(11)). While we
continue to believe that accurate, up-to-date information on a patient’s smoking status and
history has significant clinical value, we believe that its importance to clinical care provides
adequate motivation for the market to drive ongoing availability and enhancement of this
functionality over time. Because smoking status information is included in the USCDI, all
systems of certified health IT meeting the Base EHR definition will now be required to be able to
exchange and use smoking status information according to applicable content and formatting
standards. The “smoking status” recording functionality criterion we are removing did not ensure
smoking status information was captured in structured, interoperable manner and interoperability
of this data is critical to reducing clinician burden related to maintaining complete, current
smoking status information and is also necessary to enable use of smoking status information by
clinical decision support and public health reporting functionalities. We believe that
interoperability and exchange of smoking status information through the interoperability-focused
certification criteria that reference the USCDI standard will better facilitate innovation and
improvement in health I'T’s ability to meet clinicians’ and patients’ needs than would
continuation of the “smoking status” functionally-based recording criterion.

Removal of Specific USCDI Smoking Status Code Set

Along with the “smoking status” criterion, we proposed to remove the requirement to
code smoking status according to the eight smoking status SNOMED CTe codes referenced in
the value set adopted in 8 170.207(h). These eight codes reflected an attempt to capture smoking

status in a consistent manner. Stakeholder feedback indicated that these eight codes do not
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appropriately and accurately capture all clinically relevant patient smoking statuses.
Accordingly, we proposed to no longer require use of only the specific eight SNOMED CTe
codes for representing smoking status and remove the value set standard by deleting and
reserving § 170.207(h).

Comments. Comments specifically addressing this proposal were generally supportive of
removing the specific value set of eight SNOMED CT® codes, though many also noted the
importance of continuing to require health IT certified under the Program to retain the ability to
include or access, exchange, and use appropriately standardized smoking status information.
Several comments made specific suggestions related to broadening or revising the vocabulary
standard requirements for smoking status information going forward. Other commenters
suggested adding other forms of tobacco use, including smokeless and second hand, as well as e-
cigarette (vaping) use.

Response. We appreciate all commenters’ input and note that no comments received
raised concerns that are not addressed by inclusion of smoking status information in the USCDI,
which all interoperability-focused criteria within the 2015 Edition Base EHR definition, as
revised through this final rule, reference. As is the case with patient problems, medications, and
medication allergies, we believe having smoking status information available for standards-based
exchange is an important facilitator of better care and more effective public health reporting with
less data-related burden on clinicians and less need for follow-up by public health professionals
to compensate for case reporting data that is incomplete or is not fully interoperable. As is the
case with the other removed criteria that were focused on internal recording capabilities, we

believe the market can, will, and should be the primary driver for the ongoing maintenance and
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enhancement of functionalities for end users to record or modify these data and that the
Program’s focus is more appropriately on ensuring certified health IT supports interoperable
access, use, and exchange of these data as the key facilitator for better, more coordinated patient
care and for ongoing innovation and improvement in both provider- and patient-facing
functionalities. Because comments on revisions or enhancements to smoking status data
standardization moving forward are outside the scope of this section, we will not address them in
specific detail here. However, we note that the USCDI v1 references as the standard for smoking
status information SNOMED CT®, U.S. Edition.17

Having considered all comments received on this proposal, we have finalized the removal
of the eight-code value set standard and removed and reserved § 170.207(h).

b. Drug-Formulary and Preferred Drug Lists

We proposed to remove the 2015 Edition “drug formulary and preferred drug list checks”
criterion in § 170.315(a)(10).

Comments. Some commenters expressed concern that this criterion’s removal could
negatively impact prescribers’ ability to help their patients manage their prescription drug
expenses. Although several commenters supported the removal of this criterion in principle, a
number of comments expressed concerns about the effect of removal of the “drug formulary and
preferred drug list checks” and other criteria from the Program on health care providers’ ability
to comply with CMS and state-specific regulatory requirements for successful participation in

the Medicare Quality Payment Program (QPP), or the Medicare or Medicaid Pl Programs. One

17 For more information on finalized policy regarding adoption of the USCDI standard, see section 1V.B.1 of this
final rule. USCDI v1 can be accessed freely and directly in its entirety at
https://www.healthit.gov/isa/sites/isa/files/inline-files/USCDIv12019revised2.pdf
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commenter, noting that the Drug Formulary and Preferred Drug List Checks criterion is
associated with the CMS e-prescribing objective measures that CMS has finalized for 2019 and
subsequent performance years specifically, recommended coordination with CMS to ensure
alignment across the policies maintained by these two components of HHS.

Response. We thank commenters for their input. As discussed in the Proposed Rule (84
FR 7437), the 2015 Edition “drug-formulary and preferred drug list checks” criterion does call
for functionality to check drug formulary and preferred drug lists, but does not require use of any
specific interoperability standards. The 2015 Edition “drug-formulary and preferred drug list
checks” criterion does not include functionality or advance interoperability beyond what was
required by the 2014 Edition “drug-formulary checks” criterion. While we believe this
functionality is fairly ubiquitous now due in part to the widespread adoption of health IT
certified to the 2014 Edition, we do not believe it is necessary to continue to require certification
to it under the Program in order to ensure it remains widely available. Instead, we believe,
prescribers’ and patients’ interest in assuring patients can get the medications they need at the
best available value will provide adequate motivation for the market to drive ongoing availability
and enhancement of this functionality over time, including through increasing use of relevant
interoperability standards essential to making this functionality more affordable and seamlessly
reliable at scale than is feasible in the absence of interoperability driven by ubiquitous use of
open standards. Because the “drug formulary and preferred drug list checks” criterion we
proposed to remove does not require use of standards or directly drive interoperability, we do not
believe its continued inclusion in the Program would provide sufficient value to providers or

patients to justify the burden on developers and providers of meeting Program compliance
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requirements specific to this criterion. We also recognize the importance of ensuring alignment
between ONC Health IT Certification Program regulations and the CMS regulations that
reference them. We have been and will continue to work in close partnership with our CMS
colleagues to ensure that our regulations remain aligned, and that we provide affected
stakeholders with the information they need to understand how the rules work together and how
to succeed under CMS’ PI Programs using health IT certified under ONC’s Program. We,
therefore, permit ONC-ACBsS to issue certificates for this criterion up until January 1, 2022 to
align with the requirements of the CMS Medicaid P Program, as this criterion is associated with
measures under the Medicaid program that will continue through 2021; after 2021 there will be
no further incentives under the Medicaid Promoting Interoperability Program (84 FR 42592). We
have not finalized our proposal to remove the criterion from the CFR but included a provision in
§ 170.550(m)(1) to only allow ONC-ACB:s to issue certificates for this criterion until January 1,
2022.
c. Patient-Specific Education Resources

We proposed to remove the 2015 Edition “patient-specific education resources”
certification criterion in § 170.315(a)(13) (84 FR 7437). We stated that, based on the number of
health IT products that have been certified for this functionality as part of 2014 Edition
certification and already for 2015 Edition, we believe that health IT's ability to identify
appropriate patient education materials is widespread now among health IT developers and their
customers (e.g., health care providers). We also noted that we have recently seen innovative
advancements in this field, including the use of automation and algorithms to provide appropriate

education materials to patients in a timely manner. These advancements help limit clinical
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workflow interruptions and demonstrate the use and promise of health IT to create efficiencies
and improve patient care. As such, we stated that removal of this criterion would prevent
certification from creating an unnecessary burden for developers and providers and an
impediment to innovation.

Comments. Some commenters expressed concern related to this functionality not yet
being consistently used by all providers and to whether removal of this criterion may create a
barrier to successful participation for providers in the Medicaid Pl Program. One commenter
noted that providers’ workflow changes to use this functionality are substantial and expressed
concern related to providers potentially not undertaking such changes if the criteria were not
required to be included in health IT and used by providers.

Response. While we continue to recognize the importance of patient and provider
interaction to promote positive health outcomes, we also believe that this criterion, narrowly
focused on a specific functionality not connected to interoperability, is no longer the best way to
encourage innovation and advancement in health IT’s ability to support clinician-patient
interactions and relationships.

Having reviewed all comments received on this proposal, we have decided not to remove
the “patient-specific education resources” criterion from the Program at this time. We recognize
the importance of ensuring alignment between ONC Health IT Certification Program regulations
and the CMS regulations that reference them. We will continue to work in close partnership with
our CMS colleagues to ensure that our regulations remain aligned and that we provide affected
stakeholders with the information they need to understand how the rules work together and how

to succeed under CMS incentive programs using health IT certified under ONC’s Program. CMS
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has identified this criterion as supporting the patient electronic access to health information
objective and measure, which is expected to remain operational for Medicaid until January 1,
2022; after 2021, there will be no further incentives under the Medicaid Promoting
Interoperability Program (84 FR 42592). We, therefore, will permit ONC-ACBSs to issue
certificates for this criterion up until January 1, 2022, to align with the requirements of the CMS
Medicaid Pl Program (84 FR 42592). We have included a provision in § 170.550(m)(1) to only
allow ONC-ACB:s to issue certificates for this criterion until January 1, 2022.
d. Common Clinical Data Set Summary Record — Create; and Common Clinical
Data Set Summary Record — Receive

As stated in the proposed rule (84 FR 7437), we assessed the number of products certified
to the 2015 Edition “Common Clinical Data Set summary record — create” (§ 170.315(b)(4)) and
“Common Clinical Data Set summary record — receive” (§ 170.315(b)(5)) criteria that have not
also been certified to the 2015 Edition “transitions of care” criterion (§ 170.315(b)(1)) that also
requires health IT be capable of creating and receiving Common Clinical Data Set (CCDS)
Summary Records using the same interoperability standards. We explained that, based on our
findings of only two unique products certified only to these criteria and not to the “transitions of
care” criterion at the time of the drafting of the Proposed Rule, there appears to be little market
demand for certification to 2015 Edition “Common Clinical Data Set summary record — create”
(§ 170.315(b)(4)) and “Common Clinical Data Set summary record — receive” (§ 170.315(b)(5))
criteria alone. Therefore, we proposed to remove these certification criteria from the 2015
Edition.

Comments. The comments we received on this proposal supported this removal.
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Response. We thank commenters for their support and have finalized removal of the 2015
Edition “Common Clinical Data Set summary record — create” (§ 170.315(b)(4)) and “Common
Clinical Data Set summary record — receive” (§ 170.315(b)(5)) criteria.

e. Secure Messaging

We proposed to remove the 2015 Edition “secure messaging” criterion (§ 170.315(¢e)(2)).
As explained in the Proposed Rule (84 FR 7437), ONC strongly supports patient and provider
communication, as well as protecting the privacy and security of patient information, but no
longer believes that a separate certification criterion focused on a health I'T’s ability to send and
receive secure messages between health care providers and patients is necessary. This criterion
would also no longer be associated with an objective or measure under the CMS PI Programs
based on proposals and determinations in recent CMS rulemakings (83 FR 41664; 83 FR 35929).

Comments. Several comments specifically referencing this proposal were supportive of
removing this criterion. A number of commenters expressed concern with the removal of the
“secure messaging” criterion, including whether removal of this criterion may create a barrier to
successful participation for providers in the CMS PI Programs. Other commenters expressed
concerns about continued availability of secure digital endpoints for health care providers. Some
commenters noted that some providers and patients might prefer to continue using “secure
messaging” functionality in lieu of other options for a variety of purposes for which they
currently use it, while others expressed concern that the separate “secure messaging”
functionality will disappear from the market if no longer supported by ONC requirements.
Commenters expressed that options for data access and exchange, such as portals and APIs,

might satisfy providers’ and patients’ needs for interoperability communication. However,
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commenters expressed a concern that these options may not ensure continued availability to new
market entrants’ health IT without requiring the technology to interact with developer- or
system-specific interfaces.

Response. We thank commenters for their input. Having reviewed all comments received
on this proposal, we have decided not to remove the “secure messaging” criterion from the
Program at this time. We recognize the importance of ensuring alignment between ONC Health
IT Certification Program regulations and the CMS regulations that reference them. We will
continue to work in close partnership with our CMS colleagues to ensure that our regulations
remain aligned and that we provide affected stakeholders with the information they need to
understand how the rules work together and how to succeed under CMS incentive programs
using health IT certified under ONC’s Program. CMS has identified this criterion as supporting
the coordination of care through patient engagement objective and measure, which is expected to
remain operational for Medicaid until January 1, 2022; after 2021 there will be no further
incentives under the Medicaid Promoting Interoperability Program (84 FR 42592). We,
therefore, will permit ONC-ACB:S to issue certificates for this criterion up until January 1, 2022
to align with the requirements of the CMS Medicaid Pl Program (84 FR 42592). We have
included a provision in § 170.550(m)(1) to only allow ONC-ACB:s to issue certificates for this
criterion until January 1, 2022.

Limiting certificates to this criterion for this period will help spur further innovations in
patient engagement while helping to reduce regulatory burdens and costs for health IT
developers and health care providers. The other 2015 Edition certification criteria that support

patient engagement, such as the 2015 Edition “view, download, and transmit to 3rd party,”
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“APL” and “patient health information capture” certification criteria better support
interoperability and innovation in patient engagement. We have seen developers integrate secure
messaging functionality as part of other patient engagement features, such as patient portals, and
integrate messaging with access to and exchange of clinical and administrative data. These
integrated technologies currently in use offer more comprehensive options for providers and
patients to interact and share information via a secure platform and may render the separate
“‘secure messaging” criterion and functionality redundant to robust integrated options. We also
believe removing the standalone “secure messaging” criterion will encourage the market to
pursue other innovative means of offering patient engagement and interaction functionalities that
providers and patients want, with the convenience and efficiency they demand. Thus, we believe
that the removal of this criterion will help reduce burden and costs without negative impact on
current or future innovations in patient engagement and secure information exchange. In
response to the concern about new market entrants being able to receive data needed to serve
their customers, we note that the “view, download, and transmit to 3rd party” criterion remains
available for patients who wish to send their health information to a third party of the patient’s
choice. Other remaining interoperability-focused criteria, such as “transitions of care,” ensure
that systems of health IT certified to at least those criteria remaining in the “Base EHR”
definition will remain capable of supporting providers’ use of new entrant and other third party
health IT of their choosing without requiring that health IT to integrate or interface with their
certified health IT.

5. Removal of Certain ONC Health IT Certification Program Requirements

We proposed to remove certain mandatory disclosure requirements and a related
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attestation requirement under the Program. As discussed in the Proposed Rule (84 FR 7437), we
believe removal of these requirements will reduce costs and burden for Program stakeholders,
particularly for health IT developers and ONC-ACBs.
a. Limitations Disclosures

We proposed to remove § 170.523(k)(1)(iii)(B), which requires ONC-ACBSs to ensure
that certified health IT includes a detailed description of all known material information
concerning limitations that a user may encounter in the course of implementing and using the
certified health IT, whether to meet “meaningful use” objectives and measures or to achieve any
other use within the scope of the health IT's certification. We proposed to remove 8
170.523(k)(2)(iv)(B) and (C), which state that the types of information required to be disclosed
include, but are not limited to: (B) limitations, whether by contract or otherwise, on the use of
any capability to which technology is certified for any purpose within the scope of the
technology's certification; or in connection with any data generated in the course of using any
capability to which health IT is certified; (C) limitations, including but not limited to technical or
practical limitations of technology or its capabilities, that could prevent or impair the successful
implementation, configuration, customization, maintenance, support, or use of any capabilities to
which technology is certified; or that could prevent or limit the use, exchange, or portability of
any data generated in the course of using any capability to which technology is certified.

Comments. Most of the comments specifically referencing this proposal were supportive.
A few commenters raised concerns regarding the utility of mandatory disclosures to health care
providers, their health information exchange partners, and ONC, with some commenters offering

suggestions for how ONC could use disclosures information in the future. A few commenters’
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concerns specifically referenced the disclosure of costs information.

Response. We thank commenters for their input. We have finalized removal of §
170.523(k)(1)(iii)(B) and § 170.523(k)(1)(iv)(B) and (C), as proposed (84 FR 7437 and 7438).
As discussed in the Proposed Rule (84 FR 7438), these specific disclosure requirements are
superseded by the Cures Act information blocking provision and Conditions of Certification
requirements, which we proposed to implement in the same Proposed Rule (84 FR 7424). As
also noted in the Proposed Rule (84 FR 7438), we proposed (84 FR 7465 and 7466) a
complementary Condition of Certification requirement that developers would be prohibited from
taking any action that could interfere with a user’s ability to access or use certified capabilities
for any purpose within the scope of the technology’s certification discussed further in section
VII.2.

We also note here to ensure clarity that we did not propose, and have not finalized, a
complete removal of the transparency requirements in 8 170.523(k)(1). Requirements under §
170.523(k)(1) other than those specifically proposed for removal will remain in place. The
transparency requirements remaining in place include: 8 170.523(k)(1)(iii)(A), which describes
the plain language detailed description of all known material information concerning additional
types of costs that a user may be required to pay to implement or use the Complete EHR or
Health IT Module's capabilities, whether to meet meaningful use objectives and measures, or to
achieve any other use within the scope of the health IT's certification; and § 170.523(k)(1)(iv)(A)
specification that the types of information required by 8§ 170.523(k)(1)(iii) include, but are not
limited to, additional types of costs or fees (whether fixed, recurring, transaction-based, or

otherwise) imposed by a health IT developer (or any third party from whom the developer
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purchases, licenses, or obtains any technology, products, or services in connection with its
certified health IT) to purchase, license, implement, maintain, upgrade, use, or otherwise enable
and support the use of capabilities to which health IT is certified; or in connection with any data
generated in the course of using any capability to which health IT is certified.
b. Transparency and Mandatory Disclosures Requirements

We proposed to remove the Principle of Proper Conduct (PoPC) in § 170.523(k)(2),
which requires ONC-ACBs to ensure health IT developers’ adherence to a requirement that the
health IT developer submit an attestation that it will disclose all of the information in its
mandatory disclosures per 8 170.523(k)(1) to specified parties (e.g., potential customers or
anyone inquiring about a product quote or description of services). As discussed in the Proposed
Rule (84 FR 7438), we believe this provision is no longer necessary and that its removal is
appropriate to further reduce administrative burden for health IT developers and ONC-ACB:s.

Comments. The majority of commenters specifically discussing this proposal expressed
support for the removal of the PoPC in § 170.523(k)(2). A few commenters expressed concern
that the high degree of transparency ONC noted in the Proposed Rule might not be maintained as
they noted a possibility that the POPC requiring the ONC-ACBs to ensure the developers
submitted an attestation, and, in turn, the developers’ obligation to make the attestation, may be
driving the currently observed levels of transparency.

Response. We thank commenters for their input. We have decided to finalize the removal
of the PoOPC in § 170.523(k)(2). We appreciate the importance of holding health IT developers
accountable for meeting all requirements of participation in the Program, including meeting or

exceeding the minimum required transparency disclosures. We believe that the needed
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transparency and accountability will be maintained and enhanced by certain Condition and
Maintenance of Certification requirements we have finalized in this rule, which include the
assurances and attestations specifically discussed in section VII.2 in relation to this proposed
removal of § 170.523(k)(2). We believe that the removal of the PoOPC requirements in §
170.523(k)(2) will likely aid in the avoidance of unnecessary costs and burden for Program
stakeholders, particularly health IT developers and ONC-ACBs.

6. Recognition of Food and Drug Administration Processes

Section 618 of the Food and Drug Administration Safety and Innovation Act (FDASIA),
Public Law 112-144, required that the Food and Drug Administration (FDA), in consultation
with ONC and the Federal Communications Commission (FCC) (collectively referred to as “the
Agencies”1s for this final rule), develop a report containing a proposed strategy and
recommendations on an appropriate, risk-based regulatory framework pertaining to health IT,
including mobile medical applications, that promotes innovation, protects patient safety, and
avoids regulatory duplication. The FDASIA Health IT Report of April 2014,19 contained a
proposed strategy and recommendations on an appropriate, risk-based regulatory framework
pertaining to health IT that promotes innovation, protects patient safety, and avoids regulatory

duplication. Public comments, received prior to the report’s publication and after,20

18 ONC is not an agency, but an office within the Department of Health and Human Services.
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recommended that health IT developers/manufacturers apply a single process that satisfies the
requirements of all agencies, and existing safety and quality-related processes, systems, and
standards should be leveraged for patient safety in health IT. On July 27, 2017, FDA announced
a voluntary Software Precertification Pilot Program as part of a broader Digital Health
Innovation Action Plan.21 It was developed in order to create a tailored approach toward
recognizing the unique characteristics of digital technology by looking first at the firm, rather
than primarily at each product of the firm, as is currently done for traditional medical products.
The FDA plans to explore whether and how pre-certified companies that have demonstrated a
culture of quality, patient safety, and organizational excellence could bring certain types of
digital health products to market either without FDA premarket review or with a more
streamlined FDA premarket review.
a. FDA Software Precertification Pilot Program

We proposed (84 FR 7438 and 7439) to establish processes that would provide health IT
developers that can document holding pre-certification under the FDA Software Precertification
Pilot Program with exemptions to the ONC Health IT Certification Program’s requirements for
testing and certification of its health IT to the 2015 Edition “quality management systems”
criterion (§ 170.315(g)(4)) and the 2015 Edition “safety-enhanced design” criterion (§
170.315(g)(3)), as these criteria are applicable to the health IT developer’s health IT presented
for certification. We also stated that such a “recognition” could, depending on the final

framework of the FDA Software Precertification Pilot Program, be applicable to the

21 https://ww.fda.gov/MedicalDevices/DigitalHealth/DigitalHealthPreCertProgram/Default.htm
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functionally-based 2015 Edition “clinical” certification criteria (§ 170.315(a)). We noted in the
Proposed Rule that the proposed “recognition” could also be appropriate to address any or all of
the following functionally-based 2015 Edition criteria in the event their proposed removal were
not finalized: “problem list” (§ 170.315(a)(6)), “medication list” (§ 170.315(a)(7)), “medication
allergy list” (§ 170.315(a)(8)), “drug-formulary and preferred drug list checks” (§
170.315(a)(10)),” and “smoking status” (§ 170.315(a)(11)).

We noted (84 FR 7439) that despite proffered benefits including alignment with both
EOs 13563 and 13771 regarding deregulatory, less burdensome, and more effective regulatory
schemes and programs, and serving as a regulatory relief for those health IT developers
qualifying as small businesses under the Regulatory Flexibility Act (84 FR 7587 and 7588), there
may be reasons not to adopt such a “recognition” approach. We noted as examples of such
reasons that stakeholders may not agree that the FDA Software Precertification Program
sufficiently aligns with our Program, and that stakeholders may have operational concerns.
Accordingly, we welcomed comments on these and other aspects of our proposed “recognition”
approach, including the 2015 Edition certification criteria that should be eligible for
“recognition.”

Comments. The majority of commenters commended ONC’s efforts to recognize the
FDA Software Precertification Program. However, most commenters expressed concerns that
FDA'’s program was not yet mature enough to assess the degree of alignment to the ONC Health
IT Certification Program. Many commenters expressed concerns that the FDA Software
Precertification Pilot Program focuses on development and business practices, with a potential

for streamlining requirements for pre-market clearance of specific functionalities, while ONC’s
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certification Program focuses less on development practices and more on certification of
individual software products as meeting Program-specified requirements for functionality and
interoperability, including conformance with specific interoperability standards. Many of these
commenters indicated that until the FDA program is more fully mature they would prefer to
reserve judgment on how recognition could or should be structured to satisfy the needs of ONC’s
Program at lower burden on those developers for whom dual participation is a need or an
appealing option. Several commenters noted potential for recognition of developers who achieve
precertification status under the FDA’s program to streamline or offer them a low-burden option
for satisfying certain requirements under ONC’s Program. However, several commenters urged
that obtaining FDA precertification status should not be the only way a developer could satisfy
any requirement under ONC’s Program, noting that a developer of one or more certified Health
IT Modules that is newer to the market or simply smaller and not engaged in development of
software subject to FDA regulation could find the FDA Software Precertification Program’s
requirements a higher hurdle to entering or remaining in the ONC-certified health IT market
sector than the ONC requirements the recognition might replace.

Response. Considering commenters’ concerns and the maturity of the FDA Software
Precertification Program—uwhich remains in a pilot phase at the time this final rule is being
drafted —we have decided not to finalize recognition of the FDA Software Precertification
Program at this time. However, we anticipate continuing to consult and coordinate with our
colleagues at FDA and to monitor the details and experience of the FDA Software
Precertification Program as it continues to mature. We continue to believe that there may be

potential for recognition of the FDA Software Precertification Program to contribute in the future
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to our ongoing goals of reducing burden and promoting innovation while maintaining or
enhancing the assurance that the ONC Health IT Certification Program provides, but we have not
finalized our proposal at this time.
b. Development of Similar Independent Program Processes — Request for

Information

In the Proposed Rule (84 FR 7439), we included a request for information (RFI) related
to the development of similar independent processes to those of the FDA Software
Precertification Program for purposes of our Program. We received 21 comments on this RFI
and appreciate the input provided by commenters. We will continue to consider whether to
develop similar independent processes and whether this should be included in future rulemaking.
IVV. Updates to the 2015 Edition Certification Criteria

In order to capture and share patient data efficiently, health care providers need health IT
that store data in structured formats. Structured data allows health care providers to easily
retrieve and transfer patient information, and use health IT in ways that can aid patient care. We
proposed to update the 2015 Edition by adopting a limited set of revised and new 2015 Edition
certification criteria, including new standards, to support these objectives. Some of these criteria
and standards are included in the Certified EHR Technology (CEHRT) definition used for
participation in HHS Programs, such as the Promoting Interoperability (PI) Programs (formerly
the EHR Incentive Programs), some are required to be met for participation in the ONC Health
IT Certification Program, and some, though beneficial, are unassociated with the CEHRT
definition and not required for participation in any HHS program, including the ONC Health IT

Certification Program (Program).
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Comments. We received a few comments in support of our approach to modify the 2015
Edition health IT certification criteria. One commenter commended ONC for proposing logical
updates to the 2015 Edition certification criteria, rather than overhauling the Program or
establishing a new edition of certification, stating iterative changes will provide stability and
allow the industry to adapt to new market forces. Commenters stated that this incremental
approach best serves the health care provider and health IT developer community. One
commenter applauded ONC for proposing logical updates to the 2015 Edition health IT
certification criteria and recommended that ONC continue to seek to maximize the impact of
these certification changes and pursue all opportunities to simplify existing criteria.

However, a number of commenters requested that ONC put forth a new edition and
suggested varied approaches to a new edition. Commenters suggested that ONC clearly delineate
the difference between the editions by creating a new naming convention for the updated criteria,
such as a version number. Others recommended a 2020 Edition or the corresponding year in
which this rule is effective. Still other commenters recommended the proposed updated 2015
Edition be renamed to the 2021 Edition instead of renamed with a Release 2 at end of the
existing name. Some commenters identified the scope of the proposed changes as the reason
ONC should establish the updates as a new edition of certification criteria rather than simply
updating the 2015 Edition. However, the majority of commenters recommending a new edition
based their concern on the potential confusion among providers who purchase and use certified
health IT resulting from different products available under the same label.

Response. We thank commenters for their input on the tradeoffs associated with

modifying the current 2015 Edition versus creating a new edition. We considered a variety of
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factors when we framed our proposals. First, we reviewed the scope of each proposed update and
the cumulative scope of the proposals overall for health IT developers and sought to identify
whether it would be more appropriate to require health IT developers participating in the
Program to implement updates to Health IT Modules certified to the 2015 Edition or to test and
certify health IT products to an entirely new edition of certification criteria. Second, we
considered the impact that either approach would have on health care providers, including how
such updated Health IT Modules or products certified to a new edition would be implemented by
providers participating in CMS programs.

We have considered the impact on health IT developers related to the scope of the
individual updates as well as the cumulative scope of all updates to the 2015 Edition adopted in
this final rule (see also section XIII regulatory impact analysis). In this final rule, we have only
adopted two new technical certification criteria in § 170.315(b)(10) and § 170.315(g)(10) to
which health IT developers seeking to upgrade their products will need to present Health IT
Modules for certification. Unlike the new criteria introduced in prior certification edition
rulemakings, both of these new criteria are an expansion or modification of existing criteria
within the 2015 Edition which are currently in use in certified health IT. The new criteria in §
170.315(b)(10) relates to the 2015 Edition criteria in § 170.315(b)(6) with an expansion of the
data and a removal of the specificity for the standard requirement. The new Standardized API
criteria in 8 170.315(g)(10) relates to the 2015 Edition API criteria with an expansion of security
requirements and the addition of applicable standards. For the remainder of the updated criteria,
a developer would not be required to present a Health IT Module for certification in order to

update a certified product in accordance with this final rule. Instead, a health 1T developer would
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update their certified Health IT Module, notify the ONC-ACB that they have done so, and make
the update available their customers. Additionally, unlike prior certification edition rulemakings,
the certification criteria updated to address compliance with the USCDI do not include new
functionality nor do they require a complete redesign of Health IT Modules certified to such
certification criteria. As noted in the Proposed Rule, the updates to the CCDS to create the
USCDI were intentionally limited to a modest expansion that most health IT developers already
supported, were already working toward, or should be capable of updating their health IT to
support in a timely manner. Please see Table 1 below for a list of all certification criteria
changes.

In consideration of the impact our approach would have on health care providers, we
note that impact and potential burden for providers is of particular importance given that
CY2019 was the first performance year where eligible clinicians (ECs), eligible hospitals, dual-
eligible hospitals, and critical access hospitals (CAHSs) participating in CMS programs—
including the CMS Promoting Interoperability Program and the Quality Payment Program/
Merit-based Incentive Payment System —were required to use health information technology
certified to the 2015 Edition to meet the requirements of the CMS CEHRT definition. If we were
to adopt a new edition of certification criteria, CMS programs would have to consider
establishing a new CEHRT definition and a subsequent requirement for program participants
who have only recently completed a full edition update to their technology used for program
participation. Historically, with a new edition of certification criteria, health IT developers have
packaged Health IT Modules certified to new, modified, and unchanged criteria into a wholly

new certified product. Historical data indicates that these complete updates to the edition are
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particularly challenging for both health IT developers seeking certification and for health care
providers as they place deadlines for a significant number of health IT developers to support and
implement new products for a significant number of health care providers simultaneously. As a
result, the burden of updating the technology is compounded for both health IT developers and
health care providers. While ONC does not itself place any such requirements on health care
providers, we believe the risk of such significant burden must be considered in health IT policy
decisions.

Further, we believe the scope of the updates and the impact on health IT developers and
health care providers must be considered in tandem—meaning that an entirely new edition
should only be established when the scope of the updates is significant enough to warrant the
impacts of implementation. When the scope of updates does not warrant implementation of an
entirely new edition of certification criteria, we believe it is appropriate to update the existing
criteria. For example the 2015 Edition included new criteria that were neither built upon nor
updated to existing criteria in the 2014 Edition, which was significantly different than the 2011
Edition. In contrast, health IT developers have been able to employ regular or cyclical updates
without modifying all Health IT Modules certified to unchanged criteria in order to implement
updates to existing certification criteria such as the annual updates to CMS eCQMs or for
changes made to public health reporting standards. In such cases, the changes may be
implemented by health IT developers in the manner most appropriate for their product and their
customers, such as through routine service and maintenance rather than a completely new

implementation.
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In order to understand the impact these updates would have on participants in the CMS
programs which reference them for use by program participants, we compare these updates to the
current definition of CEHRT established by CMS at 42 CFR 495.4 for eligible hospitals, CAHs
and Medicaid eligible professionals and at 42 CFR 414.1305 for eligible clinicians in MIPS. For
2019 and subsequent years, the CMS CEHRT definition specifies the use of EHR technology
certified to 2015 Edition including technology that meets the 2015 Edition Base EHR definition
in § 170.102, as well as other certified technology necessary to be a meaningful user. The
updates finalized in this final rule impact both certification criteria included in the Base EHR
definition as well as criteria required for applicable objectives and measures. Specifically, this
final rule updates several criteria currently applicable for certified Health IT Modules used by
CMS program participants for the CMS objectives and measures necessary to be a meaningful
user, including:

e Revisions to the electronic prescribing criterion in § 170.315(b)(3) to reference an

updated e-prescribing standard,;

e Revisions relating to the drug-formulary and preferred drug list checks criterion in §
170.315(a)(10) to include at 170.550(m)(1) to only allow ONC-ACB:s to issue
certificates for this criterion until January 1, 2022;

e Replacement of the API criterion in § 170.315(g)(8) with a new API criterion in 8
170.315(g)(10) referencing an API standard and related security standards;

e Revisions to several criteria to reference the USCDI and implement other standards

updates (see Table below for specifics); and

Revisions to § 170.315(¢c)(3), to update quality reporting standards.
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In general, health IT developers have 24 months from the publication date of the final
rule to make technology certified to these updated criteria available to their customers, and
during this time developers may continue supporting technology certified to the prior version of
certification criteria for use by their customers. For providers participating in CMS programs,
this means they can continue to use the certified technology they have available to them to
support program participation and can work with their developers to implement any updates in a
manner that best meets their needs.

For the revisions to electronic prescribing criterion in § 170.315(b)(3) and to the quality
reporting standards, in § 170.315(c)(3), the updates adopted for certified health IT align
specifically with changes already required by CMS for use by health care providers. This means
health IT developers are already implementing and supporting these updates. The
implementation of these updates is driven by other requirements and so repackaging such
updates in a new edition (or a new product) would create a redundancy and could have
unintended cost burden on health care providers. For the updates to the criteria referencing the
USCDI, as noted previously, we based the USCDI on the existing CCDS with modest expansion
that most health IT developers already supported, were already working toward, or should be
capable of updating their health IT to support in a timely manner. Finally, for the removal of the
drug-formulary and preferred drug list checks in § 170.315(a)(10), we note that the removal from
the Program has negligible impact on health care providers.

First, as discussed in past CMS regulations related to the use of these functionalities by
participants in CMS programs, health care providers have noted that while formulary checks are

a promising approach, the utility of the specific functionality that is certified is not necessarily
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consistently applicable for all prescriptions (80 FR 62833). Second, as it does not remove the
product from the market, any providers who are using the current functionality may continue to
use the technology for their purposes. For the replacement of the API criterion in § 170.315(g)(8)
with a new Standardized API criterion in § 170.315(g)(10) referencing an API standard and
related security standards, we reiterate that health IT developers have 24 months from the date of
publication of this final rule to update their technology and make such available to their
customers. The 2015 Edition final rule adopted an API criterion in § 170.315(g)(8) which was
implemented by many health IT developers using the underlying standard adopted in this final
rule for the Standardized API criterion in § 170.315(g)(10). This common use impacted our
decision to adopt the standard in our update to the 2015 Edition (see also section VI1.B.4.c
Standardized API for Patient and Population Services). We, therefore, believe that both the scope
of the updates and the potential impact on health IT developers and health care providers do not
constitute sufficient justification for the potential burden associated with adopting an entirely
new edition of certification criteria. Instead, we believe it is most reasonable and effective for
these updates to be part of the existing 2015 Edition as modified in this final rule.

We acknowledge the concerns of commenters who expressed the potential risk of
confusion about the updates among their customers and how to best communicate that a product
meets the updated version of a given certification criterion. We strongly encourage health IT
developers to work with their customers to promote understanding of these updates. In addition,
we have taken several mitigating steps. First, we revisited our proposed regulatory structure and
revised it so that the structure more clearly reflects if a change is updating the previously adopted

standard, or a more significant change to the criterion such as adding a new standard. This
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maintains the prior 2015 Edition regulatory structure for the majority of the updates except for §
170.315(b)(10) and (g)(10) as discussed previously, and establishes a more clear sense of scope.

Second, in order to support effective communication of the updates, we are implementing
a practical approach to facilitate transparency using the Certified Health IT Product List
(CHPL)22 developer’s ability to provide individually relevant, timely which is the tool that health
care providers and the general public may use to identify the specific certification status of a
product at any given time, to explore any certification actions for a product, and to obtain a CMS
Certification ID for a product used when participating in CMS programs. While we retain the
overall 2015 Edition title, we will distinguish the 2015 Edition certification criteria from the new
or revised criteria adopted in this final rule by referring to the new or revised criteria as the 2015
Edition Cures Update on the CHPL for products that are certified. The CHPL will also
differentiate to what standards the health IT will be certified and will allow health care providers
to identify if and when a specific Health IT Module has been updated. This will help to eliminate
some of the confusion among providers who are seeking to understand the certification and
update the status of the product they are currently using. It can also be a resource for providers
who may be making a new purchase of certified health IT to make an informed decision about
which products support the most up to date available standards and functionality.

We further note that, while in the past ONC has largely relied on creating a new edition
to implement changes to certification criteria, in each case, those changes included some updates

to existing criteria, but also criteria containing functionality and standards that were entirely new

22 ONC Certified Health IT Product List: https://chpl.healthit.gov
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and did not build on the prior edition. In addition, the Cures Act set in motion a shift for the
ONC Health IT Certification Program by including Conditions and Maintenance of Certification
requirements which allowed for processes such as the Standards Version Advancement Process
(SVAP) flexibility within real world testing, which allows better alignment to industry efforts for
standards advancement while maintaining accountability. These new provisions help to remove
barriers for standards development and version updates, which limit a health IT developer’s
ability to provide individually relevant, timely, and innovative solutions to their clients. This
change is consistent with our approach to adopt incremental updates in this final rule rather than
to adopt a complete new edition of certification criteria. This final rule is the first time we have
executed on the concept of Maintenance of Certification requirements for existing certificates,
and we foresee the potential for future rulemakings to include incremental updates to
certification criteria when such updates are appropriate.

Please see Table 1 below for a list of all certification criteria changes.

Table 1. 2015 Edition Cures Update

final rule (60 days
after publication)

Certification Reference New/Revised/ | 2015 Edition Impact on CMS

Criteria Removed/ Cures Update - Promoting
Time-limited | Timing Interoperability (PI)
Certification Programs

Problem list §170.315(a)(6) Removed Effective date of Removed from 2015

Edition Base EHR
definition

Medication list | 8 170.315(a)(7) Removed Effective date of Removed from 2015
final rule (60 days | Edition Base EHR
after publication) | definition

Medication §170.315(a)(8) Removed Effective date of Removed from 2015

allergy list final rule (60 days | Edition Base EHR
after publication) | definition

Drug 8 170.315(a)(10) | Time-limited | ONC-ACBsonly | Pl Measures:

Formulary and Certification permitted to issue -e-Rx

Preferred Drug certificates for this -Query of PDMP

List Checks criterion until Operational for Medicaid
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January 1, 2022 until January 1, 2022

Smoking status | § 170.315(a)(11) | Removed Effective date of Removed from 2015
final rule (60 days | Edition Base EHR
after publication) | definition

Patient-specific | § 170.315(a)(13) | Time-limited | ONC-ACBsonly | Operational for Medicaid

Education Certification permitted to issue | until January 1, 2022

Resource certificates for this | Supports Patient
criterion until Electronic Access to
January 1, 2022 Health Information

Obijective Measure

Transitions of | § 170.315(b)(1) Revised Update to Pl Measures:

Care USCDI/C-CDA -Support Electronic
companion guide | Referral Loops by
within 24 months | Sending Health
after the Information
publication date of | -Support Electronic
final rule Referral Loops by

Receiving and
Incorporating Health
Information
Clinical §170.315(b)(2) Revised Update to Pl Measures:
information USCDI/C-CDA Support Electronic
reconciliation companion guide | Referral Loops by
and within 24 months | Receiving and
incorporation after the Incorporating Health
publication date of | Information
final rule

Electronic §170.315(b)(3) Revised Update standard Pl Measures:

prescribing within 24 months | - e-Prescribing
after the
publication of
final rule

Common 8 170.315(b)(4) Removed Effective date of

Clinical Data final rule (60 days

Set summary after publication)

record — create

Common 8 170.315(b)(5) Removed Effective date of

Clinical Data final rule (60 days

Set summary after publication)

record —

receive

Data Export §170.315(b)(6) Time-limited | ONC-ACBs may | Removed from 2015

Certification only issue Edition Base EHR
certificates until definition effective date
36 months after of the final rule (60 days
the publication after publication)
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date of the final

rule
Security tags — | § 170.315(b)(7) Revised Document,
summary of section, and entry
care—send (data element)
level; or

Document level
for the period until
24 months after
publication date of

final rule
Security tags — | § 170.315(b)(8) Revised Document,
summary of section, and entry
care—receive (data element)
level; or

Document level
for the period until
24 months after
publication date of
final rule

Care plan §170.315(b)(9) Revised Update to C-CDA
companion guide
within 24 months
after publication
date of final rule

EHI export 8 170.315(b)(10) | New Update within 36
months of
publication date of
final rule

Clinical quality | § 170.315(c)(3) Revised Effective date of P1 Programs

measures final rule (60 days

(CQMs) — after publication)

report

Auditable § 170.315(d)(2) Revised Update to new

events and ASTM standard

tamper- within 24 months
resistance after publication
date of final rule

Audit report(s) | §170.315(d)(3) Revised Update to new

ASTM standard
within 24 months
after publication
date of final rule

Auditing §170.315(d)(10) | Revised Update to new

actions on ASTM standard

health within 24 months

information after publication
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date of final rule

Encrypt § 170.315(d)(12) | New Effective date of
authentication final rule (60 days
credentials after publication)
(New and updated
certifications only)
Multi-factor §170.315(d)(13) | New Effective date of
authentication final rule (60 days
(MFA) after publication)
(New and updated
certifications only)
View, 8 170.315(e)(1) Revised Update to Pl Measure:
Download, and USCDI/C-CDA Provide Patients
Transmit to 3rd companion guide | Electronic Access to
Party within 24 months | Their Health Information
after publication
date of final rule
Secure 8 170.315(e)(2) Time-limited | ONC-ACBs only | Operational for Medicaid
Messaging Certification permitted to issue | until January 1, 2022

certificates for this
criterion until
January 1, 2022

Supports the
Coordination of Care
through Patient
Engagement Objective

Transmission 8§ 170.315()(5) Revised Update to Pl Measure:
to public health USCDI/C-CDA Electronic Case
agencies — companion guide | Reporting
electronic case within 24 months
reporting after publication
date of final rule
Consolidated 8 170.315(g)(6) Revised Update to
CDA creation USCDI/C-CDA
performance companion guide
within 24 months
after publication
date of final rule
Application 8 170.315(g)(8) Time-limited | 24 months after Pl Measure:
Access — Data Certification publication date of | Provide Patients
Category final rule Electronic Access to
Request Their Health Information
Application 8170.315(g)(9) Revised Update to Pl Measure:
Access - All USCDI/C-CDA Provide Patients
Data Request companion guide | Electronic Access to
within 24 months | Their Health Information
after publication
date of final rule
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Standardized §170.315(g)(10) | New Update within 24 | Added to the 2015
API for patient months of Edition Base EHR
and population publication date of | definition
services final rule

Note: The CHPL will be updated to indicate the standards utilized for new or revised
certification criteria, as well as denote criteria removed from the Program.

A. Standards and Implementation Specifications

1. National Technology Transfer and Advancement Act

The National Technology Transfer and Advancement Act (NTTAA) of 1995 (15 U.S.C.
3701 et. seq.) and the Office of Management and Budget (OMB) Circular A—11923 require the
use of, wherever practical, technical standards that are developed or adopted by voluntary
consensus standards bodies to carry out policy objectives or activities, with certain exceptions.
The NTTAA and OMB Circular A-119 provide exceptions to electing only standards developed
or adopted by voluntary consensus standards bodies, namely when doing so would be
inconsistent with applicable law or otherwise impractical. Agencies have the discretion to
decline the use of existing voluntary consensus standards if determined that such standards are
inconsistent with applicable law or otherwise impractical, and instead use a government-unique
standard or other standard. In addition to the consideration of voluntary consensus standards, the
OMB Circular A-119 recognizes the contributions of standardization activities that take place
outside of the voluntary consensus standards process. Therefore, in instances where use of
voluntary consensus standards would be inconsistent with applicable law or otherwise

impracticable, other standards should be considered that meet the agency’s regulatory,
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NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly from
the published document if minor editorial changes have been made during the OFR review process and in the total
number of pages due to the removal of this notice. The document published in the Federal Register is the official
HHS-approved document.


https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/circulars/A119/revised_circular_a-119_as_of_1_22.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/circulars/A119/revised_circular_a-119_as_of_1_22.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/circulars/A119/revised_circular_a-119_as_of_1_22.pdf

RIN 0955-AA01 Page 101 of 1244

procurement or program needs, deliver favorable technical and economic outcomes, and are

widely utilized in the marketplace.

Comments. A couple of commenters stated that they do not support federal programs’ use
of the NTTAA voluntary consensus standards exceptions, and asked that the involved federal
programs continue to utilize consensus-based standards developed through work done by
organizations such as HL7®. They noted that such work incorporates public health inputs, and
stated that it is critical for there to be sufficient discussion and consideration of all stakeholder
concerns in adopting such critical technologies such as FHIR®.

Response. We thank commenters for their feedback. We clarify that many of the
standards we adopt in this final rule are developed and/or adopted by voluntary consensus
standards bodies, except where we found that a government unique standard is more appropriate.
We are aware of no voluntary consensus standards that could serve as an alternative for the
following purposes in this final rule.

In this final rule, we use voluntary consensus standards except for:

e The standard adopted in § 170.213, the United States Core Data for Interoperability
(USCDI), Version 1 (v1), is a hybrid of government unique policy (i.e., determining which
data to include in the USCDI) and voluntary consensus standards (i.e., the vocabulary and
code set standards attributed to USCDI data elements). We have placed time limitations on
the predecessor to this standard, the Common Clinical Data Set (CCDS) definition, under this
rule, and replaced it with the USCDI in all applicable criteria except for the data export
criterion in 8 170.315(b)(6), on which we have also placed a time limit. We refer readers to

the “Revised and New 2015 Edition Criteria” in section IV.B of this preamble.
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e The standards adopted in 8 170.205(h)(3) and (k)(3). We replaced the current HL7® QRDA
standards with government unique standards, the CMS Implementation Guide for Quality
Reporting Document Architecture: Category I; Hospital Quality Reporting; Implementation
Guide for 2019, and the CMS Implementation Guide for Quality Reporting Document
Architecture: Category Ill; Eligible Clinicians and Eligible Professionals Programs;
Implementation Guide for 2019, that will more effectively support the associated certification
criterion’s use case, which is reporting electronic clinical quality measure (eCQM) data to
CMS.

2. Compliance with Adopted Standards and Implementation Specifications

In accordance with Office of the Federal Register regulations related to “incorporation by
reference,” 1 CFR part 51, which we follow when we adopt proposed standards and/or
implementation specifications in a final rule, the entire standard or implementation specification
document is deemed published in the Federal Register when incorporated by reference therein
with the approval of the Director of the Federal Register. Once published, compliance with the
standard and/or implementation specification includes the entire incorporated document, unless
we specify otherwise. For example, for the HL7® FHIR US Core Implementation Guide (1G)

STU 3.1.0 adopted in this final rule (see section VI11.B.4), health IT certified to certification

criteria referencing this IG would need to demonstrate compliance with all mandatory elements

and requirements of the IG. If an element of the IG is optional or permissive in any way, it would
remain that way for testing and certification unless we specified otherwise in regulation. In such
cases, the regulatory text would preempt the permissiveness of the 1G.

3. “Reasonably Available” to Interested Parties
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The Office of the Federal Register has established requirements for materials (e.g.,
standards and implementation specifications) that agencies propose to incorporate by reference
in the Code of Federal Regulations (79 FR 66267; 1 CFR 51.5(b)). To comply with these
requirements, in section XI (“Incorporation by Reference”) of this preamble, we provide
summaries of, and uniform resource locators (URLS) to, the standards and implementation
specifications we have adopted and subsequently incorporate by reference in the Code of
Federal Regulations. To note, we also provide relevant information about these standards and
implementation specifications throughout the relevant preamble policy discussions and
regulation text sections of the final rule.

B. Revised and New 2015 Edition Criteria

1. The United States Core Data for Interoperability Standard (USCDI)

As we noted in the Proposed Rule, the initial focus of the Program was to support the
Medicare and Medicaid EHR Incentive Programs (76 FR 1294) now referred to as the Promoting
Interoperability (P1) Programs. As such, the 2014 Edition certification criteria mirrored those
functions specified by the CMS PI Programs objectives and measures for providers
demonstrating meaningful use (MU) of certified health IT. In order to improve efficiency and
streamline the common data within our Program’s certification criteria, we created a single
definition for all the required data that could be referenced for all applicable certification criteria.
We created the term “Common MU Data Set” to encompass the common set of MU data
types/elements (and associated vocabulary standards) for which certification would be required
across several certification criteria (77 FR 54170).

The 2015 Edition final rule modified the Program to make it open and accessible to more
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types of health IT, and health IT that supports various care and practice settings beyond those
included in the CMS PI Programs (80 FR 62604). In comparison to the previous editions, the
2015 Edition focused on identifying health IT components necessary to establish an
interoperable nationwide health information infrastructure, fostering innovation and opening new
market opportunities, and allowing for more health care provider and patient choices in
electronic health information access and exchange. In order to align with this approach, we made
changes in the 2015 Edition final rule that resulted in updated vocabulary and content standards
to improve and advance interoperability and health information exchange (80 FR 62604). The
2015 Edition final rule further expanded accessibility and availability of data exchanged by
updating the definition of Base EHR in the 2015 Edition to include enhanced data export,
transitions of care, and application programming interface (API) capabilities, all of which
previously required that, at a minimum, the CCDS be available (80 FR 62602 through 62604).

We further noted in the Proposed Rule (84 FR 7440) that the regulatory approach to
using and referencing a “definition” to identify electronic health information, for access,
exchange and use, including associated vocabulary codes, has had its drawbacks. While ONC’s
“CCDS” definition served its designed purpose (to reduce repetitive text in each of the
certification criteria in which it is referenced), the term CCDS, and the data set it represents, also
began to be used by outside organizations such as the Argonaut Project24 for additional use cases
beyond the C-CDA and ONC’s Health IT Certification Program. As these organizations

identified the need to expand the content CCDS, the CCDS definition in regulation became a

24 https://argonautwiki.hl7.org/Main_Page
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limitation to developing additional data access, exchange, and uses outside of ONC’s programs.
As we move towards value-based care and the inclusion of Data Classes that go beyond clinical
data, and as part of ONC’s continued efforts to evaluate the availability of a minimum baseline
of Data Classes that must be commonly available for interoperable exchange, we acknowledge
the need to change and improve our regulatory approach to the CCDS. Therefore, in order to
advance interoperability by adopting new data and vocabulary codes sets that support data
exchange, we proposed to remove the “Common Clinical Data Set” in § 170.315(b)(4) and §
170.315(b)(5), and its references throughout the 2015 Edition and replace it with the “United
States Core Data for Interoperability” (USCDI) standard. This first version of USCDI will be
designated “version 1 (v1).” The USCDI standard aims to achieve the goals set forth in the Cures
Act by specifying a common set of data classes and elements that have been designed to improve
data usage and interoperable data exchange.

We proposed to adopt the USCDI v1 as a standard defined in § 170.102. Here,
“Standard” is defined as a “technical, functional, or performance-based rule, condition,
requirement, or specification that stipulates instructions, fields, codes, data, materials,
characteristics, or actions.” The USCDI standard would be composed of Data Classes, which
may be further delineated into groupings of specific Data Element(s). For example, “patient
demographics” is a Data Class, and within that Data Class there is “patient name,” which is a
Data Element. As noted in section IV.B.1.b, for the overall structure and organization of the
USCDI, please consult www.healthl T.gov/USCDI.

We noted in the Proposed Rule (84 FR 7441) that ONC intended to establish and follow a

predictable, transparent, and collaborative process to expand the USCDI, including providing
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stakeholders with the opportunity to comment on the USCDI’s expansion. We indicated that
once the Secretary adopts the first version of the USCDI through rulemaking, which we
proposed in § 170.213 in the Proposed Rule, health IT developers would be allowed to take
advantage of the “Standards Version Advancement Process” (SVAP) flexibility. The SVAP
(which we proposed in § 170.405(b) and which is discussed in section VII1.B.5, below) would
permit health IT developers to voluntarily implement and use a newer version of a Secretary-
adopted standard such as the USCDI, subject to certain conditions including a requirement that
the newer version is approved for use by the National Coordinator, and does not conflict with
requirements under other applicable law. We received a number of comments regarding these
proposals, which are outlined in the subsections below.

Comments. We received broad support for the adoption of version 1 of the USCDI as a
new standard defining critical health care data to promote interoperability. Some commenters
from health plans, while supportive of patient and provider access to health care data, voiced
concerns about health plans being required to make data available in the USCDI standard. Other
commenters noted that USCDI v1 does not include data classes and elements that pertain to all
health care settings, including public health, and would therefore not be broadly applicable to all
health care settings.

Response. We thank commenters for their support of the adoption of USCDI v1 as a
standard. We wish to clarify that the adoption of version 1 of the USCDI as a standard for our
Program is not specific to a setting of care, a health care specialty, or a specific category of
health IT user. Nor is the USCDI specific to a particular content exchange standard (e.g., HL7 C-

CDA, HL7 FHIR, HL7 V2, and NCPDP SCRIPT). Rather, it applies to the certification of health
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IT and certified health IT’s ability to send and receive the Data Elements defined by USCDI
without requirements regarding functionality, user interface, or the use of those Data Elements in
exchange. While some users may find few opportunities to exchange these Data Elements, many
will exchange these Data Elements frequently, and we believe that all health care providers
should have certified health IT that can provide them with a means to appropriately share and
access the USCDI data set when exchanging data with other providers. Accordingly, we seek to
clarify a point with respect to our proposal regarding the USCDI and health IT certification. For
the purposes of the ONC Health IT Certification Program, specific certification criteria are the
way the USCDI comes into effect. For example, the USCDI is referenced as part of the data
requirements in the updated “transitions of care” certification criterion (§170.315(b)(1)), which
also specifies that for certification to that criterion, the C-CDA must be used as the syntax to
hold all of the USCDI data.

As we explained, we believe that the adoption of USCDI v1 for all certified health IT will
advance interoperability by ensuring utilization of common data and vocabulary codes sets, and
that standardization will support both electronic exchange and usability of the data. Furthermore,
because ONC will establish and follow a predictable, transparent, and collaborative process to
expand future versions of USCDI, including providing stakeholders with the opportunity to
comment on draft USCDI’s expansion, stakeholders will have ample opportunities to advance
additional Data Classes and Data Elements relevant to a wide range of health care use cases.
After consideration of these comments and the overall support of commenters, we have adopted
the USCDI v1 as a standard in § 170.213.

We have also extended the compliance timelines with which a health IT developer needs
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to update to the USCDI, therefore, we have not removed the CCDS definition from § 170.102 as
proposed but revised it to remove references to 2014 Edition standards and provided time
limitations for when health IT developers need to update to the USCDI.
a. USCDI 2015 Edition Certification Criteria
We proposed (84 FR 7441) to adopt the USCDI Version 1 (USCDI v1) in § 170.213.25
The USCDI is a standardized set of health Data Classes and constituent Data Elements that
would be required to support nationwide electronic health information exchange. Once adopted
in this final rule, health IT developers would be required to update their certified health IT to
support the USCDI v1 for all certification criteria affected by this proposed change. We also
proposed conforming changes in the sections below to update the following formerly CCDS-
dependent 2015 Edition certification criteria to incorporate the USCDI standard:
e “transitions of care” (§ 170.315(b)(1));
e “view, download, and transmit to 3rd party” (§ 170.315(e)(1));
e “transmission to public health agencies — electronic case reporting” (§ 170.315(f)(5));
e “consolidated CDA creation performance” (§ 170.315(g)(6)); and
e “application access — all data request” (§ 170.315(g)(9)).
We did not include the “data export” criterion (§ 170.315(b)(6)) in the proposed list of

criteria that would be revised to include the USCDI standard because we proposed to remove the

25 We note that USCDI v1 is an updated version and distinguished from the Draft United States Core Data for
Interoperability (USCDI) previously made available for public review and comment in the course of its development
as a prospective standard. The data classes and elements in the USCDI v1 were proposed in § 170.213 and defined
in the Proposed Rule, and an additional USCDI v1 document with technical standards information was posted
electronically concurrent with the publication of the Proposed Rule in order to provide the public adequate time to
fully review and comment on both the proposed regulation and the USCDI v1 technical information.
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“data export” criterion (§ 170.315(b)(6)) and instead proposed to adopt a criterion that we
referenced as “EHI export” in the Proposed Rule (§ 170.315(b)(10)). For similar reasons, we did
not include the “application access — data category request” criterion (§ 170.315(g)(8)) because
we proposed to replace it with the API certification criterion (§ 170.315(g)(10)) that derives its
data requirements from the USCDI.

We also proposed, as a Maintenance of Certification requirement (8 170.405(b)(3)) for
the real world testing Condition of Certification requirement (§ 170.405(a)), that health IT
developers with health IT certified to the five above-identified certification criteria prior to the
effective date of this final rule would have to update such certified health IT to the proposed
revised standards (84 FR 7441 and 7596). We further proposed, as a Maintenance of
Certification requirement (8 170.405(b)(3)) for the real world testing Condition of Certification
requirement (8 170.405(a)), that health IT developers must provide the updated certified health
IT to all their customers with health IT previously certified to the identified criteria no later than
24 months after the effective date of this final rule (84 FR 7441 and 84 FR 7596). For the
purposes of meeting this compliance timeline, we noted that we expected health IT developers to
update their certified health IT and notify their ONC-ACB on the date at which they have
reached compliance. We noted that developers would also need to factor these updates into their
next real world testing plan as discussed in section V11.B.5 of the Proposed Rule.26

Comments. The majority of commenters supported the proposed adoption of USCDI v1

and incorporation of the USCDI into the revised and new certification criteria. Some commenters

26 The finalized real world testing Condition and Maintenance of Certification requirements are discussed in section
VI11.B.5 of this final rule.
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expressed concern that incorporation of the USCDI into the “transmission to public health
agencies — electronic case reporting” certification criteria could have a negative impact on data
received by public health reporting programs. Some commenters stressed the need for reasonable
adoption timelines. Some suggested a longer adoption and implementation timeline for
incorporation of the USCDI as part of certified health IT.

Response. ONC acknowledges that some entities, such as public health agencies, may
need to consider what the expanded set of data the USCDI v1 offers may mean to their reporting
programs and requirements. To be clear, the USCDI’s existence as a stand-alone standard will
not impact or change public health reporting requirements. However, certain data now included
in the USCDI, such as clinical notes, would now become more readily available for public health
reporting and a state’s public health program’s policy may need to be revisited if a state seeks to
make use of the “new” data the adoption of the USCDI stands to make more easily available, and
more usable upon receipt. We also believe that the proposed 24-month timeline for updating
certified health IT to comply with the new USCDI standard in § 170.213 is an adequate
implementation timeline, based on other adoption timelines with similar technical complexities.
We, therefore, have finalized revisions for the five above-identified formerly CCDS-dependent
2015 Edition certification criteria to incorporate the USCDI standard.

We have finalized a modification to the regulation text for these criteria based on public
comment related to mitigating the risk of potential confusion caused by updates to existing
criteria. As discussed earlier in this preamble (section 1V), we received public comment
requesting that all revised criteria be included in a new edition of certification criteria. At the

start of section IV, we discuss in response to these comments that we do not believe the creation
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of a new edition is appropriate given that the scope of the updates to the 2015 Edition is tied to
standards updates required to keep pace with current industry practices. However, we do plan to
distinguish the 2015 Edition certification criteria from the updated criteria in this final rule by
referring to them as the 2015 Edition Cures Update on the CHPL.

However, as Health IT Modules are updated to the new standards over time, there is a
need to define what is required for certification and what is required for compliance to prior
certification. Therefore, we have finalized that for criteria being updated from the CCDS to the
USCDI, 24 months after publication date of the final rule shall be applicable for a transition from
the CCDS to the USCDI. We have finalized that for the period until 24 months after the
publication date of the final rule, the CCDS remains applicable for certified Health IT Modules
until such Health IT Modules are updated to the USCDI. This means that upon the effective date
of the rule, for the identified criteria the following apply for certification and compliance:

e The USCDI, or
e The CCDS for the period up to 24 months after the publication date of the final
rule.

This allows for developers to plan the transition for their products more effectively and
supports certification continuity. We have finalized a modification to the regulation text to
require the USCDI, or the CCDS for the period lasting until 24 months after the publication date
of the final rule.

We have finalized this modification to the regulation text for the following criteria:

e “transitions of care” (§ 170.315(b)(1));
e ‘“view, download, and transmit to 3rd party” (§ 170.315(e)(1));
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e “transmission to public health agencies — electronic case reporting” (§ 170.315(f)(5));
e ‘“consolidated CDA creation performance” (§ 170.315(g)(6)); and
e “application access — all data request” (§ 170.315(g)(9))

We have finalized in § 170.405(b)(3), as a Maintenance of Certification requirement
under the real world testing Condition of Certification requirement, that health IT developers
with health IT certified to the five above-identified certification criteria prior to the effective date
of this final rule, would have to update such certified health IT to the revisions within 24 months
of the publication date of this rule.

As of this final rule’s effective date, the “data export™ criterion in § 170.315(b)(6) is no
longer required as a part of the 2015 Edition Base EHR definition. ONC-ACB’s will not be
permitted to issue certificates to this certification criteria after 36 months after the publication
date of this final rule. As discussed in the “EHI export” section below, we have retained §
170.315(b)(6) “as is,” without updates to the USCDI. Thus, health IT developers with health IT
certified to the prior certification criterion in § 170.315(b)(6) do not have to update such certified
health IT to the revisions listed above, but are permitted to maintain or seek new Health IT
Module certification to this criterion should they desire this functionality.

b. USCDI Standard - Data Classes Included
As we noted in the Proposed Rule (84 FR 7441), the USCDI Version 1 (USCDI v1) and

its constituent Data Elements incorporated recommendations we had accepted from public
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comments we had previously received on our Draft USCDI and Proposed Expansion Process, 27
which we published January 5, 2018 as well as initial feedback on that draft from the Health IT
Advisory Committee, both of which occurred prior to the publication of the Proposed Rule. The
standard we proposed to adopt in § 170.213 also reflected and acknowledged the burden that
rapidly expanding the USCDI v1 beyond the CCDS could cause. As a result, the USCDI v1 that
we proposed was a modest expansion of the CCDS, which we indicated that most health IT
developers already supported, were already working toward, or should be capable of updating
their health IT to support in a timely manner. Therefore, in our Proposed Rule, we outlined only
the delta between the CCDS and the USCDI v1. For the overall structure and organization of the
USCDI standard, we urged stakeholders to consult www.healthIT.gov/USCDI.

Comments. We received numerous comments proposing new Data Classes, Data
Elements, and other changes within the USCDI beyond those we included in the Proposed Rule.
Comments recommended including new Data Elements and/or classes within the USCDI v1
related to encounter data, financial transaction and insurance data, and specialty-specific Data
Elements related to cancer treatment, social determinants of health, and more. Another
commenter identified an error in the Procedures Data Class citing the wrong code set for dental
procedures in the USCDI v1.

Response. We thank the many commenters for their input on the USCDI. We recognize

that the USCDI v1 as proposed represents a modest change over the current CCDS definition. As

27 https://www.healthit.gov/sites/default/files/draft-uscdi.pdf (January 5, 2018).
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we indicated in the Proposed Rule (84 FR 7441), we view this initial version of the USCDI
standard as a starting point to support improved interoperability. We are also sensitive to
requirements related to the development and implementation of adopting the USCDI standard. In
the interests of maintaining our proposed implementation timeline of 24 months from the
publication of this final rule, and after consideration of these comments and the overall support
of commenters, we have finalized the adoption of the Data Classes and elements of the USCDI
standard as proposed, with changes outlined in the subsections below. Additionally, in order to
address the error pointed out to us via comments in the Procedures Data Class, as was stated in
the draft USCDI v1,2¢ we clarified that the American Dental Association’s Code on Dental
Procedures and Nomenclature (CDT) should be used for Dental Procedures in the USCDI v1, not
SNODENT as was erroneously stated in the draft USCDI v1.

With respect to the USCDI’s expansion in future years, ONC will establish and follow a
predictable, transparent, and collaborative process to expand the USCDI, which will provide
stakeholders with the opportunity to comment on the USCDI’s expansion and to advance
additional Data Classes and Data Elements relevant to a wide range of use cases related to health
care. Prior to this final rule, we published our initial thinking as well as examples of Data Classes
and Data Elements that we believed could be appropriate to propose for adding to the USCDI.29
We have also solicited feedback and recommendations from the HITAC. As we evaluated public
comments and conducted our own research prior to the issuance of this final rule, we also wanted

to identify for stakeholders another potential source that could be used to focus efforts around

28 https://www.healthit.gov/sites/default/files/draft-uscdi.pdf
29 https://www.healthit.gov/sites/default/files/draft-uscdi.pdf
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new USCDI Data Classes and Data Elements. As is noted throughout this rule, the HL7®
FHIR® standard represents health information in what are called “FHIR resources.” When it
comes to logically organizing FHIR resources that relate to one another and share common
properties, FHIR uses a concept called a “compartment.” Through the standards development
process a “Patient Compartment” has been created, which lists all of the FHIR resources that are
associated with a patient. The Patient Compartment “includes any resources where the subject of
the resource is the patient, and some other resources that are directly linked to resources in the
patient compartment.” This organizing framework provides a potentially rich set of a Data
Classes and Data Elements to consider for inclusion in the USCDI, including clinical, encounter,
specialty, and financial data. As ONC looks to make its own investments to advance the
implementation experience associated with prospective USCDI Data Classes and Data Elements,
we intend to leverage the Patient Compartment to guide our thinking. In addition, we will also
look to and encourage industry to look at other organizing frameworks such as the Clinical
Quality/Clinical Decision Support realms and the payer-to-provider community (e.g., DaVinci
Projectso) to help identify data that would be best to focus on for USCDI expansion.
i. Updated Versions of Vocabulary Standard Code Sets

We proposed (84 FR 7441) that the USCDI v1 would include the newest versions of the
“minimum standard” code sets included in the CCDS available at publication of this final rule.
We requested comment on that proposal and on whether it could result in any interoperability

concerns. We also noted that criteria such as the 2015 Edition “family health history” criterion (§

30 http://www.hl7.org/about/davinci/index.cfm
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170.315(a)(12)), the 2015 Edition “transmission to immunization registries” criterion (§
170.315(f)(1)), and the 2015 Edition “transmission to public health agencies—syndromic
surveillance” criterion (§ 170.315(f)(2)) reference “minimum standard” code sets; however, we
indicated that we were considering updating the versions of these standards listed and
incorporated by reference in part 170 subpart B that are referenced by these criteria from the
versions adopted in the 2015 Edition final rule.

We also noted, for purposes of clarity, that consistent with § 170.555, unless the
Secretary prohibits the use of a newer version of an identified minimum standard code set for
certification, health IT could continue to be certified or upgraded by developers to a newer
version of an identified minimum standard code set than that included in USCDI v1 or the most
recent USCDI version that the National Coordinator has approved for use in the Program using
the SVAP flexibility.

Comments. There was general support from commenters for updating “minimum
standard” code sets requirements to the newest versions of these code sets as part of the update
from CCDS to the USCDI. One commenter recommended adopting the Data Class requirement
first, followed by a delayed requirement of updated versions of the “minimum standards” code
sets, in order to allow implementers more time to make changes to their systems.

Response. We do not believe that adopting the corresponding “minimum standards” code
sets that are updated in the USCDI v1 would impose a significant burden on implementers. In
consideration of the overall support from commenters, we have finalized our proposal that the
USCDI vl include the newest versions of the “minimum standard” code sets available at the time

of finalization of this final rule. We have not, however, finalized the proposal for the 2015
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Edition “family health history” criterion (§ 170.315(a)(12)), the 2015 Edition “transmission to
immunization registries” criterion (§ 170.315(f)(1)), and the 2015 Edition “transmission to
public health agencies—syndromic surveillance” criterion (§ 170.315(f)(2)) to reference the
newest versions of the “minimum standard” code sets for these criteria, because the flexibility
already exists to use newer versions of code sets included in these criteria. We note that for these
certification criteria, health IT developers may take advantage of the previously establisheds1
flexibility to seek certification to newer versions of the “minimum standards” code with §
170.555.
ii. Address and Phone Number

We proposed (84 FR 7442) new Data Elements in the USCDI v1 for “address” and
“phone number.” We noted that the inclusion of “address” (to represent the postal location for
the patient) and “phone number” (to represent the patient’s telephone number) would improve
the comprehensiveness of health information for patient care. We further noted that the inclusion
of these Data Elements was consistent with the list of patient matching Data Elements already
specified in the 2015 Edition “transitions of care” certification criterion (§ 170.315(b)(1)(iii)(G)),
which supports the exchange of patient health information between providers of patient care.

Comments. Commenters unanimously supported the addition of address and phone
numbers to the USCDI v1. The majority of commenters on this proposal recommended the use
of the U.S. Postal Service address format to improve address data quality. Commenters also

recommended additional elements of address and phone number indicating effective period (e.g.,

31 77 FR 54163, 54268-69 (September 4, 2012).
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current address, former address); use (e.g., mobile phone number, landline, etc.), and email
address.

Response. \We thank the commenters for their recommendations and agree that these
additional Data Elements can be useful to provide better care and assist with patient matching. In
consideration of these comments, we have finalized the addition of the following Data Elements
within the Patient Demographics Data Class:

e ‘“‘current address”;

e “previous address”;

e “phone number”;

e “phone number type”; and

e ‘“email address.”

We further clarify that “phone number” and “phone number type” must be represented
using the same standards, ITU-T E.123 (02/2001) and ITU-T E. 164, as already adopted for this
data in 45 CFR 170.207(q) and referenced in the 2015 Edition “transitions of care” certification
criterion (8§ 170.315(b)(1)(iii)(G)).

We appreciate commenters’ recommendations to use the U.S. Postal Service Postal
Addressing Standards which includes address formatting guidance and a variety of products to
improve address quality, such as address element standardization and validation which are
published and available for public use.?? The U.S. Postal Service Postal Addressing Standards

include standardized names for common unit identifiers, line by line acceptance requirements for

32 U.S. Postal Service: Postal Addressing Standards (Publication 28) available at
https://pe.usps.com/text/pub28/welcome.htm
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mail services, and overall address format guidance that has been specifically designed to support
labelling of mail items for acceptance by the U.S. Postal Service automated sorting processes.
We acknowledge the potential for its use within health IT to improve patient matching. However,
while the U.S. Postal Service Postal Addressing Standards include a single representation for
certain data elements (such as rendering apartment as apt, building as bldg, floor as fl, etc.) they
also allow variations for other data elements, such as “acceptable” and “preferred” spellings and
abbreviations for street and city names. This may result in multiple “valid” addresses. To
reconcile this variation, the U.S. Postal Service provides a file listing preferred city and state
combinations as well as a file of street name and zip code combinations and the resulting
aggregated address would then require manual reconciliation. We believe the U.S. Postal Service
Postal Addressing Standards may be useful guidance for health IT developers. However, because
of the variation, the required use of reference files, and the manual reconciliation necessary for
implementation, we have not adopted the U.S. Postal Service Postal Addressing Standards as a
required standard for the address Data Elements within the USCDI. We encourage the use of
standardized elements to accurately represent patient address including use of standardized
references in the U.S Post Service Postal Addressing Standards where applicable. In addition, we
will continue to work with standards developing organizations to evaluate potential solutions to
improve patient matching, including considering the potential adaptability of the U.S. Postal
Service formats for health IT use cases.

The U.S. Postal Service also maintains web based tools for address validation services
and provides implementation guidance to integrate these tools into technical workflows for IT

systems in e-commerce and other industries. We agree that these address validation tools have
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the potential to greatly improve address data quality, and we encourage health IT developers and
other relevant health IT users such as health information networks to explore mechanisms by
which such address validation might support patient matching. While not specifically designed
for patient matching and other health care related applications, USPS address validation has been
piloted in these settings. To adapt the address validation tool to a health care purpose requires,
the services of a third party with licensing of the tool and the development of a bespoke process
to execute the tool. The aggregated patient address could then be compared against the USPS
address on file and the patient data could be amended where inaccurate, appended where
incomplete, or a linked record of secondary address data could be created depending on the
percent of confidence in the specific match. This process would then require manual
reconciliation. The results of these pilots indicate significant complexity and burden associated
with implementation of this process. Given these burdens, we believe it would not be appropriate
to require the integration of this distinct functionality into certified health IT at this time. We
again encourage the further development and use of standardized approaches for address
validation and will continue to monitor and analyze such efforts for consideration in future
rulemaking.
iii. Pediatric Vital Signs

As proposed (84 FR 7442), the USCDI v1 included the pediatric vital sign data elements,
which are specified as optional health information in the 2015 Edition CCDS definition. The
proposed pediatric vital signs included: head occipital-frontal circumference for children less
than 3 years of age, BMI percentile per age and sex for youth 2-20 years of age, weight for age

per length and sex for children less than 3 years of age, and the reference range/scale or growth
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curve, as appropriate. As explained in section VI.A.2 of this final rule, the inclusion of pediatric
vital sign Data Elements in the draft USCDI v1 align with the provisions of the Cures Act related
to health IT to support the health care of children. Prior to the publication of the Proposed Rule,
stakeholders emphasized the value of pediatric vital sign data elements to better support the
safety and quality of care delivered to children. We also note in our Proposed Rule and in the
2015 Edition proposed rule (80 FR 16818 and 16819) that the Centers for Disease Control and
Prevention (CDC) recommends as part of best practices the use of these pediatric vital signs for
settings of care in which pediatric and adolescent patients are seen. The availability of a
reference range/scale or growth curve would help with proper interpretation of the measurements
for the BMI percentile per age and sex and weight for age per length and sex.

Further, we noted our belief that the inclusion of this health information in the USCDI v1
was the appropriate next step after first specifying them as optional in the CCDS definition as
part of the 2015 Edition rulemaking (80 FR 62695), and as a means of supporting patient access
to their EHI in a longitudinal format through certified health IT (see section 3009(e)(2)(A)(i) of
the PHSA as amended by the Cures Act). We recognized, however, that certain health IT
developers and their customers may not find these capabilities and information useful. Therefore,
we requested comment on the inclusion of pediatric vital signs in the USCDI v1, including the
potential benefits and costs for all stakeholders stemming from its inclusion in the USCDI v1.

Comments. Commenters generally supported the inclusion of the pediatric vital signs
Data Elements in the USCDI v1. Some commenters opposed their inclusion or believed the
inclusion of these Data Elements should be optional since pediatric vital signs are not applicable

to all specialties and would add implementation burden and cost without benefit. One commenter
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stated that only the measurements and associated metadata (units of measure, date/time
measurement taken, method of measurement), not the calculated percentiles according to
applicable pediatric growth charts, should be required as part of the exchange of patient data.
One commenter recommended adding the nutritional status Data Element “‘mid-arm
circumference.” Finally, several commenters suggested or requested clarification on the pediatric
vital signs Data Elements we proposed (84 FR 7442). Specifically, stakeholders in the pediatric
community asked for clarification of the proposed pediatric vital sign “weight for age per length
and sex for children less than 3 years of age,” noting it does not correspond to any existing
pediatric growth charts. Rather, they noted that there is a growth chart “weight-for-length™ for
children less than 3 years of age.

Response. We recognize that the adoption of these Data Elements has the potential to add
burden and cost for some health IT products, but we believe the inclusion of these Data Elements
can contribute significantly to the longitudinal care of patients. Pediatric care is not isolated to a
single specialty or setting of care, and clinicians providing health care for children — especially
those providing care for children with complex conditions — may practice in a wide range of
settings using a wide range of health IT systems. Many key stakeholders believe that the ability
to capture, calculate, and transmit key pediatric growth data using health IT is critical to
providing care to these populations as well as communicating with other providers,
parent/guardians, and patients. We also note that adoption of the USCDI standard and its Data
Classes and elements is not specific as to its usage within a setting of care, a health care
specialty, or by a specific category of health IT user; rather it applies to certified health IT’s

ability to send and receive those Data Elements without requirements regarding functionality,
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user interface, or the use of those Data Elements in exchange. While some users may find few
opportunities to exchange these Data Elements, many will exchange these Data Elements
frequently. As we have noted previously, we believe that the adoption of USCDI for all certified
health IT will advance interoperability by ensuring compliance with new data and vocabulary
codes sets that support the data.

We also appreciate the commenter’s suggestion for an additional Data Element. As we
have noted, ONC will establish and follow a predictable, transparent, and collaborative process
to expand the USCDI, which will provide stakeholders with the opportunity to advance
additional Data Classes and Data Elements relevant to a wide range of use cases related to health
care.

Regarding the request to clarify and better define these proposed pediatric vital signs, we
note that these Data Elements, as written and proposed, were previously included as optional
health information in the 2015 Edition CCDS definition. The discrepancy between the adopted
pediatric vital signs and standardized pediatric growth charts was not identified previously.
Therefore, we wish to clarify that the above-referenced pediatric vital signs include both the vital
measurements and the percentiles used in the following growth charts currently recommended by
the Centers for Disease Control and Prevention:s3 for infants birth to 36 months of age: weight-
for-length; and head occipital-frontal circumference for age; and for children 2-20 years of age:
body mass index (BMI) for age.

In consideration of these comments, we have finalized the following pediatric Data

33 https://www.cdc.gov/growthcharts/index.htm
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Elements in the Vital Signs Data Class of the USCDI v1: head occipital-frontal circumference
percentile (Birth to 36 Months); weight-for-length percentile (Birth to 36 Months); body mass
index (BMI) percentile (2-20 Years of Age); and the reference range/scale or growth curve, as
appropriate.
iv. Clinical Notes

We proposed (84 FR 7442) to include in the USCDI v1 a new Data Class entitled
“clinical notes.” “Clinical notes” was included in the proposed USCDI v1 based on significant
feedback from the industry since the 2015 Edition final rule. We also received similar feedback
during the Trusted Exchange Framework and Common Agreement (TEFCA) stakeholder
sessions and public comment period. As we noted, “clinical notes” have been identified by
stakeholders as highly desirable data for interoperable exchange. The free text portion of the
clinical notes was most often relayed by clinicians as the data they sought, but were often
missing during electronic health information exchange. We additionally noted that clinical notes
can be composed of text generated from structured (pick-list and/or check the box) fields as well
as unstructured (free text) data. We explained that a clinical note may include the assessment,
diagnosis, plan of care and evaluation of plan, patient teaching, and other relevant data points.

We recognized that a number of different types of clinical notes could be useful for
stakeholders. We indicated our understanding that work is being done in the community to focus
on a subset of clinical notes. We considered three options for identifying the different “note
types” to adopt in USCDI v1. The first option we considered allowed for the community to offer
any and all recommended notes. The second option we considered set a minimum standard of

eight note types. This option was derived from the eight note types identified by the Argonaut
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Project participants.s4 The third option we identified looked to the eleven HL7 Consolidated
Clinical Document Architecture (C-CDA) document types identified in the C-CDA Release 2.1,
which also included the note types being identified by the Argonaut Project participants. We
ultimately proposed the second option because it unites public and private interests toward the
same goal. We indicated that the eight selected note types were a minimum bar and, in the future,
the USCDI could be updated to include other clinical notes. Specifically, we proposed to include
the following clinical note types for both inpatient and outpatient (primary care, emergency
department, etc.) settings in USCDI v1 as a minimum standard: (1) Discharge Summary note; (2)
History & Physical; (3) Progress Note; (4) Consultation Note; (5) Imaging Narrative; (6)
Laboratory Report Narrative; (7) Pathology Report Narrative; and (8) Procedures Note (84 FR
7442). We requested comment on whether to include additional note types as part of the USCDI
vl

Comments. Commenters broadly supported adding “clinical notes” as a new Data Class
to the USCDI v1, in particular to enable the use of free text for data exchange. Several
commenters requested clarity as to whether the proposal to adopt this new Data Class would
require the capture and exchange of unstructured, or “raw” or “free” text, narrative clinical
information or more comprehensive documents such as those defined by C-CDA. Some
commenters recommended adding certain note types—including continuity of care, operative,
and nursing notes—while others recommended removing some of the proposed note types. In

particular, Laboratory/Pathology Report Narrative note types were thought to be duplicative of

34 Link to the Clinical Notes Argonaut Project identified (to clarify: seven bullets are listed, however, we split
laboratory and pathology note types into their own note)
http://wiki.hl7.org/index.php?title=201805_Clinical_Notes Track
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content in the Laboratory Data Class and element Value/Results. Some commenters
recommended Imaging Narrative not be used, but added to a new Data Class, Diagnostic Tests,
which would combine Laboratory and Radiology tests and results.

Response. We thank commenters for their support and recommendations. While we
recognize that there may be alternative methods of organizing different clinical note types, we
believe there is value in grouping all clinical notes into a single Data Class within the USCDI. As
we noted above and in the Proposed Rule, we have adopted the eight note types identified by the
Argonaut Project participants because it unites public and private interests toward the same goal.
As we indicated, the eight selected note types are a minimum bar and, in the future, the USCDI
could be updated to include other clinical note types. The eight selected note types reflect the
most clearly and consistently recommended set of clinical note type. While a variety of
additional note types were recommended, there was no consensus for additional note types
beyond these eight. In consideration of these comments, we have finalized the clinical notes as a
Data Class in the USCDI v1, with only the following eight clinical note types for both inpatient
and outpatient (primary care, emergency department, etc.) settings as a minimum standard as
proposed: (1) Discharge Summary note; (2) History & Physical; (3) Progress Note; (4)
Consultation Note; (5) Imaging Narrative; (6) Laboratory Report Narrative; (7) Pathology Report
Narrative; and (8) Procedures Note.

We wish to further clarify that we have adopted the new Clinical Notes Data Class in
order to enable capture and exchange of free text clinical information categorized by the above
clinical note types. We refer commenters to our response in section 1VV.B.1.d of the final rule -

Clinical Notes C-CDA Implementation Specification - that addresses the relationship of the
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clinical notes Data Class to C-CDA implementation specification.

We also seek to clarify two points. First, that these clinical note types are content
exchange standard agnostic. They should not be interpreted or associated with the specific C-
CDA Document Templates that may share the same name. Secondly, we clarify that these note
types are required to be represented in their plain-text form when included in various content
exchange standards (e.g., C-CDA, FHIR) as may be applicable to the certification criteria in
which the USCDI is referenced.

V. Provenance

We proposed (84 FR 7442) for the USCDI v1 to include a new Data Class, entitled
“provenance.” As we indicated, stakeholdersss have identified “provenance” as valuable for
interoperable exchange. Stakeholders also referenced the provenance of data as a fundamental
need to improve the trustworthiness and reliability of the data being exchanged. Provenance
describes the metadata, or extra information about data, that can help answer questions such as
when and who created the data.

In the Proposed Rule, we noted that the inclusion of “provenance” as a Data Class in the
USCDI v1 would also complement the Cures Act requirement in section 4002(a) to support the
exchange of data through the use of APIs. This approach differs from the exchange of data via
the C-CDA. While C-CDAss are often critiqued due to their relative “length,” the C-CDA
represents the output of a clinical encounter and includes relevant context. The same will not

always be true in an API context. APIs facilitate the granular exchange of data and, as noted in

35 https://www.healthit.gov/topic/interoperability/trusted-exchange-framework-and-common-agreement
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the original 2015 Edition final rule, offer the potential to aggregate data from multiple sources
using a web or mobile application (80 FR 62675). The inclusion of provenance would help retain
the relevant context so the recipient can better understand the origin of the data.

We proposed to further delineate the provenance Data Class into three Data Elements:
“the author,” which represents the person(s) who is responsible for the information; “the author’s
time stamp,” which indicates the time the information was recorded; and “the author’s
organization,” which would be the organization the author is associated with at the time they
interacted with the data (84 FR 7442). We indicated that we identified these three Data Elements
as fundamental for data recipients to have available and noted that they are commonly captured
and currently available through standards. We requested comment on the inclusion of these three
Data Elements and whether any other provenance Data Elements, such as the identity of the
individual or entity the data was obtained from or sent by (sometimes discussed in standards
working groups as the provenance of the data’s “last hop”’), would be essential to include as part
of the USCDI v1 standard. We acknowledged that there is currently work to help define
provenance in a standard robust manner, and that we anticipated adopting the industry consensus
once it became available.

Comments. Commenters overwhelmingly supported the addition of provenance as a new
Data Class for USCDI v1. Several commenters stated that the proposed elements were
insufficient for the purpose of audit logs for use and disclosure of health data, citing the existing

standard specification ASTM E2147.3¢ Other commenters stated that these proposed elements

36 https://www.astm.org/Standards/E2147.htm
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did not apply to all use cases of exchanged data and requested clarification regarding
applicability, including whether provenance would have to be created for elements created
before the implementation deadline of USCDI v1. Because this is a new Data Class, some
commenters also requested additional time to adopt and implement this new requirement. Some
commenters stated that there could be ambiguity in designating “author” for certain clinical
information such as patient-reported medications, while in certain other cases, there could be
multiple authors for the same clinical information, such as clinical notes. Additionally, some
commenters suggested that the “author” be limited to only limited set of Data Elements and not
to all the Data Elements. Another commenter specifically addressed several concerns related to
the definition of “author” for this purpose. Commenters specifically stated they understood
author to be the person entering the data into the EHR, but noted that data may also be historical,
captured from a device, started by a patient and completed by clinical staff, entered by a patient,
entered by resident/students working under a supervising physician, or reported by a patient. The
commenter noted that there are additional documentation scenarios such as dictation to scribes or
other medical staff which conflate “responsibility” for authorship and that defining author for
every Data Element can be complex. Finally, one health IT developer recommended a 36-month
implementation period to begin only after test procedures, implementation guides, and test and
validation tools are available and after ONC has consulted at least five CEHRT developers.
Response. We acknowledge that these Data Elements may not be able to fully support the
needs of all use cases, but we believe their adoption will improve the trustworthiness and
reliability of data being exchanged. For this Data Class, it appears that many commenters over-

interpreted our proposal and the effect of having these data in the USCDI. As we noted earlier,
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the adoption of the USCDI standard and its Data Classes and elements is not specific as to its
usage within a setting of care, a health care specialty, or by a specific category of health IT user.
Rather it applies to certified health IT’s ability to send and receive those Data Elements without
requirements regarding functionality, user interface, or the use of those Data Elements in
exchange. Therefore, with respect to our reference to provenance data in the USCDI, we have no
preset notion or explicit upfront requirement for how this data should be used. We believe that
having provenance data is highly impactful, essential for trustworthy interoperability, and will
generate greater value for stakeholders as they identify new ways to put this data to use.
Regarding “author” as a Data Element within the provenance Data Class, we agree that
significant practical scope challenges may arise. Our analysis of the concerns raised by
commenters identified a risk of unintended burden and potential risk of error and misattribution
associated with this particular Data Element. In most use cases, the inclusion of author
organization and author time stamp is sufficient to convey provenance. As a result, we have not
finalized the “author” as a required Data Element within the provenance Data Class in USCDI.
However, we understand that for exchanging certain data elements, such as “clinical notes,” it is
critical to also send the “author” information if available. Our analysis of the various content
exchange standards and specifications (e.g., C-CDA and FHIR) indicates that even though the
“author” Data Element is not explicitly required in USCDI, the health IT specifications in which
USCDI Data Elements are represented also set specific data element requirements for certain
contexts. For example, in the context of clinical notes, these content exchange standards require
health IT systems to be capable of exchanging “author” information when it is available. Further,

“author” is treated as a “Must Support” data element in the FHIR US Core Implementation
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Guide STU 3.1.0 and has a “SHALL” constraint (with appropriate null flavor value) in the C-
CDA 2.1. As we have noted previously, we believe that the proposed 24-month timeline for
updating certified health IT to comply with the new USCDI standard in § 170.213 is an adequate
implementation timeline and will maintain this requirement as finalized earlier in this section.

Therefore, in consideration of the comments received, we have finalized the provenance
Data Class in the USCDI v1 and the following two Data Elements:

e “author time stamp,” which indicates the time the information was recorded;
and

e “author organization,” which would be the organization the author is associated
with at the time they interacted with the data.

We believe these two provenance Data Elements, “author organization” and “author time
stamp,” within the USCDI v1, which are also used in the C-CDA and FHIR-based certification
criteria we have adopted that incorporate the USCDI, will serve as a foundation on which
industry stakeholders can subsequently work together to build out additional provenance data
requirements in the USCDI. As noted above, we have not finalized the proposed Data Element
“the author,” which represents the person(s) who was responsible for the information.

vi. Medication Data Request for Comment

In the Proposed Rule, we proposed (84 FR 7443) that the USCDI v1 “Medication” Data
Class include two constituent Data Elements within it: Medications and Medication Allergies.
With respect to the latter, Medication Allergies, we requested comment on an alternative
approach. This approach would remove the Medication Allergies Data Element from the
Medication Data Class and add it to a new Data Class titled “Substance Reactions,” which would
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include the concept of “Medication Allergies.” The new “Substance Reactions” Data Class
would include the following Data Elements: “Substance” and “Reaction,” and include SNOMED
CT as an additional applicable standard for non-medication substances.

Comments. The majority of commenters supported the creation of a new Data Class
“Substance Reactions” but requested we preserve the Medication Allergy element because of
patient safety concerns related to the adoption of an entirely new Data Element. One commenter
supported the change but recommended the new Data Class name be aligned with the HL7 FHIR
resource “AllergyIntolerance.” This would also be consistent with the C-CDA 2.1 “Allergy and
Intolerance” section.

Response. We thank the commenters for their input. While we appreciate that there may
be some risk associated with the adoption of a new Data Element, we believe this alternative
approach better aligns with other standards representing substance reactions, including
medication allergies, and this alignment enhances patient safety. Additionally, we agree with the
commenter who suggested renaming this new Data Class to align with FHIR and C-CDA
approaches.

In consideration of comments, we have finalized the creation of a Data Class in USCDI
v1 entitled “Allergies and Intolerances,” instead of “Substance Reactions” from the original
USCDI v1 proposal. The Allergies and Intolerances Data Class in USCDI v1 consists of the
following Data Elements: “Substance — (Medication),” “Substance — (Drug Class),” and
“Reaction.” “Substance — (Medication)” must be represented by RxNorm codes and “Substance
— (Drug Class)” must be represented by SNOMED CT codes. The addition of the “Substance —

(Drug Class)” better represents when an individual may have a reaction to an entire drug class as
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opposed to a specific medication. Additionally, we believe having the Allergy and Intolerances
Data Class separated from the Medication Class will accommodate potential additions of other
substance Data Elements such as food, environmental, and biologic agents. The Data Element
“Reaction” is meant to include, but is not limited to, medication allergies. As the USCDI is
updated over time to include substances other than medications, we can also see the need to have
substance reactions updated as part of this Data Class. To reflect this change, we have updated
the terminology in the regulatory text in § 170.315 to remove “medication allergy” and replace
with “allergy and intolerance.”
c. USCDI Standard — Relationship to Content Exchange Standards and
Implementation Specifications

In recognition of the evolution of standards over time and to facilitate updates to newer
versions of standards, we proposed (84 FR 7443) that the USCDI v1 (8§ 170.213) would be
agnostic as to “content exchange” standard. As we noted, the USCDI v1 establishes “data
policy” and does not directly associate with the content exchange standards and implementation
specifications which, given a particular context, may require the exchange of the entire USCDI, a
USCDI Data Class, or some or all of the Data Elements within a given Data Class or classes. We
further indicated that, to our knowledge, all Data Classes in the USCDI v1 can be supported by
commonly used “content exchange” standards, including HL7 C-CDA Release 2.1 and FHIR.

We received no comments on this specific proposal and we have finalized our proposal to
make USCDI vl agnostic as to “content exchange standard” as described.

2. Clinical Notes C-CDA Implementation Specification

In conjunction with our proposal to adopt the USCDI v1, we proposed to adopt the HL7
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CDA® R2 1G: C-CDA Templates for Clinical Notes R1 Companion Guide, Release 1 in §
170.205(a)(5) (“C-CDA Companion Guide”). The C-CDA Companion Guide provides
supplemental guidance and additional technical clarification for specifying data in the C-CDA
Release 2.1.37 As we noted in the Proposed Rule (84 FR 7443), the proposed USCDI v1 included
new Data Classes, such as “clinical notes,” which were further supported through the C-CDA
Companion Guide. For example, the C-CDA Companion Guide provides specifications for
clinical notes by indicating that clinical notes should be recorded in “note activity” and requires
references to other discrete data, such as “encounters.” The C-CDA Companion Guide also
enhances implementation of the updated 2015 Edition certification criteria that reference the C-
CDA Release 2.1 (8 170.205(a)(4)). As noted by stakeholders, the C-CDA Release 2.1 includes
some optionality and ambiguity with respect to Data Element components, such as the locations
and value sets. We attempted to address some of this optionality by clarifying requirements using
Certification Companion Guides (CCGs)ss and by specifying in the CCDS definition where
certain data should be placed in the C-CDA Release 2.1 templates (e.g., “goals” in the goals
section).zs The C-CDA Companion Guide, which was released in August, 2015, provides
similar, but additional C-CDA implementation structure. For example, race and ethnicity are
required Data Elements in the USCDI and must be included in C-CDA exchanges if known, or

they may be marked with a nullFlavor value “UNK” (unknown) if not known. The C-CDA

37 http://www.hl7.org/implement/standards/product brief.cfm?product_id=447

38 https://www.healthit.gov/topic/certification-ehrs/2015-edition-test-method
39 https://www.healthit.gov/sites/default/files/topiclanding/2018-04/2015Ed CCG CCDS.pdf
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Release 2.1 is unclear on the location and value set, but the C-CDA Companion Guide clarifies
the location and value set. We noted in the Proposed Rule that the adoption of the C-CDA
Companion Guide would align with our goal to increase the use of consistent implementation of
standards among health 1T developers and improve interoperability. We proposed to adopt this
C-CDA Companion Guide to support best practice implementation of USCDI v1 Data Classes
and 2015 Edition certification criteria that reference C-CDA Release 2.1 (§ 170.205(a)(4)). The
criteria include:

e “transitions of care” (§ 170.315(b)(1));

e ‘““clinical information reconciliation and incorporation” (§ 170.315(b)(2));

e ‘“‘care plan” (§ 170.315(b)(9));

e “view, download, and transmit to 3rd party” (§ 170.315(e)(1));

e ‘“consolidated CDA creation performance” (§ 170.315(g)(6)); and

e “application access — all data request” (§ 170.315(g)(9)).

We proposed, as a Maintenance of Certification requirement for the real world testing
Condition of Certification requirement, that health IT developers with health IT certified to the
six above-identified certification criteria prior to the effective date of a subsequent final rule
would have to update such certified health IT to the proposed revisions (84 FR 7443).40 We
further proposed as a Maintenance of Certification requirement for the real world testing
Condition of Certification requirement, that health IT developers would be required to provide

the updated certified health IT to all their customers with health IT previously certified to the

40 \We proposed to codify this requirement in § 170.405(b)(4) (84 FR 7596).
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identified criteria no later than 24 months after the effective date of a final rule (84 FR 7443).
For the purposes of meeting that compliance timeline, we indicated that we expected health IT
developers to update their certified health IT without new mandatory testing and notify their
ONC-ACB on the date at which they have reached compliance. Developers would also need to
factor these updates into their next real world testing plan as discussed in section VI11.B.5 of the
Proposed Rule.41

Comments. One commenter supported the use of C-CDA for Clinical Notes. One
commenter sought clarity on testing for Clinical Notes conformance to C-CDA 2.1, noting that
all C-CDA documents are the same except for the document header. Two commenters
recommended review of the CommonWell Concise Consolidated CDA white paper.

Response. We thank the commenters for their suggestions and support. During the past
few months, industry stakeholders updated the C-CDA Companion Guide to a newer version to
best address how clinical notes should be handled in the C-CDA. In consideration of the update
to the C-CDA Companion Guide and the comments, we have finalized the adoption of the most
up-to-date version, HL7 CDA R2 1G: C-CDA Templates for Clinical Notes STU Companion
Guide, Release 2 in § 170.205(a)(5) (“C-CDA Companion Guide”) and have incorporated by
reference in § 170.299. This includes adoption of the USCDI v1 and the associated Data Classes.

In order to align “clinical information reconciliation and incorporation” (§ 170.315(b)(2))
with the updated Data Classes in the USCDI v1 as proposed in 84 FR 7441, we have replaced the

“medication allergies” data element in § 170.315(b)(2)(iii)(D)(2) criterion to “Allergies and

41 The finalized real world testing plan requirements, codified in § 170.405(b)(2) are discussed in section VI1.B.5 of
this final rule.
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Intolerances” Data Class and require reconciliation of all the data elements in “Allergies and
Intolerances” Data Class, which includes Substance (Medication), Substance (Drug Class), and
Reaction Data Elements. We have revised the regulation text (§ 170.315(b)(2)) to align with this
change. We decline to accept the recommendation to adopt the CommonWell specification as we
believe the criterion is best met following the C-CDA specification published by HL7.

We have additionally finalized the timeline for the update to the use of the C-CDA
companion guide of 24 months after the publication date of this final rule for the following
criteria:

e  “transitions of care” (§ 170.315(b)(1));
e ‘“clinical information reconciliation and incorporation” (§ 170.315(b)(2));
e ‘“‘care plan” (§ 170.315(b)(9));
e ‘“view, download, and transmit to 3rd party” (§ 170.315(e)(1));
e “consolidated CDA creation performance” (§ 170.315(g)(6)); and
e “application access — all data request” (§ 170.315(g)(9)).
3. Unique Device Identifier(s) for a Patient's Implantable Device(s) C-CDA
Implementation Specification
We noted in the Proposed Rule (84 FR 7443) our awareness of a recently published
implementation guide (IG) by HL7 that provides further guidance on the unique device identifier
(UDI) requirements. The Health Level 7 (HL7) CDA R2 Implementation Guide: C-CDA
Supplemental Templates for Unique Device Identification (UDI) for Implantable Medical
Devices, Release 1-US Realm (UDI IG Release 1), identifies changes needed to the C-CDA to

better facilitate the exchange of the individual UDI components in the health care system when
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devices are implanted in a patient. The UDI components include the Device Identifier (DI) and
the following individual production identifiers: the lot or batch number, serial number,
manufacturing date, expiration date, and distinct identification code. As this new I1G had been
recently published, we requested comment on whether we should add this UDI IG as a
requirement in 8 170.299(f)(35) for health IT to adopt in order to meet the requirements for
content exchange using C-CDA. In addition, we indicated that we did not have a reliable basis on
which to estimate how much it would cost to meet the requirements outlined in the UDI IG; and,
therefore, we requested comment on the cost and burden of complying with this proposed
requirement.

Comments. Commenters unanimously supported adoption of the UDI IG Release 1 as a
new requirement for health IT to meet the requirements for the USCDI UDI Data Class. One
commenter requested additional guidance regarding the determination of the “person responsible
for the information” contained in the “Device” entry. None of the commenters provided a basis
of estimate for the cost to meet the requirements outlined in the UDI IG Release 1.

Response. We thank the commenters for their support. As we noted earlier, the adoption
of the USCDI standard and its Data Classes and elements is not specific as to its usage within a
setting of care, a health care specialty, or by a specific category of health IT user; rather it applies
to certified health IT’s ability to send and receive those Data Elements without requirements
regarding functionality, user interface, or the use of those Data Elements in exchange. Therefore,
we do not specify who must enter such data.

We note also that the C-CDA Companion Guide referenced in subsection (d) below of

this final rule now includes the content of the UDI IG Release 1 named in the Proposed Rule. In
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consideration of comments, we have finalized the proposed UDI Data Class within the USCDI
v1, and have adopted the UDI Organizer Template defined in the UDI IG Release 1 and
subsequently published as Appendix B of the HL7® CDA® R2 IG: C-CDA Templates for
Clinical Notes, Release 2.1 Companion Guide, Release 2 — US Realm, October 2019, as a new
requirement for Health IT Modules to meet the requirements for C-CDA-based exchange. We
note that the UDI Organizer Template, though subsequently published in Appendix B of the HL7
CDA R2 IG: C-CDA Templates for Clinical Notes STU Companion Guide, Release 2,
September 2019, remains substantially unchanged from its previous publication in the UDI IG
Release 1 in November 2018 and has been thoroughly reviewed and subjected to balloting and a
public comment process.

4. Electronic Prescribing Criterion

We proposed to adopt a new version of the NCPDP SCRIPT standard in 45 CFR
170.205(b)(1), specifically NCPDP SCRIPT standard version 2017071 (84 FR 7444). Because
we proposed to adopt a new standard for electronic prescribing (e-Rx), we also proposed to adopt
a new certification criterion in § 170.315(b)(11) for the proposed e-Rx standard to replace the old
standard in 8 170.315(b)(3). The proposed new certification criterion reflected our proposed
adoption of NCPDP SCRIPT standard version 2017071 as well as all transactions adopted for the
CMS Medicare Part D E-prescribing Program (84 FR 23832). These proposals were made to
realign ONC’s Health IT Certification Program (Program) policies with those of CMS’ Part D E-
prescribing rules. ONC and CMS have historically aligned standards adopted under their
programs such as those for e-Rx and medication history (MH) to ensure that entities regulated

under both schemes can comply with the different programs’ requirements. For this reason, we
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stated that should our proposal to adopt the new e-Rx criterion (8§ 170.315(b)(11)) be finalized
prior to January 1, 2020, we also proposed to permit continued certification to the current 2015
Edition “electronic prescribing” criterion (8 170.315(b)(3)) that references NCPDP SCRIPT
standard version 10.6 for the period of time in which that version of the NCPDP SCRIPT
standard would continue to be used in the CMS Medicare Part D E-prescribing Program or the
CMS Promoting Interoperability Programs. Finally, we proposed in 84 FR 7445 that once
NCPDP SCRIPT standard version 10.6 is no longer used in those Programs, we would no longer
permit certification to that criterion and would remove it from the Code of Federal Regulations,
and that we would consider setting an effective date for such actions in a subsequent final rule
based on stakeholder feedback and CMS policies at the time.

In addition to continuing to reference the current transactions included in §
170.315(b)(3), in keeping with CMS' Modernizing Part D and Medicare Advantage To Lower
Drug Prices and Reduce Out-of-Pocket Expenses final rule (84 FR 23832), we also proposed in
84 FR 7445 and in § 170.315(b)(11) to require the support of all of the NCPDP SCRIPT standard
version 2017071 transactions CMS has adopted for the part D e-prescribing regulations in 42
CFR 423.160(b)(2)(iv). Given the January 1, 2020 effective date in CMS rulemaking (83 FR
16440) and the effective date of this final rule, we have finalized our proposed update to the new
version of the standard for the electronic prescribing criterion in § 170.315(b)(3) instead of
creating a new criterion as proposed in 84 FR 7427 in § 170.315(b)(11). Unlike other criteria in
this final rule that allow testing to either version of a required standard until 24 months after the
publication date of this final rule, we will not allow certification testing to version 10.6 of the

NCPDP SCRIPT standard, as the implementation date for CMS’ new Part D E-prescribing
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Program of January 1, 2020 has passed. However, based on stakeholder feedback, we have
finalized a transition period in 45 CFR 170.405(b)(4)(ii) of 24 months from the date of
publication of this final rule for certification so developers may test and certify to the updated
criterion with all associated transactions.

Comments. The majority of commenters were supportive of our proposal and
recommended moving to the NCPDP SCRIPT standard version 2017071 for the e-Rx
certification criterion in alignment with CMS’ adoption of the standard for the Part D E-
prescribing Program. However, a number of commenters expressed concern that while EHRs or
other electronic prescribing systems may become certified, pharmacy information systems (PIS)
lack a similar certification program and associated standards and technical capability
requirements, thus creating a mismatch between the e-prescribing system requirements for EHR
users and PIS users. Several commenters specifically noted that PIS, which send or receive these
transactions, are not required to adopt the capability to support these transactions as they are out
of scope for the Program.

Response. First, we note that the comments suggesting that pharmacies on the sending or
receiving end of Part D e-Rx transactions are not required to utilize NCPDP SCRIPT standard
version 2017071 transactions are inaccurate. To the extent that a pharmacy conducts electronic
prescribing with prescribers e-prescribing Part D covered drugs for Part D eligible individuals,
those pharmacies are required to use the NCPDP SCRIPT version 2017071 standard. While there
may not be 2015 Edition certification criteria to which pharmacy information systems can be
certified, the Part D rules require support of the standard under the Part D E-prescribing

Program. Thus, we believe the mismatch concerns raised by commenters are unfounded. As a
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general matter, Part D prescribers need health IT systems capable of conducting compliant
transactions (regardless of ONC certification) and so too do Part D receiving pharmacies. ONC
health IT certification will provide an added layer of assurance for Part D prescribers that their e-
Rx systems have been tested and certified as being capable of accurately conducting the adopted
NCPDP SCRIPT standard version 2017071 transactions.*?

In addition, we received several comments related to the readiness of PIS for specific
transactions beyond those defined for Part D. We include these comments as applicable in the
discussion of each transaction below. We reiterate that PIS are outside the scope of the ONC
Health IT Certification Program, and we acknowledge the challenge of pharmacy readiness to
support all transactions at this time, but if they conduct e-Rx for part D covered drugs prescribed
to Part D eligible Medicare beneficiaries, they will be required to use the standard we are
adopting for our program by the Medicare Part D e-Rx Program — so if they do e-prescribing at
all, we expect that they will be able to conduct transactions using the standard adopted here.
Generally, the goal of certification is to ensure that Health IT Modules voluntarily submitted for
the Program are capable of conducting the transactions as specified. This ensures that providers
have the capability to use the certified product for these transactions where feasible. For this
reason, we have finalized the transactions as described below for certified Health IT Modules
and encourage pharmacy information system developers to advance their capacity to support a

nationwide network of fully interoperable pharmacy information systems.

42 https://www.govinfo.gov/content/pkg/FR-2015-10-16/pdf/2015-25597.pdf
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Comments. As noted, the majority of commenters were supportive of the proposal to
remove the 2015 Edition certification criterion (codified in § 170.315(b)(3)) that references
NCPDP SCRIPT standard version 10.6 and replace it with an updated e-Rx criterion (proposed
to be codified in 8 170.315(b)(11)). Commenters requested that ONC work with CMS on a
smooth transition and timeline that would allow adequate time for the development, testing, and
full adoption of these updates. A number of commenters stated that the NCPDP SCRIPT
standard version 2017071 is not backward compatible with NCPDP SCRIPT standard version
10.6, and therefore there should be no transition period where both standards are applicable.
Commenters sought clarity on the timing of the change and expressed concerns that developers
and providers may face operational issues in their adoption of version 2017071 of the NCPDP
SCRIPT standard by January 1, 2020. Commenters recommended that ONC allow certification
timelines that support compliance with Part D while allowing adequate time to mitigate the risk
associated with the additional requirements for certification to the proposed criterion.

Response. We appreciate the support expressed by commenters as well as the concern
about maintaining alignment between required standards across HHS. We note that the CMS
requirement for Part D e-Rx transactions includes a compliance date of January 1, 2020, and that
industry feedback notes a consistent and deliberate move toward readiness for the adoption of the
new standard for Part D e-Rx, including by health IT industry leaders supporting pharmacy
implementation. We believe that this overall industry readiness supports our adoption of the
update to the standard for certification purposes and to be in alignment with the required
standard update for Part D e-Rx purposes. In response to the request for a smooth transition and

continuity of certification for health care providers, we have finalized a revision to the existing
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criterion in 8 170.315(b)(3) rather than removing and replacing the criterion. In order to support
the transition to the new standard for Part D, at the request of stakeholders, ONC issued
guidance® in the third quarter of CY2019 stating, ... developers of 2015 Edition certified Health
IT Modules certified to the e-prescribing criterion adopted at 45 CFR 170.315(b)(3) are
permitted to update their products to use the NCPDP SCRIPT standard version 2017071 to meet
CMS’ compliance requirements...” This guidance also noted that ONC would discontinue
certification of new products to the electronic prescribing certification criterion using version
10.6 of the NCPDP SCRIPT standard as of January 1, 2020.

In consideration of the comments we received, we have finalized our proposal to update
the electronic prescribing (e-Rx) NCPDP SCRIPT standard used for electronic prescribing in the
2015 Edition to NCPDP SCRIPT standard version 2017071, which results in a new e-Rx
standard becoming the baseline for certification. As the effective date of this final rule will occur
after January 1, 2020, we have not finalized our proposal to permit new products to continue to
be certified to the prior standard until the January 1, 2020 date. Instead, we discontinued
certification of new products to the former electronic prescribing criterion using the NCPDP
SCRIPT standard version 10.6 to align with CMS requirements. We have finalized this update as
a modification to the existing certification criterion rather than as a separate new certification
criterion to allow for a smooth transition, and to allow for continuity with the certification(s)

issued to Health IT Modules for § 170.315(b)(3) prior to January 1, 2020 that are updated under

43 For Part D covered drugs prescribed for Part D eligible individuals. ONC Electronic Prescribing Certification
Companion Guide: https://www.healthit.gov/test-method/electronic-prescribing
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the ONC guidance. This approach will also continue to allow for compliance with the January 1,
2020 timeline for CMS' Medicare Part D e-Rx and Medication History standards.

As noted by commenters, we understand that there is a lack of backward compatibility
between the two standards. In order to allow for a reasonable transition period to certification to
the full set of NCPDP SCRIPT transactions and other requirements defined in the updated e-Rx
certification criterion, we have framed our Maintenance of Certification in section 45 CFR
170.405(b)(5)(ii) with flexibility that will allow health IT developers up to 24 months from the
date of publication of this final rule to test and certify to the updated criterion reflective of all
NCPDP SCRIPT 2017071 transactions to demonstrate full conformance with the updated
criterion. After January 1, 2020, use of the NCPDP SCRIPT 10.6 standard will be prohibited
under the Part D program, so we do not expect or anticipate health IT systems certified to §
170.315(b)(3) will conduct Part D transactions using that standard. We also recognize, however,
for the purposes of maintaining a product certificate with § 170.315(b)(3) in its scope, that these
24 months from the date of publication from this final rule enable continued compliance and
oversight associated with other capabilities in § 170.315(b)(3) that are not applicable for Part D,
and for which conformance is still required.

We have finalized this 24-month period for the update for this criterion under the real
world testing provisions in § 170.405(b)(5) as follows:

e Electronic Prescribing. A health IT developer with health IT certified to § 170.315(b)(3)
prior to [insert 60 days after publication of this rule] must:
o Update their certified health IT to be compliant with the revised versions of this
criterion adopted in § 170.315(b)(3)(ii); and
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o Provide its customers of the previously certified health IT with certified health IT
that meets paragraph (b)(5)(i) of this section by [insert date 24 months after the
publication date of this rule].

a. Electronic Prescribing Standard and Certification Criterion

Comments. Commenters expressed concerns about standardization generally within the
context of e-prescribing. Several commenters expressed concern about using the NCPDP
SCRIPT standard version 2017071, the RxNorm standard, as a requirement for e-prescribing,
and other standards such as Fast Healthcare Interoperability Resources (FHIR). One commenter
further stated that only inventory (packaging or unit dose strength) codes are standardized in
RxNorm, and that drug regimens should be standardized and made computable in RxNorm for
safety reasons. Another commenter noted that RxNorm does not index brand names exhaustively
with a single unique 1D for each branded drug, but that current indexing only allows for generic-
level interoperability and only at unit dose level. One commenter expressed concern that the
criterion as proposed does not appear to support medication assisted treatment (MAT) for opioid
use disorder (OUD) and other long-acting medications. Another commenter stated a hope that
standards such as the NCPDP SCRIPT version 2017071 standard can ease data integration into
the workflow, lessen burden, and help achieve greater compliance with policy and legal
requirements for querying state prescription drug monitoring programs (PDMP). Another
commenter supported the adoption of the NCPDP SCRIPT standard version 2017071 because
the standard supports the prescribing of compound medications and the sig (i.e., instructions)

field is not limited to 140 characters.
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Some commenters also provided suggestions to improve the NCPDP SCRIPT 2017071
standard and its availability to the public by the standards developing organization. Another
commenter stated that today's NCPDP standards are not in an API-ready format, and
recommended CMS and ONC collaborate with NCPDP to explore APl FHIR standards specific
to the HL7 Da Vinci Project for a January 2022 effective date or later. A few commenters stated
that because many NCPDP standards are not openly accessible and require a paid membership to
obtain the technical specifications, our adoption could limit widespread adoption and a
standardized implementation nationwide. Several commenters suggested that ONC adopt FHIR
as a standard for the Program, and for the e-Rx criterion specifically. We also received several
comments that are out of scope which are not addressed in this rulemaking.

Response. We appreciate the commenters’ consideration of the standards. We note that
RxNorm is a standard maintained by the National Library of Medicine (NLM). ONC adopted
RxNorm to represent medication information as a vocabulary standard in § 170.207(d) (80 FR
62612). We encourage all developers who have experience with, and feedback relevant to,
RxNorm to contact NLM. As a reminder, RxNorm is considered a minimum standard code set
under the Program, and developers are permitted to upgrade their products to comply with a
newer version of RxNorm without adversely affecting a product’s certification status pursuant to
45 CFR 170.555(b)(2) as long as no other law prohibits such action.

In reference to the OUD prevention and treatment-related concerns that commenters
expressed, we note that the NCPDP SCRIPT 2017071 standard does support the exchange of
medicines used in medication-assisted treatment (MAT) for opioid use disorder treatment

purposes. An electronic prescription of controlled substances transaction containing a MAT drug
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such as buprenorphine can be sent from a prescriber to a pharmacy through the specified
transactions, and the updated 8 170.315(b)(3) criterion also requires the inclusion of a reason for
the prescription using <Diagnosis><Primary> or <Secondary> elements, or optionally, the
technology must be able to receive and transmit the reason for the prescription using the
<IndicationforUse> element. In addition, the RxHistoryRequest transaction contains a patient
consent indicator that the receiving entity must evaluate for accurate reporting. We are also
aware that many PDMPs across the country accept reporting of medication history transactions
containing buprenorphine, naltrexone, and other medications that could be used in the treatment
of OUD.

We thank commenters for their input related to improvements that could be made to the
NCPDP SCRIPT version 2017071 standard, however NCPDP is a member-driven standards
developing organization that requires membership in order to participate in standards developing
and to access standards and implementation guides. We appreciate the suggestion to provide a
direct link to the appropriate NCPDP SCRIPT standard implementation guide, but we have no
authority over the business processes of standards developing organizations like NCPDP. We
encourage any and all participants with an interest in improving the standard to engage with
NCPDP. Regarding the recommendation for ONC to collaborate with NCPDP to explore FHIR,
we appreciate the suggestion and support any advancements in technical standards and
frameworks that support interoperability. At this time, NCPDP SCRIPT standard version
2017071 has not been mapped to FHIR, but ONC will continue to monitor the industry for

opportunities to align the ONC Health IT Certification Program with industry developments.
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Comments. Five commenters fully supported all proposed transactions and requirements
detailed in the Proposed Rule. The vast majority of commenters noted concerns about the
proposed criterion specific to the transactions proposed for adoption in the 8 170.315(b)(11) e-
Rx certification criterion; details in support or not in support of adoption as proposed are further
detailed for each type of transaction below. As a whole, the primary concerns for the transactions
and requirements as proposed include the following: 1) EHRs are required to comply with the
new transactions and requirements, while receiving pharmacy information systems are not; 2)
lack of pharmacy adoption and readiness, as sufficient adoption should occur prior to making the
transactions required; and 3) implementation of the proposed transactions and requirements is
resource intensive, if not prohibitive, in order to meet the January 1, 2020 deadline set by CMS.
Several commenters suggested either an extension or that certain transactions should be made
optional.

Response. We appreciate all of the public comments and have modified the transactions
to specify which transactions are finalized as required for Health IT Modules for purposes of
obtaining or retaining certification to § 170.315(b)(3), which are optional for Health IT Modules
for purposes of obtaining or retaining certification to 8§ 170.315(b)(3), and any other §
170.315(b)(3) requirements below. Additional public comment received and related responses
are grouped below based on the comment’s relation to the specific transactions. We note that
“optional” for the purposes of certification does not mean, and should not be interpreted as,
“optional” for Part D E-prescribing Program compliance. To the extent that prescribers and
pharmacies conduct electronic prescribing with Part D covered drugs prescribed for Part D

eligible individuals they will be required to use the NCPDP SCRIPT 2017071 standard to

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly from
the published document if minor editorial changes have been made during the OFR review process and in the total
number of pages due to the removal of this notice. The document published in the Federal Register is the official
HHS-approved document.



RIN 0955-AA01 Page 150 of 1244

conduct those transactions under the Part D E-prescribing Program. Thus, a transaction
designated as “optional” for the purposes of certification means a health IT developer can elect
to have that transaction explicitly tested as part of certification for its product or can choose not
to do so — either will allow its product to be certified to 8 170.315(b)(3). We reiterate that
comments regarding CMS’ January 1, 2020 timeline are out of scope as we cannot change CMS’

policy or its timeline.

b. Electronic Prescribing Transactions
In addition to adopting the NCPDP SCRIPT version 2017071 standard for the
transactions that are listed in the current “electronic prescribing” criterion (§ 170.315(b)(3)), we
also proposed to adopt and require conformance to all of the NCPDP SCRIPT version 2017071
standard transactions CMS adopted in 42 CFR 423.160(b)(2)(iv). We proposed this updated

2015 electronic prescribing criterion to therefore include the following transactions:

i. Create and respond to new prescriptions (NewRx, NewRxRequest,
NewRxResponseDenied)

We proposed in 84 FR 7444 to enable a user to perform the related electronic transactions
for NewRx, NewRxRequest and NewRxResponseDenied. A NewRXx transaction is a new
prescription from a prescriber to a pharmacy so that it can be dispensed to a patient. A
NewRxRequest is a request from a pharmacy to a prescriber for a new prescription for a patient.
A NewRxResponseDenied is a denied response to a previously sent NewRxRequest (if approved
by the prescriber, a NewRx would be sent instead). A NewRxResponseDenied response may

occur when the NewRxRequest cannot be processed or if information is unavailable.
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Comments. While the NewRx transaction received unanimous support as a required
transaction for adoption in the updated § 170.315(b)(3) criterion, the vast majority of
commenters opposed adopting the NewRxRequest and NewRxResponseDenied transactions as
required transactions primarily due to a lack of adoption by the PIS involved in the exchange.
Several commenters stated that the NewRxRequest and NewRxResponseDenied is not yet in
broad use. A commenter who supported adoption of NewRxRequest and NewRxRequestDenied
believed that they may be beneficial for electronic prescribing of controlled substances (EPCS)
and noted that pharmacies have expressed interest in implementation.

Response. In consideration of public comments, we have adopted NewRXx as a required
transaction, and NewRxRequest and NewRxResponseDenied as optional transactions in the
updated 8 170.315(b)(3) electronic prescribing criterion. We have finalized these latter two
transactions as optional in response to commenters’ concerns regarding a lack of adoption by the
PIS that would be involved in the exchange. Additionally, we note that pursuant to the
certification criterion, health IT presented for certification must be capable of including the
reason for the prescription as referenced in the updated § 170.315(b)(3)(ii) or §
170.315(b)(3)(ii)(D) in the NewRx transaction.

ii. Request and respond to change prescriptions (RxChangeRequest,
RxChangeResponse)

We proposed in 84 FR 7444 to enable a user to perform the related electronic transactions
for RxChangeRequest and RxChangeResponse. An RxChangeRequest transaction originates
from a pharmacy and may be sent to a prescriber to: request a change in the original prescription

(new or fillable); validate prescriber credentials; request a review by a prescriber of the drug
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requested; or obtain prior authorization from the payer for the prescription. An
RxChangeResponse transaction originates from a prescriber to respond to: a prescription change
request from a pharmacy; a request for a prior authorization from a pharmacy; or a prescriber

credential validation request from a pharmacy.

Comments. Most commenters supported the proposed adoption of the RxChangeRequest
and RxChangeResponse transactions. One commenter recommended against adoption until

industry adoption is more widely spread across retail pharmacies and demonstrates value.

Response. Because the majority of commenters were in support of adoption of the
RxChangeRequest and RxChangeResponse transactions as proposed, we have included these
transactions as required in the updated § 170.315(b)(3) electronic prescribing criterion.
Additionally, we note that pursuant to the certification criterion, health IT presented for
certification must be capable of including the reason for the prescription as referenced in the
updated § 170.315(b)(3)(ii) or § 170.315(b)(3)(ii)(D) in the RxChangeRequest and
RxChangeResponse transactions.

iii. Request and respond to cancel prescriptions (CancelRX,
CancelRxResponse).

We proposed in 84 FR 7444 to enable a user to perform the related electronic transactions
for CancelRx and CancelRxResponse. A CancelRx transaction is a request from a prescriber to a
pharmacy to not fill a previously sent prescription. A CancelRx must contain pertinent
information for the pharmacy to be able to find the prescription in their system (patient,

medication (name, strength, dosage, form), prescriber, and prescription number if available). A
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CancelRxResponse is a response from a pharmacy to a prescriber to acknowledge a CancelRXx,
and is used to denote if the cancellation is approved or denied.

Comments. The majority of public comments reflected support for finalizing CancelRx
and CancelRxResponse as required transactions. One commenter stated that the CancelRx
transaction will reduce cost and improve patient safety, as patients may have remaining refills
available that are subsequently modified based on a physician’s new assessment. Another
commenter noted that certified technology currently supports CancelRx transactions in version
10.6 of the NCPDP SCRIPT standard and encouraged developers to upgrade their technology to
support CancelRx transactions in NCPDP SCRIPT standard version 2017071, as these
transactions provide great value to end users. One commenter expressed concern for pharmacy
readiness for CancelRx, and felt there should be sufficient industry adoption in place before it is
a certification requirement.

Response. We thank commenters for their overall support of the proposed CancelRx and
CancelRxResponse transactions. In light of the commenters’ overall support for the proposed
CancelRx transactions and in order to support patient safety and the free flow of communication
between prescribers and pharmacies, we have included these transactions as required in the
revised 8 170.315(b)(3) electronic prescribing criterion. We reiterate that although PIS are
outside the scope of the ONC Health IT Certification Program, we encourage pharmacy
information system developers to advance their capacity to support a nationwide network of fully
interoperable PIS. Additionally, we note that pursuant to the certification criterion, health IT
presented for certification must be capable of including the reason for the prescription as

referenced in the updated 8 170.315(b)(3)(ii) or 8§ 170.315(b)(3)(ii)(D) in the CancelRx
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transaction.
iv. Request and respond to renew prescriptions (RxRenewalRequest,
RxRenewalResponse

We proposed in 84 FR 7444 to enable a user to perform the related electronic transactions
for RxRenewalRequest and RxRenewalResponse. An RxRenewalRequest transaction originates
from a pharmacy to request additional refills beyond those originally prescribed. An
RxRenewalResponse transaction originates from a prescriber to respond to the request from the
pharmacy.

Comments. Commenters supported adoption of the RxRenewalRequest and
RxRenewalResponse transactions as proposed. One commenter stated that these transactions
could be implemented after the CMS deadline of January 1, 2020 without loss of current
functionality. Another commenter said that these transactions are widely used in the industry and
provide great value to end users.

Response. We appreciate the support for the RxRenewalRequest and
RxRenewalResponse transactions and have included these transactions as required in the updated
8§ 170.315(b)(3) electronic prescribing criterion. We reiterate that the entire updated 8
170.315(b)(3) criterion and requirements must be met before certification can be granted.
Additionally, we note that pursuant to the certification criterion, health IT presented for
certification must be capable of including the reason for the prescription as referenced in the
updated § 170.315(b)(3)(ii) or § 170.315(b)(3)(ii)(D) in the RxRenewalRequest and
RxRenewalResponse transactions.

v. Receive fill status notifications (RxFill, RxFillindicatorChange)
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We proposed in 84 FR 7444 to enable a user to perform the related electronic transactions
for RxFill and RxFillindicatorChange. An RxFill transaction is sent from a pharmacy to a
prescriber or long term and post-acute care (LTPAC) facility indicating the FillStatus (dispensed,
partially dispensed, not dispensed or returned to stock, or transferred to another pharmacy) of the
new, refill, or resupply prescriptions for a patient. RxFillIndicator informs the pharmacy of the
prescriber’s intent for fill status notifications for a specific patient/medication. An
RxFilllndicatorChange is sent by a prescriber to a pharmacy to indicate that the prescriber is
changing the types of RxFill transactions that were previously requested, and in which the
prescriber may modify the fill status of transactions previously selected or may cancel future
RxFill transactions.

Comments. While the RxFill transaction received unanimous support as a required
transaction, the vast majority of comments opposed adopting the RxFillindicatorChange as
proposed due to a lack of industry adoption and broad use by PIS. One commenter stated that
there has not been a significant use case for the RxFilllndicatorChange transaction to prescribers.
A few commenters suggested that ONC wait to require the RxFilllndicatorChange until this
transaction is more widely adopted by both prescribers and pharmacies and value is realized in
the industry, and suggested either removing RxFillndicatorChange from the proposed criterion or
making this transaction optional. Another commenter argued that RxFilllndicatorChange should
be optional as development to support this transaction in NCPDP SCRIPT standard version
2017071 would be resource intensive. Commenters in support of the adoption of the
RxFilllndicatorChange transaction stated it is the only way to alter the prescriber notification

preferences in an ambulatory or acute setting outside of a fillable message. Commenters
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supporting adoption of the RxFillIndicatorChange transaction further noted that, historically, the
lack of prescriber control over notification messages may have had an impact on hindering
adoption. One commenter suggested that, in lieu of the RxFillindicatorChange transaction, EHRs
receive all fill notifications and subsequently use logic to bring the clinician's attention to only
important indicators.

Response. We appreciate all of the comments that supported the RxFill transaction and
the RxFilllndicatorChange transaction. After consideration of comments received on the RxFill
and RxFillIndicatorChange transactions, we have adopted the RxFill transaction as required and
the RxFilllndicatorChange transaction as optional in the updated § 170.315(b)(3) electronic
prescribing criterion. We encourage further development and innovation to address the concerns
that we heard from commenters, and we will continue to monitor advancements in standards and
technology for future rulemaking. We reiterate that PIS are outside the scope of the ONC Health
IT Certification Program and encourage pharmacy information system developers to advance
their capacity to support a nationwide network of fully interoperable PI1S. Additionally, we note
that pursuant to the certification criterion, health IT presented for certification must be capable of
including the reason for the prescription as referenced in the updated § 170.315(b)(3)(ii) or §
170.315(b)(3)(ii)(D) in the RxFill transaction.

vi. Request and receive medication history (RxHistoryRequest,
RxHistoryResponse)

We proposed in 84 FR 7444 to enable a user to perform the related electronic transactions

for RxHistoryRequest and RxHistoryResponse. An RxHistoryRequest transaction is a request

from a prescriber to a pharmacy for a list of medications that have been prescribed, dispensed,
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claimed, or indicated by a patient. An RxHistoryResponse is a response to an RxHistoryRequest
containing a patient’s medication history. It includes the medications that were dispensed or
obtained within a certain timeframe, and optionally includes the prescriber that prescribed it.

Comments. Commenters supported adoption of the RxHistoryRequest and
RxHistoryResponse transactions as proposed. One commenter also stated that both transactions
could facilitate EHR and other health IT data integration with PDMP systems, yet noted that in
many cases, state law or policy prohibits data integration between EHRs and PDMPs. Another
commenter stated that these transactions are widely used in the industry and provide great value
to end users.

Response. We appreciate all comments we have received on the use of the
RxHistoryRequest and RxHistoryResponse transactions. We agree with the commenter that the
RxHistoryRequest and RxHistoryResponse transactions support data integration between health
IT systems such as EHRs and other information technology systems such as PDMPs, and
encourage any efforts made by developers to fully integrate prescription and other health data
into a provider's workflow within allowable law. We reiterate that ONC does not have control
over state laws that govern PDMPs. We will continue to monitor regulatory and industry
advancements in this area and will take them into consideration in future rulemaking. We have
adopted these transactions as required in the updated § 170.315(b)(3) electronic prescribing
criterion. Additionally, we note that pursuant to the certification criterion, health IT presented for
certification must be capable of including the reason for the prescription as referenced in the
updated § 170.315(b)(3)(ii) or § 170.315(b)(3)(ii)(D) in the RxHistoryResponse transaction.

vii. Ask the Mailbox if there are any transactions (GetMessage)
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We proposed in 84 FR 7444 to enable a user to perform the electronic transaction
GetMessage for Ask the Mailbox. This transaction is used by the prescriber or pharmacy when
asking the mailbox if there are any transactions. It is the basis for the mechanism used by a
prescriber or pharmacy system to receive transactions from each other, from a payer, or from the
Risk Evaluation and Mitigation Strategy (REMS) Administrator via a switch acting as a mailbox.

Comments. Approximately half of commenters opposed adoption of the GetMessage
transaction and the other half supported adoption in the updated § 170.315(b)(3) electronic
prescribing criterion. Commenters not in support of the GetMessage transaction asserted that it is
not in use by prescribers and that it is an obsolete method of message retrieval. Commenters in
support of adoption argued that it is applicable when not transacting with real-time messaging,
and should be adopted as an optional transaction.

Response. We thank commenters for their input. After careful consideration of all
comments received, and in our ongoing efforts to align with CMS Part D requirements, we have
determined to adopt the GetMessage transaction as optional for the updated 8 170.315(b)(3)
electronic prescribing criterion.

viii. Relay acceptance of a transaction back to the sender (Status)

We proposed in 84 FR 7444 to enable a user to perform the related electronic transaction
to relay acceptance of a transaction back to the sender. A Status transaction in response to any
applicable transaction other than GetMessage indicates acceptance and responsibility for a
request. A Status transaction in response to GetMessage indicates that no mail is waiting for
pickup. A Status transaction cannot be held in an electronic mailbox and may not contain an

error.
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Comments. Commenters supported adoption of the Status transaction as proposed. Two
commenters noted that since the transaction is an acknowledgement, it would not contain the
reason for the prescription as referenced in the updated § 170.315(b)(3)(ii) or §
170.315(b)(3)(ii)(D)

Response. We appreciate all comments in support of the Status transaction and have
included this transaction as required in the updated § 170.315(b)(3) electronic prescribing
criterion. As an acknowledgement, we agree that the NCPDP SCRIPT version 2017071 standard
does not support the conveying the reason for the prescription in the Status transaction, and have
modified the requirement to reflect this.

ix. Respond that there was a problem with the transaction (Error)

We proposed in 84 FR 7444 to enable a user to perform the related electronic transaction
for Error response. This transaction indicates an error has occurred and that the request was
terminated. An Error can be generated when there is a communication problem or when the
transaction actually had an error. An Error can be held in an electronic mailbox, as it may be
signifying to the originator that a transaction was unable to be delivered or encountered problems
in the acceptance. The Error must be a different response than a Status, since the communication
between the system and the mailbox must clearly denote the actions taking place. An Error is a
response being delivered on behalf of a previous transaction, while Status signifies no more mail.

Comments. Commenters supported adoption of the Error transaction as proposed. Two
commenters noted that since the transaction is an acknowledgement, it would not contain the
reason for the prescription as referenced in the updated § 170.315(b)(3)(ii) or §
170.315(b)(3)(ii)(D).
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Response. We appreciate all comments in support of the Error transaction and have
included this transaction as required in the updated § 170.315(b)(3) electronic prescribing
criterion. As an acknowledgement, we agree that the NCPDP SCRIPT version 2017071 standard
does not support the reason for the prescription in the Error transaction, and we have modified
that requirement to reflect this.

X. Respond that a transaction requesting a return receipt has been received
(Verify)

We proposed in 84 FR 7445 to enable a user to perform the related electronic transaction
for Verify. This transaction is a response to a pharmacy or prescriber indicating that a transaction
requesting a return receipt has been received. Verifications result when a “return receipt
requested” flag is set in the original request. Upon receiving a transaction with ReturnReceipt
set, it is the responsibility of the receiver to either generate a Verify in response to the request
(recommended), or generate a Status in response to this request, followed subsequently by a free-
standing Verify transaction. This transaction notifies the originator that the transaction was
received at the software system. It is not a notification of action taking place, since time may
elapse before the ultimate response to the transaction may take place.

Comments. Commenters supported adoption of the Verify transaction as proposed. Two
commenters noted that since the transaction is an acknowledgement, it would not contain the
reason for the prescription as referenced in the updated § 170.315(b)(3)(ii) or §

170.315(b)(3)(ii)(D).

Response. We appreciate all comments in support of the Verify transaction and have

included this transaction as required in the updated § 170.315(b)(3) electronic prescribing
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criterion. As an acknowledgement, we agree that the NCPDP SCRIPT standard version 2017071
does not support the reason for the prescription in the Verify transaction, and we have modified

that requirement to reflect this.

xi. Request to send an additional supply of medication (Resupply)

We proposed in 84 FR 7445 to enable a user to perform the related electronic transaction
for Resupply. This transaction is a request from a Long Term and Post-Acute Care (LTPAC)
organization to a pharmacy to send an additional supply of medication for an existing order. An
example use case is when a medication supply for a resident is running low (e.g., 2-3 doses) and
a new supply is needed from the pharmacy. In such a circumstance, the LTPAC organization
sends the Resupply transaction as a way to notify the pharmacy that an additional supply for the
medication is needed.

Comments. Commenters expressed concern over adopting this transaction as a required
transaction for a few reasons. Some commenters noted that the Resupply transaction is only
applicable to LTPAC practice settings for management of on-site pharmacy inventory and for
communication between a LTPAC facility and a contracted pharmacy. Other commenters
mentioned that PIS on the sending or receiving end of the transaction are not required to support
this transaction. Some commenters stated that this transaction is not widely adopted among
prescribers, and that it should not be adopted until this occurs. Two commenters requested that
we either remove the transaction from the final rule or make the Resupply transaction optional.
Other commenters stated that while this transaction may be beneficial in the future, it was their
opinion that it is premature to require the Resupply transaction in the electronic prescribing

criterion at this time.
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Response. We appreciate all comments related to the Resupply transaction and have
included this transaction as optional in the updated § 170.315(b)(3) electronic prescribing
criterion. We are aware of several ONC-certified EHRs and other health IT that were either
designed exclusively for, or were expressly designed to support, LTPAC providers in addition to
other institutions, and encourage those and other developers to undergo certification testing to
the Resupply transaction. Additionally, we note that pursuant to the certification criterion, health
IT presented for certification must be capable of including the reason for the prescription as
referenced in the updated § 170.315(b)(3)(ii) or 8 170.315(b)(3)(ii)(D) in the Resupply
transaction. We reiterate that PIS are outside the scope of the ONC Health IT Certification
Program and encourage pharmacy information system developers to advance their capacity to
support a nationwide network of fully interoperable PIS.

xii. Communicate drug administration events (DrugAdministration)

We proposed in 84 FR 7445 to enable a user to perform the related electronic transaction
for DrugAdministration. This transaction communicates drug administration events from a
prescriber or care facility to the pharmacy or other entity. It is a notification from a prescriber or
care facility to a pharmacy or other entity that a drug administration event has occurred (e.g., a
medication was suspended or administration was resumed).

Comments. Commenters expressed concern over adopting this transaction as a required
transaction for a few reasons. Some commenters noted that the DrugAdministration transaction
is only applicable to LTPAC practice settings and is therefore not relevant to the scope of all
certified health IT products, though one commenter noted that there could be possible value of

this transaction in ambulatory and acute care settings as well. In addition, one commenter
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reported LTPAC organizations interested in potentially using e-prescribing transactions rated
DrugAdministration as a low priority transaction type, meaning there may not be a wide user
base interested in implementing it.

Response. We appreciate comments related to the DrugAdministration transaction and
have included this transaction as optional in the updated 8§ 170.315(b)(3) electronic prescribing
criterion. We are aware of several ONC-certified EHRs and other health IT that were either
designed exclusively for, or are used in support of, LTPAC providers, and encourage those and
other developers to undergo certification testing to the DrugAdministration transaction. In light
of the commenters’ concerns, we have adopted the DrugAdministration transaction as optional
because the ONC Health IT Certification Program is agnostic to care settings and programs, yet
still supports many different use cases. This allows the ONC Health IT Certification Program to
support multiple program and setting needs, including but not limited to the Promoting
Interoperability Programs and long term and post-acute care. Because the transaction will be
optional in the updated (b)(3) criterion, developers whose clients do not support long term care
settings will not be required to demonstrate their capacity to send this transaction.

xiii. Request and respond to transfer one or more prescriptions between
pharmacies (RxTransferRequest, RxTransferResponse,
RxTransferConfirm)

We proposed in 84 FR 7445 to enable a user to perform the related electronic transactions
for RxTransferRequest, RxTransferResponse and RxTransferConfirm. The RxTransferRequest
transaction is used when the pharmacy is asking for a transfer of one or more prescriptions for a

specific patient to the requesting pharmacy. The RxTransferResponse transaction is the response
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to the RxTransferRequest which includes the prescription(s) being transferred or a rejection of
the transfer request. It is sent from the transferring pharmacy to the requesting pharmacy. The
RxTransferConfirm transaction is used by the pharmacy receiving (originally requesting) the
transfer to confirm that the transfer prescription has been received and the transfer is complete.

Comments. The vast majority of commenters expressed concerns with the proposal to
adopt RxTransferRequest, RxTransferResponse, and RxTransferConfirm transactions as
proposed because they are only used in pharmacy-to-pharmacy transactions and are not
applicable to EHRs. Further, two commenters noted that PIS are not required to support these
transactions. Conversely, the two commenters that supported these transactions cited the benefit
of allowing pharmacies to transfer unfilled controlled substance prescriptions, including

Schedule 2, between pharmacies.

Response. We thank commenters for their input. We proposed to require all of the
NCPDP SCRIPT 2017071 standard transactions CMS adopted in 42 CFR 423.160(b)(2)(iv) to
illustrate our continued dedication to establish and maintain complementary policies to ensure
that the current standard for certification to the electronic prescribing criterion permits use of the
current Part D e-Rx and MH standards. With consideration of comments, and because it was not
the intent of this certification criterion to include pharmacy specific transactions for the purposes
of certification, we have adopted RxTransferRequest, RxTransferResponse, and
RxTransferConfirm as optional in the updated § 170.315(b)(3) electronic prescribing criterion.
We reiterate that PIS are outside the scope of the ONC Health IT Certification Program and
encourage pharmacy information system developers to advance their capacity to support a

nationwide network of fully interoperable PIS.
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Recertify the continued administration of a medication order (Recertification)

We proposed in 84 FR 7445 to enable a user to perform the related electronic transaction
for Recertification. This transaction is a notification from a LTPAC facility, on behalf of a
prescriber, to a pharmacy recertifying the continued administration of a medication order. An
example use is when an existing medication order has been recertified by the prescriber for
continued use.

Comments. Commenters expressed concern over adopting the Recertification transaction
as proposed primarily because it is only applicable to LTPAC practice settings. One commenter
stated that LTPAC organizations interested in potentially using e-prescribing transactions rated
Recertification as a low priority transaction type, suggesting that there may not be a wide user
base interested in using it.

Response. We appreciate all comments in support of the Recertification transaction. In
light of commenters concerns, we have adopted this transaction as optional in the updated 8§
170.315(b)(3) electronic prescribing criterion. We are aware of several ONC-certified EHRs and
other health IT that were either designed expressly for or in support of LTPAC providers, among
other institutions, and encourage those and other developers to undergo certification testing to
the Recertification transaction.

xiv. Complete Risk Evaluation and Mitigation Strategy (REMS) transactions
(REMSInitiationRequest, REMSInitiationResponse, REMSRequest, and
REMSResponse)

We proposed in 84 FR 7445 to enable a user to perform the related electronic transactions

for REMSInitiationRequest, REMSiInitiationResponse, REMSRequest, and REMSResponse.
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With CMS’ adoption of these transactions in their recently issued final rule associated with e-Rx
for Medicare Part D (42 CFR 423.160(b)(2)(iv)(W)-(2)), we believe that it will be beneficial to
include these four REMS transactions as part of this certification criterion:
REMSInitiationRequest, REMSInitiationResponse, REMSRequest, and REMSResponse.

Furthermore, under the Food and Drug Administration Amendments Act (FDAAA) of
2007 (Public Law 110-85), the Food and Drug Administration (FDA) requires REMS from a
pharmaceutical manufacturer if the FDA determines that a REMS is necessary to ensure the
benefits of a drug outweigh the risks associated with the drug. In support of our sister agencies’
work, we therefore proposed to include the REMS transactions as part of this certification
criterion.

Comments. The vast majority of commenters supported adoption of
REMSInitiationRequest, REMSInitiationResponse, REMSRequest, and REMSResponse as
optional, not required, transactions. Those in support of the transactions as proposed suggested
that ONC should develop strategies to encourage providers to consciously consider and
appropriately act on alerts to reduce the risk that these messages can easily be clicked through
and missed, particularly if that provider is experiencing alert fatigue. Multiple reasons were
provided by commenters who stated that the proposed REMS transactions should be adopted as
optional in the proposed certification criterion. These reasons included the state of system
readiness and adoption by manufacturers, REMS administrators, and pharmacy information
systems. Another commenter stated that these REMS transactions are not yet in widespread use
and should be piloted before being required as they require extensive design and development

effort.
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Response. Given comments in support of the REMSInitiationRequest,
REMSiInitiationResponse, REMSRequest, and REMSResponse transactions, we have included
these transactions as optional in the updated 8 170.315(b)(3) electronic prescribing criterion. We
encourage commenters, developers, and other stakeholder to review and provide feedback on
sections related to REMS (https://www.healthit.gov/isa/allows-a-prescriber-communicate-a-
rems-administrator) and all other electronic prescribing use cases on the ONC Interoperability
Standards (ISA) and post suggested edits and updates on these transactions as the industry
advances. We encourage manufacturers, REMS administrators, and pharmacy information
system developers to adopt these and other NCPDP SCRIPT standard version 2017071
transactions to improve safe prescribing practices and patient safety, and encourage developers
to test their capacity to send and receive REMS messages by utilizing the testing tools that are
available.

xv. Electronic Prior Authorization

The part D e-prescribing prior authorization process in 84 FR 28450 through 28458
requires that providers supply additional clinical information to verify that the medication can be
covered under the Medicare Part D benefit. The prior authorization process is intended to
promote better clinical decision-making and ensure that patients receive medically necessary
prescription drugs. We are looking for ways that would streamline the process for exchanging
clinical and financial data amongst prescribers and payers for prior authorization and improve
patients’ access to needed medications. Electronic prior authorization (ePA) automates this
process by allowing providers to request and respond to electronic prior authorization

transactions within their workflow. Using electronic prior authorization (ePA) transactions in the
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NCPDP SCRIPT standard version 2017071 provides a standard structure for exchanging prior
authorization (PA) questions and answers between prescribers and payers, while allowing payers
to customize the wording of the questions. Electronic prior authorization transactions will
additionally support the automation of the collection of data required for PA consideration,
allowing a health IT developer to systemically pull data from a patient’s medical record. The
efficiency gains offered by the ePA transactions in the NCPDP SCRIPT standard version
2017071 are the primary driver behind the development of this new capability. We believe the
adoption of the ePA transactions included in version 2017071 of the NCPDP SCRIPT standard
as optional transactions aligns with CMS’ proposals for Part D ePA, and therefore, will not be
adopting NCPDP SCRIPT standard version 2013101 as suggested by the commenter.

On June 17, 2019, CMS issued the Secure Electronic Prior Authorization for Medicare Part D
proposed rule (84 FR 28450), including a proposed new transaction standard for the Medicare
Prescription Drug Benefit program’s (Part D) e-prescribing program. Under this proposal, Part D
plan sponsors would be required to support version 2017071 of the NCPDP SCRIPT standard for
four ePA transactions, and prescribers would be required to use that standard when performing
ePA transactions for Part D covered drugs they wish to prescribe to Part D eligible individuals.
While not currently adopted as part of the Part D eRx standard, the NCPDP SCRIPT standard
version 2017071 includes 8 transactions that would enable the prescribers to initiate medication
ePA requests with Part D plan sponsors at the time of the patient’s visit. The eight transactions
are: PAlnitiationRequest, PAInitiationResponse, PARequest, PAResponse, PAAppealRequest,
PAAppealResponse, PACancelRequest, and PACancelResponse.

Comments. Several commenters recommended the adoption of the ePA transactions
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available in the NCPDP SCRIPT standard version 2017071 for a variety of reasons, including
improving efficiencies in the prior authorization process, improving patient outcomes, reducing
point-of-sale rejections, increasing health 1T developer adoption, and improving the Medicare
Part D member experience. Several commenters indicated that lack of vendor support for the
ePA transactions is a major barrier to physician use of the transactions. One commenter also
suggested ONC adopt the NCPDP SCRIPT standard version 2013101 prior authorization
transactions.

Response. We thank commenters for their feedback. In consideration of comments, we
have adopted the ePA transactions in the NCPDP SCRIPT standard version 2017071 as optional
for the updated § 170.315(b)(3) electronic prescribing criterion. We believe the adoption of the
ePA transactions included in version 2017071 of the NCPDP SCRIPT standard as optional
transactions aligns with CMS’ proposals for Part D ePA. We note that this final rule allows only
for the voluntary certification of Health IT Modules by health IT developers to support these
transactions, and does not require the certification, adoption, or use of such Health IT Modules
by health care providers for this or any other purpose. We also note that development, testing,
and implementation to support these transactions are important first steps toward integrating
pharmacies in the prior authorization process for Part D prescriptions, while supporting
widespread industry adoption and reducing burden on providers. We refer readers to the ONC
Strategy on Reducing Regulatory and Administrative Burden Relating to the Use of Health IT

and EHRs,44 drafted in partnership with CMS, for further discussion of potential opportunities to

44 https://www.healthit.gov/topic/usability-and-provider-burden/strategy-reducing-burden-relating-use-health-it-and-
ehrs

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly from
the published document if minor editorial changes have been made during the OFR review process and in the total
number of pages due to the removal of this notice. The document published in the Federal Register is the official
HHS-approved document.



RIN 0955-AA01 Page 170 of 1244

ease related clinician burden through improved health IT enabled processes.
xvi. Reason for the Prescription

For each transaction specified, the technology must be able to receive and transmit the
reason for the prescription.

Comments. Commenters supported continued adoption of the reason for the prescription
in specific electronic prescribing transactions. Some commenters noted that some of the
proposed transactions would not contain the reason for the prescription as referenced in the
updated § 170.315(b)(3)(ii) or § 170.315(b)(3)(ii)(D).

Response. We thank commenters for their feedback. We reiterate our decision to require
Health IT Modules seeking certification to the updated electronic prescribing certification
criterion to be capable of including the reason for the prescription as referenced in the updated §
170.315(b)(3)(ii) or § 170.315(b)(3)(ii)(D) within relevant electronic prescription transactions to
support patient safety and align with HHS goals to expand safe, high quality health care. Health
IT certified to the updated § 170.315(b)(3) criterion must have the capacity to enable a user to
receive and transmit the reason for the prescription using the diagnosis elements:
<Diagnosis><Primary> or <Secondary>, or optionally, the technology must be able to receive
and transmit the reason for the prescription using the <IndicationforUse> element, and be
consistent with the International Statistical Classification of Diseases and Related Health
Problems (ICDs) sent in the diagnosis element(s). The <IndicationforUse> element defines the
indication for use of the medication as meant to be conveyed to the patient, and is included in the
Sig. This requirement would apply to the following NCPDP SCRIPT standard version 2017071

transactions that we have adopted in this criterion (see discussion above): NewRX,

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly from
the published document if minor editorial changes have been made during the OFR review process and in the total
number of pages due to the removal of this notice. The document published in the Federal Register is the official
HHS-approved document.



RIN 0955-AA01 Page 171 of 1244

RxChangeRequest, RxChangeResponse, CancelRx, RxRenewalRequest, RxRenewalResponse,
RxFill, RxHistoryResponse, Resupply, RxTransferRequest, RxTranferResponse,
REMSInitiationRequest, REMSInitiationResponse, REMSRequest, REMSResponse,
PAlnitiationRequest, PAlnitiationResponse, PARequest, PAResponse, PAAppealRequest,
PAAppealResponse, PACancelRequest, and PACancelResponse.

xvii. Oral liquid medications

Limit a user's ability to prescribe all oral liquid medications in only metric standard units
of mL (i.e., not cc).

Comments. While not within the scope of the Proposed Rule, one commenter did not
support the continued requirement to prescribe oral liquids in “mL” units. The commenter
supported the use of metric units, but did not agree with the requirement of the ONC Health IT
Certification Program to limit this to only milliliters. The commenter recommended that the unit
of measure used by a prescriber be at their discretion, as long as it is appropriate for the dosage.

Response. We thank the commenter for the input. Because this requirement is out of
scope for the Proposed Rule in that we did not propose to change this conformance requirement,
we decline to relax or retire the requirement for oral liquid medications to be prescribed in mL
units. When we first adopted this requirement for the 2015 Edition Proposed Rule, several
commenters were supportive of improving patient safety through use of the metric standard for
dosing, but recommended that this requirement only apply to oral liquid medications. Incorrect
dosage is a common error with liquid medication, often resulting from confusion between
different dose measurements (e.g., mL and teaspoons). If these measurements are confused with

each other, too much or too little of the medicine can be given. This requirement is also in
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alignment with NCPDP SCRIPT implementation recommendations.
xviii. Signatura (Sig) Element

The Signatura (Sig) element is used to support electronic prescribing for the consistent
expression of patient directions for use by relaying this information between a prescriber and a
pharmacist. It must be legible, unambiguous, and complete to ensure the prescriber’s instructions
for use of the medication are understood. For each transaction, the technology must be able to
receive and transmit the reason for the prescription using the indication elements in the SIG
Segment.

Comments. One commenter requested that the Sig element be required rather than
optional to aid in future medication reconciliation and clinical reporting. Another commenter
noted that the NCPDP SCRIPT standard version 2017071 allows for an increase in Sig length.

Response. Given the lack of attention paid to and support for modifying the electronic
prescribing criterion for Sig from optional to required, we have decided to retain Sig as optional
in the updated 8 170.315(b)(3) criterion. As discussed in the Reason for Prescription section,
health IT may optionally seek certification to the updated electronic prescribing criterion by
demonstrating their capacity to receive and transmit the reason for the prescription using the Sig
element.

xix. Real Time Pharmacy Benefit

While development is still currently underway by NCPDP, the Real-Time Pharmacy
Benefit (RTPB) standard is not yet complete. When complete, the RTPB standard is expected to
facilitate the ability for pharmacy benefit payers/processors to communicate formulary and

benefit information to providers. In the absence of that or another similar standard, CMS has
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adopted policies requiring the development and/or implementation of Real Time Benefit
Transaction (RTBT) standards in the Part D e-Rx Program in the context of recent rulemaking.
On May 16, 2019, CMS issued the Modernizing Part D and Medicare Advantage to Lower Drug
Prices and Reduce Out-of-Pocket Expenses final rule, which includes a requirement under the
electronic prescribing standards that Part D plan sponsors implement one or more electronic real-
time benefit tools that are capable of integrating with at least one prescriber’s electronic
prescribing system or electronic health record no later than January 1, 2021 (84 FR 23832). One
commenter recommended that CMS and ONC coordinate with NCPDP on requirements for real-
time benefit functionality. We are also aware of industry efforts to develop a consumer-facing
real-time pharmacy benefit functionality FHIR®-based implementation guide that we anticipate
will be balloted in 2020. ONC will continue to monitor these efforts and consider proposing the
NCPDP RTPB standard or a similar standard to enable real-time benefit transactions in future
rulemaking.
xviii.  Other Comments Received Outside the Scope of this Rule

We note that we received several comments specifically addressing the electronic
prescribing of controlled substances and prescription drug monitoring programs. We note that
these specific comments are outside the scope of the proposals finalized in this rule. However,
we note that we included a discussion of these topics in relation to the discussion of the RFI on
OUD prevention and treatment in the Proposed Rule in 84 FR 7461.

5. Clinical Quality Measures — Report Criterion

In the 2015 Edition final rule, ONC adopted four clinical quality measure (CQM)

certification criteria, § 170.315(c)(1) CQMs — record and export, § 170.315(¢c)(2) CQMs — import
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and calculate, § 170.315(c)(3) CQMs — report, and § 170.315(c)(4) CQMs — filter (80 FR 62649
through 62655). These four criteria were adopted with the intent to support providers' quality
improvement activities and in electronically generating CQM reports for reporting with certified
health IT to programs such as the EHR Incentive Programs, Quality Payment Program, and
Comprehensive Primary Care plus initiative. The “CQMs — report” certification criterion

(§ 170.315(¢c)(3)) included an optional certification provision for demonstrating that the health IT
can create Quality Reporting Document Architecture (QRDA) reports in the form and manner
required for submission to CMS programs, which is in accordance with CMS' QRDA
Implementation Guide (1Gs).

The CMS QRDA IGs provide technical guidance and specific requirements for
implementing the HL7 QRDA Category | (QRDA 1) and Category 111 (QRDA 111) standards for
reporting to CMS quality reporting programs.ss The CMS QRDA 1Gs include the formal
template definitions and submission criteria for submitting QRDA documents to the
Comprehensive Primary Care Plus (CPC+) and Merit Based Incentive Payments System (MIPS)
Programs. Some of the conformance statements in the HL7 QRDA standards have been further
constrained to meet the specific requirements from these CMS programs. The CMS QRDA IGs
also only list the templates specifying CMS-specific reporting requirements from the base HL7
QRDA standards. QRDA 1 is an individual-patient-level report. It contains quality data for one

patient for one or more electronic clinical quality measures (eCQMs). QRDA 111 is an aggregate

45 The following resources provide additional information on the differences between the CMS QRDA and the HL7
QRDA standards: https://ecqgi.healthit.gov/system/files/QRDA _HQR_2019 CMS_IG_final 508.pdf (pg. 38) and
https://ecqi.healthit.gov/sites/default/files/2019-07/2020-CMS-QRDA-111-Eligible-Clinicians-and-EP-1G-07182019-
508.pdf (pg. 18).
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quality report. A QRDA 111 report contains quality data for a set of patients for one or more
eCQMs.

Since the 2015 Edition final rule was published, we have gained additional certification
experience and received feedback from the industry that health IT certified to the “CQMs —
report” criterion (§ 170.315(c)(3)) are only/primarily being used to submit eCQMs to CMS for
participation in CMS’ programs. Therefore, as a means of reducing burden, we proposed to
remove the HL7 CDA® Release 2 Implementation Guide: QRDA I; Release 1, Draft Standard
for Trial Use (DSTU) Release 3 (US Realm), Volume 1 (§ 170.205(h)(2)), as well as the QRDA
Category Il1, Implementation Guide for CDA® Release 2 (§ 170.205(k)(1)) and the Errata to the
HL7 Implementation Guide for CDA® Release 2: QRDA Category I1l, DSTU Release 1 (US
Realm), September 2014 (§ 170.205(k)(2)) standard requirements (HL7 QRDA standards) from
the current 2015 Edition CQMs — report criterion in 8 170.315(c)(3), and we also proposed to
require that health IT certified to the current 2015 Edition CQMs — report criterion support the
CMS QRDA IGs (84 FR 7446). We stated that this change would directly reduce burden on
health IT developers and indirectly providers as they would no longer have to develop and
support two forms of the QRDA standard.

We also solicited comment in the Proposed Rule on the future possibility of FHIR-
enabled APIs replacing or complementing QRDA-based quality reporting. We also noted in the
Proposed Rule that the Fast Health Interoperability Resources (FHIR®) standard offers the
potential for supporting quality improvement and reporting needs, and holds the potential of
being a more efficient and interoperable standard to develop, implement, and utilize to conduct

quality reporting through APIs. We believe until the potential benefits of FHIR® APIs can be
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realized for quality reporting, and that solely requiring the CMS QRDA 1Gs for the updated 2015
Edition “CQMs — report” criterion will balance the burden on developers, while still ensuring
module users’ abilities to meet their quality reporting obligations to CMS (84 FR 7446).

To support the proposal, we proposed to incorporate by reference in 8 170.299 the latest
annual CMS QRDA IGs, specifically the 2019 CMS QRDA 1 IG for Hospital Quality
Reportingss (8 170.205(h)(3)) and the 2019 CMS QRDA 111 IG for Eligible Clinicians and
Eligible Professionals (8§ 170.205(k)(3)).47 We noted in the Proposed Rule that developers would
be able to update certified health IT to newer versions of the CMS QRDA IGs through the real
world testing Maintenance of Certification provision for standards and implementation
specification updates in 8 170.405(b). We also proposed that a Health IT Module would need to
be certified to both standards to ensure flexibility for Health IT Module users. We solicited
comment on whether to consider an approach that would permit certification to only one of the
standards depending on the care setting for which the Health IT Module is designed and
implemented.

Comments. The majority of commenters were supportive of the proposal to remove the
HL7 QRDA standard requirements from the 2015 Edition CQMSs — report criterion in §
170.315(c)(3), and to require that health IT certified to the criterion support the proposed CMS
QRDA 1Gs. Some commenters observed that the main use cases for the certified QRDA export
functionality (which is specific to CMS eCQMs) are to support direct data submission to CMS at

the conclusion of reporting periods, to enable use of third party data submission Health IT

a6_https://ecqi.healthit.gov/system/files/QRDA_HQR_2019 CMS_IG_final_508.pdf
47 https://fecqi.healthit.gov/system/files/2019 CMS_QRDA _IlI_Eligible_Clinicians_and EP 1G-508.pdf
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Modules to meet CMS reporting requirements, and to support data extraction for registry
reporting for participation in CMS programs such as MIPS. Commenters noted that while in
some cases the extraction of data using a QRDA may also support other use cases — for example
for a registry — because of the specificity of the criteria to the CMS eCQMs, such a transaction
using the certified functionality is primarily for CMS reporting. Commenters noted the use of the
CMS QRDA IG does not impede use of the data for other purposes. Finally, commenters noted
that ONC should continue to provide health IT developers the flexibility to offer a non-certified
QRDA functionality that could support eCQMs beyond those included for CMS programs. One
commenter observed that while some health IT systems also provide tools for internal quality
performance monitoring, those tools often do not rely on the generation of QRDA exports.

Some commenters reported that the technical support of multiple versions of QRDA
standards is unnecessary. Other commenters recommended maintaining only the HL7 standard or
offering certification to the HL7 standard as an optional alternative to the CMS QRDA 1G. One
commenter who recommended maintaining both the HL7 standard and the CMS QRDA 1Gs
suggested that ONC cite the CMS version(s) of the QRDA IG as a technical resource in the same
manner the C-CDA companion guide is cited for the transition of care criteria and only require
certifying to the HL7 version. These commenters agreed that developers should not have to
certify to both HL7 QRDA and CMS QRDA IGs, but suggested if a developer passed
certification for the CMS QRDA IGs, they should be deemed to have achieved certification to
the HL7 QRDA standard as well. Commenters noted that the CMS QRDA apply specifications
to the HL7 QRDA to support CMS eCQM reporting requirements.

Other commenters specifically stated that the HL7 QRDA should remain as an optional
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certification criterion, since other organizations (e.g., certain hospital accreditation organizations
such as The Joint Commission) use the HL7 QRDA, and there is need to assure the same style
for submission across programs. They recommended that the HL7 QRDA IG persist as a
continuing option in the Program to enhance alignment with other standards and C-CDA, and to
encourage a base standard alignment across implementers such as CMS and The Joint
Commission. They stated that citing only to the CMS QRDA 1G may lead to misalignment with
the base standards and reduce incentives to update the base standard.

Some commenters expressed concern over the proposed removal of HL7 QRDA
standards from the original 2015 Edition CQMs, stating it may undermine private sector efforts
to self-regulate and stated that the removal of the HL7 QRDA may not achieve the envisioned
burden reduction through the mere elimination of developers’ need to certify and maintain
multiple standards. While some commenters suggested that removing HL7 QRDA from the
certification criteria could simplify the reporting process by recognizing the widespread use of
CMS’ QRDA IGs, they noted that the HL7 QRDA is currently the standard for most EHR
systems and questioned how ONC proposed to implement this change given the prominence of
HL?7 standards in EHR systems. Several commenters noted that the disconnect between what the
certification testing required, and how the standard was really being used in the industry
(primarily but not exclusively to meet the CMS QRDA IG) created unnecessary certification
testing burden, and asserted that the adoption of the CMS proprietary 1G was more appropriate
than to maintain HL7 QRDA.

Response. We thank commenters for their support for the proposal and comments

regarding the versions of standards. We understand the concerns expressed in opposition to this
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proposal, and we appreciate specifically the identification of potential risk for the elimination of
the HL7 standard as applicable for other use cases. As noted previously, since the 2015 Edition
final rule was published (October 16, 2015), we have gained received feedback from the industry
that health IT certified to the “CQMs — report” criterion (§ 170.315(c)(3)) are only or primarily
being used to submit eCQMs to CMS for participation in CMS’ programs. In addition, we note
that while the HL7 QRDA may be used for other purposes, the “CQMs — report” criterion (§
170.315(c)(3)) is specific to the CMS eCQMs specified for participation in CMS reporting
programs and no other eCQMs are tested under that criterion. This specificity applies not only to
the current 2015 Edition “CQMs — report” criterion, but also to the other 2015 Edition CQM
criteria and the prior 2014 Edition CQM criteria. This specificity is intended to provide
assurances through testing and certification of the accuracy and standardization of CMS program
measures across platforms, while recognizing that it would not be possible to specifically test to
the entire universe of potential eCQMs in use by health care providers. Because of this
dependency, testing and certification of both the HL7 QRDA for CQMs-report and the CMS
QRDA IG is redundant to support eCQM data reporting.

This has a dual impact on our considerations to finalize our proposal to require only the
CMS QRDA IG. First, for use cases that are not related to CMS eCQM reporting, the certified
functionality would not specifically support third party non-CMS eCQM reporting requirements,
and so the modification to the functionality does not change the inability to use the certified
version of the functionality for such purposes. Second, for those use cases involving registries or
other third parties that are implementing or supporting CMS eCQM reporting, use of the CMS
QRDA IG could additionally support such purposes. In addition, we are not restricting health 1T
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developers from creating and providing to customers a non-certified functionality that supports
the HL7 QRDA for the extraction of data for eCQMs that are not CMS eCQMs. We note that
this is not a change from the prior policy allowing such flexibility. The prior certification for the
QRDA IG included testing of CMS eCQMs only and it neither supported nor restricted any
development of a QRDA functionality for non-CMS eCQMs.

We also agree that this approach will support closer alignment between the testing to the
CMS QRDA I1G specifications for a certified health IT module and the technical requirements for
CMS program reporting. As part of the development of the CMS QRDA 1Gs, CMS strives to use
the annual update process to resolve issues with CQMs based on updates to clinical guidelines
and to advance the requirements as the standard for reporting eCQM data matures. In this way,
aligning the criterion to the CMS program requirements that it specifically supports allows for
alignment between these efforts as well as allowing for continued updates through the standards
version advancement process. We also believe our finalized proposal will not impede private
sector initiatives as the CMS 1Gs support the continued efforts by public/private collaboration
through standards developing organizations (SDOSs) to refine standards.

Therefore, as a means of reducing burden, we have finalized our proposal to remove the
HL7 QRDA standard requirements from the 2015 Edition CQMs — report criterion in §
170.315(c)(3). We maintain our position that this would directly reduce burden on health IT
developers and indirectly for health care providers as there would no longer be a requirement to
develop and support two forms of the QRDA standard. We note that this does not preclude
developers from continuing to support the underlying standard, especially where such standard

may support reporting or health information exchange for other quality or public health purposes.
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Instead, we are simply not requiring testing and certification of any such standards, thereby
eliminating testing and certification burden from a criterion that is at this time scoped to the
purpose of reporting for CMS quality programs.

Comments. A few commenters did not support the proposal but instead recommended
that CMS adopt the HL7 QRDA standard and do away with its own. However, several
commenters offered suggestions to CMS on the development of the CMS QRDA IG and the
alignment to the HL7 QRDA standard. A number of commenters noted the National Technology
Transfer and Advancement Act of 1995 principle that federal agencies are generally required to
use technical standards that are developed by voluntary consensus standards bodies rather than a
proprietary standard specific to an HHS program. Commenters also stated if CMS wanted to
retain certain aspects of its standard, it should work with HL7 to get these vetted, balloted and
approved for inclusion within the HL7 standard. Commenters also recommended working with
SDOs or other organizations to sufficiently support CMS QRDA 1Gs. Some commenters
suggested that consolidation of QRDA standards would be more likely result in reducing
provider burdens than what ONC proposed.

Response. We thank the commenters for their recommendations to improve the CMS
QRDA IGs, or for CMS to work toward including the aspects of CMS QRDA IGs that they
require for their program operations in SDO-balloted and approved consensus standards. Specific
suggestions for CMS IG development are outside the scope of this rule. ONC had previously
included the HL7 QRDA standards for certification in the 2015 Edition in order to potentially
support a broader range of use cases than reporting for CMS programs. However, the specificity

of the criterion to the CMS eCQMs limits the utility of the certified functionality beyond use
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with CMS eCQMs and as stated in the Proposed Rule, since the 2015 Edition final rule, ONC
and CMS received significant stakeholder feedback that health IT modules certified to the
“CQMs — report” criteria at 170.314(c)(3) in the 2014 Edition and 170.315(c)(3) for the 2015
Edition are used only or primarily for reporting to CMS programs. While we reiterate that these
comments are outside the scope of this rule, we will continue to take this and other feedback into
consideration and will continue to work with CMS, standards developing organizations, and
health IT industry partners to explore the concerns raised in relation to reducing burden and
promoting interoperable standards for quality reporting.

Comments. Commenters provided mixed feedback on whether the updated 2015 Edition
“CQMs - report” criterion should require adherence to both CMS QRDA IGs, specifically the
2019 CMS QRDA | IG for Hospital Quality Reportingss and the 2019 CMS QRDA 111 IG for
Eligible Clinicians and Eligible Professionals.4s The majority of commenters recommended that
to reduce burden, ONC should consider a certification approach that permits developers to seek
certifications based on the care setting(s) their health IT modules are intended serve. For
example, commenters suggested that ONC should only require certification to the 2019 QRDA |
IG for Hospital Quality Reporting if a Health IT Module is designed exclusively for the reporting
of hospital measures, and only require certification to the 2019 QRDA 111 1G for Eligible
Clinicians and Eligible Professionals when a Health IT Module is designed exclusively for the
reporting of ambulatory measures. In instances in which both populations are served, the

developer would then seek certification to both standards. Commenters suggested this approach

ag_https://ecqi.healthit.gov/system/files/f QRDA_HQR_2019_CMS_IG_final_508.pdf
49 https://ecqi.healthit.gov/system/files/2019 CMS_QRDA _IlI_Eligible_Clinicians_and EP 1G-508.pdf
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would avoid the unnecessary burden of certifying to a standard that the Health IT Module was
not intended to serve. Other commenters stated that the certification requirements should ensure
that certified Health IT Modules can support quality measure reporting by all potential users,
especially given the potential expansion of eligible participants in certain CMS programs (e.g.,
should a program expand from hospital-based only to include ambulatory measures). These
commenters recommended the adoption of a requirement for certified Health IT Modules to
calculate and export both CMS QRDA | patient-level reports for Hospital Quality Reporting and
CMS QRDA I11 aggregate summary reports for Eligible Clinicians and Eligible Professionals.
These commenters noted that if a certified Health IT Module can only send an aggregate report
without a patient level report, then this would greatly diminish the ability to verify the underlying
calculations. However, commenters recommended that ONC clarify that the transition to CMS
QRDA 1 1G-based reports (patient-level, QRDA | I1G for Hospital Quality Reporting) does not
necessarily mean that a hospital quality measure must be certified by any system (i.e. an
ambulatory Health IT Module can certify to only CMS QRDA 111 1G requirements). Commenters
also sought clarity that the transition to QRDA I11 reports (aggregate-level, I1G for Eligible
Clinicians and Eligible Professionals) does not necessarily mean that an ambulatory quality
measure must be certified by any system (i.e. a hospital system can certify to only hospital
measures). Finally, one commenter noted that certifying ambulatory quality measures for the
QRDA 1 to a hospital I1G is not effective and will interfere with the use case of using QRDA | to
combine data between multiple ambulatory systems such as for group reporting.

Response. We thank commenters for their comments regarding whether a Health IT

Module should be certified to both CMS QRDA IG standards or whether to consider an approach
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that permits certification to only one of the standards depending on the care setting for which the
Health IT Module is designed and implemented. We agree with commenters that our certification
approach should prevent unintended burden by tailoring the requirements to the type of measures
being tested. This would mean that for the updated certification criterion “ CQMs — report” in §
170.315(c)(3) a Health IT Module testing only ambulatory measures would test only with the
CMS QRDA 111 IG for ambulatory measures and a Health IT Module testing only inpatient
measures would test only with the QRDA | CMS IG for inpatient measures. A Health IT Module
supporting both ambulatory and inpatient measures would be required to test to both the CMS
QRDA | IG and the CMS QRDA 111 IG. We clarify that testing for the 2015 Edition “CQM -
capture and export” criterion in § 170.315(c)(1) criteria includes demonstrating the capability to
export a QRDA | report specific to the eCQM being tested — which would support use case noted
by the commenter to combine data across multiple ambulatory systems. We have not proposed
and have not finalized a change to the 2015 Edition “CQM - capture and export” criterion in §
170.315(c)(1). We further note that health IT developers may leverage QRDA file formats for a
wide range of use cases and that our inclusion of the CMS QRDA I and QRDA 111 IGs does not
prohibit the use of the QRDA standard for any other purpose. As noted above, we have finalized
the adoption of the CMS QRDA IGs for the “CQMs — report” criterion in § 170.315(c)(3) for
which the Health IT Module is presented for certification.

Comments. The majority of commenters supported the proposal to adopt the latest CMS
QRDA IGs at the time of final rule publication, as CMS updates their QRDA 1Gs annually to
support the latest eCQM specifications and only accepts eCQM reporting to the latest version.

However, a few commenters recommended that ONC monitor this part of the certification
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process for unintended consequences since CMS’ IGs are updated on a yearly basis. Some
commenters noted that given the lack of alignment with timing, eCQM measures and standards
will continue to lack testing. Other commenters recommended the IGs be updated in alignment
with updates to the certification standards. A few commenters requested clarification of the
effective dates and asked ONC to evaluate and propose a timeline for the implementation of an
alignment between the programs. In addition, commenters asked for clarification on whether
ONC will propose penalties for providers who may be unable to meet the timeline if it is
insufficient.

Response. We thank commenters for their input and have adopted the latest CMS QRDA
IG versions available at the time of publication of this final rule. For details on the latest CMS
QRDA IGs, we refer readers to the CMS QRDA | Implementation Guide for Hospital Quality
Reporting and CMS QRDA 11 Implementation Guide for Eligible Clinicians and Eligible
Professionals available on the eCQI Resource Center website.> We note that CMS updates the
CMS eCQMs on an annual basis as well as the CMS QRDA IGs for reporting to CMS programs.
As in prior years going back to the 2014 Edition, HHS will continue to update the Cypress
testing tool to support health IT developer testing to the most recent annual update. We note that
CMS has previously required that EHR technology used for eCQM reporting be certified to all
eCQMs but does not need to be recertified each time it is updated to a more recent version of the

eCQM electronic specifications, unless the EHR technology is supporting new eCQMs or

50 The Electronic Clinical Quality Improvement (eCQI) Resource Center. CMS QRDA | Implementation Guide for
Hospital Quality Reporting and CMS QRDA 111 Implementation Guide for Eligible Clinicians and Eligible
Professionals. Available at: https://ecqi.healthit.gov/qrda.
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functionality (such as the “CQM — filter” criterion in § 170.315(c)(4)) (84 FR 42505). This
approach allows for continued updates to and testing of eCQMSs while minimizing the burden on
developers and providers to support those updates in time for each annual performance period.
Finally, we note that ONC has no authority to set requirements, incentives, or penalties for health
care providers related to the use of health IT, and we direct readers to CMS for information on
health IT requirements in CMS programs.

Comments. The majority of commenters agreed with ONC’s assessment in the Proposed
Rule that quality reporting is not yet ready to transition to FHIR and that more testing and
validation of FHIR is needed before requiring a new API-based reporting functionality as a part
of the Program. Some commenters supported the adoption of FHIR Release 4-enabled APlIs as a
replacement for QRDA-based reports, but stated that published documentation aligning HL7 C-
CDA, QRDA, and/or FHIR standards to CMS’ “Quality Data Model®,” which is an information
model that defines relationships between patients and clinical concepts in a standardized format
to enable electronic quality performance measurement and that would allow for more consistent
eCQM reporting and improved interoperability in clinical quality feedback between health
systems and data registries. Other commenters stated that FHIR standards will likely strengthen
standardized data element availability and flexibility to improve the types of eCQMs that may be
developed, and suggested that CMS continue to work with the National Quality Forum, measure
stewards, and measure developers to advance both existing evidence-based measures (e.g., either

administrative or hybrid measures) and evolving outcome measures that utilize population-based

51 https://ecqi.healthit.gov/qdm
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electronic clinical data.

Response. We thank commenters for their support. We believe there are potential benefits
to be gained by exploring both near-term, program specific implementations of APIs to support
current quality reporting submission mechanisms such as for CMS eCQM reporting as well as
the long-term potential to reimagine quality measurement by leveraging API technologies. We
believe that these technology approaches could help providers and payers, including CMS, move
from the current approach, in which providers are required to calculate and submit results on
specific quality measures, to one in which payers, including CMS, could obtain clinical data for
quality measurement directly through an API. This could potentially include the ability to obtain
clinical data for a defined group or sample set of patients to assess quality across patient
populations, as well as to compare clinical data for patients over time to assess quality impacts
through longitudinal measurement. We believe emerging innovative standards are now available
to support such models, specifically the ability to respond with clinical data for a defined group
or sample set of patients using the bulk data capabilities in FHIR Release 4. We note that
readiness for such an approach, both for recipients of quality data and for health IT developers
supporting quality improvement solutions, is not yet mature for adoption of such a criterion in
the Program. However, we are committed to continuing to work with HHS partners, health care
providers, health IT developers and SDOs to explore the potential for such solutions in the
future.

Comments. Several commenters recommended additional changes not considered in the
Proposed Rule. For example, one commenter recommended ONC require that to be certified in 8

170.315(c)(1) “CQMs —record and export,” § 170.315(c)(2), “CQMs — import and calculate,”
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and § 170.315(¢c)(3) “CQMs - report,” a Health IT Module be certified in a minimum of 9
eCQMs instead of one eCQM and that the 8 170.315(c)(1) criterion should require the ability to
export all patients for a given eCQM. Currently, the ability to export a QRDA 1 file can be
limited to one patient at a time. Commenters noted that this limitation defeats the purpose of data
interoperability and does not advance the goals of ONC to increase access to data and the
interoperability of Health IT Modules. And another commenter recommended that, in addition to
the adoption of the CMS 1Gs under the § 170.315(c)(3) criterion, that the CMS IGs replace the
corresponding HL7 QRDA IGs as ONC’s Program standard under the § 170.315(c)(1) criterion
(which currently references QRDA | exclusively) and 8 170.315(c)(2) criterion (which currently
references only QRDA | as standard, but also involves use of QRDA |11 for purposes of
verifying appropriate calculation of measures from imported QRDALS).

Response. We thank commenters for input and clarifications. While we appreciate
comments suggesting changes to § 170.315(c)(1) “CQMs - record and export,” and §
170.315(c)(2) “CQMs — import and calculate,” the recommended changes are outside the scope
of our proposal. Therefore, while we may consider these recommendations for future Program
rulemaking, we have not adopted the suggested changes to § 170.315(c)(1) “CQMs - record and
export,” or § 170.315(c)(2) “CQMs — import and calculate in this final rule.

As noted previously, we have finalized the update to the “CQMs — report” criterion in 8
170.315(c)(3) to require that health IT developers use the CMS QRDA IG appropriate to the
measures being submitted for testing and certification to read as follows: “Clinical quality
measures — report. Enable a user to electronically create a data file for transmission of clinical
quality measurement data in accordance with the applicable implementation specifications
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specified by the CMS implementation guides for Quality Reporting Document Architecture
(QRDA), category I, for inpatient measures in § 170.205(h)(3) and CMS QRDA, category I11,
for ambulatory measures in § 170.205(k)(3).”

6. Electronic Health Information (EHI) Export Criterion

We proposed to adopt a new 2015 Edition certification criterion referred to as “EHI
Export” in § 170.315(b)(10). The criterion’s conformance requirements were intended to support
two contexts in which we believed that all EHI produced and electronically managed by a
developer’s technology should be made readily available for export as a capability of certified
health IT. First, we proposed in § 170.315(b)(10)(i) at 84 FR 7447 that health IT certified to this
criterion would support single patient EHI export upon a valid request by a patient or a user on
the patient’s behalf. Second, we proposed in § 170.315(b)(10)(ii) at 84 FR 7447 that the
proposed criterion would support the export of all EHI when a health care provider chooses to
transition or migrate information to another health IT system. Third, we proposed in §
170.315(b)(20)(iii) that the export format(s) used to support the exports must be made available
via a publicly accessible hyperlink, including keeping the hyperlink up-to-date with the current
export format.

At the time of the Proposed Rule, we indicated our belief that this proposed certification
criterion provided a useful first step toward enabling patients to have electronic access to their
EHI and equipping health care providers with better tools to transition patient EHI to another
health IT system. We noted that this criterion would create a baseline capability for exporting
EHI. We requested comments regarding the proposed single patient EHI export and the proposed
database export functionalities, as well as the proposed scope of data export and other criterion
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elements throughout the Proposed Rule section at 84 FR 7447 through 7449.

Comments. Commenters generally supported the intent of the proposed “EHI export”
criterion to advance the access, exchange, and use of EHI. Commenters in favor of the criterion
and its proposed conformance requirements stated that it would foster innovative export
capabilities and inform areas where additional standards development could be needed. We also
received a variety of comments asking for adjustments to proposed requirements. A majority of
commenters requested revisions to the criterion, including calling for a defined set of data
elements for export and specific data transport standards. Many commenters offered
recommended standards or requested that we provide specific standards to reduce variation.
These commenters indicated that no defined standard could lead to broad interpretation and
potential inadequacies of the data export. Some commenters expressed a medical record keeping
concern that the proposed standards-agnostic approach for the export functionality could be
problematic, stating that the export could create a dissonance if the EHI renders health record
content in a form or format that is different from what a provider produces or utilizes as output.
Other commenters opposed the adoption of this proposed criterion. These commenters expressed
concern that later implementation of standards, such as APIs, would make developers invest time
and funding into the proposed requirements only for the work to be discarded in the future.

Response. We thank commenters for their feedback on the proposed “EHI export”
criterion at 84 FR 7446 of the Proposed Rule (8 170.315(b)(10)). We have considered
commenters’ concerns, support, and recommendations and adopted a revised version of this
certification criterion. This final certification criterion is designed to align with section 4006(a)
of the Cures Act, which requires the Secretary, in consultation with the National Coordinator, to
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promote policies that ensure that a patient’s EHI is accessible to that patient and the patient’s
designees, in a manner that facilitates communication with the patient’s health care providers and
other individuals (84 FR 7447). In addition, this criterion complements other provisions that
support patients’ access to their EHI and health care providers use of EHI, such as the secure,
standard-based API certification criterion (proposed in 84 FR 7427 and finalized in §
170.315(g)(10)), and also supports longitudinal data record development. Therefore, we have
finalized the criterion with revisions. Notably, in response to comments on this criterion and the
proposed information blocking policies, we have adopted a focused definition of EHI in §
170.102 and § 171.102. For context purposes, the EHI definition is focused on “electronic
protected health information as defined in 45 CFR 160.103 to the extent that it would be
included in a designated record set as defined in 45 CFR 164.501” with additional caveats not
repeated here for briefness. Put simply, the EHI definition represents the same ePHI that a
patient would have the right to request a copy of pursuant to the HIPAA Privacy Rule. This is a
regulatory concept with which the industry has nearly 20 years of familiarity. Health IT
developers’ customer base includes health care providers who are HIPAA covered entities, and
in many cases developers serve as HIPAA business associates to their covered-entity customers.
Thus, health 1T developers should be accustomed to identifying ePHI so that their products
support appropriately securing it, the fulfillment of patient access requests, and the identification
and reporting on breaches. They should, therefore, be well prepared to identify what EHI their
product(s) would need to export in order to support a patient’s HIPAA right of access. The
finalized criterion requires a certified Health IT Module to include export capabilities for a single

patient (8 170.315(b)(10)(i)) and patient population (8 170.315(b)(10)(ii)) related to EHI. More
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specifically, the export(s) will need to include the EHI that can be stored at the time of
certification by the product, of which the Health IT Module is a part. We emphasize that such
“stored” data applies to all EHI and is agnostic as to whether the EHI is stored in or by the
certified Health IT Module or in or by any of the other “non-certified” capabilities of the health
IT product of which the certified Health IT Module is a part. The scope of EHI applies across the
product as a whole as a means to further promote the access, exchange, and use of EHI for the
use cases required to be supported by this certification criterion. The finalized scope of data
included in the criterion export is discussed in greater detail under the “Scope of Data Export”
(IV.B.6.c) section below.

While the data that must be exported has been more specifically scoped, the certification
criterion does not require a specific standard format be used for the purposes of representing the
exported EHI. We also modified the certification criterion’s documentation requirements in §
170.315(b)(210)(iii) to be more concise. As finalized, the documentation required for the export
format(s) used to support (b)(10)(i) and (ii) functionality must be kept up-to-date and made
available via a publicly accessible hyperlink. Additional information is included under “Export
Format” below.

We appreciate the comments received regarding the specific data sets and data
transmission standards for this certification criterion. We reiterate that the finalized certification
criterion is specific to EHI, as defined, that can be stored at the time of certification by the
product, of which the Health IT Module is part, and is not limited to a predefined data set or to
specific data transmission standards. Developers are required to ensure the health IT products
they present for certification are capable of exporting all of the EHI that can be stored at the time
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of certification by the product. We acknowledge that the amount of EHI exported and format in
which such EHI is represented will differ by developer and products of which certified Health IT
Modules are a part. Each product presented for certification, of which the Health IT Module is a
part, will likely vary in the amount of EHI it can store. As a result, the amount of EHI that will
need to be able to be exported in order to demonstrate conformance with this certification
criterion will vary widely because of the diversity of products presented for certification. For
example, small software components only capable of storing a certain scope of EHI (and only
certified to a few certification criteria) will only need to be able to export that stored EHI in order
to meet this certification criterion. In contrast, a more comprehensive product with an EHI
storage scope well beyond all of the adopted certification criteria would by its nature need to
demonstrate it could export a lot more EHI. But even in this latter case, it is important to note
that while that scope of EHI may be comprehensive for that product, it may still not be all of the
health information for which a health care provider is the steward and that meets the EHI
definition within the health IT products deployed within their organization. In other words, a
health IT user may have other health IT systems with no connection to the Certification Program
that store EHI and such EHI would still be in scope from an information blocking perspective.
We note all of these distinctions to make clear for and to dissuade readers from jumping to an
improper conclusion that the EHI export criterion in the Certification Program is a substitute for
or equivalent to the EHI definition for the purposes of information blocking. We direct readers to
the information blocking section (VI11) for additional information. Unless a health care provider
(which is an “actor” regulated by the information blocking provision) only used a single health

IT product to store EHI that was also certified to this certification criterion, the EHI definition
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will always be larger. Regardless of the amount of EHI each product has within its scope to
export, the purpose of this certification criterion is to make the EHI already available in such
health IT products more easily available for access, exchange, and use by patients and their
providers, which is a fundamental principle established by the Cures Act.

As technology continues to advance, and as stated in the Proposed Rule at 84 FR 7447,
this criterion may not be needed in the future. However, the comments suggesting we not adopt
this certification criterion at all because it will be outmoded at some point in the future did not
appear to acknowledge that all technology is eventually replaced for a variety of reasons. We too
look forward to a day where standards-based APIs are the predominant method for enabling
electronic health information to be accessed, exchanged, and used. We strongly encourage
industry partners to engage in their own consortiums, with ONC and other federal agencies, and
other stakeholders in the health IT ecosystem to advance standards development, prototypes, and
pilot testing in order to ultimately build a body of evidence that could accelerate the adoption and
implementation timeline of technology that could either add more structure to or remove the
need for this certification criterion in the future. However, we do not accept the promise of this
future state as a reason to simply wait, nor do we believe that the potential of this future justifies
delaying the incremental progress the industry can make. In this case, had we followed such
commenters direction, we would be withholding from patients and health care providers the
certainty that there would be technical capabilities within a defined time that could be used to
enable the access, exchange, and use of EHI. We note that suggestions by commenters to
structure the certification criterion to only move information within specific data sets or via

specific standards-based export functionality would delay the ability of patients and users of
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health IT to access, exchange, and use the information they need and would run counter to the
underlying principles supporting this certification criterion — that the electronic health
information should be accessible for access, exchange, and use. For this reason, we have not
included specific data set or export requirements in this certification criterion as some
commenters suggested.

In consideration of comments, the finalized “EHI export” criterion in § 170.315(b)(10) is
not included in the 2015 Edition Base EHR definition, which is a modification from what we
proposed. We revised the policy in recognition of comments received, including comments
regarding the structure and scope of the criterion as proposed and the development burden of the
criterion. As finalized here, we believe that including this certification criterion in the Conditions
and Maintenance of Certification is the best place to include the requirement associated with the
criterion. Thus, we have finalized the § 170.315(b)(10) certification criterion as a general
certification requirement for the ONC Health IT Certification Program, and have not included it
in the 2015 Edition Base EHR Definition.

In general, we also note that those who use Health IT Module(s) certified to the “EHI
export” criterion remain responsible for safeguarding the security and privacy of individuals’
EHI consistent with applicable laws and regulations related to health information privacy and
security, including the HITECH Act, HIPAA Privacy and Security Rules, 42 CFR part 2, and
state laws. The existence of a technical capability to make EHI more accessible and useable by
Health IT Module users does not alter or change any of their data protection responsibilities
under applicable laws and regulations.

Comments. Comments received included concerns with the development and use of the
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certification criterion. Some commenters expressed support for the criterion’s overall flexibility
but cautioned ONC to be realistic regarding the goals and expectations for the certification
criterion. These commenters also expressed concern that the proposed certification criterion
would result in development for an ambiguous scope of data export and would divert from work
needed to achieve other interoperability goals. Other commenters stated concerns that
development costs could potentially be passed onto health IT users, such as health care
providers. These commenters also anticipated use and implementation challenges for users that
work with multiple systems.

Response. We thank commenters for sharing their concerns. In regards to the use of the
capabilities required by this certification criterion, we interpreted from comments some
confusion related to potential “users” of the health IT. As previously defined under the Program,
“user” is a health care professional or their office staff; or a software program or service that
would interact directly with the certified health IT (80 FR 62611, 77 FR 54168).

We also appreciate the comments and concerns regarding the potential development
burden that could result to meet the requirements of the proposed criterion. In consideration of
those expressed concerns, we have narrowed the scope of data that must be exported. This more
focused scope should measurably reduce the stated ambiguity by commenters and development
burden for health IT developers in contrast to what was proposed (84 FR 7448). We appreciate
the concerns expressed for the potential user(s) of Health IT Modules, but note that the
certification criterion is designed to advance the electronic movement of data out of a product
while factoring in the current variability in health IT. As always, we encourage developers to
seek innovative and expedient capabilities that, at minimum, meet the requirements of the
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certification criterion, as well as the developing needs of their health IT users.

Comments. Commenters provided alternative ideas for the criterion specific to USCDI.
Some recommended amending the criterion to require the specific structure and applicable
standards for USCDI elements, or starting this criterion with a minimum of USCDI data
elements. Several commenters recommended expanding the existing 2015 Edition “data export”
criterion to include USCDI in lieu of the proposed “EHI export” criterion.

Response. We thank commenters for sharing these ideas. We have finalized the “EHI
export” criterion as described above. Our intent under this finalized criterion is to advance export
functionality for single patient and patient population EHI exports, while leaving flexibility in
regard to format and without assigning specific data sets due to the different scopes of data that
health IT may include. Toward those ends, limiting the scope of this certification criterion to
solely the data represented by the USCDI would make it no different than other USCDI bounded
certification criteria already adopted and would not advance the policy interests we have
expressed. In regards to comments on the existing 2015 Edition “data export” criterion
(8170.315(b)(6)), we refer readers to our discussion of the criterion below.

Comments. Some comments expressed confusion and asked for guidance on how this
certification criterion would apply to health IT that is no longer certified. Commenters also asked
for guidance on how this criterion applies to other systems that interact with Health IT Modules
certified to this criterion based on the proposed scope of data for export.

Response. We thank commenters for requesting clarification. We first clarify that the
export functionality under this certification criterion applies to Health IT Modules presented for

certification under the Program. More specifically, if a health IT developer presents for
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certification a health IT product of which a Health IT Module is a part and the product
electronically stores EHI, certification to 8 170.315(b)(10) is required. As noted in our response
above, this would include the EHI that can be stored at the time of certification by the product, of
which the Health IT Module is a part. This includes all EHI stored by the product’s certified and
“non-certified” capabilities. For example, if a health IT product includes a component(s) that is
presented for certification and that component stores EHI, then that EHI must be made available
for export, in accordance with § 170.315(b)(10). Importantly, the scope of data required to be
exported in accordance with § 170.315(b)(10) includes only to the EHI that can be stored at the
time of certification by the product. We emphasize that such “stored” data applies to all EHI and
is agnostic as to whether the EHI is stored in or by the certified Health IT Module or in or by any
of the other “non-certified” capabilities of the health IT product of which the certified Health IT
Module is a part. The scope of EHI applies across the product as a whole as a means to further
promote the access, exchange, and use of EHI for the use cases required to be supported by this
certification criterion.
a. Single Patient Export to Support Patient Access

As part of this criterion, we proposed a functionality for single patient EHI export at 84
FR 7447 which would enable a user of certified health IT to timely create an export file(s), with
the proposed scope of data export of all of the EHI the health IT product produces and
electronically manages on a single patient. The functionality would also require a user to be able
to execute this capability at any time the user chooses and without subsequent developer
assistance to operate. In addition, we proposed that health IT certified to this criterion would be
required to enable the ability to limit the users who could create such export file(s) in at least one
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of two ways: to a specific set of identified users, and (2) as a system administrative function. We
also proposed that the export file(s) created must be electronic and in a computable format and
that the export file(s) format, including its structure and syntax, must be included with the
exported file(s).

Comments. We received many comments in support of the proposal for single patient
export to support patient access under the certification criterion. The majority of these
commenters provided recommended revisions, including suggested transmission formats and
data export content standards. Some commenters recommended the addition of this certification
criterion to the list of criteria subject to real world testing.

Response. We thank commenters for their feedback. We have finalized the single patient
export functionality in § 170.315(b)(10)(i) with some modifications. We finalized a focused data
export scope, which applies to the data expected to be available for export under the single
patient export capability. We defined the scope of data that needs to be exported to EHI that can
be stored at the time of certification by the product, of which the Health IT Module is a part.
Thus, we have modified the title of § 170.315(b)(10)(i) to “single patient electronic health
information export” to reflect the scope of this data export. We finalized that the capability for a
user to execute a single patient export must be able to be limited at least one of two ways: to a
specific set of identified users, and as a system administrative function. While we finalized as
proposed in § 170.315(b)(10)(i)(D) that the export files must be electronic and in a computable
format, we modified in § 170.315(b)(10)(ii)(E) that the publicly accessible hyperlink of the
export’s format must be included with the exported file(s). This modification clarifies that the
user is able to access the format, and that the developer will keep their hyperlink up-to-date.
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We appreciate commenter’s recommendations for specific data transmission formats and
data content standards, and considered the range of recommendations when developing the
finalized scope of data export required for this criterion. We believe the definition of EHI as
focused in 8 171.102, as well as the modifications to the scope of data export, addresses the data
ambiguity concerns received by commenters. We direct readers to our detailed discussion of the
scope of data export below. As finalized, the certification criterion’s export, for both single and
patient population EHI Export, remain standards-agnostic. We believe that the finalized
certification criterion will serve as an initial step towards increased access, exchange, and use of
electronically available data. We will continue working alongside industry stakeholders and will
revisit export strategies as standards continue to develop and mature. We appreciate confirmation
that commenters support inclusion of the criterion in § 170.315(b)(10) alongside the rest of the
care coordination criteria in § 170.315(b), and have finalized that this certification criterion is
part of the real world testing Condition of Certification requirement.

Comments. Some commenters asked ONC to clarify how health IT developers may limit
the users’ ability to access and initiate the export function in 8 170.315(b)(10)(i), and to include
examples of potential permissible and non-permissible behaviors.

Response. We appreciate the comments received. We again clarify that “user” is a health
care professional or their office staff; or a software program or service that would interact
directly with the certified health IT (80 FR 62611, 77 FR 54168). In regards to questions on
permissible behaviors for developers, the ability to limit the health IT users’ access to the single
patient EHI export functionality in § 170.315(b)(10)(i) is intended to be used by and at the
discretion of the organization implementing the technology. We reiterate that similar to the 2015
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edition “data export” criterion in § 170.315(b)(6), this cannot be used by health IT developers as
a way to thwart or moot the overarching user-driven aspect of this capability (80 FR 62646). We
do not wish to limit this functionality to specific permissible or non-permissible behaviors at this
time, but reaffirm in § 170.315(b)(10)(i)(B) that a user must be able to execute the single patient
EHI export capability at any time the user chooses and without subsequent developer assistance
to operate. To be clear, the user must be able to execute the export without the intervention of the
developer. We also finalize, as proposed, in § 170.315(b)(10)(i)(C) that this capability must limit
the ability of user who create such export files(s) in at least one of two ways; (1) to a specific set
of identified users, and (2) as a system administrative function.

Comments. The majority of comments received asked for further clarity on “timely”
regarding a health IT user’s request to create an export file(s).

Response. We thank commenters for the questions. We specify that “timely” means near
real-time, while being reasonable and prudent given the circumstances.

Comments. Commenters also sought clarity on data in electronic health records that may
be shared between patients and possibly included in the export. These commenters asked if under
the proposed criterion, patients have a right to information about others that may be contained in
their medical record.

Response. We thank commenters for submitting these questions. In regards to shared
patient data concerns, we note that the export functionality requirements apply to what a product
with a Health IT Module certified to this criterion must be able to do regardless of whether the
developer is operating the export for a health care provider or a health care provider is
maintaining and operating the technology in their own production environment. Under the
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HIPAA Privacy Rule, when a covered health care provider, in the course of treating an
individual, collects or otherwise obtains an individual’s family medical history, this information
may become part of the medical record for that individual and thus be included in the
“designated record set” (defined at 45 CFR 164.501)). Thus, if the family medical history
becomes part of the designated record set, the individual/patient may exercise the right of access
(45 CFR 164.524) under the HIPAA Privacy Rule to this information in the same fashion as any
other information in the medical record. The HIPAA Privacy Rule does not prevent individuals,
themselves, from gathering medical information about their family members or from deciding to
share this information with family members or others, including their health care providers.
Thus, individuals are free to provide their doctors with a complete family medical history or
communicate with their doctors about conditions that run in the family. To the degree that, for
example, Patient A’s medical record include that their mother had breast cancer, that information
would be accessible to Patient A because it was provided by Patient A and included as part of
their medical record. Under this criterion, patients would not have a “right” to other patient’s
records, consistent with existing laws. In general, with respect to patient access to information,
we note that Health IT Module users must ensure that any disclosures of data conform to all
applicable laws and regulations, including but not limited to alignment between this rule and the
HIPAA Privacy Rule, as discussed in 1V.B.6 above. We also refer readers to the information
blocking section at V11 in this preamble, as well.

Comments. Commenters requested clarity on how ONC will monitor a developer’s
compliance with exporting in a timely manner and what penalties ONC will impose if there is a

delay in regards to a Health IT Module user’s request. Commenters requested ONC release sub-
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regulatory guidance that describes how users may file complaints and recommended ONC work
with the HHS Office for Civil Rights (OCR) on patient education.

Response. Any noncompliance by developers with the finalized “EHI export”
certification criterion (8§ 170.315(b)(10)) or the associated Conditions and Maintenance of
Certification requirements (e.g., § 170.402(a)(4) and (b)(2)) would be subject to review,
corrective action, and enforcement procedures under the Program. We refer readers to the
enforcement (V11) and information blocking (V111) sections of this preamble for further
information. We do not believe there is a general need to work with OCR further on this
particular issue or to issue further sub-regulatory guidance. The functionality of the “EHI export”
criterion in 8 170.315(b)(10) provides a user (e.g., a health care provider) with the ability to
export a file for a single patient and multiple patients. If a user or other stakeholder has concerns
about ongoing compliance of health IT certified to this criterion, with the required functionality
of the criterion, or the associated Conditions and Maintenance of Certification requirements, they
may file a complaint with the health IT developer, an ONC-ACB, or ONC.

Comments. Some commenters requested specific stakeholder exemptions from this
requirement, such as health plans.

Response. We thank commenters for the recommendations. We note that the “EHI
export” criterion is applicable only to health IT products presented by developers for certification
under the Program that meet the criterion and “Assurances” Condition of Certification
requirements in § 170.402. In addition, we note that the information subject to the export
requirements is EHI that can be stored at the time of certification by the product, of which the
Health IT Module is a part.
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i. EHI Export for Patient-Initiated Requests

In the Proposed Rule, we reiterated that the “user” of the single patient export
functionality would typically be a provider or their office staff on behalf of the patient (80 FR
62611, 77 FR 54168). We also recognized that in service to innovative and patient-centric
approaches, a health IT developer could develop a method that allows a patient to execute the
request for data export without needing a provider to do so on their behalf. Under this scenario,
we sought comments on whether the single patient export functionality should be made more
prescriptive and require that the developers design the health IT to allow only the patient and
their authorized representative to be the requestor of their EHI (84 FR 7447).

Comments. In the scenario of patient-centric approaches created by developers, the
majority of commenters were in favor of developers designing the export capability to make the
patient and their authorized representative able to be the direct requestors of their EHI without
needing a provider to execute this capability on their behalf. We also received recommended
terms to further define “authorized representative” under this scenario. Several commenters
advised against specifying or restricting the potential additional user roles able to initiate a single
patient export. Some commenters recommended additional requirements for developers,
including requiring developers to create this capability to enable the patient or their “proxy” to
request their information through and receive information from the patient’s health portal or an
application. Commenters asked for the final rule to include clarification on what the patient and
their authorized representative can access. We did receive some comments that requested
clarification of this potential approach. We also received comments expressing confusion with

the patient and authorized representative requests applying across the certification criterion, as
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opposed to the proposed and previously defined “users” of health IT that will typically perform
the request on behalf of a patient.

Response. We thank commenters for their input and requests for clarification. In response
to the concerns and potential confusion, we clarify the following. This certification criterion does
not require “direct-to-patient” functionality in order to demonstrate conformance. Providing such
a capability and demonstrating conformance to this certification criterion with such a capability
would be at the sole discretion of the health IT developer. In general, just like with the “data
export” criterion in § 170.315(b)(6), the capability to execute this certification criterion can be
health care provider/health care organization initiated (presumably upon that organization
receiving a request by patient for their EHI). In instances where the functionality certified to this
criterion is implemented in a “direct-to-patient” way such that the patient can request and accept
EHI export without assistance from a user, we recognize that further configuration of the
functionality or product in which it is implemented may be needed in order to account for
applicable laws related to the patient’s information access rights and other privacy and
information blocking policies that apply to the configuration and use of the Health IT Module.
While this specific capability within the certification criterion emphasizes health IT developer
assistance must not be needed to operate the export, we recognize that user assistance (e.g., a
provider) may be necessary to initiate such capability in the user’s product.

b. Patient Population EHI Export for Transitions between Health IT Systems

In addition to the single patient export functionality in § 170.315(b)(10)(i), we proposed

in § 170.315(b)(10)(ii) that health IT certified to this criterion would also facilitate the migration

of EHI to another health IT system. We proposed that a health IT developer or health IT certified
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to this criterion must, at a user’s request, provide a complete export of all EHI that is produced or
electronically managed (84 FR 7447 through 7448) by means of the developer’s certified health
IT.

Comments. We received many comments in support of the functionality under this
criterion for transitions between health IT systems. Many commenters recommended format and
content specifications, such as the use of bulk FHIR®-based APIs for export transmission. Some
commenters stressed that ONC should determine and require standards, as well as clarify the
scope of data export specific to this use case. Some commenters expressed concerns, including
gathering patient consent and the developer burden that may exist with gathering data from
disparate systems under the proposed scope terminology. One commenter was against the
transitions between health IT systems capability, citing that data structured for one system will
not necessarily work in another.

Response. We thank commenters for their feedback specific to the functionality of
transitions between health IT systems under this criterion. We finalized this export functionality
with modifications. First, this functionality is now referred to as “patient population EHI export”
in § 170.315(b)(10)(ii) to better reflect the policy intent of patient data transitions in instances of
providers switching health IT systems, and to reflect the finalized scope of data that a product
with a certified Health IT Module must be capable of exporting. Similar to the modifications in §
170.315(b)(20)(i), we finalized in § 170.315(b)(10)(ii)(A) that the export files must be electronic
and in a computable format and we modified in § 170.315(b)(10)(ii)(B) that the publicly
accessible hyperlink of the export’s format must be included with the exported file(s). This

modification clarifies that the user is able to access the format, and that the developer will keep
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their hyperlink up-to-date.

In response to comments on defining a separate scope of data export specific to the
patient population export functionality, it is our final policy for this certification criterion to align
both the single patient and patient population export data to EHI, as defined in this rule, that can
be stored at the time of certification by the product, of which the Health IT Module is a part. This
narrower scope also addressed concerns received regarding development burden expressed
regarding gathering data from disparate systems under the proposed scope terminology.

In regards to the comments on enforcing format and standards for data transmission, it is
our intent under this certification criterion that health IT developers have flexibility regarding
how the export outcome is achieved. We again encourage the industry to work together toward
this common goal and to create an industry-wide approach. We do acknowledge the comments
received that data structured for one system may not necessarily seamlessly align with another,
and refer commenters to the export format requirements of this certification criterion. As
finalized in 8§ 170.315(b)(10)(ii)(A), the export created must be electronic and in a computable
format. In contrast with the single patient EHI export capability, which must be available to a
user without subsequent developer assistance to operate, the patient population EHI export
capability of this criterion could require action or support on the part of the health IT developer.
We acknowledged in the Proposed Rule (84 FR 7448) that because of anticipated large volume
of electronic health information that could be exported under this specific proposed
capability,developer action or support could be needed. Our thinking remains the same post-
public comments even with the narrowed scope of data export. While exporting one patient’s

data on an as-needed basis is a capability that should be executable by a user on their own,
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orchestrating an entire export of EHI for migration to another health IT system is an entirely
different task and dependent on a variety of factors such as the organization’s overall
infrastructure and deployment footprint. Additionally, developers of health IT certified to this
criterion are required to provide the assurances in § 170.402, which include providing reasonable
cooperation and assistance to other persons (including customers, users, and third-party
developers) to enable the use of interoperable products and services. Thus, while developers
have flexibility regarding how they implement the export functionality for transitions between
systems, they are ultimately responsible for ensuring that the capability is deployed in a way that
enables a customer and their third-party contractors to successfully migrate data. Such
cooperation and assistance could include, for example, assisting a customer's third-party
developer to automate the export of EHI to other systems. We refer readers to the export format
section below for additional details.

We note that the narrowed scope of data that certified Health IT Modules must be
capable of exporting does not reduce contractual obligations of health IT developers to continue
to support providers if they do want to change systems, and direct readers to the information
blocking section (V111) for additional information.

c. Scope of Data Export

We proposed in 84 FR 7448 and in 8 170.315(b)(10) that for both use cases supported by
this criterion, the scope of data that the certified health IT product must be capable of exporting
would encompass all the EHI that the health IT system produces and electronically manages for
a patient or group of patients. Our intention was that ‘‘produces and electronically manages’’

would include a health IT product’s entire database. In the Proposed Rule, our use of the term
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EHI was deliberate. At the time of rulemaking, the proposed definition of the EHI term in
§ 171.102 was intended to support the consistency and breadth of the types of data envisioned by
this proposed criterion. We requested comment on the terminology used (“produces and
electronically manages™) or whether there were alternatives to the proposed language.
Comments. Some commenters were supportive of our proposed scope of data export
requirements, while a few others offered alternative specific terminology options. Those
commenters suggested terminology such as all EHI the health IT system “collects and retains,”
or “produces or can electronically access, exchange, or use.” A majority of commenters,
however, stated that the proposed terminology, including the proposed EHI definition, left broad
interpretations of the scope of data a Health IT Module would have to be capable of exporting
under this criterion. These commenters expressed concerns that the ambiguity and potentially
vast amounts of data would create undue burden on health IT developers for development and
upkeep of export capabilities, as well as compliance issues with other applicable laws. A
majority of commenters requested and highlighted a need for further specificity regarding the
terminology used to define data exported under this criterion. Some commenters expressed
concerns that a developer presenting a Health IT Module for certification may not know all
systems a user may later connect to the health IT capabilities. We also received many comments
reflecting varied thoughts on what should or should not be included in the criterion’s data export.
Some commenters strongly opposed any data limits, citing existing regulations such as the
HIPAA Privacy Rule right of access, while others proposed alternatives to constrain data export
requirements, citing development infeasibility.

Recommendations to constrain the proposed criterion’s scope included alignment with
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other regulations and data standards, such as the USCDI. We also received a recommended
requirement for health IT developers to provide a plain language definition of the EHI typically
included in their Health IT Module’s export. Some commenters expressed confusion on how the
criterion’s proposed scope of data export may apply to EHI “produced or electronically
managed” by both the product’s certified and “non-certified” capabilities as well as data from
third parties.

Response. We thank commenters for feedback on our proposed terms and for specific
recommendations. The finalized criterion draws the upper bound of its data scope from the
focused definition of EHI as finalized. The criterion export includes the EHI, as defined, that can
be stored at the time of certification by the product, of which the Health IT Module is a part. As
defined in this rule, EHI means electronic protected health information as defined in 45 CFR
160.103 to the extent that it would be included in a designated record set as defined in 45 CFR
164.501 (other than psychotherapy notes as defined in 45 CFR 164.501 or information compiled
in reasonable anticipation of, or for use in, a civil, criminal, or administrative action or
proceeding), regardless of whether the actor is a covered entity as defined in 45 CFR 160.103. In
response to comments received, this revised scope of data for export provides a more
manageable and less administratively burdensome certification criterion for health IT developers
for several reasons.

We agree with commenters that our proposed terms of all EHI a health IT system
“produces and electronically manages” (84 FR 7448) raised the potential for broad variance in
interpretations and concerns about the breadth of data intended for export under this criterion and

potential development burden. We also considered the comments noting that a developer
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presenting a Health IT Module for certification may not, at the time of certification, know all
systems a user will later connect to the health IT capabilities. Ultimately, we considered several
approaches to better reflect the policy intent and to alleviate confusion related to the proposed
criterion. In consideration of the public comments and the policy outcome we sought to address,
we revised the final criterion‘s phrasing to describe what information health IT products with
Health IT Module(s) certified to the criterion must be capable of exporting. The revised scope of
data export applies to both the single patient and patient population export functionalities as well
as the Conditions and Maintenance of Certification requirements tied to this criterion.

First, we agree with comments received and acknowledge that a health IT developer is
best positioned to know (and would be solely responsible for only) the EHI that can be stored by
the health IT product at the time the Health IT Module is presented for certification. In response
to comments regarding the applicability of the scope of export to the product’s certified and
“non-certified” capabilities, as well as data from third parties, we clarify and reiterate the
following from our prior responses. We emphasize that such “stored” data applies to all EHI and
is agnostic as to whether the EHI is stored in or by the certified Health IT Module or in or by any
of the other “non-certified” capabilities of the health IT product of which the certified Health IT
Module is a part. To be clear, conformance “at the time of certification” means the combined
data that can be stored by the product, of which the Health IT Module is a part, at the time the
Health IT Module is presented for certification. As such, for the purposes of this certification
criterion, the EHI that must be exported does not include any data generated from unique post-
certification in response to a particular customer (though such data could meet the definition of

EHI for the purposes of information blocking). Such modifications could include custom
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interfaces and other data storage systems that may be subsequently and uniquely connected to a
certified Health IT Module post-certification. Additionally, to remain consistent with “at the time
of certification,” we clarify that any new EHI stored by the product due to ongoing
enhancements would need to be included within the scope of certification only when a new
version of the product with those new EHI storage capabilities is presented for certification and
listing on the CHPL. In consideration of comments, we believe that this approach to define
storage at the time the product is presented for certification of a Health IT Module will make the
certification requirements clearer for health IT developers and more efficient to administer from
a Program oversight perspective.

In addition, the use of “can be stored by” refers to the EHI types stored in and by the
health IT product, of which the Health IT Module is a part. This is meant to be interpreted as the
combination of EHI a heath IT product stores itself and in other data storage locations. Thus, the
cumulative data covered by these storage techniques would be in the scope of data export.

Per our policy intent, by focusing the EHI and defining the data for export under this
criterion, users of certified Health IT, such as health care providers, will have the ability to create
“readily producible” exports of the information of a single patient upon request by the user,
which increases patient access as reflected in the Cures Act. Lastly, in support of the second
functionality we finalized for patient population export, the EHI exported (within the Health IT
product’s scope of data export) would likely be of significant importance to health care providers
for the purposes of transitioning health IT systems and maintaining continuity of care for
patients, and also helps remove potential barriers to users switching systems to meet their needs

or their patient’s needs.
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In finalizing this policy, we emphasize that health IT developers may provide the export
of data beyond the scope of EHI and for functionalities beyond those discussed under this
criterion. In such cases, for additional export purposes, it is advised that health IT developers and
users discuss and agree to appropriate requirements and functionalities. We again emphasize that
health IT product users must ensure that any disclosures of data conform to all applicable laws,
including the HIPAA Rules and 42 CFR part 2. Stakeholders should review applicable laws and
regulations, including those regarding patients’ right of access to their data, in order to determine
the appropriate means of disclosing patient data. We also refer readers to the information
blocking section at VIII.

i. Image, Imaging Information, and Image Element Export

In the Proposed Rule, we noted at 84 FR 7448 that clinical data would encompass
imaging information, both images and narrative text about the image. However, we addressed
that EHRs may not be the standard storage location for images. We solicited additional feedback
and comments on the feasibility, practicality, and necessity of exporting images and/or imaging
information. We requested comment on what image elements, at a minimum, should be shared
such as image quality, type, and narrative text. We did not make any proposals in 84 FR 7448.

Comments. Most commenters were supportive of sharing images and/or related data
elements, expressing that interoperability should include electronic ordering of imaging studies,
which they asserted would assist health care providers in delivering care. Other commenters
expressed burden concerns with data image export, particularly challenges around the movement
and storage of large amounts of data and accumulating data from disparate health IT systems. A

few commenters requested specific exclusion of images or videos created as a byproduct of
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procedures. As for minimum image data elements to share, recommendations varied and
included Digital Imaging and Communications in Medicine (DICOM™) data elements or file
type recommendations. Comments included additional policy recommendations, such as making
Picture Archiving and Communication Systems (PACS) developers subject to certification rules
and requiring EHI export data to include links for remote authorized access to externally hosted
images.

Response. We thank commenters for their shared insight and recommendations regarding
the export of images, imaging information, and image elements. Health IT Modules certified to
the finalized criterion must electronically export all of the EHI, as defined, that can be stored at
the time of certification by the product, of which the Health IT Module is a part. Thus, any
images, imaging information, and image elements that fall within this finalized scope of EHI that
can be stored at the time of certification in or by the product, of which the Health IT Module is a
part will need to be exported under this certification criterion. We appreciate the
recommendations received for image transfer methods and encourage the stakeholder community
to continue exploring innovative image transfer methods, including for image transfer that would
fall outside of this certification criterion. We appreciate the policy recommendations, such as
including PACS developers. The “EHI export” certification criterion only applies to developers
of health IT seeking or maintaining certification under the Program. To the extent such providers
are developers of health IT under the Program they would be included. If they are not developers
under the Program, they would not be included.

We also thank commenters for their suggestions to require data export to include links for

remote authorized access to externally hosted images. We note that the export requirements of
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this certification criterion refers to the EHI that can be stored at the time of certification by the
product, of which the Health IT Module is a part. In the context of imaging, if the only EHI
stored in or by the product to which this certification criterion applies are links to
images/imaging data (and not the images themselves, which may remain in a PACS) then only
such links must be part of what is exported. We encourage developers to work with their
customers to achieve innovative ways to share all relevant data, including situations outside of
the scope of data export under this criterion where images could be made more accessible.

ii. Attestation of Information a Health IT Developer Cannot Support for Export

In the Proposed Rule (84 FR 7448), we also solicited comment on whether we should
require, to support transparency, health IT developers to attest or publish as part of the export
format documentation the types of EHI they cannot support for export. We did not have any
specific proposals.

Comments. The majority of commenters supported public attestation regarding the
information a Health IT Module is unable to export. Some commenters requested that we add to
the regulatory text to state that developers attest to information they cannot support for export
“and/or ingestion.” Some commenters questioned if it is fair for EHI developers to delineate
what is in their Health IT Module’s scope of data for export under this criterion. Another felt that
this requirement should be extended to health care delivery organizations and that the attestation
should be included within patient portals or other communications.

Response. We thank commenters for their feedback. We again note the revised scope of
data export under this finalized criterion. Under the finalized approach, which focuses on the

export of the EHI that can be stored at the time of certification by the product, we have
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determined that our final requirements provide sufficient clarity and have not included any
additional requirements such as those on which we sought comment. Additionally, we believe
the recommendation for ingestion would be impracticable as part of this certification criterion
due to the flexibility we permit for the output format(s). It would not be possible from a
regulatory enforcement perspective to administer a certification criterion that included within its
scope a conformance requirement for a Health IT Module’s capability to import any proprietary
format that may exist without prior knowledge of such formats.

iii. Export Exclusion Request for Comments

In the Proposed Rule, we proposed metadata categories at 84 FR 7448 for exclusion from
this criterion. We also requested feedback on what metadata elements should remain included for
export or added to the list of excluded data. Metadata proposed for exclusion from the criterion
included metadata present in internal databases used for physically storing the data, metadata that
may not be necessary to interpret the EHI export, and metadata that refers to data that is not
present in the EHI export. Examples of these proposed exclusions are provided at 84 FR 7448.

Comments. Commenters offered varied recommendations for metadata elements to
remain excluded, or to be included under the scope of data export for this criterion. We received
several comments strongly supporting the inclusion of audit log metadata. Commenters noted
that the inclusion of audit log metadata had potential legal utility and could aid in the patient’s
ability to have all of their data and knowing who has accessed their data. Commenters also
requested increased clarity on the definition of metadata, audit log, and access log in regards to
this rulemaking, and requested the use of standards to further clarify policy intentions. We note,

however, that other commenters were against the inclusion of audit log data as part of the EHI
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export. Those against inclusion stated that this information was not necessary to interpret the
EHI export, could be burdensome for development of export capabilities, and potentially contain
personally identifiable information of the health care staff.

Response. We thank commenters for their input on potential metadata exclusions. As
noted above, we have finalized that EHI that can be stored at the time of certification by the
product is the scope of data that must be included in exports pursuant to § 170.315(b)(10). Under
this revised and specified scope of data export, it is no longer necessary to list specific metadata
exclusions or inclusions. We direct readers to the discussion of scope of data export (IV.B.6.c)
under this criterion for further details.

d. Export Format

We did not propose a content standard for the export. However, we did propose to require
documentation in § 170.315(b)(10)(iii) that health IT developers include the export file(s)
format, including its structure and syntax, such as a data dictionary or export support file, for the
exported information to assist the user requesting the information in processing the EHI (84 FR
7448). This was to prevent loss of information or its meaning to the extent reasonably practicable
when using the developer’s certified Health IT Module(s). We also proposed in §
170.315(b)(10)(iii) that the developer’s export format must be made available via a publicly
accessible hyperlink and kept up-to date.

Comments. Comments received were in favor of this proposal in § 170.315(b)(10)(iii).
Several commenters were supportive of the flexibility of export format for developers, as long as
export documentation is provided as specified in the Proposed Rule, citing specifically how this

would support the export capability in § 170.315(b)(10)(ii). Some commenters recommended
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additional clarification for the publicly accessible hyperlink, specifically to ensure that
information is available without login or other associated requirements. Commenters also
provided export format suggestions.

Response. We thank commenters for their feedback regarding developers’ export format.
We have finalized § 170.315(b)(10)(iii) with modifications to clarify the regulatory text. We
finalized that the developer’s EHI export format(s) used to support § 170.315(b)(10)(i) and §
170.315(b)(10)(ii) of this section must be kept up-to-date and made available via a publicly
accessible hyperlink without any preconditions or additional steps.

We clarify that the documentation for the export format in 8 170.315(b)(10)(iii) consists
of information on the structure and syntax for how the EHI will be exported by the product such
as, for example, C-CDA document(s) or data dictionary for comma separated values (csv) file(s),
and not the actual EHI. The user will use the export format documentation to process the EHI
after it is exported by the product. We also require that health IT developers keep the export
format “up-to-date.” For example, if the health IT developer had previously specified the C-CDA
standard as the export format for meeting the criterion, but subsequently updated their product to
use the FHIR standard and stopped supporting C-CDA export format then the documentation for
export format would need to be updated so that users are able to continue to accurately process
the EHI exported by the product. We appreciate suggestions received regarding ensuring that
such information is available without login or other associated requirements. In response to these
comments, our policy intent to foster transparency, and in alignment with other certification
criterion requirements set forth in this rule, we clarify that the hyperlink must allow any person

to directly access the information without any preconditions or additional steps. We note that the
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export format need not be the same format used internally by the certified health IT and the
health IT developer does not need to make public their proprietary data model. This certification
criterion also does not prescribe how (i.e., media/medium) the exported information is to be
made available to the user, as this may depend on the size and type of information to be
exported. While file formats and related definitions are not finalized as specific certification
requirements, we encourage developers to continue to foster transparency and best practices for
data sharing, such as machine-readable format, when they create and update their export format
information.
e. Initial Step towards Real-Time Access

In the Proposed Rule at 84 FR 7449, we offered a clarifying paragraph to highlight that
the criterion in § 170.315(b)(10) was intended to provide a step in the direction of real-time
access goals, as well as a means to, within the confines of other applicable laws, encourage
mobility of electronic health data while other data transfer methods were maturing. In that
section, we clarified that “persistent” or “continuous” access to data is not required to satisfy the
proposed “EHI export” criterion’s requirements, and that the minimum requirement of
developers presenting Health IT Module(s) for certification to this criterion is for a discrete data
export capability. In this clarification section, we did not have specific proposals or requests for
comments.

Comments. We received recommendations to further specify the use of “persistent” and
“continuous” in context of access to EHI. Additional commenters recommended specifying
Representational state transfer (REST) or “RESTful” transfer, or specifying data transport

methods.
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Response. We thank commenters for their input. We first clarify that this section was
added to the Proposed Rule for additional clarification and to provide prospective context on the
proposed certification criterion. However, we recognize from the comments received that our
reference to “persistent” or “continuous” access in the Proposed Rule may have created
confusion. We again note that “persistent” or “continuous” access is not required by health IT
developers presenting Health IT Module(s) to satisfy the requirements of this certification
criterion. We have finalized the “EHI export” criterion as described above in response to
comments received on proposals we have made. We appreciate the responses to our future
looking points in the Proposed Rule but have not made further revisions to the final certification
criterion in response.

f. Timeframes

We requested input and comments on the criterion and timeframes at 84 FR 7449. In
particular, beyond the proposal to export all the EHI the health IT system produces and
electronically manages, we sought comment on whether this criterion should include capabilities
to permit health care providers to set timeframes for the EHI export, such as only the “past two
years” or “past month” of EHI (84 FR 7449).

Comments. A majority of commenters were against the concept of allowing providers to
set timeframes for the export functionality. Commenters were concerned that creating the
capability to limit timeframes would involve significant technical complexity for health IT
developers. Commenters also expressed concern that allowing providers the capability to limit
timeframes would not align with the HIPAA Privacy Rule right of access at 45 CFR 164.524 and

could potentially implicate information blocking. Commenters provided alternative approaches
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and concepts to implement timeframe capabilities for this criterion, including use of APIs,
granting flexibility to developers, allowing intervals or dynamic timeframe requirements, and
considering permitted fees. Commenters asked for clarification on how far back the data request
capabilities could go and requested clarification regarding how this criterion aligns with other
API-related criteria within this rule.

Response. We thank commenters for their feedback. We will not require the Health IT
Module support a specific or user-defined timeframe range or time limit capability for the
purposes of demonstrating conformance to this certification criterion. We agree with commenters
concerns regarding potential development complexity for health IT developers if we included
such a requirement upfront. What this means, however, is that for the purposes of testing and
certification, a health 1T developer will need to prove that the product, of which a Health IT
Module is part, can perform the capabilities required by the certification criterion, inclusive of all
EHI that could be exported. In turn, when these capabilities are deployed in production they will
need to be capable of exporting all of the EHI that can be stored at the time of certification by the
product, of which the Health IT Module is a part. We also agree with the points received
regarding the HIPAA Privacy Rule right of access at 45 CFR 164.524 and emphasize the
importance of HIPAA covered entities aligning with applicable law regarding patient access to
health information.

g. 2015 Edition “Data Export” Criterion in § 170.315(b)(6)

We proposed to remove the “data export” criterion (defined in § 170.315(b)(6)) from the

2015 Edition Base EHR definition in § 170.102 and to replace “data export” with the proposed

“EHI export” criterion (defined in § 170.315(b)(10)) by amending the third paragraph of the
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2015 Edition Base EHR definition in 170.102. We did not propose a transition period for the
“data export” criterion. Rather, we proposed to remove the criterion from the 2015 Edition Base
EHR definition upon the effective date of a final rule. We also proposed to modify the 2015
Edition Base EHR definition to include the new proposed export criterion (defined in 8
170.315(b)(10)), with an implementation date 24 months from the effective date of the final rule.
We welcomed comments on this approach.

Comments. Some commenters were in favor of immediate removal of this criterion (8
170.315(b)(6)) from the 2015 Edition Base EHR definition, stating it would reduce burden.
However, the majority of commenters were against a potential gap in functionality due to the
compliance timeline for the new export criterion (§ 170.315(b)(10)) and requested that we keep
the “data export” criterion until the new criterion in § 170.315(b)(10) and other standardized data
transmission methods were fully implemented. Some commenters supported an indefinite
retention of the “data export” criterion, regardless of the proposed addition of § 170.315(b)(10).
Several commenters also recommended to expand the current § 170.315(b)(6) criterion through
USCDI as an alternative approach to the proposed “EHI export” criterion in § 170.315(b)(10). In
addition, some commenters expressed concern that that the “data export” criterion is inconsistent
with CMS Quality Payment Program (QPP) requirements such as View, Download, and
Transmit (VDT) at 83 FR 59814 of the CY 2019 Physician Fee Schedule final rule.

Response. In consideration of public comments in support of the retention of the “data
export” certification criterion, we have maintained the “data export” certification criterion in §
170.315(b)(6) as available for certification until 36 months after this final rule’s publication date.

To implement this decision, we have finalized in § 170.550(m) that ONC-ACBs are permitted to
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issue certificates to “data export” in § 170.315(b)(6) until, but not after, 36 months after the
publication date of this final rule. However, we note the “data export” certification criterion has
been removed from the 2015 Edition Base EHR definition (in § 170.102) as of the general
effective date of this final rule (60 days after its publication in the Federal Register). During the
36 months immediately following publication of this final rule, developers will be able to
maintain the certification to § 170.315 (b)(6) as a standardized means of exporting the discrete
data specified in the CCDS, but the criterion will not be updated to the USCDI. Given that
certification to the § 170.315 (b)(6) criterion will no longer be available after 36 months, we do
not believe an update to the USCDI is the best path. Rather, § 170.315(b)(6) will remain an
unchanged criterion in the Program for the 36 months immediately following publication of this
final rule in the Federal Register. After that timeframe, the EHI export criterion in §
170.315(b)(10), including that certification criterion’s scope of data export, will remain an
available data export certification criterion for health IT developers that present for certification
a Health IT Module that is part of a heath IT product which electronically stores EHI. This
approach will support prior investments in § 170.315(b)(6) by developers and their customers,
and also encourage movement toward the interoperability opportunities afforded by new criteria.
Regarding commenter concerns that the “data export” criterion is inconsistent with CMS
QPP requirements, such as View, Download and Transmit (VDT), we do not believe that this
criterion would be inconsistent with QPP program requirements. In the CY 2019 Physician Fee
Schedule final rule, CMS removed the VDT measure in 8 170.315(e)(1) (83 FR 59814).
However, the Promoting Interoperability performance category of QPP currently includes the

measure entitled Provide Patients Electronic Access to their Health Information (83 FR 59812
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through 59813), and CMS has identified technology certified to the “View, Download and
Transmit to 3rd party” criterion at 45 CFR 170.315(¢e)(1) as required to meet this measure (83 FR
59817). The Data Export criterion in § 170.315(b)(6) is not required for the Provide Patients
Electronic Access to their Health Information measure included in the Promoting Interoperability
performance category, nor have we proposed to change the “View, Download and Transmit to
3rd party” criterion in § 170.315(e)(1) required for this measure, thus we do not believe this final
policy will conflict with CMS requirements for QPP.

7. Standardized API for Patient and Population Services Criterion

We proposed to adopt a new API criterion in § 170.315(g)(10) at 84 FR 7449. In
response to comments, we are adopting a Standardized API for Patient and Population Services
criterion for Certification in § 170.315(g)(10) with modifications. The new criterion, will replace
the old “application access—data category request” certification criterion (§ 170.315(g)(8)). In
doing so, we are also adding the Standardized API for Patient and Population Services criterion
to the updated 2015 Edition Base EHR definition and removing the application access—data
category request criterion (§ 170.315(g)(8)). This finalized Standardized API for patient and
population services certification criterion requires the use of the FHIR Release 4 and several
implementation specifications. The new criterion focuses on supporting two types of API-
enabled services: (1) services for which a single patient's data is the focus and (2) services for
which multiple patients' data are the focus. Please refer to the “Application Programming
Interfaces” section (VIL.B.4) in this preamble for a more detailed discussion of the “API”
certification criterion and related Conditions and Maintenance of Certification requirements.

8. Privacy and Security Transparency Attestations Criteria

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly from
the published document if minor editorial changes have been made during the OFR review process and in the total
number of pages due to the removal of this notice. The document published in the Federal Register is the official
HHS-approved document.



RIN 0955-AA01 Page 225 of 1244

In 2015, the HIT Standards Committee (HITSC) recommended the adoption of two new
“authentication” certification criteria for the Program (81 FR 10635). The National Coordinator
endorsed the HITSC recommendations for consideration by the Secretary, and the Secretary
determined that it was appropriate to propose adoption of the two new certification criteria
through rulemaking. To implement the Secretary’s determination, we proposed two new criteria
to which health IT would need to be certified (84 FR 7450). These would require the developer
to attest to whether the Health IT Module for which they are seeking certification to the criteria
encrypts authentication credentials (8 170.315(d)(12)) and/or supports multi-factor
authentication (8 170.315(d)(13)). We did not propose to require that health IT have these
authentication and encryption-related functions, but instead proposed that a health IT developer
must indicate whether or not their certified health IT has those capabilities by attesting “yes” or
“no.” We did, however, propose to include the two criteria in the 2015 Edition privacy and
security certification framework (§ 170.550(h)). For clarity, attesting “yes” to either of these
criteria indicates that the Health IT Module can support either Approach 1 or Approach 2 of the
2015 Edition privacy and security certification framework for these criteria.

We note that we received many comments on the proposed “encrypt authentication
credentials” and “multi-factor authentication” criteria, but the majority of comments conflated
the two proposals and provided collective responses. Therefore, we have responded to them in
kind to preserve the integrity of the comments.

a. Encrypt Authentication Credentials
We proposed in 84 FR 7450 to adopt an “encrypt authentication credentials” certification

criterion in 8 170.315(d)(12) and include it in the P&S certification framework (8 170.550(h)).
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We proposed to make the “encrypt authentication credentials” certification criterion applicable to
any Health IT Module currently certified to the 2015 Edition and any Health IT Module
presented for certification that is required to meet the “authentication, access control, and
authorization” certification criterion adopted in § 170.315(d)(1) as part of Program requirements.

Encrypting authentication credentials could include password encryption or
cryptographic hashing, which is storing encrypted or cryptographically hashed passwords,
respectively. If a developer attests that its Health IT Module encrypts authentication credentials,
we proposed in 84 FR 7450 that the attestation would mean that the Health IT Module is capable
of protecting stored authentication credentials in accordance with standards adopted in 8
170.210(a)(2), Annex A: Federal Information Processing Standards (FIPS) Publication 140-2,
“Approved Security Functions for FIPS PUB 140-2, Security Requirements for Cryptographic
Modules.” We posited that FIPS Publication 140-2 is the seminal, comprehensive, and most
appropriate standard. Moreover, in the specified FIPS 140-2 standard, there is an allowance for
various approved encryption methods, and health IT developers would have the flexibility to
implement any of the approved encryption methods in order to attest “yes” to this criterion. We
noted that health IT developers should keep apprised of these standards as they evolve and are
updated to address vulnerabilities identified in the current standard.

We did not propose that a Health IT Module would be required to be tested to the
“encrypt authentication credentials” certification criterion. Rather, by attesting “yes,” the health
IT developer is attesting that if authentication credentials are stored, then the authentication
credentials are protected consistent with the encryption requirements above. We proposed in 84

FR 7450 that the attestations “yes” or “no” would be made publicly available on the Certified
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Health IT Product List (CHPL). We proposed in 84 FR 7450 that, for health IT certified prior to
the final rule’s effective date, the health IT would need to be certified to the “encrypt
authentication credentials™ certification criterion within six months after the final rule’s effective
date. For health IT certified for the first time after the final rule’s effective date, we proposed that
the health IT must meet the proposed criterion at the time of certification.

We also noted that some Health IT Modules presented for certification are not designed
to store authentication credentials. Therefore, we specifically requested comment on whether we
should include an explicit provision in this criterion to accommodate such health IT. We stated
that this could be similar to the approach we utilized for the 2015 Edition “end-user device
encryption” criterion (§ 170.315(d)(7)(i1)), where we permit the criterion to be met if the health
IT developer indicates that their health I'T is designed to prevent electronic health information
from being locally stored on end-user devices.

b. Multi-factor Authentication

We proposed in 84 FR 7450 to adopt a “multi-factor authentication” (MFA) criterion in §
170.315(d)(13) and include it in the P&S certification framework (8§ 170.550(h)). We proposed
to make the “multi-factor authentication” certification criterion applicable to any Health IT
Module currently certified to the 2015 Edition and any Health IT Module presented for
certification that is required to meet the “authentication, access control, and authorization”
certification criterion adopted in § 170.315(d)(1) as part of Program requirements. To provide
clarity as to what a “yes” attestation for “multi-factor authentication” attestation would mean, we
provided the following explanation. MFA requires users to authenticate using multiple means to

confirm they are who they claim to be in order to prove one’s identity, under the assumption that
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it is unlikely that an unauthorized individual or entity will be able to succeed when more than
one token is required. MFA includes using two or more of the following: (i) something people
know, such as a password or a personal identification number (PIN); (ii) something people have,
such as a phone, badge, card, RSA token or access key; and (iii) something people are, such as
fingerprints, retina scan, heartbeat, and other biometric information. Thus, we proposed in 84 FR
7451 that in order to be issued a certification, a health IT developer must attest to whether or not
its Health IT Module presented for certification supports MFA consistent with industry-
recognized standards (e.g., NIST Special Publication 800-63B Digital Authentication Guidelines,
ISO 27001%?).

We proposed in 84 FR 7451 that, for health IT certified prior to the final rule’s effective
date, the health IT would need to be certified to the “multi-factor authentication™ certification
criterion within six months after the final rule’s effective date. For health IT certified for the first
time after the final rule’s effective date, we proposed that the health IT must meet this criterion at
the time of certification. We solicited comment on the method of attestation and, if the health IT
developer does attest to supporting MFA, whether we should require the health IT developer to
explain how they support MFA. In particular, we asked whether a health 1T developer should be
required to identify the MFA technique(s) used/supported by submitting specific information on
how it is implemented, including identifying the purpose(s)/use(s) to which MFA is applied
within their Health IT Module, and, as applicable, whether the MFA solution complies with

industry standards.

52 NIST Special Publication 800-63B: https://pages.nist.gov/800-63-3/sp800-63b/cover.html
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Comments. The vast majority of commenters supported the adoption of the two proposed
privacy and security transparency attestation certification criteria. A few commenters were
opposed to the new criteria. Several supporters of the proposed criteria recommended that we
make the criteria operative functional requirements (including testing), rather than yes/no
attestations. Some of these commenters reasoned that MFA should be a requirement for all
certified health IT, given the risks involved with single-factor authentication and how easy it is
today to implement MFA. We also received a number of comments requesting that we clarify
that the MFA proposal does not create a requirement for health care providers to implement
MFA or encryption of authentication credentials. Similarly, we received several comments
seeking clarification that a “yes” attestation would only require support of MFA, not that MFA
would have to be implemented. Along these same lines, several commenters expressed concerns
that the requirements could interfere with clinical care and urged that the requirements not
contribute to provider burden.

Response. We have adopted both proposed privacy and security transparency attestation
criteria and included both criteria (8 170.315(d)(12) and 8 170.315(d)(13)) in the P&S
certification framework (8§ 170.550(h)), with minor modifications. While some commenters
recommended that MFA should be a requirement for all certified health IT, we did not propose
such a requirement nor could health IT developers foreseen such an outcome in this final rule
based on our proposals, particularly considering the clarity provided with our proposals (84 FR
7450) and the complexities of such a requirements. For example, as noted by commenters below,
MFA may not be appropriate or applicable in all situations and there is wide variation in

authentication needs and approaches throughout the industry. These criteria will, however, still
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provide increased transparency, and if a developer attests “yes” to these criteria regarding a
certified Health IT Module, that Health IT Module will then be subject to ONC-ACB
surveillance for any potential non-conformity with the requirements of these criteria. Given the
strong support expressed in public comments for these criteria as proposed, we believe this is the
appropriate approach at this time.

While we believe that encrypting authentication credentials and MFA represent best
practices for privacy and security in health care settings, we emphasize again that these criteria
do not require certified health IT to have these capabilities or for health IT developers to
implement these capabilities for a specific use case or any use case. Equally important, the
criteria place no requirements on health IT users, such as health care providers, to implement
these capabilities (if present in their Health IT Modules) in their health care settings. However,
we note that information regarding the security capabilities of certified health IT provided by
such transparency can aid health IT users in making informed decisions on how best to protect
health information and comply with applicable security regulations (e.g., the HIPAA Security
Rule).

Comments. Some commenters who supported the proposed criteria requested clarification
on the scope and intent of the criteria, including what level of authentication and which types of
users and user roles the criteria apply to, as well as on how to attest for multiple sign-on paths. A
number of commenters noted the wide variation in authentication needs and approaches
throughout the industry, and they recommended that we permit health IT developers to describe
how they support authentication, rather than simply attest “yes” or “no.” The commenters stated

that such information would provide helpful clarity regarding what the certified health IT
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supports. Additionally, several commenters stated that we should require that health IT
developers explain how they support MFA. A number of commenters stressed that MFA may not
be appropriate or applicable in all situations, and in particular, several commenters noted that
automated transactions, including some that may occur in the public health reporting context,
cannot support MFA.

Response. In response to requests for modifications and clarifications, we have modified
the “encrypt authentication credentials” criterion to permit a health IT developer that attests “no”
for its Health IT Module(s) to indicate why the Health IT Module(s) does not support encrypting
stored authentication credentials. A health IT developer that attests “no” to the “encrypt
authentication credentials” criterion may explain, for example, that its Health IT Module is not
designed to store authentication credentials, therefore there is no need for the Health IT Module
to encrypt authentication credentials because it does not store, or have the capability to store,
authentication credentials.

For the “MFA” criterion, consistent with our solicitation of comments and the comments
received recommending that health IT developers explain how they support MFA, we have
modified the criterion to require health IT developers that attest “yes” to describe the use cases
supported. For example, a health IT developer could attest “yes” to supporting MFA and state
that the Health IT Module supports MFA for remote access by clinical users, thus providing
clarity on the user roles to which MFA applies for that particular Health I'T Module. To be clear,
health IT developers are not expected to provide specific technical details about how they
support MFA that could pose security risks. Again, the purpose is to enable health IT developers

to give an indication of the types of uses for which their Health IT Module(s) support MFA. We
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note that health IT developers may wish to add new MFA use cases for their certified health IT
over a period of time. In such instances, to provide the clarity sought in the Proposed Rule as to
the MFA technique(s) used/supported and how MFA is implemented, including identifying the
purpose(s)/use(s) to which MFA is applied within their Health IT Modules, any new MFA use

cases are required to comply with this criterion’s “yes” attestation provisions and be part of the
quarterly CHPL reporting by health IT developers and ONC-ACBs under § 170.523(m).

If a health IT developer attests “no,” then it would not be required to explain why its
Health IT Module does not support authentication, through multiple elements, of the user’s
identity with the use of industry-recognized standards. We did not propose to require an
explanation for “no” attestation nor did we request comment on allowing health IT developers to
provide an explanation for a “no” attestation like we did for “yes” attestations (84 FR 7450-
7451). However, in an effort to provide transparency and consistency for these privacy and
security attestation criteria, we will also permit developers to provide a reason for attesting “no”
in order to provide more context. Such a reason may be due to MFA being inapplicable or
inappropriate. In those cases, a developer could state, for example, that the Health IT Module
does not support MFA because it is engaged in system-to-system public health reporting and
MFA is not applicable.

Comments. We received several comments requesting adjustment to the deadline for
compliance to meet these criteria. We also received a number of comments recommending that
we only apply both of the proposed criteria to new certifications and new Health IT Modules,
and not to Health IT Modules already in widespread use.

Response. Regarding the timeframe for compliance, and in response to comments
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recommending that we only apply the criteria to “new certifications,” we have determined that
certification to these criteria as part of the updated 2015 Edition privacy and security certification
framework (8§ 170.550(h)) will only be necessary for Health IT Modules that are presented for
certification. Thus, a new Health IT Module seeking certification for the first time to the criteria
specified in the 2015 Edition privacy and security certification framework (§ 170.550(h)), after
the effective date of this final rule, will need to meet these privacy and security transparency
attestation criteria at the time of certification. Similarly, a previously certified Health IT Module
that has undergone revision, such as removal of certain capabilities, and is presenting for revised
certification to the criteria specified in the 2015 Edition privacy and security certification
framework (8 170.550(h)) after the effective date of this final rule, will need to meet these
privacy and security transparency attestation criteria at the time of certification. We believe that
this approach will still provide the intended transparency as health IT will need to be issued new
certifications as Health IT Modules are updated or certified to other new or revised criteria
adopted in this final rule. At the same time, this approach should reduce burden for health IT
developers and allow them more time to plan and prepare to meet these new transparency
requirements.
9. Security Tags and Consent Management Criteria

In the 2015 Edition final rule, we adopted two “data segmentation for privacy” (DS4P)
certification criteria. One criterion, “DS4P-send” (8 170.315(b)(7)), includes capabilities for
applying security tags according to the DS4P standard in § 170.205(0) at the document-level of a
summary care record formatted to the C-CDA 2.1 standard in § 170.205(a)(4). The other

criterion, “DS4P-receive” (§ 170.315(b)(8)), includes capabilities for receiving a summary care
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record formatted to the C-CDA 2.1 standard in § 170.205(a)(4) with document-level security
tags according to the DS4P standard in § 170.205(0). As noted in the 2015 Edition final rule (80
FR 62646), certification to these criteria is not required to meet the CEHRT definition for PI
Programs.

Security tagging enables computer systems to recognize the existence of sensitive
elements in data and properly protect the privacy and security of the data by ensuring that only
the appropriate individuals and entities can access it. Security tagging capabilities do not
compromise the availability or comprehensiveness of health information available for treatment
or research purposes; rather, they enable appropriate access controls in accordance with existing
policies, governance, and applicable laws. The DS4P standard describes a method for applying
security tags to HL7 CDA documents to ensure that privacy policies established at a record’s
source can be understood and enforced by the recipient of the record.

The utility of the DS4P standard is not limited to data subject to the federal regulations
governing the Confidentiality of Substance Use Disorder Patient Records, 42 CFR part 2 (80 FR
62647). DS4P may be implemented to support other data exchange use cases in which
compliance with state or federal legal frameworks require special protections for sensitive health
information. Security tagging capabilities are an initial step towards enabling an interoperable
health care system to use technical standards to permit appropriate access, use, or disclosure of
sensitive health information in accordance with applicable policies and patient preferences. We
understand and acknowledge additional challenges related the prevalence of unstructured data,
sensitive images, and potential issues around use of sensitive health information by clinical

decision support systems. The adoption of document level data tagging for structured documents
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would not solve these issues, but could help move technology in the direction where these issues
could be addressed (80 FR 16841).

Adoption of the 2015 Edition final rule DS4P criteria was consistent with earlier HIT
Policy Committee (HITPC) recommendations for the use of security tagging to enable the
electronic implementation and management of disclosure policies that originate from the patient,
the law, or an organization, in an interoperable manner, so that electronic sensitive health
information may be appropriately shared.s3 The HITPC recommendations consisted of a glide
path for the exchange of 42 CFR part 2-protected data starting with the inclusion of Level 1
(document level tagging) send and receive functionality. The HITPC also recommended
advancing the exchange of 42 CFR part 2-protected data, by outlining additional capabilities in
sharing, viewing and incorporating privacy restricted data at a more granular level, as well as
managing computable patient consent for the use of restricted data.s4

Since the 2015 Edition final rule, the health care industry has engaged in additional field
testing and implementation of the DS4P standard. As of the beginning of the fourth quarter of the
2019 calendar year, 34 Health IT Modules were certified to one or both of the current 2015
Edition DS4P certification criteria (Health IT Modules with multiple certified versions were
counted once). Stakeholders have shared with ONC — through public forums, listening sessions,

and correspondence — that document-level security tagging does not provide enough flexibility to

53 See HIT Pollcy Commlttee (HITPC) Recommendatlon Letter to ONC July2 014,
e ; see also HITPC's

Prlvacy and Securlty Tlger Team Publlc Meetmg Transcrlpt May 12 2014,

http:/Amww.healthit.gov/facas/sites/faca/files/PSTT_Transcript_Final_2014-05-12.pdf; Public Meeting, Transcript,
May 27, 2014, http://www.healthit.gov/facas/sites/faca/files/PSTT_Transcript_Final_2014-05-27.pdf

54 For more details on the two glide paths for part 2-protected data, see
http:/Aww.healthit.gov/facas/sites/faca/files/PSTT _DS4P_Transmittal%20L etter 2014-07-03.pdf
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address more complex privacy and security use cases. Stakeholders noted that certain provider
types, such as pediatrics and behavioral health, often rely on burdensome manual workflows to
appropriately segment and share sensitive health information according to state and local laws.
Additionally, stakeholders expressed interest in ONC adopting health IT standards that work
with DS4P to support electronic consent for the exchange of security tagged data over an API.
Therefore, in consideration of stakeholder feedback and HITPC recommendations to
adopt DS4P certification criteria on a glide path, we proposed (84 FR 7452) to remove the 2015
Edition DS4P-send (8 170.315(b)(7)) and DS4P-receive (8 170.315(b)(8)) certification criteria.
We proposed that the effective date of removal of these criteria would be the effective date of the
final rule. We proposed to replace the removed DS4P criteria with two new 2015 Edition DS4P
certification criteria in § 170.315(b)(12) and §170.315(b)(13) that would support security tagging
according to the DS4P standard at the document, section, and entry levels of C-CDA 2.1
formatted documents. Our primary purpose for proposing to remove and replace the criteria, in
lieu of proposing to revise them, was to provide clarity to stakeholders about the additional
functionality enabled by health IT certified to the new criteria. We also proposed a new 2015
Edition certification criteria for sharing patient consent information over an API using the
Substance Abuse and Mental Health Services Administration’s (SAMHSA) Consent2Share
(C2S) IG a FHIR-based exchange standard, in § 170.315(g)(11). We noted resources released by
ONC and OCR, such as the HHS Security Risk Assessment Toolss and the Guide to Privacy and

Security of Electronic Health Information,ss as well as the Office for Civil Rights' security risk

55 HHS Security Risk Assessment Tool: http://maww.healthit.gov/providers-professionals/security-risk-assessment

56 ONC Guide to Privacy and Security of Electronic Health Information: http:/Aww.healthit.gov/sites/default/files/
pdf/privacy/privacy-and-security-guide.pdf.

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly from
the published document if minor editorial changes have been made during the OFR review process and in the total
number of pages due to the removal of this notice. The document published in the Federal Register is the official
HHS-approved document.


http://www.healthit.gov/providers-professionals/security-risk-assessment
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf

RIN 0955-AA01 Page 237 of 1244

analysis guidances7 that entities may employ to make risk-based decisions regarding their
implementation of the proposed DS4P criteria. We also noted the availability of the Electronic
Consent Management Landscape Assessment, Challenges, and Technology report.ss The report
includes suggestions for overcoming barriers associated with implementing electronic consent
management, which may be considered for further research and discussion.

We note that we received many comments on the proposed DS4P criteria and the
proposed consent management for the API criterion but the majority of comments conflated the
two proposals and provided a collective response. We tried to separate where possible, but in
some instances, we kept them combined in order to preserve the integrity of the comments.

a. Implementation with the Consolidated CDA Release 2.1

In place of the removed 2015 Edition DS4P criteria, we proposed (84 FR 7452) to adopt
new DS4P-send (§ 170.315(b)(12)) and DS4P-receive (§ 170.315(b)(13)) criteria that would
remain based on the CDA 2.1 and the HL7 DS4P standard. These criteria would include
capabilities for applying security tags according to the DS4P standard at the document, section,
and entry level. We believe this offers more valuable functionality to providers and patients,
especially given the complexities of the landscape of privacy laws for multiple care and specialty
settings. We stated in the Proposed Rule that we believe health IT certified to these criteria
would support multiple practice settings and use cases.

Comments. We received many comments both in support and against this proposal. In

certain instances, commenters were supportive of our aims but felt there were too many barriers

58 https [Iwww. healthlt gov/snes/default/flIes/prlvacy securlty/ecm flnalreport forrelease62415 pdf o
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and challenges near term, including but not limited to the perceived cost involved with
successful segmentation in practice and indicated we should delay our finalization of the
proposal. Others felt immediate adoption of our proposal in the final rule was critical for patient
care and the secure exchange of sensitive health information. Many commenters in favor of our
proposal provided examples of use cases which it could support, such as helping to combat the
opioid crisis by facilitating the secure exchange of sensitive health information across health care
settings and including substance use disorder (SUD) information covered by 42 CFR part 2. We
also received support of our proposal for the protection of women’s health - the commenter
explained that segmenting at the element level would protect individuals who have experienced
intimate partner violence, sexual assault, and other sensitive experiences. Stakeholders shared
with us that focusing certification on segmentation to only the document level does not permit
providers the flexibility to address more granular segmentation needs. We received many
comments on this proposal in the context of the following topics: provider and developer burden;
readiness of the standard and C-CDA exchange; information blocking and EHI; future
multidisciplinary activities (such as workgroups) and creating a vision for segmentation using
health IT; safety; privacy policy conformity; suggested use cases; cost; and requests for specific
clarifications. We describe these comments further below.

Response. We thank commenters for their input. To address the comments concerned
about the cost and timing, at the current time, these criteria are voluntary and not required under
the definition of CEHRT or to participate in any HHS program. For more information on the
costs for the adoption of these criteria, please see the Regulatory Impact Analysis in section XIII.

For the reasons noted above, in this final rule, we have finalized our proposal to support a more
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granular approach to privacy tagging data consent management for health information exchange

supported by the C-CDA exchange standard. We do this not by removing and replacing the 2015
Edition DS4P criteria with new § 170.315(b)(12) and 8170.315(b)(13), but by revising the 2015

Edition DS4P criteria, DS4P criteria DS4P-send (§ 170.315(b)(7)) and DS4P-receive

(§ 170.315(b)(8)), to include the full scope of the HL7 DS4P standard for security tagging at the

document, section and entry level with modifications as described below.

Comments. We received many comments regarding the perceived burden of segmentation
on providers and developers including comments focused on workflow challenges. One
commenter indicated a lack of system and explained that tagging is burdensome for
implementers because it does not describe how to determine what information is sensitive and
should be tagged. Another indicated that DS4P creates a permanent added burden of extensive
and costly manual data curation to redact each page to meet overlapping federal and state
regulations. Commenters indicated end users would be required to flag each individual data
element, a process that is time consuming and error prone. They further explained that granular
level privacy tagging has the risk of adding additional data entry burden to provider workflows if
users must tag each item individually.

Response. We appreciate the thoughtful comments submitted on the proposed criteria.
Notably, with respect to the comments we received that expressed concern about the DS4P
standard due to the burden, our analysis of the comments indicates that the concerns the
commenters express are more closely related to the complexity of the privacy law landscape than
to the specific functionality and standard in our proposal. As noted above, at the current time,

these criteria are voluntary and not required under the definition of CEHRT or to participate in
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any HHS program. The DS4P standard is a tool and voluntary certification to these criteria is an
initial step towards enabling an interoperable health care system to use technical standards to
compute and persist security tags to permit access, use, or disclosure of sensitive health
information. The criteria do not specify that a manual workflow is required to implement
security tagging, and we understand from examples of DS4P use in practice that solutions may
include the use of value sets to automate the tagging process. We reiterate that these criteria are
intended to apply standards to the transmission of documents so that such security tags may be
interoperable. Though the updated criteria would support a more granular approach to tagging
the sensitive information, we recognize that this will not solve the whole problem of how to
manage data segmentation for privacy and consent management. The recipient will still receive
and can view the information that is tagged - the recipient will need to determine what they are
going to do with that information. Policies and procedures for what to do with the information
once it is received are outside the scope of these criteria and this final rule. However, we
emphasize that health care providers already have processes and workflows to address their
existing compliance obligations for state and federal privacy laws, which could be made more
efficient and cost effective through the use of health IT, rather than relying on case-by-case
manual redaction and subsequent workarounds to transmit redacted documents. We believe this
tool may be one part of innovative solutions to support health IT enabled privacy segmentation
in care coordination workflows to significantly reduce the burden of these manual processes
currently in practice.

Comments. Several commenters indicated that enhanced segmentation may

unintentionally impact clinical care when providers are presented with an incomplete picture of
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patient data. Commenters stated there could be patient care risks involved with not sharing
elements as users of downstream systems may not realize that a single element is filtered and act
improperly, such as by prescribing a contraindicated medication due to missing information.

Response. DS4P is a technical standard for C-CDA that helps health care providers
comply with existing, applicable laws. As such, health care providers should already have
processes and workflows in place to address their existing compliance obligations. The DS4P
standard does not itself create incomplete records. Under existing law, patients already have the
right to prevent re-disclosure of certain types of data by withholding consent to its disclosure or
to place restrictions on its re-disclosure. DS4P allows providers to electronically tag (mark) data
as sensitive and express re-disclosure restrictions and other obligations in an electronic form.
DS4P does not determine whether a segmentation obligation exists legally or what that legal
obligation means to the recipient. Instead, DS4P allows for tagging and exchange of health
information that has already been determined to be sensitive and in need of special protections
under existing law.

Comments. We received comments in support of our proposal indicating that, without
data segmentation, other mandatory criteria, such as the proposed “EHI export” criterion, would
be difficult to implement without risking disclosure of sensitive data or information blocking.
One commenter indicated that without this technical standard, it would be difficult for
stakeholders to know whether appropriate consent has been obtained prior to releasing health
information. Further, the commenter indicated concern that without such capabilities, hospitals
and health systems could be accused of information blocking because they cannot verify that a

patient has given consent for their EHI to be shared. They further commented that if ONC does
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not finalize this criterion, then we should provide an appropriate exception in the information
blocking provisions so that an entity is not accused of information blocking because they do not
know if another organization has obtained consent from patients. One commenter stated ONC
should propose a new information blocking exception that specifically clarifies that a health IT
developer’s choice to not certify to an optional standard cannot be a practice that implicates
information blocking.

Response. We thank commenters for their support of the DS4P standard. While we
understand commenters’ concerns, we first reiterate the DS4P capability enables sensitive health
information to be exchanged electronically with security tags in a standardized format. It does
not enable the full segmentation of a patient’s record within an EHR, which may be necessary
when responding to a request for EHI. Second, we have revised the Infeasibility Exception in the
information blocking section of this final rule to provide that an actor is not required to fulfill a
request for access, exchange, or use of EHI if the actor cannot unambiguously segment the
requested EHI from other EHI: (1) because of a patient’s preference or because the EHI cannot
be made available by law; or (2) because the EHI is withheld in accordance with the Harm
Exception in § 171.201 (8 171.204(a)(2)). For instance, an actor will be covered under this
condition if the actor could not fulfill a request to access, exchange, or use EHI because the
requested EHI could not be unambiguously segmented from patient records created by federally
assisted programs (i.e., Part 2 Programs) for the treatment of substance use disorder (and covered
by 42 CFR part 2) or from records that the patient has expressed a preference not to disclose. We

refer readers to the Infeasibility Exception discussion in section VI1I1.D.1.d of this final rule.
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Comments. Many commenters noted a low level of adoption for these standards and
concerns related to readiness expressing that the standard utility is limited by lack of widespread
developer implementation. Several commenters encouraged ONC to defer adoption of the DS4P
criteria with a few commenters recommending that the optional 2015 Edition criterion should be
maintained with document level tagging only until practical implementations at scale have been
demonstrated at this level. One commenter suggested that organic adoption by end user providers
will help spark innovation in this emerging standard while expressing concern that C-CDA level
data tagging for privacy is largely untested in real world scenarios. Others encouraged ONC to
provide additional guidance on the adoption of the DS4P standards and certification criteria and
forgo the inclusion of this requirement until additional real world testing is available. They also
indicated ONC should first conduct use test cases to demonstrate how this functionality will be
effectively used across a variety of environments.

Response. We appreciate the comments on the proposed criteria. In reference to the DS4P
standard's maturity, we note that it is considered a “normative” standard from the HL.7
perspective—a status which indicates the content has been enhanced and refined through trial
use. While we recognize that to date the standard has not been widely adopted, the SAMHSA
C2S application uses the standard to segment Part 2 information. Likewise, the U.S. Department
of Veterans Affairs (VA) and private companies across the country have used the DS4P standard
to support behavioral health and pediatric care models. In addition, as of the fourth quarter of
2019, 34 individual Health IT Modules obtained certification to one of or both of the prior 2015

Edition certification criteria. Our intent for adopting the updates to these criteria is that in the
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absence of adoption of consensus driven standards there is increased risk that single-use-case,
proprietary solutions will be developed, which may increase fragmentation, provider burden, and
cost while limiting interoperability. Further, the purpose of adopting these criteria is to
encourage the use of interoperable standards, in this case to use technical standards to compute
and persist security tags upon exchange of a summary of care document in an interoperable
manner. In addition, the certification criteria using the DS4P standard are voluntary and therefore
our intent is, as commenters noted, to support organic adoption of technology certified to the
criteria by providers seeking to implement health IT solutions to replace burdensome manual
privacy workflows.

Comments. Several commenters called for the need to increase conformity among federal
and state privacy provisions to achieve successful implementation of granular tagging. They
noted the significant policy component involved with the successful implementation of the DS4P
standard in practice, and in certain instances specifically noted support for HIPAA Privacy Rule
and 42 CFR part 2 harmonization. Several commenters identified specific areas for technical
development of IT supporting data segmentation for privacy based on federal and state privacy
provisions. One commenter indicated that ONC could map which clinical codes are associated
with certain health conditions that receive special privacy protections in addition to the HIPAA
Rules. Other commenters noted that mapping of privacy policy to technical specifications is not
a sufficient or adequate approach given policy complexities. One commenter indicated a future
approach should focus on development of criteria that support a data provenance driven method
of sensitive data management as applicable under privacy laws.

Response. As we have stated, the DS4P standard enables sensitive health information to
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be exchanged electronically with security tags in a standardized format and we encourage health
IT developers to include DS4P functionality and pursue certification of their health IT to these
criteria in order to help support their users' compliance with relevant state and federal privacy
laws that protect sensitive health information. We recognize that the current privacy law
landscape is complex. In light of the complexities of the privacy law landscape, we believe that
supporting a standard that allows for increased granularity in security tagging of sensitive health
information would better allow for the interoperable exchange of this information to support a
wide range of privacy related use cases.

Comments. Many commenters offered an approach for next steps to advance the standard.
To advance adoption and implementation of the standard, several commenters suggested that
ONC work closely with clinicians, privacy subject matter experts and interoperability experts
(notably the HL7 Privacy and Security workgroups) to develop a clear vision for implementing
enhanced data segmentation. Many commenters specifically called for ONC to sponsor or lead a
multidisciplinary workgroup of stakeholders to develop recommendations for industry adoption
and implementation. One commenter in support of our proposal suggested such workgroup focus
on including whether additional standards are needed, as well as data visualization of non-
disclosed data and its utilization in clinical decision support algorithms. Several commenters
cited existing work to help support potential new multidisciplinary efforts indicating that one
SDO has already undertaken early work toward evolving DS4P implementation guidance via the
HL7 V2 to FHIR mapping project sponsored by the HL7 Orders Work Group. One commenter,
called for an ONC led public-private collaborative effort to reduce data entry burden. One

commenter recommended that ONC stand up a multi-stakeholder workgroup to identify and
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define policy needs and functional requirements to address patient privacy and provider needs.
Response. We thank commenters for their recommendations. ONC believes that data
segmentation is an integral capability for exchanging sensitive health data. ONC first studied
policy considerations regarding data segmentation in electronic health information exchange in
2010 and informed ONC’s launch of the DS4P Standards and Interoperability Framework (S&lI
Framework) Initiative in 2011.s9 The initiative focused on the development of a DS4P technical
specification that would allow highly sensitive health information to flow more freely to
authorized users while improving the ability of users of health IT to meet their obligations under
state and federal privacy rules. Recommendations from the initiative called for the use of
metadata security tags to demonstrate privacy and security obligations associated with patient
health information. It also advised that patients and providers be able to share portions, or
segments, of records in order to maintain patient privacy. Pilot projects conducted under the
DS4P S&I Framework Initiative demonstrated ways to enable the sharing of information that is
protected by federal and state laws, including the substance use disorder treatment confidentiality
regulations, 42 CFR part 2. ONC’s prior Federal Advisory Committee, the HITPC, also focused
on the health IT certification needed to enable exchange of behavioral health data.eo
Additionally, ONC led a project on patient choice where the exchange of sensitive data was
addressed.s1 ONC also led a project on the Behavioral Health Data Exchange (BHDE)

Consortium. The purpose of the project was to facilitate and address barriers to the intra and

s9 https://archive.healthit.gov/providers-professionals/ds4p-initiative

60 https://www.healthit.gov/topic/federal-advisory-committees/health-it-policy-committee-recommendations-
national-coordinator

61 https://www.healthit.gov/topic/patient-consent-electronic-health-information-exchange
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interstate exchange of behavioral health data.. Currently, ONC’s Leading Edge Acceleration
Projects (LEAP) in Health Information Technology (IT) program seeks to address well-
documented and fast emerging challenges inhibiting the development, use, and/or advancement
of well-designed, interoperable health IT. In 2019, one of the two LEAP awards issued by ONC
focused on the standardization and implementation of the Fast Healthcare Interoperability
Resources (FHIR®) Consent resource. Under this project, a FHIR® Consent Implementation
Guide (IG) and package of open-source prototypes and content to assist partners in using the
FHIR® Consent Resource will become available.s3

Also, ONC actively participates in HL7 International (HL7®) Workgroups and
standards-development activities related to data segmentation and consent management. It is
critical for sensitive health information to be included in health information exchange and we are
exploring opportunities for additional collaboration in the future.

Comments. One commenter recommended a companion guide be developed to assist
implementers with the standard. Another indicated ONC should provide guidance to facilitate
adoption of the DS4P standards and certification criteria including dissemination of best
practices to help ensure that providers can most effectively implement the standards and
associated workflows. Another referred to a Query-Based Document Exchange 1G which has
further guidance on the ability to assert access policies and DS4P implementation considerations.

Response. The HL7 Version 3 Implementation Guide: Data Segmentation for Privacy

62 https://www.healthit.gov/topic/health-it-health-care-settings/behavioral-health-data-exchange-primary-care-and-
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(DS4P), Release 1, Part 1: CDA R2 and Privacy Metadata Reusable Content Profile, May 16,
2014 standardes § 170.205(0)(1) (HL7 DS4P standard) describes the technical means to apply
security tags to a health record and data may be tagged at the document-level, the section-level,
or individual data element-level. The HL7 DS4P standard also provides a means to express
obligations and disclosure restrictions that may exist for the data. We appreciate commenters
input on additional guidance beyond these certification requirements that may prove useful for
developers. However, we reiterate that in this rule we address only that guidance that is required
for those developers to voluntarily submit a Health IT Module for certification to our criteria.
Additional guidance on best practices would be outside the scope of this rulemaking. However,
as noted above, we are committed to continuing to work with stakeholders, including health IT
developers and those involved in implementing privacy policy in the health care industry, to
work toward interoperable solutions for privacy and consent management.

Comments. We received several comments seeking clarification on our proposal to
remove the current 2015 Edition “DS4P-send” (§ 170.315(b)(7)) and “DS4P-receive” (§
170.315(b)(8)) certification criteria and to replace these two criteria with three new 2015 Edition
DS4P certification criteria (two for C-CDA and one for a FHIR-based API). As examples, one
commenter sought clarification on whether our proposal was for DS4P send and receive to
become mandatory for the revised 2015 Edition certification, or if they will remain voluntary
criteria. One commenter sought clarification on whether the data protections apply to FHIR

transmissions. Another indicated that they believe the DS4P implementation guide only focuses

64 https://www.hl7.org/implement/standards/product_brief.cfm?product_id=354

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly from
the published document if minor editorial changes have been made during the OFR review process and in the total
number of pages due to the removal of this notice. The document published in the Federal Register is the official
HHS-approved document.


https://www.hl7.org/implement/standards/product_brief.cfm?product_id=354

RIN 0955-AA01 Page 249 of 1244

on data segmentation for C-CDA documents and not for HL7 FHIR and sought ONC
clarification regarding whether or not we intend to apply data segmentation labeling to the HL7
FHIR resources in support of the USCDI as well. Another commenter recommended that we
require FHIR Release 4 version but commented that a consistent approach of USCDI across HL7
CDA, C-CDA and HL7 FHIR is not attainable at this time. One commenter stated a similar need
for clarification indicating that the standard for DS4P should be HL7 standards for CDA Version
2 and FHIR security tagging and not be the SAMHSA C2S stating that ONC should clarify this
misunderstanding. Another commenter sought clarification by ONC to indicate that the IG is for
CCDS and not FHIR, and also indicated confusion regarding STU4. One commenter noted that
the DS4P criteria are only effective for C-CDA-based data exchange and recommended ONC
add FHIR-based standard for tagging of sensitive data. Several commenters expressed concern
over what they described as misalignment of this proposal with other ONC policies explaining
that neither USCDI nor ARCH, nor HL7 FHIR US Core includes the FHIR Composition
resource, which would be at the equivalent level of granularity as a C-CDA document.
Response. We thank commenters for their input and we appreciate the need for clarity
requested by commenters. In the Proposed Rule (84 FR 7452), we proposed both to adopt an
update to the HL7 DS4P standard for the existing 2015 Edition certification criteria to support
security tagging of a C-CDA upon send and receive by removing DS4P-send (§ 170.315(b)(7))
and DS4P-receive (8§ 170.315(b)(8)) and replacing them with DS4P-send (§ 170.315(b)(12)) and
DS4P-receive (§ 170.315(b)(13)) and to also adopt a new criterion to support API exchange via
consent management solutions using the FHIR standard. In other words, these were two separate

proposals, the first to support security tags in summary of care documents and another to support
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consent management for specific use cases that leverage a FHIR-based API. As of this final rule,
these criteria remain voluntary and not required under the definition of CEHRT or to participate
in any HHS program. We proposed these several criteria in a single section of the Proposed Rule
because of the relationship between them as two potential health IT tools that could be part of
overarching solutions to manage privacy and consent in health information exchange. However,
as stated earlier, we note that neither of these tools addresses the entirety of the scope of data
segmentation for privacy. To address the comment on the DS4P implementation guide, we
confirm that the HL7 DS4P standard in 8170.205(0)(1) describes the technical means to apply
security tags to a health record and data may be tagged at the document-level, the section-level,
or individual data element-level in the C-CDA and not for FHIR. Currently, we do not intend to
apply data segmentation labeling to the HL7 FHIR resources in support of the USCDI because
all FHIR resources already include the capability to apply security tags to the resource as
metadata. We appreciate the recommendation to require FHIR Release 4 for consent
management but as discussed below, we have decided not to finalize the proposal for consent
management for APIs in this final rule. For further discussion of our FHIR-based consent
management proposal, we direct readers to subsection b below.

For the updates to the existing DS4P criteria, to support greater clarity requested by
public comment, rather than removing the existing 2015 Edition criteria and replacing them with
new criteria as proposed, we instead finalized a simple update to the existing criteria to note the
use of the full HL7 DS4P standard for tagging or applying security tags at the document, section,

and entry level.
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We further note that these updated criteria remain voluntary, and that we have finalized
modifications in § 170.315(b)(7)(ii) and 8 170.315(b)(8)(i)(B) to our proposed effective date for
this change to allow for a longer glide path for health IT developers to update Health IT Modules
to the full standard to better support clinical and administrative workflows. While certification to
the updated standards will be available after the effective date of this final rule upon successful
testing, we have finalized that document-level tagging remains applicable for up to 24 months
after the publication date of this final rule. For certification and compliance of Health IT
Modules certified after 24 months after the publication date of this final rule, only the full scope
of the HL7 DS4P standard is applicable. We have finalized this 24 month period for the update
for these criteria under the real world testing provisions in § 170.405(b)(6) as follows:

e Security tags. A health IT developer with health IT certified to § 170.315 (b)(7) and/or §

170.315 (b)(8) prior to [insert effective date of this rule] must:

o Update their certified health IT to be compliant with the revised versions of the
criteria adopted in § 170.315(b)(7) and/or the revised versions of the criteria
adopted in § 170.315(b)(8); and

o Provide its customers of the previously certified health IT with certified health IT
that meets paragraph (b)(6)(i) of this section by [insert date 24 months after the
publication date of this rule].

In addition, we have finalized these updated criteria with modifications to the criteria
names to better describe the function the criteria support in interoperable health IT systems. The
modifications to the criteria are as follows:

e Prior criterion: “DS4P-send” (§ 170.315(b)(7)) includes capabilities for creating a
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summary care record formatted to the C-CDA standard and document-level tagging as
restricted (and subject to restrictions on re-disclosure) according to the DS4P standard.

e Revised criterion: “Security tags — Summary of Care (send)” (§ 170.315(b)(7)) includes
capabilities for creating a summary of care record formatted to the C-CDA standard and
that is tagged as restricted and subject to restrictions on re-disclosure according to the
DS4P standard at the document, section, and entry (data element) level, or at the
document-level for the period until [insert date 24 months after publication date of this
rule].

e Prior criterion: “DS4P-receive” (§ 170.315(b)(8)) includes capabilities for receiving a
summary care record formatted to the C-CDA standard and document-level tagged as
restricted (and subject to restrictions on re-disclosure) according to the DS4P standard.

e Revised criterion: “Security tags — Summary of Care (receive)” (§ 170.315(b)(8))
includes capabilities for receiving a summary of care record formatted to the C-CDA
standard and that is tagged as restricted and subject to restrictions on re-disclosure
according to the DS4P standard at the document, section, and entry (data element) level,
or at the document-level for the period until [insert date 24 months after publication date
of this rule]. We have finalized our proposal to include in the voluntary “Security tags —
Summary of Care (receive)” (8 170.315(b)(8)) criterion as a requirement that the Health
IT Module has the capability to preserve privacy markings to ensure fidelity to the
tagging based on consent and with respect to sharing and re-disclosure restrictions as
proposed.

b. Implementation with the Fast Healthcare Interoperability Resources
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(FHIR®) Standard

In collaboration with ONC, SAMHSA developed the C2Sapplication to address the
specific privacy protections for patients with substance use disorders whose treatment records are
covered by the federal confidentiality regulation, 42 CFR part 2. C2S is an open source
application for data segmentation and consent management. It is designed to integrate with
existing FHIR systems. SAMHSA created a FHIR implementation guide (the Consent2Share
Consent Profile Design, hereafter referred to as “Consent Implementation Guide”) that describes
how the Consent2Share application and associated access control solution (C2S platform) uses
the FHIR Consent resource to represent and persist patient consent for treatment, research, or
disclosure.ss The implementation guide provides instructions for using the FHIR Consent
resource to capture a record of a health care consumer’s privacy preferences.

In section VI11.B.4 of this final rule, we discuss policies related to the implementation of a
standardized API to support the exchange of health information between providers and patients
and among members of a care team. In the Proposed Rule, we anticipated that the proposed 2015
Edition “standardized API for patient and population services” certification criterion (§
170.315(g)(10)) would result in a proliferation of APIs that will enable a more flexible and less
burdensome approach to exchanging EHI. We stated our belief that the health care industry
could leverage this API infrastructure to share segmented data in a secure and scalable manner.
Therefore, we proposed to adopt a 2015 Edition certification criterion “consent management for

APIs” in § 170.315(g)(11) to support data segmentation and consent management through an

65 The draft FHIR IG titled “Consent2Share FHIR Profile Design.docx” can be accessed through the Community-
Based Care and Privacy (CBCP) HL7 workgroup, within the Package Name titled “BHITS_FHIR_Consent_IG,” at
https://gforge.hl7.org/gf/project/chec/frs/.
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API in accordance with the Consent Implementation Guide.

Comments. Overall, the majority of commenters were supportive of the concept of
consent management for APIs but many had concerns with the proposed criteria, specifically the
adoption of the Consent Implementation Guide or the C2S platform as part of a certification
criterion. Many commenters raised concerns that the Consent Implementation Guide has not
been balloted as an HL7 standard and noted that C2S does not support a consenter’s signature or
specification to protect information content data requirements. A couple of commenters stated
that the Consent Implementation Guide is a new emerging standard in pilot with feedback
requested. Commenters also raised concern that the 1G has not gone through an SDO process.
Another commenter raised concern that SAMHSA no longer supports the C2S platform and the
Consent Implementation Guide and it now lacks a steward. A couple of commenters suggested
ONC defer the consent management criteria at least until an APl FHIR standard version is
finalized and the Consent Implementation Guide is revised to conform that to that version. One
commenter supported the adoption of FHIR v3-based Consent resource, but urged ONC to also
consider pediatric and geriatric use cases in its adoption. Other commenters stated that their
understanding was that tagging will be a feature of FHIR Release 4, but were unclear how the
proposal to move to FHIR Release 2 would work. One commenter questioned how if there are no
standards-based approaches for identifying what in the record is sensitive, how one could
feasibly implement privacy-tagging and consent management via FHIR at the Resource level and
that tagging at a more granular level is too cumbersome and unrealistic. A number of
commenters stated that the standards were premature and if adopted could have unintended

negative effects. Commenters were not supportive of having two versions of FHIR but instead
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recommended the use of FHIR Release 4. Commenters recommended ONC focus on driving
real-world implementation experience before adopting the standards.

On the other hand, a few commenters supported our proposal, and stated that the C2S
platform and the Consent Implementation Guide is mature and already supports granular level
security tagging and data segmentation and supports several API standards listed in the Proposed
Rule. One commenter expressed support broadly for the C2S platform indicating that, though it
was originally designed to satisfy 42 CFR part 2 consent for the substance use disorder data, it
supports the other sensitive categories such as HIV and mental health. Several commenters stated
that the criteria should be required in the Base EHR definition.

Many providers called for patient education and for ONC to work with SAMHSA, OCR,
and CMS. It was also suggested that ONC coordinate with SAMHSA to establish a public-
private project to advance the C2S platform and the Consent Implementation Guide using an
analogous process to that of the Da Vinci Project with transparency and with no membership
fees. Finally, several commenters raised issues that are out of scope for this rule including
concerns specifically with the HIPAA Rules or 42 CFR part 2 which are under the authority of
OCR and SAMHSA respectively.

Response. We appreciate the comments received and the insights into real world
implementing challenges of consent management. We agree that there is continued work to be
done to ballot and field test the C2S platform and the Consent Implementation Guide and also
agree with commenters that identified this resource as having significant potential to support
consent management for specific use cases such as 42 CFR part 2, behavioral health, and

pediatric care. We also note that we had included a series of questions in our Proposed Rule
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related to the alignment of FHIR releases and we appreciate comments received related to these
questions. We direct readers to section V11.B.4.c for further discussion of our adoption in this
rule the FHIR Release 4 standard. We note that the Consent Implementation Guide is designed in
FHIR Release 3 and that there is significant work to be done in standards development before the
IG would be feasible with FHIR Release 4. At this time, FHIR Release 4 version of FHIR
consent resource is not normative and can change from version to version and therefore further
development, review, balloting, and testing would be required for a FHIR Release 4 based 1G to
be a viable consensus standard for adoption in the Program. In consideration of comments, and
the scope of the additional work required for readiness of an I1G that could be adopted in our
regulations, we have not finalized the proposed “consent management for APIs” certification
criterion in 8 170.315(g)(11). We maintain, as stated above, that the C2S platform and the
Consent Implementation Guide may still serve as a template for implementation of consent
management workflows leveraging APIs and that it may be a part of health IT solutions to
facilitate health information exchange of sensitive information. We will continue to monitor the
development of the Consent Implementation Guide and other FHIR resources to support consent
management and may consider including in a future rulemaking.

10. Auditable events and tamper-resistance, Audit Reports, and Auditing Actions on

Health Information

Since adopting the Auditable events and tamper-resistance (8170.315(d)(2)), Audit

Reports (8170.315(d)(3)), and Auditing Actions on health information (§170.315(d)(10)) criteria
in the 2015 Edition, there has been an update to ASTM E2147 — 1 standard and has been

replaced by a newer version. Given the older version has been deprecated and based on
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comments received, we have updated these criteria with the most up to date standard, ASTM
E1247 — 18 in § 170.210(h). We have also updated the requirements to align with the new
numbering sequence of the updated standard. In order to meet the minimum requirements for
capturing and auditing electronic health information, we have specified, in § 170.210(e)(2)(i),
that the data elements in sections 7.1.1 through 7.1.3 and 7.1.6, through 7.1.9 in ASTM E1247 —
18 are required. We believe that the updated standard reinforces what we have previously
required and maintained with previous certification requirements and note that there is no
substantial change to the standard.

We further note that health IT developers must update Health IT Modules to these
updated standards referenced in these criteria within 24 months after the publication date of this
final rule. We have added as a Maintenance of Certification requirement for the real world
testing Condition of Certification requirement, that health IT developers are required to provide
the updated certified health IT to all their customers with health IT previously certified to the
identified criteria no later than 24 months after the publication date of the final rule. Developers
would also need to factor these updates into their next real world testing plan as discussed in
section VII1.B.5 of this final rule and in § 170.405(b)(7).

C. Unchanged 2015 Edition Criteria — Promoting Interoperability Programs Reference
Alignment

In the FY 2019 IPPS/LTCH PPS proposed rule (83 FR 20516), CMS proposed scoring
and measurement policies to move beyond the three stages of meaningful use to a new phase of
EHR measurement with an increased focus on interoperability and improving patient access to

health information. To reflect this focus, CMS changed the name of the Medicare and Medicaid
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EHR Incentive Programs, to the Medicare and Medicaid Promoting Interoperability (PI)
Programs. To align with the renaming of the EHR Incentive Programs, we proposed to remove
references to the EHR Incentive Programs and replace them with “Promoting Interoperability
Programs” in the updated 2015 Edition “automated numerator recording” criterion in §
170.315(g)(1) and the “automated measure calculation” criterion in § 170.315(g)(2).

Comments. We did not receive any comments on this proposal to remove references to
the EHR Incentive Programs and replace them with “Promoting Interoperability Programs™ in
the updated 2015 Edition “automated numerator recording” criterion in § 170.315(g)(1) and the
“automated measure calculation” criterion in § 170.315(g)(2).

Response. We have removed references to the EHR Incentive Programs and replaced
them with “Promoting Interoperability Programs” in the 2015 Edition “automated numerator
recording” criterion in § 170.315(g)(1) and the “automated measure calculation” criterion in §
170.315(9)(2).

V. Modifications to the ONC Health IT Certification Program
A. Corrections

1. Auditable Events and Tamper Resistance

We proposed to revise § 170.550(h)(3) to require the End-User Device Encryption
criterion in 8 170.315(d)(7) as appropriate, and exempt Health IT Modules from having to meet
§ 170.315(d)(7) when the certificate scope does not require 8 170.315(d)(7) certification (see §
170.315(d)(2)(i)(C)) (84 FR 7454). As noted in the Proposed Rule (84 FR 7454), paragraph
170.315(d)(2)(i)(C) was not applicable to the privacy and security testing and certification of a

Health IT Module required by § 170.550(h)(3)(iii), (v), (vii), and (viii), but we intended for it to
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also be exempted from the aforementioned paragraphs. We, therefore, proposed to revise §
170.550(h)(3)(iii), (v), (vii), and (viii) by removing references to paragraph 170.315(d)(2)(i)(C).

Comments. One commenter expressed support of the proposals under section V
(“Modifications of the ONC Health IT Certification Program”) of the Proposed Rule as a whole.
However, we received no comments specific to this proposal.

Response. We have finalized the revision as proposed. Certification can proceed for the
audit log process without the Health IT Module demonstrating that it can record an encryption
status in accordance with 8 170.315(d)(2)(i)(C). Paragraph § 170.315(d)(2)(i)(C) is not
applicable for the privacy and security testing and certification of a Health IT Module required
by § 170.550(h)(3)(iii), (v), (vii), and (viii). We had previously identified this error in guidance,ss
and have now codified the correction to 8§ 170.550(h)(3)(iii), (v), (vii), and (viii) in regulation.

2. Amendments

We proposed to revise § 170.550(h) to remove the “amendments” criterion’s application
to certain non-applicable clinical criteria including: “drug-drug, drug-allergy interaction checks
for computerized provider order entry (CPOE)”in § 170.315(a)(4); “clinical decision support
(CDS)” in § 170.315(a)(9); “drug-formulary and preferred drug list checks” in § 170.315(a)(10);
and “patient- specific education” in § 170.315(a)(13) (84 FR 7454). The “amendments”
certification criterion 8 170.315(d)(4) is not necessarily indicated for health IT capabilities that
may not have any patient data for which a request for an amendment would be relevant.

Comments. One commenter expressed support of the proposals under section V

66 https://www.healthit.gov/test-method/auditable-events-and-tamper-resistance
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(“Modifications of the ONC Health IT Certification Program”) of the Proposed Rule as a whole.
However, we received no comments specific to this proposal.

Response. We have finalized the proposal with modifications. Health IT Modules
presented for certification to these criteria do not have to demonstrate the capabilities required by
the revised 2015 Edition “amendments” certification criterion (§ 170.315(d)(4)), unless the
Health IT Module is presented for certification to another criterion that requires certification to
the 2015 Edition “amendments” criterion under the privacy and security (P&S) certification
framework. We note that, because we have not finalized our proposal to remove the “drug-
formulary and preferred drug list checks” criterion in § 170.315(a)(10) and the “patient- specific
education” criterion in § 170.315(a)(13), but to only permit ONC-ACB:S to issue certificates for
these criteria until January 1, 2022, we have not removed references to these criteria from the
exemption in 8 170.550(h) at this time. This clarification has already been incorporated into sub-
regulatory guidance,s7 and is now codified in regulation.

3. View, Download, and Transmit to 3rd Party

We proposed to remove § 170.315(e)(1)(ii)(B), which includes a cross-reference to 8
170.315(d)(2) indicating that a Health IT Module may demonstrate compliance with active
history log requirements if it is also certified to § 170.315(d)(2) (84 FR 7454).

Comments. One commenter expressed support of the proposals under section V

(“Modifications of the ONC Health IT Certification Program™) of the Proposed Rule as a whole.

https//www healthlt gov/test method/cllnlcal deusmnsupport cds; A
https://www.healthit.gov/test-method/drug-formulary-and-preferred-drug-list-checks; and
https://www.healthit.gov/test-method/patient-specific-education-resources.
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However, we received no comments specific to this proposal.

Response. We thank commenters for their support and have finalized the proposal to
remove 8§ 170.315(e)(1)(ii)(B), which includes a cross-reference to § 170.315(d)(2). As noted in
the Proposed Rule (84 FR 7454), this cross-reference indicates that a Health IT Module may
demonstrate compliance with activity history log requirements if it is also certified to the 2015
Edition “auditable events and tamper-resistance” certification criterion (§ 170.315(d)(2)).
However, we no longer require testing of activity history log when certifying for §
170.315(d)(2). Therefore, this cross-reference is no longer applicable to meet certification
requirements for the updated 2015 Edition “view, download, and transmit to 3rd party”
certification criterion (8 170.315(e)(1)) activity history log requirements. Consequently, we have
finalized our proposal to remove 8 170.315(e)(1)(ii)(B).

4. Integrating Revised and New Certification Criteria into the 2015 Edition Privacy and

Security Certification Framework

We proposed to require the new certification criteria (8 170.315(d)(12) and (d)(13)) to
apply to all § 170.315 certification criteria (84 FR 7454). Therefore, given these and the other
modifications discussed above, we proposed to revise the P&S Certification Framework as
shown in Table 1 of the Proposed Rule (84 FR 7455), noting that the P&S Certification
Framework when finalized could differ depending on finalization of proposals in section 111.B.4
of the Proposed Rule (84 FR 7436 and 7437) to remove certain 2015 Edition certification
criteria.

Comments. One commenter expressed support of the proposals under section V

(“Modifications of the ONC Health IT Certification Program™) of the Proposed Rule as a whole.

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly from
the published document if minor editorial changes have been made during the OFR review process and in the total
number of pages due to the removal of this notice. The document published in the Federal Register is the official
HHS-approved document.



RIN 0955-AA01 Page 262 of 1244

However, we received no comments specific to this proposal.

Response. We thank the commenter for their input regarding our proposals under section
V (“Modifications of the ONC Health IT Certification Program”) of the Proposed Rule. We have
adopted the revisions as proposed with modifications. As noted in section 1V.B.8.a, we have also
adopted both proposed privacy and security transparency attestation criteria (8 170.315(d)(12)
and (d)(13)) with minor modifications. We have applied § 170.315(d)(12) and (d)(13) to all
certification criteria across the P&S Certification Framework. The table below shows the final
updated P&S Certification Framework, which includes all changes including the removal of
certain 2015 Edition certification criteria as finalized in section I11.B.4 of this final rule. We
updated the P&S Certification Framework to reflect other changes made throughout this final
rule. The privacy and security certification criteria applicable to a Health IT Module presented
for certification is based on the other capabilities included in the Health IT Module and for which
certification is sought (80 FR 62705). In this final rule, we have determined that §
170.315(b)(10) and, consistent with the rationale provided in the 2015 Edition final rule, (g)(1)
through (6) are exempt from the P&S Certification Framework due to the capabilities included in
these criteria, which do not implicate privacy and security concerns (80 FR 62707). We have
revised § 170.550(h) of this final rule to reflect these clarifications. We also corrected Table 2,
below, to accurately reflect the regulatory text at § 170.315(a)(3), (a)(14), and (a)(15). Sections
170.315(a)(3), (a)(14), and (a)(15), though included in the regulatory text, were erroneously
deleted in the Proposed 2015 Edition Privacy and Security Certification Framework table and we

corrected it below.

| Table 2: 2015 Edition Privacy and Security Certification Framework
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If the Health IT Module
includes capabilities for
certification listed under:

It will need to be certified to approach 1 or approach 2 for each of the P&S
certification criteria listed in the “approach 1” column

Approach 1

Approach 2

§ 170.315(a)(1) through (3),
(5), (12), (14), and (15)

8170.315(d)(1) (authentication, access
control, and authorization),

(d)(2) (auditable events and tamper
resistance),

(d)(3) (audit reports),

(d)(4) (amendments),

(d)(5) (automatic log-off), (d)(6)
(emergency access), (d)(7) (end-user
device encryption)

(d)(12) (encrypt authentication
credentials)

(d)(13) (multi-factor authentication)

§ 170.315(a)(4), (9), (10),
and (13)

§ 170.315(d)(1) through (d)(3),
(d)(5) through (d)(7), (d)(12), and
(d)(13)

§ 170.315(b)(1) through
(3) and (6) through (9)

§ 170.315(d)(1) through (d)(3), (d)(5)
through (d)(8) (integrity), (d)(12), and
(d)(13)

§170.315(c) § 170.315(d)(2) through (d)(3) and (d)(5),
(d)(12), and (d)(13)*

§170.315(e)(1) §170.315(d)(2) through (d)(3), (d)(5),
(d)(7), (d)(9) (trusted connection),
(d)(12), and (d)(13)

§170.315(e)(2) and (3) §170.315(d)(1) through (d)(3), (d)(5),
(d)(9). (d)(12), and (d)(13)*

§170.315(f) § 170.315(d)(1) through (d)(3), (d)(7),
(d)(12), and (d)(13)

§ 170.315(g)(7) through §170.315(d)(1) and (d)(9); (d)(2) or

(9)(10) (d)(10) (auditing actions on
health information), (d)(12),
and (d)(13)

§170.315(h) §170.315(d)(1) through (d)(3), (d)(12),

and (d)(13)*

For each applicable P&S
certification criterion not
certified using Approach 1,
the health IT developer
submits system
documentation that is
sufficiently detailed to enable
integration such that the
Health IT Module has
implemented service
interfaces for each applicable
P&S certification criterion
that enable the Health IT
Module to access external
services necessary to meet the
requirements of the P&S
certification criterion

An ONC-ACB must ensure that a Health IT Module presented for certification to any of the certification criteria that
fall into each regulatory text “first level paragraph” category of § 170.315 (e.g., § 170.315(a)) identified in the table
above is certified to either Approach 1 (technically demonstrate) or Approach 2 (system documentation).

In order to be issued a certification, a Health IT Module would only need to be tested once to each applicable
privacy and security criterion identified as part of Approach 1 or Approach 2 so long as the health IT developer
attests that such privacy and security capabilities apply to the full scope of capabilities included in the requested
certification, except for the certification of a Health IT Module to § 170.315(e)(1) “view, download, and transmit
to 3rd party.” For this criterion, a Health IT Module must be separately tested to § 170.315(d)(9) because of the
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specific capabilities for secure electronic transmission included in the criterion.

* 8§ 170.315(d)(2)(i)(C) is not required if the scope of the Health IT Module does not include end-user device
encryption features.

B. Principles of Proper Conduct for ONC-ACBs

1. Records Retention

We proposed to revise the records retention requirement in § 170.523(g) to include the
“life of the edition” as well as 3 years after the retirement of an edition related to the certification
of Complete EHRs and Health IT Modules (84 FR 7456). We also proposed to clarify that HHS
has the ability to access certification records for the “life of the edition,” which begins with the
codification of an edition of certification criteria in the Code of Federal Regulations through a
minimum of 3 years from the effective date of the final rule that removes the applicable edition
from the Code of Federal Regulations (CFR), not solely during the 3-year period after removal
from the CFR (84 FR 7456).

Comments. Several commenters expressed support for ONC’s proposal to revise the
records retention requirement. Another commenter requested that ONC provide a separate
posting or notice that lists the dates specific to when the “life of the edition” starts and dates
specific to when the “life of the edition” and the minimum period of 3 years from the effective
date that removes the applicable edition end.

Response. We thank commenters for their input and have finalized this revision as
proposed. Because the “life of the edition” begins with the codification of an edition of
certification criteria in the CFR and ends on the effective date of the final rule that removes the

applicable edition from the CFR, the start and end dates for the “life of the edition” are published
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in the Federal Register in the rulemaking actions that finalize them. The period of three years
beyond the “life of the edition” begins on the effective date of the final rule that removes the
applicable edition from the CFR, thus the 3-year period after removal from the CFR continues
through three full calendar years following that date. For example, if the effective date of a
hypothetical final rule removing an edition from the CFR were July 1, 2025, then the three year
period following the end of the life of this hypothetical edition would be June 30, 2028. We
anticipate continuing to work with ONC-ACB:s to provide guidance and information resources as
necessary or appropriate to promote successful adherence to all PoPC applicable to their
participation in the Program.
2. Conformance Methods for Certification Criteria

The Principle of Proper Conduct (PoPC) in § 170.523(h) specified that ONC-ACBs may
only certify health IT that has been tested by ONC-ATLSs using tools and test procedures
approved by the National Coordinator. We proposed to revise the PoPC in § 170.523(h) in three
ways (84 FR 7456).

First, we proposed to revise this PoPC to additionally permit ONC-ACBs to certify
Health IT Modules that the ONC-ACB has evaluated for conformance with certification criteria
without first passing through an ONC-ATL. However, we proposed that such methods to
determine conformity must first be approved by the National Coordinator.

Second, we proposed to revise the PoOPC to clarify that certifications can only be issued to
Health IT Modules and not Complete EHRs. We proposed to remove the 2014 Edition from the
CFR (see section 111.B.2 of this preamble) and Complete EHR certifications are no longer

available for certification to the 2015 Edition (80 FR 62608; 79 FR 54443). We also proposed to
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remove the provision that permits the use of test results from National VVoluntary Laboratory
Accreditation Program (NVLAP)-accredited testing laboratories under the Program because the
regulatory transition period from NVLAP-accredited testing laboratories to ONC-ATLS has
expired (81 FR 72447).

Third, we proposed to remove the provision that permits the certification of health IT
previously certified to an edition if the certification criterion or criteria to which the Health IT
Module(s) was previously certified have not been revised and no new certification criteria are
applicable because the circumstances that this provision seeks to address are no longer feasible
with certification to the 2015 Edition.

Comments. One commenter sought clarification on whether the proposal to remove
references to § 170.545, which includes the ability to maintain Complete EHR certification,
would impact 8 170.550(k), which requires ONC-ACBs to accept requests for a newer version of
a previously certified Health IT Module(s) to inherit the certified status of the previously
certified Health IT Module(s) without requiring the newer version to be recertified. The
commenter strongly urged ONC to allow ONC-ACBs to grant inherited certification status to
updated versions of certified technology. Another commenter expressed support for ONC’s
proposal to revise the PoPC to clarify that certifications can only be issued to Health IT Modules
and not Complete EHRs. The commenter also expressed support for ONC’s proposal to remove
the provision that permits the certification of health IT previously certified to an edition if the
certification criterion or criteria to which the Health IT Module(s) was previously certified have
not been revised and no new certification criteria are applicable because the circumstances that

this provision seeks to address are no longer feasible with certification to the 2015 Edition.
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Response. We have finalized the proposal to revise the PoPC in § 170.523(h). As noted in
the Proposed Rule, the ability to maintain Complete EHR certification is only permitted with
health IT certified to the 2014 Edition certification criteria (84 FR 7435). Because this concept
was not continued in the 2015 Edition (84 FR 7456), we proposed revisions to clarify that
Complete EHR certifications are no longer available. We note that ONC-ACBSs have discretion,
and processes in place, to evaluate updates made to certified health IT and assess the need for
additional testing. These ONC-ACB processes allow for efficient certification of upgraded
version releases of previously certified health IT while ensuring its continued conformity with
certification criteria and standards to which the prior version release of the same Module(s) had
been certified. We have finalized this proposal.

Comments. Multiple commenters expressed support for the use of conformance methods
approved by the National Coordinator. One commenter noted that the opportunity would enable
alternative testing methods and less costly testing. Another commenter noted that this proposal
would reduce burden for EHR developers and for ONC-ATLs by leveraging certification
programs and alternative test methods and specifically requested that ONC consider a specific
proprietary certification related to e-prescribing functionalities for potential approval. While
expressing appreciation for the flexibility offered by the proposed revision, one commenter
expressed concern about certifications based on other ONC approved conformance methods that
are not specifically designed to test against the ONC criteria and stressed the importance of
assessing conformance to technical standards before being deployed to end users. Another
commenter questioned whether the ONC-ACB would be permitted to do all evaluation directly,

thus eliminating the need for ONC-ATLs entirely. Two commenters sought clarity from ONC as
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to what metrics the National Coordinator will use to approve a conformance method. These
commenters also sought clarification on ONC’s plan to reduce the risk of developers seeking
certification through fraudulent means. The commenters cited the example of two developers
who are currently operating under corporate integrity agreements with the HHS Office of the
Inspector General due to court cases brought against them in relation to conduct including, but
not limited to, the process of seeking certification.

Response. We thank commenters for their feedback. We have finalized the proposal to
revise the PoPC in § 170.523(h) to permit a certification decision to be based on an evaluation
conducted by the ONC-ACB for Health IT Modules' compliance with certification criteria by use
of conformity methods approved by the National Coordinator.

We note that all certification criteria will continue to have some method of holding
developers responsible for demonstrating conformity whether through ONC-ATL testing,
developer self-declaration, or some other method assessed and approved by the National
Coordinator. As noted in the Proposed Rule (84 FR 7456), ONC acknowledges that there is a
broad spectrum of types of evidence of conformance, from laboratory testing with an ONC-ATL
to developer self-declaration. Some of these types of evidence may be more appropriate than
others in specific circumstances. Historically, it has been proven that, in some circumstances, the
requirement for ONC-ATL testing has presented more administrative burden on health IT
developers than benefits for assessing conformity. For example, under § 170.315(a)(5)
demographics certification criteria require only documentation or a visual inspection, and do not
require testing by an ONC-ATL. We note that industry advancements have presented

opportunities for improved efficiency for demonstrating conformity and this flexibility will allow
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the Program to advance as the state of the art for demonstrating conformance evolves. This
flexibility addresses the current Program construct limitation of ONC-ACB certification only
being permissible for health IT that has been tested by an ONC-ATL with ONC-Approved test
procedures. In some instances, such as developer self-declaration, there is no testing required and
thus a bypass the ONC-ATL testing step reduces burden and enables a more streamlined and
efficient process. By adopting this flexibility, we may approve conformance methods that rely
solely on ONC-ACB evaluation, and not ONC-ATL testing, when appropriate.

We will follow the same process used for alternative test methods (76 FR 1280) for the
submission of non-governmental developed conformance methods to the National Coordinator
for approval. A person or entity may submit a conformance method to the National Coordinator
to be considered for approval for use under the Program. The submission should identify the
developer of the conformance method; specify the certification criterion or criteria that is/are
addressed by the conformance method; and explain how the conformance method would
evaluate a Health IT Module’s or, if applicable, other type of health IT’s compliance with the
applicable certification criterion or criteria. The submission should also provide information
describing the process used to develop the conformance method, including any opportunity for
the public to comment on the conformance method and the degree to which public comments
were considered. In determining whether to approve a conformance method for purposes of the
Program, the National Coordinator will consider whether it is clearly traceable to a certification
criterion or criteria adopted by the Secretary; whether it is sufficiently comprehensive (i.e.,
assesses all required capabilities) for the assessment of Health IT Modules’, or other type of

health IT’s, conformance to the certification criterion or criteria adopted by the Secretary;
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whether an appropriate public comment process was used during the development of the
conformance method; and any other relevant factors. When the National Coordinator has
approved a conformance method for purposes of the Program, we will publish a notice of
availability in the Federal Register and identify the approved conformance method on the ONC
web site.

3. ONC-ACBs to Accept Test Results from Any ONC-ATL in Good Standing

We proposed to add the PoPC for ONC-ACBs in § 170.523(r) in order to address
business relationships between ONC-ACBs and ONC-ATLSs (84 FR 7456). To encourage market
competition, we proposed to require ONC-ACBS to accept test results from any ONC-ATL that
is in good standing under the Program and is compliant with its ISO/IEC 17025 accreditation
requirements. However, if an ONC-ACB has concerns about accepting test results from a certain
ONC-ATL, the ONC-ACB would have an opportunity to explain the potential issues to ONC
and NVLAP, and on a case-by-case basis, ONC could consider the facts and make the final
determination.

Comments. Multiple commenters expressed support for the proposed requirement that
ONC-ACBs must accept test results from any ONC-ATL in good standing. One commenter
expressed an opinion that this proposal has value in ensuring the credibility of the Program.
Another commenter agreed that this proposal would encourage market competition and provide
more options to developers. One commenter recommended that ONC-ATLs should also be
required to provide their results to any ONC-ACB to which the developer has chosen to present
its health IT for certification, stating that this consistency across ONC-ACBs and ONC-ATLS

would ensure market competition.
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Response. We thank commenters for their input. We have finalized the PoPC for ONC-
ACBs in § 170.523(r) as proposed. While an ONC-ATL attempting to inappropriately restrict
developers’ choice of ONC-ACB:s to those favored by the ONC-ATL would not support
appropriate competition, we do not believe it would be practical to mandate direct transmission
of ONC-ATL results to any ONC-ACB designated by the developer, in part because developers
often do not initiate engagement with an ONC-ACB until after they have received and had a
chance to review their ONC-ATL results. To date, we are not aware of substantial evidence that
the standard practice of NVLAP accredited testing laboratories providing test results to the client
who engaged them to test their Health IT Modules is not serving as sufficient safeguard against
anti-competitive behavior on the part of ONC-ATLs in relation to their client developers’
selection of ONC-ACB:s.

4. Mandatory Disclosures and Certifications

We proposed to revise the PoPC in § 170.523(k) to remove § 170.523(Kk)(1)(ii)(B)
because certifications can only be issued to Health IT Modules and not Complete EHRs (84 FR
7456). We also proposed to revise 8 170.523(k)(1)(iii)(A) to broaden the section beyond the
Promoting Interoperability (P1) Programs. We proposed to revise the section to include a detailed
description of all known material information concerning additional types of costs or fees that a
user may be required to pay to implement or use the Health IT Module's capabilities, whether to
meet provisions of HHS programs requiring the use of certified health IT or to achieve any other
use within the scope of the health IT’s certification.

We also proposed to remove the provision in § 170.523(k)(3) that requires a certification

issued to a pre-coordinated, integrated bundle of Health IT Modules to be treated the same as a
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certification issued to a Complete EHR for the purposes of § 170.523(k)(1), except that the
certification must also indicate each Health IT Module that is included in the bundle (84 FR
7457).

We proposed to revise § 170.523(k)(4) to clarify that a certification issued to a Health IT
Module based solely on the applicable certification criteria adopted by the ONC Health IT
Certification Program must be separate and distinct from any other certification(s) based on other
criteria or requirements (84 FR 7457).

We also proposed changes related to transparency attestations and disclosures of
limitations in section 111.B.5 of the Proposed Rule preamble (84 FR 7437 and 7438).
Additionally, we proposed other new PoPC for ONC-ACB:s as discussed in sections VI1.B.5 (84
FR 7501) and VII.D (84 FR 7506 and 7507) of the Proposed Rule preamble.

Comments. Multiple commenters expressed support for ONC’s proposal to include a
detailed description of all known material information concerning additional types of costs or
fees that a user may be required to pay to implement or use the Health IT Module's capabilities—
whether to meet provisions of HHS programs requiring the use of certified health IT or to
achieve any other use within the scope of the health I'T’s certification. One commenter endorsed
the transparency that this proposal would provide, noting that it would help providers budget for
their health IT, but also expressed concern that requiring developers to disclose how much they
charge for a particular functionality may be impractical due to variations across contracts and
over time, or potentially have unintended consequences on market pricing. Multiple commenters
expressed support for our proposal to remove subsection 8 170.523(Kk)(1)(ii)(B). One commenter

expressed support for ONC’s proposed revisions to § 170.523(k)(4). Another commenter was
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supportive of the proposal to remove the provision in 8§ 170.523(k)(3).

Response. We thank commenters for their support. We have finalized the proposals, in
their entirety, as proposed. To clarify, the finalized revision in § 170.523(k) requires disclosure
of a detailed description of all known material information concerning additional types of costs
or fees a user may be required to incur or pay to implement or use the Health IT Module's
capabilities to achieve any use within the scope of the health IT’s certification. We emphasize
that (unless required elsewhere in CFR part 170) the requirement is for a description of the types
of costs or fees, not predicted amounts of these costs or fees across the full array of probable
implementation circumstances or over time. Among other considerations, we note that costs
required to achieve some particular uses within the scope of some certifications may be for third-
party services outside the control of the developer required to disclose the detailed description.
C. Principles of Proper Conduct for ONC-ATLs — Records Retention

We proposed to revise the records retention requirement in § 170.524(f) to include the
“life of the edition” as well as 3 years after the retirement of an edition related to the testing of
Health IT Module(s) to an edition of certification criteria (84 FR 7457). The circumstances are
the same as in section V.B.1 of the Proposed Rule preamble, as summarized above. Therefore,
we proposed the same revisions for ONC-ATLs as we did for ONC-ACBs. We did not receive
any comments specific to this proposed revision to the PoPC for ONC-ATLSs. In light of the
absence of comments, we have finalized the revisions as proposed.

V1. Health IT for the Care Continuum
Health IT should help promote and support patient care when and where it is needed.

This means health IT should help support patient populations, specialized care, transitions of
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care, and practice settings across the care continuum. In the Proposed Rule, we provided a
history of the many actions we have taken since the inception of the ONC Health IT Certification
Program through the Proposed Rule (84 FR 7457). As stated in the Proposed Rule, section
4001(b)(i) of the Cures Act instructs the National Coordinator to encourage, keep, or recognize,
through existing authorities, the voluntary certification of health IT under the Program for use in
medical specialties and sites of service for which no such technology is available or where more
technological advancement or integration is needed. This provision of the Cures Act closely
aligns with our ongoing collaborative efforts with both federal partners and stakeholders within
the health care and health IT community to encourage and support the advancement of health IT
for a wide range of clinical settings. These initiatives have included projects related to clinical
priorities beyond those specifically included in the EHR Incentive Programs (now called the
Promoting Interoperability Programs) including efforts in public health, behavioral health, and
long-term and post-acute care. We noted in the Proposed Rule that these initiatives often include
the development of non-regulatory informational resources to support the specific
implementation goal and align with the technical specifications already available in the Program
for certification. To advance these efforts, we also explained in the Proposed Rule that we
generally consider a range of factors including: stakeholder input and identification of clinical
needs and clinical priorities, the evolution and adoption of health IT across the care continuum,
the costs and benefits associated with any policy or implementation strategy related to care
settings and sites of service, and potential regulatory burden and compliance timelines. Our goal
was then and is now to support the advancement of interoperable health IT and to promote health

IT functionality in care and practice settings across the care continuum (see 80 FR 62604). As
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stated in the Proposed Rule (84 FR 7458), generally, our approach can be summarized in three
parts:

o First, we analyze existing certification criteria to identify how such criteria may be
applicable for medical specialties and sites of service.

e Second, we focus on the real-time evaluation of existing and emerging standards to
determine applicability to medical specialties and sites of service as well as to the broader
care continuum, including the evaluation of such standards for inclusion in the ONC
Interoperability Standards Advisory (ISA).es

e Third, we may work in collaboration with stakeholders to support the development of
informational resources for medical specialties and sites of service for which we identify
a need to advance the effective implementation of certified health IT.

We continue to believe this approach is economical, flexible, and responsive for both
health care providers and the health IT industry. It is also in alignment with the provisions of
section 4001(a) in the Cures Act related to burden reduction and promoting interoperability. We
are committed to continuing to work with stakeholders to promote the adoption of health IT to
support medical specialties and sites of service and to help ensure that providers have the tools
they need (such as access to essential health information across care settings) to support patients
at the point of care.

A Health IT for Pediatric Setting

Section 4001 (b)(iii) of the Cures Act — “Health information technology for pediatrics”

s https://www.healthit.gov/isa/
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requires:

e First, that the Secretary, in consultation with relevant stakeholders, shall make
recommendations for the voluntary certification of health IT for use by pediatric
health providers to support the health care of children, and

e Second, that the Secretary shall adopt certification criteria to support the voluntary
certification of health IT for use by pediatric health providers to support the health care
of children.

In the Proposed Rule (84 FR 7458), we described our approach to stakeholder
engagement, the analysis used to develop the recommendations, the specific 2015 Edition
certification criteria that support each recommendation, and the voluntary certification of
health IT for use by pediatric health providers to support the health care of children.

Comments. We received several comments requesting further clarification on whether
the pediatric health IT recommendations will be adopted as an independent certification
program and/or certification criteria designated specifically for pediatric care. One
commenter recommended that pediatric provisions should be formalized over time within
what they refer to as the current pediatric program and not as a separate program, and that this
future aligns with the 2015 Children’s EHR Format. One commenter also sought clarification
as whether ONC intends for other government agencies/programs such as CHIP, to develop
conditions of participation or financial incentives around the adoption of certification criteria
identified in this rulemaking. We also received several comments stating that since current
EHRs have pediatric capabilities, there is no need to specify requirements in regulation, and

that there is no value in having EHRs certified as “pediatric-friendly,” only increased costs.
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We also received several comments stating that our approach reflects an attempt to retrofit the
needs of pediatric patients by using adult requirements.

Response. We thank commenters for their feedback. The comments we received
suggests a need for greater clarity on our approach. We therefore reiterate that we did not
propose to adopt care- or practice-specific certification tracks, or additional voluntary
program(s), in parallel to the existing voluntary ONC Health IT Certification Program. In the
Proposed Rule, we reiterated our statements from the 2015 Edition final rule, which
explained that we did not intend to develop and issue separate regulatory certification “paths”
or “tracks” for particular care or practice settings (e.g., a “long-term and post-acute care
(LTPAC) certification”) because it would be difficult to independently construct such “paths”
or “tracks” in a manner that would align with other relevant programs and specific
stakeholder needs. We further stated that stakeholders had indicated that separate certification
pathways could have unintended consequences related to increasing burden on health care
providers and health IT developers. We also stated that we would welcome the opportunity to
work with HHS agencies, other agencies, and provider associations in identifying the
appropriate functionality and certification criteria in the Program to support their stakeholders
(80 FR 62704). In response to the comments regarding our approach to implement section
4001(b) of the Cures Act, we clarify that the 2015 Edition certification criteria identified for
the voluntary certification of health IT for use by pediatric health providers are agnostic to the
age of the patient (with the exception of the pediatric vital signs in the USCDI). Therefore,
we believe our approach to fulfilling the Cures Act requirement for pediatric health care

providers and settings, which involves identifying existing, new, or revised 2015 Edition
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criteria — as applicable to an identified clinical or interoperability priority — is appropriate
across patient populations. We also note that our authority is limited to implementing the
described requirements of the Cures Act related to pediatric settings. We cannot speak for the
actions of other federal agencies, but would note once again that we have taken a limited
regulatory approach to implementing the pediatric provisions of the Cures Act.

Comments. We received multiple comments requesting clarification on the intended
use and functionality of the Certified Health IT Products List (CHPL) for pediatric
certification, such as guidance on navigating the CHPL to identify relevant products based on
pediatric care settings.

Response. We thank stakeholders for their comments on the CHPL. We do not intend
to have a separate tag functionality on the CHPL that identifies a product specifically for
pediatric care. We did not propose, and do not intend, for there to be a separate certification
pathway or a new ONC certification designation called pediatric certification. However, we
recognize that beyond certification and testing there are certain implementation needs that are
important for pediatric care and services. We agree with the overwhelming prior feedback
from stakeholders stating that they should not have to purchase separate products that contain
universally applicable functionality, such as the “API functionality” certification criteria. We
are exploring options for non-regulatory informational resources on effective implementation
of health IT for use by pediatric health providers to expand the availability of health IT
products supporting the care of children.

Comments. We received comments regarding how the approach for voluntary

certification of health IT for use by pediatric health providers might be applicable to other
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medical specialties and use cases. One commenter noted that the pediatric experience is
scalable and should be extended to other disciplines. Another commenter sought clarification
if this model could be used for broad applicability to multiple medical specialties such as
pathologists.

Response. We thank these commenters for identifying the applicability of our
approach to pediatrics to other medical specialties. We confirm that our approach for
advancing health IT can be used for other use cases and medical specialties, and welcome the
opportunity to engage with stakeholders representing a wide range of medical specialties or
sites of service to provide insight into this process and to inform stakeholder-led efforts to
improve clinically-relevant health IT implementation across specialties and settings of care.

1. Background and Stakeholder Convening

Over the past ten years, a number of initiatives have focused on the availability and use
of effective health IT tools and resources for pediatric care. These have included a number of
public-private partnerships including efforts between HHS, state agencies, and health systems
for innovative projects that range from care coordination enterprise solutions to immunization
information systems and to point of care solutions for specialty needs. In order to learn from
and build upon these efforts, ONC has engaged with stakeholders in both the public and
private sector including other federal, state and local government partners, health care
providers engaged in the care of children, standards developing organizations, charitable
foundations engaged in children’s health care research, and health IT developers supporting
pediatric care settings. For example, significant work has been done by the Agency for

Healthcare Research and Quality (AHRQ), CMS, the Health Resources and Services
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Administration (HRSA), and organizations around the Children’s EHR Format (Children’s
Format), which is critical to any discussion of the pediatric health IT landscape.®
The Children’s Format was authorized by the 2009 Children’s Health Insurance

Program Reauthorization Act (CHIPRA) and developed by AHRQ in close collaboration
with CMS. It was developed to bridge the gap between the functionality present in most EHRS
currently available and the functionality that could optimally support the care of children.
Specifically, the Children’s Format provides information to EHR system developers and
others about critical functionality and other requirements that are helpful to include in an EHR
system to address health care needs specific to the care of children. The final version of the
Children’s Format, released in 2015, consists of 47 high priority functional requirements in 19
topic areas that focus on improvements that would better support the safety and quality of care
delivered to children. The Children’s Format was intended as a starting point for developers,
users, and purchasers for informing an approach for pediatric voluntary certification. We refer
to the Voluntary Edition proposed rule for a description of our prior discussion around the
Children’s Format (79 FR 10930).

In the summer of 2017, the American Academy of Pediatrics (AAP) reviewed the
2015 Children’s Format using a robust analytical process and engagement with their

members. The result was a prioritized list of eight clinical priorities to support pediatric

69 Agency for Health Care Information and Technology. Health Information Technology.
http://healthit.ahrg.gov/health-it-tools-and-resources/childrens-electronic-health-record-ehr-format Accessed

September, 2017.

70 P.L. 111-3, section 401.45 https://healthit.ahrg.gov/sites/default/files/docs/citation/children-ehr-format-enhancement-
final-recommendation-report-abridged.pdf
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health care (“Priority List”). In October 2017, we held a technical discussion with
stakeholders titled “Health IT for Pediatrics” with the specific purpose of obtaining input
from an array of stakeholders in an effort to draw correlations between the pediatric
providers’ clinical priorities identified in the Priority List with the detailed technical
requirements outlined in the Children’s Format and the capabilities and standards that could
be included in certified health IT. Through this collaborative approach, the meeting
participants identified a set of priority needs for health IT to support pediatric care based
upon those identified by the Priority List and the primary correlation to the Children’s
Format.

2. Recommendations for the VVoluntary Certification of Health IT for Use in Pediatric
Care

To support the first part of section 4001(b) of the Cures Act, we considered the
historical efforts on the Children’s Format, the input from stakeholders, and our own technical
analysis and review of health IT capabilities and standards to develop a set of
recommendations for voluntary certification of health information technology for use by
pediatric health providers to support the health care of children. These include eight
recommendations related to the Priority List:
¢ Recommendation 1: Use biometric-specific norms for growth curves and support

growth charts for children

e Recommendation 2: Compute weight-based drug dosage

e Recommendation 3: Ability to document all guardians and caregivers

e Recommendation 4: Segmented access to information
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e Recommendation 5: Synchronize immunization histories with registries
e Recommendation 6: Age- and weight- specific single-dose range checking
e Recommendation 7: Transferrable access authority
e Recommendation 8: Associate maternal health information and demographics with newborn
We also developed two additional recommendations beyond the Priority List, which
relate to other items within the Children’s Format that are considered important to pediatric
stakeholders. These additional recommendations, which may be supported by certified health
IT, are as follows:
e Recommendation 9: Track incomplete preventative care opportunities
e Recommendation 10: Flag special health care needs
In order to implement the second part of section 4001(b) of the Cures Act for the
adoption of certification criteria to support the voluntary certification of health IT for use by
pediatric health care providers, we identified both the 2015 Edition certification criteria and
the new or revised certification criteria proposed in the Proposed Rule that support the 10
recommendations for the voluntary certification of health IT for use by pediatric health
providers to support the health care of children. In the Proposed Rule (84 FR 7459), we
directed readers to the appendix of the Proposed Rule for a set of technical worksheets, which
include a crosswalk of the various criteria specifically associated with each recommendation.
These worksheets outlined the following information:

e The alignment of each recommendation to the primary Children’s Format” item

71 http://healthit.ahrg.gov/health-it-tools-and-resources/childrens-electronic-health-record-ehr-format
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identified by stakeholders
e The alignment of each recommendation to the 2015 Edition certification criteria and the
new or revised criteria described in the Proposed Rule
e Supplemental items from the Children’s Format for each recommendation and the related
2015 Edition certification criteria
We also sought comment on the following:

1. Relevant gaps, barriers, safety concerns, and resources (including available
best practices, activities, and tools) that may impact or support feasibility of
the recommendation in practice.

2. Effective use of health IT itself in support of each recommendation as it relates to
provider training, establishing workflows, and other related safety and usability
considerations.

3. If any of the 10 recommendations should not be included in ONC’s final
recommendations for voluntary certification of health IT for use by
pediatric health providers to support the health care of children.

4. Any certification criteria from the Program that is identified for the 10
recommendations that should not be included to support the specific recommendation.
Comments. We received many comments asking for detailed guidance and/or

implementation specifications post final rulemaking, with one commenter noting that the
majority of recommendations require additional capabilities beyond the scope of any aligned
existing or proposed certification criteria. We also received many comments providing
implementation recommendations specific to the 10 ONC recommendations for the voluntary
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certification of health IT for use by pediatric health providers such as adding in developmental
activity milestones, including what versions of growth charts should be supported, and
including listings to clearly identify medical home providers. Several commenters also
referenced concerns regarding the feasibility of implementing the content included as part of
the pediatric health IT technical worksheet crosswalk analysis included in the Proposed Rule
appendix for Recommendation 5 “Synchronize immunization histories with registries.” In this
regard, several commenters noted that FHIR is not currently consistent with CDC/AIRA
standards or practices for immunization data submission or query/response, and that public
health is not currently funded to provide this capability from IIS.

Response. We thank commenters for their useful input regarding the technical
worksheets in the appendix we included for the Proposed Rule. As we stated in the Proposed
Rule, these comments, and the detailed insights received through stakeholder outreach, will
inform the future development of a non-binding informational guide or informational resource
to provide useful information for health IT developers and pediatric care providers seeking to
successfully implement these health IT solutions in a clinical setting. To facilitate adoption of
the ten recommendations, we are developing a Pediatric Health IT Developer Informational
Resource and a Pediatric Health IT Provider Informational Resource to be available for
respective use in 2020. As such, we appreciate the comments we received specific to
implementation recommendations and will take them into account in the support of the
potential creation of non-regulatory informational resources for health IT developers and other
stakeholders. We plan to continue working with stakeholders as we further develop and

consider technical and implementation recommendations we have received through solicited
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public comments, the Health Information Technology Advisory Committee (HITAC), and
other engagements. We also direct readers to our “pediatrics health IT” webpage
(www.healthIT.gov/pediatrics) for information on future work pertaining to health IT for
pediatric care.

Comments. We received several comments suggesting the use of pediatric-focused
clinicians and settings to test EHR systems as part of these provisions, specifically
recommending that we should require EHR developers to use pediatric-focused scenarios and
mock pediatric patients when testing functionality, as well as requiring the inclusion of
pediatric clinicians as part of end-user testing.

Response. We thank commenters for their input. We agree that it would be beneficial
for health IT developers to include pediatric-focused testing of their health IT especially with
regards to ensuring patient safety. We note that we have established requirements for real
world testing that requires health IT developers to real world test their health IT for the types
of setting(s) in which it is intended for use (we refer readers to section VI1.B.5 for more
information on real world testing Condition and Maintenance of Certification requirements).

a. 2015 Edition Certification Criteria
In order to implement the second part of section 4001(b) of the Cures Act to adopt
certification criteria to support the voluntary certification of health IT for use by pediatric
health providers to support the health care of children, we identified the following already
adopted 2015 Edition certification criteria in the Proposed Rule that support the
recommendations. The already adopted 2015 Edition criteria are as follows:
e “API functionality” criteria (§ 170.315(g)(7)-(9)(9)) which address many of the
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challenges currently faced by patients and by caregivers such as parents or guardians
accessing child’s health information, including the “multiple portal” problem, by
potentially allowing individuals to aggregate health information from multiple sources
in a web or mobile application of their choice.

e “Care plan” criterion (§ 170.315(b)(9)) which supports pediatric care by facilitating
the documentation of electronic health information in a structured format to improve
care coordination (80 FR 62648 and 62649).

e “Clinical decision support” (CDS) criterion (§ 170.315(a)(9)) which supports
pediatric care by enabling interventions based on the capture of biometric data.

e “Common Clinical Data Set” (§ 170.315(b)(4) and § 170.315(b)(5)) which includes
optional pediatric vital sign data elements including as optional the reference
range/growth curve for three pediatric vital signs--BMI percent per LOINC identifiers
for age per sex, weight per length/sex, and head occipital-frontal circumference for
children less than three years of age.

e “Data segmentation for privacy” send criterion and receive criterion (§ 170.315(b)(7) and
8 170.315(b)(8)) which provides the ability to: create a summary record that is tagged at
the document level as restricted and subject to re-disclosure; receive a summary record
that is document-level tagged as restricted; separate the document-level tagged document
from other documents received; and view the restricted document without having to
incorporate any of the data from the document.

e “Demographics” criterion (§ 170.315(a)(5)) which supports pediatric care through the
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capture of values and value sets relevant for the pediatric health care setting as well as
allowing for improved patient matching which is a key challenge for pediatric care.

e “Electronic Prescribing” criterion (§ 170.315(b)(3)) which includes an optional
Structured and Codified Sig Format, which has the capability to exchange weight-based
dosing calculations within the NCPDP SCRIPT 10.6 standard and limits the ability to
prescribe all oral, liquid medications in only metric standard units of mL (i.e., not cc)
important for enabling safe prescribing practices for children.

e “Family health history” criterion (§ 170.315(a)(12)) which supports pediatric care
because it leverages concepts or expressions for familial conditions, which are
especially clinically relevant when caring for children.

e “Patient health information capture” criterion (8 170.315(e)(3)) which supports
providers’ ability to accept health information from a patient or authorized
representative. This criterion could support pediatric care through documentation of
decision-making authority of a patient representative.

e “Social, psychological, and behavioral data’’ criterion (§ 170.315(a)(15)) which
supports integration of behavioral health data into a child’s record across the care
continuum by enabling a user to record, change, and access a patient’s social,
psychological, and behavioral data based using SNOMED CTeand LOINCe codes.

e “Transitions of care” criterion (§ 170.315(b)(1)) which supports structured transition
of care summaries and referral summaries that help ensure the coordination and

continuity of health care as children transfer between different clinicians at different
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health care organizations or different levels of care within the same health care
organization.

e “Transmission to immunization registries” criterion (§ 170.315(f)(1)) which supports
the safe and effective provision of child health care through immunizations and registry
linkages. This criterion also provides the ability to request, access, and display the
evaluated immunization history and forecast from an immunization registry for a
patient. Immunization forecasting recommendations allow for providers to access the
most complete and up-to-date information on a patient's immunization history to inform
discussions about what vaccines a patient may need based on nationally recommended
immunization recommendations (80 FR 62662 through 62664).

e “View, download, and transmit to 3rd party” (VDT) criterion (§ 170.315(e)(1)) which
supports transferrable access authority for the pediatric health care setting and
provides the ability for patients (and their authorized representatives)’?to view,
download, and transmit their health information to a 3rd party.

We noted in the Proposed Rule (84 FR 7460) that some of these criteria may be
updated based on proposals contained in the Proposed Rule (see further discussion below on
new or revised certification criteria); and stated that we continue to believe that prior to any

such updates, technology that is currently available and certified to these 2015 Edition criteria

72 The VDT criterion includes a “patient-authorized representative” concept that aligns with the use of the term
under the EHR Incentive Program. A “patient-authorized representative” is defined as any individual to whom the
patient has granted access to their health information (see also 77 FR 13720). However, consent is not needed for
minors, for whom existing local, state, or federal law grants their parents or guardians access (see also 77 FR
13720).
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can make a significant impact in supporting providers engaged in the health care of children.
We invited readers to use the technical worksheets in the appendix of the Proposed Rule to
inform their public comment on the recommendations, the inclusion of specific items from the
Children’s Format, and the identified 2015 Edition certification criteria as they relate
specifically to use cases for pediatric care and sites of service.
b. New or Revised Certification Criteria

In order to implement the second part of section 4001(b)(iii) of the Cures Act to adopt
certification criteria to support the voluntary certification of health information technology for
use by pediatric health providers to support the health care of children, we also identified new
or revised 2015 Edition certification criteria (and standards) in the Proposed Rule (84 FR
7460) that support the recommendations. These proposed criteria and standards include:

e New API criterion (8 170.315(g)(10)) which would serve to implement the Cures Act
requirement to permit health information to be accessed, exchanged, and used from
APIs without special effort.

o New “DS4P” criteria (two for C-CDA ((8 170.315(b)(12)) and (8 170.315(b)(13)) and one
for FHIR (8 170.315(g)(11))) that would support a more granular approach to privacy
tagging data for health information exchange supported by either the C-CDA or FHIR-
based exchange standards.

e New electronic prescribing certification criterion (8 170.315(b)(11)), which would
support improved patient safety and prescription accuracy, workflow efficiencies, and
increased configurability of systems including functionality that could support pediatric

medication management.
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e USCDI (8§ 170.213) and USCDI-based criteria which enables the inclusion of pediatric
vital sign data elements, including the reference range/scale or growth curve for BMI
percentile per age and sex, weight for age per length and sex, and head occipital-frontal
circumference. Each of the new or revised certification criteria and standards are further
described in other sections of this final rule, including all final actions related to the
criteria (some of which are described below in the response to comments).

Comments. A majority of comments received supported our recommendations for the
voluntary certification of health IT for use by pediatric health providers to support the health care
of children along with the alignment with the Children’s Format and 2015 Edition certification
criteria. Several commenters suggested that the 10 recommendations should only be the first step
and encouraged future development of additional recommendations using the Children’s Format.
Commenters were also pleased with the 10 recommendations selected by ONC from the
Children’s Format stating that they represent a strong, positive step forward for improving EHRs
used in the care of children. Many commenters stated that they support the continued alignment
with the 2015 Edition recommendations.

Response. We thank commenters for their support and feedback. As such, we have
maintained the 10 recommendations for the voluntary certification of health IT for use by
pediatric health providers to support the health care of children. We have finalized in this final
rule the majority of the aligned proposed new 2015 Edition certification criteria that support the
voluntary certification of health IT for use by pediatric health providers, with the exception of
the proposed criterion for “consent management” in § 170.315(g)(11) since we did not finalize
our proposal for the criterion in this final rule. The functionality of the proposed new “DS4P”
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criteria have been incorporated into the already adopted 2015 Edition DS4P criteria DS4P-send
(§ 170.315(b)(7)) and DS4P-receive (§ 170.315(b)(8)) now referred to as “Security tags —
Summary of Care- send” and “Security tags — Summary of Care — receive,” respectively. The
functionality of the proposed new e-Rx criterion was also incorporated in the already adopted e-
Rx criterion (§ 170.315(b)(3)). Last, we have removed the “Common Clinical Data Set” (§
170.315(b)(4) and 8§ 170.315(b)(5)) from the 2015 Edition in this final rule.

We note that we are aware that the NCPDP SCRIPT Standard Version 2017071
Implementation Guide contains a number of requirements intended to improve accurate dosing
and pediatric patient safety. One such requirement is the inclusion of the most recent patient
height and weight in the Observation Segment on all new and renewal prescriptions sent from
the prescriber to the pharmacy, along with the date associated with these measures, for all
patients 18 years old and younger. We are also aware of the challenges that such a requirement
may pose on specific providers and under certain circumstances where height and/or weight is
not required or applicable for dosing of the product. We believe additional work must be done on
refining this requirement, and will continue to monitor standards and industry advancements
before proposing such a requirement. At this time, we recommend vital signs to be included in
all electronic prescriptions for all patient populations when available and where applicable.

The 10 recommendations and the aligned 2015 Edition certification criteria support the
health IT needs of pediatric care providers. We believe further support can be provided through
non-regulatory informational resources. These resources can help inform technical and
implementation specifications for health IT developers and products for use by pediatric health

providers to support the health care of children. We also agree with commenters that the 10
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recommendations are a first step and welcome input and collaboration from the health IT
industry and health care providers to continue efforts to develop and build a health IT
infrastructure supporting pediatric care and other specialty care and sites of service across the
continuum.

B. Health IT and Opioid Use Disorder Prevention and Treatment — Request for

Information

We identified a need to explore ways to advance health IT across the care continuum to
support efforts to fight the opioid epidemic. For that purpose, in the Proposed Rule, we included
a request for information (RFI) related to health IT and opioid use disorder prevention and
treatment (84 FR 7461 through 7465). We received over 100 comments in responses to this RFI,
which included recommendations from the HITAC. We appreciate the feedback and
recommendations provided by commenters and the HITAC taskforce, respectively. We plan to
share this feedback with appropriate Department partners.
VII1. Conditions and Maintenance of Certification Requirements for Health IT Developers

Section 4002 of the Cures Act modifies section 3001(c)(5) of the Public Health Service
Act (PHSA) to require the Secretary of HHS, through notice and comment rulemaking, to
establish Conditions and Maintenance of Certification requirements for the Program.
Specifically, health IT developers or entities must adhere to certain Conditions and Maintenance
of Certification requirements concerning information blocking; appropriate exchange, access,
and use of electronic health information; communications regarding health IT; application
programming interfaces (APIs); real world testing; attestations regarding certain Conditions and

Maintenance of Certification requirements; and submission of reporting criteria under the EHR
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reporting program under section 3009A(b) of the PHSA.
A. Implementation

To implement section 4002 of the Cures Act, we proposed an approach whereby the
Conditions and Maintenance of Certification requirements express initial certification
requirements for health IT developers and their certified Health IT Module(s) as well as ongoing
maintenance requirements that must be met by both health IT developers and their certified
Health IT Module(s) under the ONC Health IT Certification Program (Program). If these
requirements are not met, the health IT developer may no longer be able to participate in the
Program and/or its certified health IT may have its certification terminated. We proposed to
implement each Condition of Certification requirement with further specificity as it applies to the
Program. We also proposed to establish Maintenance of Certification requirements for certain
Conditions of Certification requirements as standalone requirements. As we stated in the
Proposed Rule, this approach would establish clear baseline technical and behavior Conditions of
Certification requirements with evidence that the Conditions of Certification requirements are
continually being met through the Maintenance of Certification requirements.

Comments. We received comments expressing general support for the concept of
requiring Conditions and Maintenance of Certification requirements. Commenters stated that
these requirements are a step forward toward promoting transparency, improving usability, and
achieving interoperability of health IT. We also received comments asserting that the Conditions
and Maintenance of Certification requirements should only apply to developers of certified
health IT.

Response. We thank commenters for their support. We provide further details on each of
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the Conditions and Maintenance of Certification requirements within their respective subsections
in this section of the final rule. However, to clarify our approach to the Conditions and
Maintenance of Certification requirements in response to comments, the Conditions and
Maintenance of Certification requirements, except for the “information blocking” and
“assurances” Conditions and Maintenance of Certification requirements, apply only to actions
and behaviors of health IT developers related to their certified health IT as well as to the certified
health IT itself. For the “information blocking” and “assurances” Conditions and Maintenance of
Certification requirements, consistent with the Cures Act provisions and our implementation of
section 3022(a) (information blocking) of the PHSA, a health IT developer is also responsible to
ensure that all of its health IT and related actions and behaviors do not constitute information
blocking or inhibit the appropriate access, exchange, and use of electronic health information
(EHI). We refer readers to section VIII of this preamble for further discussion of the information
blocking regulations.
B. Provisions

1. Information Blocking

The Cures Act requires that a health IT developer, as a Condition and Maintenance of
Certification requirement under the Program, not take any action that constitutes "information
blocking" as defined in section 3022(a) of the PHSA (see 3001(c)(5)(D)(i) of the PHSA). We
proposed to establish this Information Blocking Condition of Certification in § 170.401. We
proposed that the Condition of Certification would prohibit any health IT developer who has at
least one health IT product certified under the Program from taking any action that constitutes

information blocking as defined by section 3022(a) of the PHSA and proposed in 8 171.103. We
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clarified in the Proposed Rule that this proposed “information blocking” Condition of
Certification and its requirements would be substantive requirements of the Program and would
rely on the definition of “information blocking” established by section 3022(a) of the PHSA and
proposed in 8 171.103 (84 FR 7465).

We received no comments specifically about the Information Blocking Condition of
Certification and have adopted the Condition of Certification as proposed. We received many
comments regarding the information blocking provision, and have responded to those
comments in the information blocking discussion in section V1II of this preamble. We also
refer readers to section VII.D of this final rule for additional discussion of ONC’s
enforcement of this and other Conditions and Maintenance of Certification requirements.

2. Assurances

The Cures Act requires that a health IT developer, as a Condition and Maintenance of
Certification requirement under the Program, provide assurances to the Secretary, unless for
legitimate purposes specified by the Secretary, that it will not take any action that constitutes
information blocking as defined in section 3022(a) of the PHSA, or any other action that may
inhibit the appropriate exchange, access, and use of electronic health information (EHI). We
proposed to implement this Condition of Certification and accompanying Maintenance of
Certification requirements in § 170.402. As a Condition of Certification requirement, a health 1T
developer must comply with the Condition of Certification as recited here and in the Cures Act.
We discussed in section V111 of the Proposed Rule the proposed reasonable and necessary
activities specified by the Secretary, which constitute the exceptions to the information blocking

definition.
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We also proposed to establish more specific Conditions and Maintenance of Certification
requirements for a health IT developer to provide assurances that it does not take any action that
may inhibit the appropriate exchange, access, and use of EHI. These proposed requirements
serve to provide further clarity under the Program as to how health IT developers can provide
such broad assurances with more specific actions.

Comments. Most commenters agreed with the central premise of our proposal to adopt
the “assurances” Condition and Maintenance of Certification requirement, requiring that a health
IT developer provide certain assurances to the Secretary, including that, unless done for one of
the “legitimate purposes” specified by the Secretary, it will not take any actions that constitutes
information blocking as defined in section 3022(a) of the PHSA, or any other action that may
inhibit the appropriate exchange, access, and use of electronic health information (EHI).
Commenters stated that they support ONC’s efforts to eliminate barriers that result in
information blocking. One commenter stated that it is not clear what constitutes “satisfactory to
the Secretary” as interpretations may change from Secretary to Secretary, and suggested
removing the term “Secretary.”

Response. We thank commenters for their support. We have finalized our proposal to
adopt the “assurances” Condition and Maintenance of Certification requirement subject to the
clarifications and revisions discussed below. In response to the comment recommending we
remove the term “Secretary” as Secretaries may change over time, it will not be removed as it is
in the authorizing Cures Act statutory language. For clarification, future Secretaries may

establish changes to the implementation of the Cures Act “assurances” Condition and
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Maintenance of Certification requirements through notice and comment rulemaking, as has been
done with this rulemaking.
a. Full Compliance and Unrestricted Implementation of Certification Criteria
Capabilities

We proposed, as a Condition of Certification requirement, that a health IT developer
must ensure that its health IT certified under the Program conforms to the full scope of the
certification criteria to which its health IT is certified. This has always been an expectation of
ONC and users of certified health IT and, importantly, a requirement of the Program. As stated
in the Proposed Rule, we believe that by incorporating this expectation as an explicit Condition
of Certification requirement under the Program, there would be assurances, and documentation
via the “Attestations” Condition and Maintenance of Certification requirements proposed in §
170.406, that all health IT developers fully understand their responsibilities under the Program,
including not to take any action with their certified health IT that may inhibit the appropriate
exchange, access, and use of EHI. To this point, certification criteria are designed and issued so
that certified health IT can support interoperability and the appropriate exchange, access, and use
of EHI.

We also proposed that, as a complementary Condition of Certification requirement,
health IT developers of certified health IT must provide an assurance that they have made
certified capabilities available in ways that enable them to be implemented and used in
production environments for their intended purposes. More specifically, developers would be
prohibited from taking any action that could interfere with a user’s ability to access or use

certified capabilities for any purpose within the scope of the technology’s certification. Such
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actions may inhibit the appropriate access, exchange, or use of EHI and are therefore contrary to
this proposed Condition of Certification requirement. While such actions are already prohibited
under the Program (80 FR 62711), making these existing requirements that prohibit developers
from taking any action that could interfere with a user’s ability to access or use certified
capabilities for any purpose within the scope of the technology’s certification explicit in this
Condition of Certification requirement will ensure that health IT developers are required to attest
to them pursuant to the Attestations Condition of Certification requirement in § 170.406, which
will in turn provide additional assurances to the Secretary that developers of certified health 1T
support and do not inhibit appropriate access, exchange, or use of EHI.

As discussed at 84 FR 7466 in our Proposed Rule, actions that would violate this
Condition of Certification requirement include failing to fully deploy or enable certified
capabilities; imposing limitations (including restrictions) on the use of certified capabilities once
deployed; or requiring subsequent developer assistance to enable the use of certified capabilities,
contrary to the intended uses and outcomes of those capabilities). The Condition of Certification
requirement would also be violated were a developer to refuse to provide documentation,
support, or other assistance reasonably necessary to enable the use of certified capabilities for
their intended purposes. More generally, any action that would be likely to substantially impair
the ability of one or more users (or prospective users) to implement or use certified capabilities
for any purpose within the scope of applicable certification criteria would be prohibited by this
Condition of Certification requirement. Such actions may include imposing limitations or
additional types of costs, especially if these were not disclosed when a customer purchased or

licensed the certified health IT.
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Comments. We received a comment recommending additional language to allow health
IT developers to be able to provide an explanation of how their software conforms to the
certification criteria requirements and how they enable the appropriate exchange, access, and use
of EHI.

Response. We thank the commenter for their input, but do not accept the
recommendation. Health IT must comply with certification criteria as specified in regulation. We
also refer readers to the “Attestations” Condition of Certification requirement in this section of
the preamble for more information regarding how we proposed to provide flexibilities, including
a method for health IT developers to indicate their compliance, noncompliance, or the
inapplicability of each Condition and Maintenance of Certification requirement as it applies to
all of their health IT certified under the Program, as well as the flexibility to specify
noncompliance per certified Health I'T Module, if necessary. As such, we have finalized the Full
Compliance and Unrestricted Implementation of Certification Criteria Capabilities Condition of
Certification requirement as proposed that a health 1T developer must ensure that its health IT
certified under the Program conforms to the full scope of the certification criteria to which its
health IT is certified, and that health IT developers would be prohibited from taking any action
that could interfere with a user’s ability to access or use certified capabilities for any purpose
within the scope of the technology’s certification. We note that because compliance with the
information blocking section of this final rule (Part 171) is not required until six months after the
publication date of the final rule, § 170.402(a)(1) also has a six-month delayed compliance date.

Comments. A couple of commenters requested clarification on whether requiring

subsequent developer assistance to enable the use of certain certified capabilities would be
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considered noncompliance with the Condition of Certification requirement, such as managed
services, hosting, connecting with exchange networks, or outsourced arrangements under
agreement.

Response. We clarify that the purpose of this Condition of Certification requirement is to
make certified capabilities available in ways that enable them to be implemented and used in
production environments for their intended purposes. As stated above, the Condition of
Certification requirement would be violated were a developer to refuse to provide
documentation, support, or other assistance reasonably necessary to enable the use of certified
capabilities for their intended purposes (see 84 FR 7466). We do not believe that actions by
health IT developers to provide their customers with education, implementation, and connection
assistance to integrate certified capabilities for their customers would typically constitute actions
that interfere with a customer’s ability to use certified capabilities for their intended purposes,
but in the absence of specific facts, we cannot say that whether there are scenarios that would
result in the assistance interfering with a user’s ability to access or use certified capabilities for
any purpose within the scope of the health IT’s certification. As such, education and other
assistance may be offered, but care should be taken to do so in a manner that minds the
Condition of Certification requirement standards.

Comments. We received a comment asking that health IT developers be required to
provide honest communication and expert advice as required by a user.

Response. We appreciate the commenter’s suggestion regarding honest communication
and expert advice. However, such a requirement would not be consistent with this Condition of

Certification requirement, which focuses on assurances that Health IT developers did not take
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actions that may inhibit the appropriate exchange, access, and use of electronic health
information (EHI). We also believe it would be difficult to enforce such a requirement in terms
of determining what constitutes an “honest” communication and “expert advice.”
b. Certification to the “Electronic Health Information Export” Criterion

We proposed that a health IT developer that produces and electronically manages EHI
must certify their health IT to the 2015 Edition “EHI export” criterion in § 170.315(b)(10). As a
Maintenance of Certification requirement, we proposed that a health IT developer that produces
and electronically manages EHI must provide all of its customers of certified health IT Modules
with health IT certified to the functionality included in 8§ 170.315(b)(10) within 24 months of a
subsequent final rule’s effective date or within 12 months of certification for a health IT
developer that never previously certified health IT to the 2015 Edition, whichever is longer.
Consistent with these proposals, we also proposed to amend § 170.550 to require that ONC-
ACBs certify health IT to the proposed 2015 Edition “EHI export” certification criterion when
the health IT developer of the health IT Module presented for certification produces and
electronically manages EHI. As discussed in section IV.C.1 of the Proposed Rule, the
availability of the capabilities in the “EHI export” certification criterion promote access,
exchange, and use of health information to facilitate electronic access to single patient and
patient population health information in cases such as a patient requesting their information, or a
health care provider switching health IT systems. As such, health IT developers with health IT
products that have health IT Modules certified to the finalized “EHI export” certification
requirement must make this functionality available to customers and provide assurances that the

developer is not taking actions that constitute information blocking or any other action that may
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inhibit the appropriate exchange, access, and use of health information. We discussed the EHI
export functionality in section 1V.B.4 of the Proposed Rule.

Comments. A couple of commenters expressed their support for the Condition of
Certification requirement, noting that certifying health IT to § 170.315(b)(10) would provide
greater EHI access to end-users. Several commenters requested extending the implementation
timeframe to 36 months stating that more time is needed for analysis, product development, and
testing, with an additional 12 months for client adoption, testing, and training. A couple of
commenters supported the 24-month timeframe, but stated that they did not support ONC
dictating the adoption schedule for providers, and that the proposal does not consider the efforts
required from providers to plan and execute effective implementation and adoption. One
commenter stated that 24 months is not aggressive enough and that the rule should prioritize
certain aspects of patient-directed exchange and make these available in 12 months or less.
Another commenter suggested that we narrow the type of health IT developer that must certify
health IT to § 170.315(b)(10), noting that some Health IT Modules may manage data produced
by other Health IT Modules, or received and incorporated from other sources. We did not receive
any comments specific to our proposal to amend § 170.550 to require that ONC-ACBs certify
health IT to the proposed 2015 Edition “EHI export” criterion when the health IT developer of
the health IT Module presented for certification produces and electronically manages EHI.

Response. We thank the commenters for their support. In response to comments
regarding scope of data export under this criterion, we have modified the proposed “EHI export”
certification criterion and scope of data export. In doing so, we have also revised our Condition

of Certification requirement, which we have finalized in § 170.402(a)(4), that a health IT
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developer of a certified Health IT Module that is part of a health IT product which electronically
stores EHI must certify to the certification criterion in § 170.315(b)(10). Additionally, we clarify
that in attesting to § 170.406, a health IT developer must attest accurately in accordance with §
170.402(a)(4) and (b)(2) if the health IT developer certified a Health IT Module(s) that is part of
a health IT product which can store EHI. The finalized criterion focuses on the Health IT
Module’s ability to export EHI for the health IT product’s single and patient population, which
encompasses the EHI that can be stored at the time of certification by the product, of which the
Health IT Module is a part. To note, we do not require developers to disclose proprietary
information about their products. Also, as clarified above and in § 170.315(b)(210)(iii), we do not
require any specific standards for the export format(s) used to support the export functionality.
In regards to when health IT developers must provide all of their users of certified health
IT with health IT certified to the functionality included in § 170.315(b)(10), we have removed
the proposed language “within 12 months of certification for a health IT developer that never
previously certified health IT to the 2015 Edition, whichever is longer.” Our intention was to
provide equity between existing and new health IT developers. However, we have concluded that
new health IT developers will not be at a disadvantage to meet the same timeline considering all
health IT developers will be aware of requirements necessary for certification when this final
rule is published. We also acknowledge the concerns expressed regarding the 24-month
timeframe and have extended the compliance timeline to within 36 months of the final rule’s
publication date, as finalized in 8 170.402(b)(2)(i). With the narrowed scope of data export for
the criterion, we believe health IT developers should be able to provide all of their customers of

Health IT Modules certified to § 170.315(b)(10) with the export functionality included in §
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170.315(b)(10) within 36 months. We have also finalized in § 170.402(b)(2)(ii) that on and after
36 months from the publication of this final rule, health IT developers that must comply with the
requirements of § 170.402(a)(4) must provide all of their customers of certified health IT with
health IT certified to § 170.315(b)(10). From this milestone forward, a health IT developer’s
participation in the Certification Program obligates them to provide the technical capabilities
expressed in 8 170.315(b)(10) when they provide such certified health IT to their customers. We
will monitor ongoing compliance with this Condition and Maintenance of Certification through a
variety of means including, but not limited to, developer attestations pursuant to § 170.406,
health IT developers real world testing plans, response to user complaints, and ONC-ACB
surveillance activities.

Consistent with the above revisions and in alignment with our proposal to amend §
170.550, we have also amended § 170.550(g)(5) regarding Health IT Module dependent criteria
for consistency with the requirements of § 170.402(a)(4) and (b)(2) when a Health IT Module
presented for certification is part of a health IT product which can store electronic health
information. In addition, we have amended § 170.550(m)(2) to only allow ONC-ACB:s to issue
certifications to § 170.315(b)(6) until 36 months after the publication date of this final rule. Thus,
ONC-ACBs may issue certificates for either § 170.315(b)(6) or (b)(10) up until 36 months after
the publication date of this final rule, but on and after 36 months they may only issue certificates
for Health IT Modules in accordance with § 170.315(b)(10). We note that ONC-ACBs are
required by their ISO/IEC 17065 accreditation to have processes in place to meet the
expectations and minimum requirements of the Program. Thus, ONC-ACBs are expected to have

processes in place in order to effectively monitor these timeline requirements on and after 36
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months after the publication of this rule, and to additionally ensure that the health IT developer
attests accurately to 8 170.402(a)(4) and (b)(2). Should a developer fail to comply, the ONC-
ACB will follow its processes to institute corrective action and report to ONC in accordance with
Program reporting requirements in 45 CFR 170.523(f)(1)(xxii). In the event the developer does
not follow through with the corrective action plan established and approved with the ONC-ACB,
the ONC-ACB must alert ONC of the health IT developer’s failure to comply with the
Conditions and Maintenance of Certification requirements.

Comments. A commenter requested ONC add functionality to the CHPL (or in another
format) that provides a list of the start and end dates of each previously certified Health IT
Module.

Response. We appreciate this suggestion and note that the CHPL already lists
certification dates for certified Health IT Modules, including the dates the Health IT Module was
last modified, decertified, or made inactive.

c. Records and Information Retention

We proposed that, as a Maintenance of Certification requirement in 8 170.402(b)(1), a
health IT developer must, for a period of 10 years beginning from the date of certification, retain
all records and information necessary to demonstrate initial and ongoing compliance with the
requirements of the Program. In other words, records and information should be retained starting
from the date a developer first certifies health IT under the Program and applies separately to
each unique Health IT Module (or Complete EHR, as applicable) certified under the Program.
This retention of records is necessary to verify health IT developer compliance with Program

requirements, including certification criteria and Conditions and Maintenance of Certification
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requirements. As stated in the Proposed Rule, 10 years is an appropriate period of time given that
many users of certified health IT participate in various CMS programs, as well as other
programs, that require similar periods of records retention.

In an effort to reduce administrative burden, we also proposed, that in situations where
applicable certification criteria are removed from the Code of Federal Regulations before the 10
years have expired, records must only be kept for 3 years from the date of removal for those
certification criteria and related Program provisions unless that timeframe would exceed the
overall 10-year retention period. This “3-year from the date of removal” records retention period
also aligns with the records retention requirements for ONC-ACBs and ONC-ATLs under the
Program.

We encouraged comment on these proposals and whether the proposed requirements can
provide adequate assurances that certified health IT developers are demonstrating initial and
ongoing compliance with the requirements of the Program; and thereby ensuring that certified
health IT can support interoperability, and appropriate exchange, access, and use of EHI.

Comments. Some commenters requested clarification on what records and information
are expected to be maintained and how this is different from the records ONC-ACBs and ONC-
ATLSs retain. A couple commenters requested clarification on when the records and information
retention requirement would take effect. One commenter requested clarification regarding the
role of health IT developers that no longer maintain a certified Health IT Module or have their
certification suspended. One commenter recommended setting a retention period for record

keeping in the event that a health IT developer removes a Health IT Module from market to
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ensure that potentially short lived Health IT Modules would inadvertently not have their
documentation maintained.

Response. We have adopted our proposal in § 170.402(b)(1) without revisions. We
continue to believe that 10 years is an appropriate period of time given that many users of
certified health IT participate in various CMS programs, as well as other programs, that require
similar periods of records retention. We also finalized that in situations where applicable
certification criteria are removed from the Code of Federal Regulations, records must only be
kept for 3 years from the date of removal for those certification criteria and related Program
provisions unless that timeframe would exceed the overall 10-year retention period. We clarify
that health IT developers are best situated to determine what records and information in their
possession would demonstrate their compliance with all of the relevant Program requirements.
We note that it is our understanding that health IT developers are already retaining the majority
of their records and information for the purposes of ONC-ACB surveillance and ONC direct
review under the Program. We also refer readers to section VI1.D of this final rule preamble for
additional discussion of records necessary for the enforcement of the Conditions and
Maintenance of Certification requirements. In regard to the requested clarification for the role of
health IT developers that no longer maintain a certified Health IT Module or have their
certification suspended, a health IT developer who does not have any certified Health 1T
Modules within the Program would no longer have any obligation to retain records and
information for the purposes of the Program. However, we note that it may be in the health IT
developer’s best interest to retain their records and information. For example, records may be

useful for health IT developers in any potential investigation or enforcement action taken outside
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of the ONC Health IT Certification Program such as by the HHS Office of the Inspector General
(e.g., information blocking) or the U.S. Department of Justice (e.g., False Claims Act).
d. Trusted Exchange Framework and the Common Agreement — Request for
Information
In the Proposed Rule, we included a Request for Information (RFI) as to whether certain
health IT developers should be required to participate in the Trusted Exchange Framework and
Common Agreement (TEFCA) as a means of providing assurances to their customers and ONC
that they are not taking actions that constitute information blocking or any other action that may
inhibit the appropriate exchange, access, and use of EHI. We received 40 comments on this RFI.
We appreciate the input provided by commenters and may consider them to inform a future
rulemaking.
3. Communications
The Cures Act requires that a health 1T developer, as a Condition and Maintenance of
Certification requirement under the Program, does not prohibit or restrict communication
regarding the following subjects:
e The usability of the health information technology;
e The interoperability of the health information technology;
e The security of the health information technology;
e Relevant information regarding users' experiences when using the health information
technology;
e The business practices of developers of health information technology related to exchanging

electronic health information; and
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e The manner in which a user of the health information technology has used such technology.

The Cures Act established the broad communications protections delineated above
(referred to hereafter as “protected communications”) and we proposed in 84 FR 7467 to
implement this general prohibition against developers imposing prohibitions and restrictions on
protected communications in 8170.403.

We also recognized that there are circumstances where it is both legitimate and reasonable
for developers to limit the sharing of information about their health IT. As such, we proposed to
allow developers to impose prohibitions or restrictions on protected communications in certain
narrowly defined circumstances. In order for a prohibition or restriction on a protected
communication to be permitted, we proposed in 84 FR 7467 that it must pass a two-part test. First,
the communication that is being prohibited or restricted must not fall within a class of
communications (hereafter referred to as “communications with unqualified protection”) that is
considered to always be legitimate or reasonable—such as communications required by law,
made to a government agency, or made to a defined category of safety organizations. Second, to
be permitted, a developer’s prohibition or restriction on communications must also fall within a
category of communications (hereafter referred to as “permitted prohibitions and restrictions”) for
which it is both legitimate and reasonable for a developer to limit the sharing of information about
its health IT. This would be because of the nature of the relationship between the developer and
the communicator or because of the nature of the information that is, or could be, the subject of
the communication. We proposed that a developer’s restriction or prohibition that does not satisfy
this two-part test would contravene the Communications Condition of Certification requirement.
We note that this two-part test strikes a reasonable balance between the need to promote open
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communication about health IT and related business practices, and the need to protect the
legitimate interests of health IT developers and other entities.

Comments. The majority of public comments we received supported the proposed
Communications Condition of Certification requirements, with many commenters expressing
strong support. Commenters stated that the proposed requirements would enable better
communication that would improve health IT and patient care. Some commenters who supported
the proposed requirements sought clarification or had specific concerns, including regarding the
proposed deadlines for contract modification. These matters are discussed in more detail below.
Additionally, a handful of public comments strongly opposed the proposed requirements,
primarily based on concerns regarding intellectual property (IP).

Response. We appreciate the overall strong support for the Communications Condition of
Certification requirements as proposed and have finalized with modifications in § 170.403. We
also recognize the need to provide clarification regarding some aspects of the requirements,
including regarding the protections available for IP that are included in the Communications
Condition and Maintenance of Certification requirements.

We emphasize that, under section 3001(c)(5) of the PHSA, participation in the ONC
Health IT Certification Program (Program) is voluntary. In other words, ONC cannot compel
health IT developers to participate in the Program nor can ONC impose consequences (e.g.,
enforcement actions or penalties) on health IT developers who choose not to participate in the
Program. The requirements of the Program are much like requirements for any other voluntary
contract or agreement an entity would enter into with the federal government. Through the

Conditions and Maintenance of Certification requirements, we have essentially offered developers
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terms for participation in the Program that we believe are appropriate based on: our statutory
instruction and interpretation of the Cures Act; the utility and necessity of using intellectual
property, including screenshots, to communicate issues with usability, user experience,
interoperability, security, or the way the technology is used (and relatedly, the real and substantial
threat to public health and safety resulting from prohibitions and/or restrictions on the
communication of screenshots); and the measured approach we have taken throughout the
Communications Condition and Maintenance of Certification requirements (which is discussed in
detail in this section). Because the Program is voluntary, developers have the option to agree to
the terms we have offered or to choose not to participate in the Program. As such, we believe our
policies concerning intellectual property, including the use of screenshots, are consistent with
other laws and regulations that govern terms for voluntary contracts and agreements with the
federal government. Further, we believe that the final provisions of this Condition of Certification
include appropriate consideration of health IT developers’ intellectual property rights.

We further discuss the various aspects of the Communications Condition of Certification
requirements, as well as the changes we have made to our proposals, in more detail below.

a. Background and Purpose

The Communications Condition of Certification requirement addresses industry practices
of certified health IT developers that can severely limit the ability and willingness of health IT
customers, users, researchers, and other stakeholders to openly discuss and share their experiences
and other relevant information about health IT performance, including about the ability of health
IT to exchange health information electronically. These practices result in a lack of transparency

that can contribute to and exacerbate patient safety risks, system security vulnerabilities, and
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health IT performance issues.

We explained in the Proposed Rule that the challenges presented by health IT developer
actions that prohibit or restrict communications have been examined for some time. The problem
was identified in a 2012 report by the Institute of Medicine of the National Academies (IOM)
entitled “Health IT and Patient Safety: Building Safer Systems for Better Care”73 (IOM Report).
The IOM Report stated that health care providers, researchers, consumer groups, and other health
IT users lack information regarding the functionality of health IT.74 The IOM Report observed,
relatedly, that many developers restrict the information that users can communicate about
developers’ health IT through nondisclosure clauses, confidentiality clauses, IP protections, hold-
harmless clauses, and other boilerplate contract language.7s The report stressed the need for health
IT developers to enable the free exchange of information regarding the experience of using their
health IT, including the sharing of screenshots relating to patient safety.7s

Concerns have also been raised by researchers studying health 1T,77who emphasize that
confidentiality and IP provisions in contracts often place broad and unclear limits on authorized
uses of information related to health IT, which in turn seriously impact the ability of researchers

to conduct and publish their research.7s

73 10M (Institute of Medicine), Health IT and Patient Safety: Building Safer Systems for Better Care (2012).
Available at http://www.nationalacademies.org/hmd/Reports/2011/Health-1T-and-Patient-Safety-Building-Safer-
Systems-for-Better-Care.aspx.

72 |d. at 37.

75 1d. at 36, 128.

76 1d.

77 See Hardeep Singh, David C. Classen, and Dean F. Sittig, Creating an Oversight Infrastructure for Electronic
Health Record-Related Patient Safety Hazards, 7(4) Journal of Patient Safety 169 (2011). Available at
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3677059/.

78 Kathy Kenyon, Overcoming Contractual Barriers to EHR Research, Health Affairs Blog (October 14, 2015).
Available at http://healthaffairs.org/blog/2015/10/14/overcoming-contractual-barriers-to-ehr-research/.
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The issue of health IT developers prohibiting or restricting communications about health
IT has been the subject of a series of hearings by the Senate Committee on Health, Education,
Labor and Pensions (HELP Committee), starting in the spring of 2015. Senators on the HELP
Committee expressed serious concern regarding the reported efforts of health IT developers to
restrict, by contract and other means, communications regarding user experience, including
information relevant to safety and interoperability.79

Developer actions that prohibit or restrict communications about health IT have also been
the subject of investigative reporting.so A September 2015 report examined eleven contracts
between health systems and major health IT developers and found that, with one exception, all of
the contracts protected large amounts of information from being disclosed, including information
related to safety and performance issues.s1

b. Condition of Certification Requirements

i. Protected Communications and Communicators

We proposed in 84 FR 7468 that the protection afforded to communicators under the
requirements of the Communications Condition of Certification in § 170.403(a) would apply
irrespective of the form or medium in which the communication is made. We proposed in 84 FR
7468 that developers must not prohibit or restrict communications whether written, oral,

electronic, or by any other method if they are protected, unless such prohibition or restriction is

79 Senate HELP Committee Hearing at 13 and 27 (July 23, 2015), available at
https://www.help.senate.gov/hearings/achieving-the-promise-of-health-information-technology-information-
blocking-and-potential-solutions.

so D. Tahir, POLITICO Investigation: EHR gag clauses exist — and, critics say, threaten safety, Politico, August 27,
2015.

s1ld.
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otherwise permitted by the requirements of this Condition of Certification. Similarly, we proposed
that these Condition of Certification requirements do not impose any limit on the identity of the
communicators that are able to benefit from the protection afforded, except that employees and
contractors of a health IT developer may be treated differently when making communications that
are not afforded unqualified protection under 8 170.403(a)(2)(i). For example, we proposed that
this Condition of Certification’s requirements are not limited to communications by health IT
customers (e.g., providers) who have contracts with health IT developers.

Comments. Many commenters addressed the scope of protected communications in their
comments. Several commenters suggested that the proposed scope of protected communications
was too broad. Other commenters stated that the scope should be clarified. One commenter
suggested that the scope of private communications that can be shared should be limited and that
ONC should require mutual consent for such communications to be made public.

Response. We appreciate these comments. The Cures Act identifies a list of subject areas
about which health IT developers cannot prohibit or restrict communications to meet the
conditions for certification. The terms we proposed for the protected subject areas are taken from
the language in section 4002 of the Cures Act and include:

e The usability of the health information technology;

e The interoperability of the health information technology;

e The security of the health information technology;

¢ Relevant information regarding users’ experiences when using the health information
technology;

e The business practices of developers of health information technology related to exchanging
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electronic health information; and
e The manner in which a user of the health information technology has used such technology.

We continue to interpret the above statutory terms broadly, but within the limiting
framework we proposed, which includes a distinction between communications entitled to
unqualified protections and those communications not entitled to such protection. We have,
however, finalized some provisions with further limiting and clarifying language as well as
provided examples to improve understanding of the provisions.

We decline to create a consent requirement as part of the requirements of this Condition of
Certification because such a requirement could unnecessarily encumber vital communications
protected by the Cures Act. As highlighted above, the Communications Condition of Certification
requirements are intended to enable unencumbered communication about usability,
interoperability, and other critical issues with health IT, and a consent requirement would chill the
ability of users of health IT to engage in that communication as well as be contrary to section
4002 of the Cures Act.

Comments. One commenter stated that the Communications Condition of Certification
requirements should apply only to certified health IT, recommending that ONC clarify that the
use of “the health I'T” refers only to the developer’s health IT that is certified under the ONC
Health IT Certification Program. The commenter stated that the use of “the health IT” in the
Cures Act can only be reasonably interpreted as referring to the health IT for which a developer is
seeking certification, not all of the developer’s health IT. Another commenter stated that other
health IT, such as billing systems, should be out of scope of this requirement and noted that to do
otherwise would create a regulatory imbalance between developers of such health IT who also
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offer certified health 1T and those who do not.

Response. We appreciate these comments regarding restricting the applicability of the
Communications Condition of Certification requirements to certified health I1T. We clarify that, as
with all of the Conditions of Certification requirements, the Communications Condition of
Certification requirements apply to developers of health IT certified under the Program and to the
conduct of such developers with respect to health IT certified under the Program. By way of
example, if a developer had health IT certified under the Program and also had health IT that was
not certified under the Program, then only those communications about the certified health IT
would be covered by the Communications Condition of Certification requirements.

Comments. We received one comment requesting more specificity on the definition of
communicators covered by the Communications Condition of Certification requirements. The
commenter expressed concern that the broad scope could impact the ability to maintain
confidentiality in traditional business-to-business relationships.

Response. We appreciate this comment and understand the concern noted by the
commenter. As stated in the Proposed Rule and finalized in § 170.403, the Communications
Condition and Maintenance of Certification requirements generally do not impose any limit on
the identity of communicators that are able to benefit from the protection afforded. We also note
that there are limited exceptions where communications by certain communicators can be
restricted. Specifically, as finalized in § 170.403(a)(2)(ii)(A), health IT developers can place
limited restrictions on communications by employees and contractors. We believe this will enable
traditional business-to-business relationships to continue without undue disruption, including

allowing implementation of non-disclosure agreements or other contracts as necessary to maintain
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confidentiality.
ii. Protected Subject Areas

Comments. We received several comments requesting that we clarify how the
Communications Condition of Certification requirements would apply to communications
regarding public health reporting, including communications made by public health authorities.

Response. We emphasize that the Cures Act identified a list of subject areas about which
we were required to forbid developers from prohibiting or restricting communications. Though
public health reporting was not specifically covered by the Cures Act or our proposed regulations,
it may be that certain public health communications will fall within the categories established by
the statute. We also note that one of the “communications with unqualified protection” discussed
later in this section is for communicating information about adverse events, hazards, and other
unsafe conditions to government agencies, health care accreditation organizations, and patient
safety organizations. Depending on the specific communication in question, a communication
about public health reporting or a communication made to public health authorities could be a
communication that could not be restricted in any way. We also emphasize that, subject to limited
circumstances already discussed above, we do not impose any limit on the identity of the
communicators that are able to benefit from protections afforded under the Communications
Condition of Certification requirements. Communicators are broadly defined and could include
public health agencies and authorities.

Comments. Several commenters had concerns regarding how a developer may address
communications that contain false claims or libelous statements. Commenters discussed the need

to enable health IT developers to—for example—refute false claims, deal with anonymous
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claims, and restrict certain communications (such as false statements or communications
protected by attorney-client privilege). Some of these comments emphasized that false
communications such as libel should not be protected, nor should communications sent by
someone who obtained them illegally, such as a hacker. Some of the commenters recommended
adding a category of communications that would never be protected under the proposed
framework, and such communications would not receive unqualified protection or necessitate
permitted restrictions. This would allow a developer to—for example—prohibit or restrict
communications that are false or deceptive, would violate a law or court order, or would result in
a breach of contract.

Response. We appreciate the concerns expressed by commenters regarding statements that
may be false or misleading. However, developers already have legal means and remedies
available to them to address such statements, and this rule does not change that. For example,
each state has libel laws that address libelous or defamatory statements and provide remedies in
situations where the specific facts in a damaging statement can be proven to be untrue. We believe
that such statements are best addressed through those laws and that it is neither prudent nor
practical for ONC to use the Program and the Communications Condition of Certification
requirements to attempt to assess such statements and make determinations as to their veracity.

Further, we note that the Communications Condition of Certification requirements only
provide that such protected communications cannot be restricted or prohibited. It is up to the
health IT developer whether and how they choose to respond to the protected communication
once made. Therefore, we clarify that it is not a violation of the Communications Condition of

Certification requirements for developers to respond to false or unlawful comments under
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applicable law, as they do now, and to pursue litigation or any other available legal remedy in
response to any protected communications that are covered by the Communications Condition of
Certification. For example, it would not be a violation of the Communications Condition of
Certification for a health IT developer who restricts the communication of screenshots as
permitted under 8 170.403(a)(ii)(D) to pursue litigation for Copyright infringement or violation of
contract if a “protected communication” disclosed more screenshots than the developer’s
restriction allowed.

Comments. Several commenters requested that “safety” be added as a protected category
or that ONC should include in the final rule a specific ban that prohibits any restrictions on
communications about health IT-related patient safety. Additionally, several commenters noted
that ONC should include specific reporting methods or standards in the final rule to improve
safety reporting or add examples to help encourage reporting of safety and security issues. Several
commenters also requested that ONC develop protocols for reporting safety issues, and one
commenter recommended ONC develop a patient safety reporting system.

Response. In implementing the Cures Act requirement that a health IT developer, as a
Condition of Certification requirement under the Program, not restrict communications about
health IT, we adhered to the list of protected subject areas identified by Congress in the Cures

29 ¢

Act. Those subject areas include communications about “usability,” “relevant information

regarding users’ experiences when using the health information technology,” and the “manner in
which a user of the health information technology has used such technology.” We clarify that
patient safety issues related to an interaction with the health IT could be covered in one or more of

those categories. Additionally, we agree with commenters that safety-related communications
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should receive specific protections, and we emphasize that the communication of safety concerns
is also addressed as a protected communication receiving “unqualified protection.” In the section
of this final rule on “Communications with Unqualified Protection,” and in § 170.403(a)(2)(1)(B),
we state that communicating information about adverse events, hazards, and other unsafe
conditions to government agencies, health care accreditation organizations, and patient safety
organizations is a communication about which a developer would be prohibited from imposing
any prohibition or restriction.
(A) Usability of Health Information Technology

The term “usability” is not defined in the Cures Act, nor in any other relevant statutory
provisions. We proposed in 84 FR 7469 that the “usability” of health IT be construed broadly to
include both an overall judgment on the “usability” of a particular certified health IT product by
the user, as well as any factor that contributes or may contribute to usability. We proposed that the
factors of usability that could be the subject of protected communications include, but are not
limited to, the following: the user interface (e.g., what a user sees on the screen, such as layout,
controls, graphics and navigational elements); ease of use (e.g., how many clicks); how the
technology supports users’ workflows; the organization of information; cognitive burden;
cognitive support; error tolerance; clinical decision support; alerts; error handling;
customizability; use of templates; mandatory data elements; the use of text fields; and customer
support.

Comments. One commenter stated that “usability” is too broadly defined and should relate
more specifically to judgments on the ease of use of the health IT, rather than factors related to
usability.
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Response. We do not believe that “usability” is inaccurately defined nor too broadly
defined. To define usability in the Proposed Rule, we referenced the NIST standards2 as well as
principles recognized by the Healthcare Information and Management Systems Society (HIMSS).
We also emphasized that there are a multitude of factors that contribute to any judgment about
“usability,” including factors contributing to the effectiveness, efficiency, and performance of the
health IT. We have finalized the scope of the protected subject area “usability of its health IT” in
§ 170.403(a)(1)(i) as proposed, providing that the “usability” of health IT be construed broadly to
include both an overall judgment on the “usability” of a particular certified health IT product, as
well as any of the many factors that could contribute to usability as described in the Proposed
Rule. We also note that communications about the usability of health IT may include
communications about features that are part of the certified health IT as well as communications
about what is not in the certified health IT (e.g., the absence of alerts or features that a user
believes would aid in usability or are related to the other subject areas identified by the Cures
Act).

(B) Interoperability of Health Information Technology

The Cures Act, as codified in section 3000(9) of the PHSA, provides a definition of
“interoperability” that describes a type of health IT that demonstrates the necessary capabilities to
be interoperable. For the purposes of the Communications Condition of Certification
requirements, we proposed that protected communications regarding the “interoperability of

health IT” would include communications about whether certified health IT and associated

82 See https://www.nist.gov/programs-projects/health-it-usability
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developer business practices meet the interoperability definition described in section 3000(9) of
the PHSA, including communications about aspects of the technology or developer that fall short
of the expectations found in that definition. We stated that this would include communications
about the interoperability capabilities of health IT and the practices of a health IT developer that
may inhibit the access, exchange, or use of EHI, including information blocking. As previously
noted, Congress did not define the terms used in the Communications Conditions of Certification
requirements in section 4002(a) of the Cures Act and codified in section 3001(c)(5)(D)(iii) of the
PHSA. We believe that “interoperability” was appropriately defined in the Proposed Rule by
using the interoperability definition that is located elsewhere in section 4003(a)(2) of the Cures
Act and codified in section 3000(9) of the PHSA.

We did not receive comments about this aspect of the Proposed Rule, and we have
finalized the scope of the protected subject area “interoperability of its health IT” in §
170.403(a)(2)(ii) as proposed above.

(C) Security of Health IT

The security of health IT is addressed by the HIPAA Security Rule,ss which establishes
national standards to protect individuals’ electronic protected health information (ePHI) that is
created, received, maintained, or transmitted by a covered entity or business associate (as defined
at 45 CFR 160.103). Covered entities and business associates must ensure the confidentiality,
integrity, and availability of all ePHI; protect against any reasonably anticipated threats or hazards

to the security or integrity of such information; and protect against any reasonably anticipated

83 45 CFR part 160 and subparts A and C of Part 164.
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uses or disclosures of such information that are not permitted or required under the HIPAA
Privacy Rule. s The HIPAA Security Rule requires health IT developers, to the extent that they
are business associates of covered entities, to implement appropriate administrative, physical, and
technical safeguards to ensure the confidentiality, integrity, and availability of ePHI.s5 We
proposed in 84 FR 7469 that the matters that fall within the topic of health IT security should be
broadly construed to include any safeguards, whether or not required by the HIPAA Security
Rule, that may be implemented (or not implemented) by a developer to ensure the confidentiality,
integrity, and availability of EHI (information that includes ePHI), together with the certified
health IT’s performance regarding security.

Comments. One commenter noted that it is important that developers are able to remove
posts on a website or forum that could compromise the security of health IT and recommended
that ONC explicitly allow developers to do so in the final rule.

Response. We recognize the importance of protecting the security of EHI and health IT.
We also recognize that our engagement with stakeholders, as well as the language in section 4002
of the Cures Act, emphasize the strong public interest in allowing unencumbered communications
regarding the protected subject areas and communications with unqualified protection, which are
discussed in more detail below and in § 170.403(a)(2)(i). We emphasize that developers may
respond to communications as allowed under applicable law and may pursue any appropriate
legal remedy. Taking these factors into consideration, we decline at this time to explicitly allow

developers to restrict communications regarding security as suggested by the commenter.

84 45 CFR part 160 and subparts A and C of Part 164.
85 Id.
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Comments. One commenter requested that ONC consider narrowing the permitted
communication of security elements in 8 170.403(a)(1)(iii) that might be used to compromise a
particular certified health IT’s security, for example restricting the sharing of authentication
credentials issued to a customer or user to access a system containing sensitive information such
as PHI.

Response. We do not believe it is necessary in this final rule to narrow or restrict the
information that can be communicated where security elements are included in the
communication. As stated above, we believe there is a strong public interest in allowing
unencumbered communications regarding the protected subject areas and communications with
unqualified protection. Further, assurances that access credentials and PHI communicated under
these circumstances will not be shared inappropriately are addressed in the HIPAA Security Rule
and relevant state laws, and this rule does not change those protections.

Comments. One comment recommended that the Communications Condition of
Certification requirements should protect communication regarding the overall security posture
that the health IT developer takes or makes the user take, including communications regarding a
system with known and longstanding issues or bugs.

Response. We appreciate this comment and clarify that communications related to the
overall security posture taken by a health IT developer would be within the subject area of
“security of its health IT,” and thus would be protected communications covered by the
Communications Condition of Certification requirements. We have finalized the scope of the
protected subject area “security of its health IT” in § 170.403(a)(1)(iii) as proposed.

(D) User Experiences
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The phrases “relevant information regarding users' experiences when using the health IT”
and “user experience” are not defined in the Cures Act nor any other relevant statutory provisions.
We proposed in 84 FR 7470 to afford the term “user experience” its ordinary meaning. To qualify
as a “user experience,” we proposed that the experience would have to have been one that is had
by a user of health IT. However, beyond this, we did not propose to qualify the types of
experiences that would receive protection under the Communications Condition of Certification
requirements based on the “user experience” subject area. To illustrate the breadth of potential
user experiences that would be protected by the proposed Communications Condition of
Certification requirements, we proposed that communications about “relevant information
regarding users' experiences when using the health IT” would encompass, for example,
communications and information about a person or organization’s experience acquiring,
implementing, using, or otherwise interacting with the health IT. We also proposed that this
would include experiences associated with the use of the health IT in the delivery of health care,
together with administrative functions performed using the health IT. We proposed that user
experiences would also include the experiences associated with configuring and using the
technology throughout implementation, training, and in practice. Further, we proposed that user
experiences would include patients’ and consumers’ user experiences With consumer apps, patient
portals, and other consumer-facing technologies of the health IT developer. We clarified that a
“relevant user experience” would include any aspect of the health IT user experience that could
positively or negatively impact the effectiveness or performance of the health IT.

Comments. One commenter stated that the most relevant aspect of a user’s experience of a

health IT system is whether that experience resulted in patient safety events and requested that
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ONC specify patient safety events that arise from the use, misuse, or failure of health IT systems
as “user experiences” that cannot be covered by gag orders.

Response. As previously noted in our response to patient safety comments above, we
reiterate that a user experience resulting in a patient safety event would be covered under the
Communications Condition of Certification requirements and that a communication about such an
experience would be protected, subject to other applicable laws. Further, communications about
“adverse events, hazards, and other unsafe conditions to government agencies, health care
accreditation organizations, and patient safety organizations” receive unqualified protection as
described in § 170.403(a)(2)(i). We noted in the Proposed Rule that the Patient Safety and Quality
Improvement Act of 2005 (PSQIA) provides for privilege and confidentiality protections for
information that meets the definition of patient safety work product (PSWP). This means that
PSWP may only be disclosed as permitted by the PSQIA and its implementing regulations. We
clarified that to the extent activities are conducted in accordance with the PSQIA, its
implementing regulation, and section 4005(c) of the Cures Act, no such activities shall be
construed as constituting restrictions or prohibitions that contravene this Condition of
Certification.

We believe that “user experience” was appropriately defined in the Proposed Rule and
have finalized the scope of the protected subject area “relevant information regarding users’
experiences when using its health IT” in § 170.403(a)(1)(iv) as proposed, with the clarification
provided above regarding patient safety events and to clarify that any communications regarding
consumer-facing technologies would need to be about certified consumer-facing technologies per

our earlier clarification about the scope of this Condition of Certification being limited to certified
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health IT.
(E) Manner in Which a User has Used Health IT

We proposed in 84 FR 7470 that protected communications regarding the “manner in
which a user has used health IT” would encompass any information related to how the health IT
has been used. We also proposed that the terms used to describe the protected subject areas should
be construed broadly. We noted in the Proposed Rule that this subject area largely overlaps with
the matters covered under the “user experience” subject area but may include additional
perspectives or details beyond those experienced by a user of health IT. We proposed that the
types of information that would fall within this subject area include but are not limited to:

¢ information about a work-around implemented to overcome an issue in the health IT;

e customizations built on top of core health IT functionality;

e the specific conditions under which a user used the health IT, such as information about
constraints imposed on health IT functionality due to implementation decisions; and

¢ information about the ways in which health IT could not be used or did not function as was
represented by the developer.

We did not receive comments on this specific aspect of the Proposed Rule, and we believe
the Proposed Rule appropriately outlined what would fall within the subject matter of the manner
in which a user has used health IT. We have finalized the scope of the protected subject area
“manner in which a user of the health IT has used such technology” in § 170.403(a)(1)(vi) as
proposed, with the clarification that “used” refers to any uses of the certified health IT by the user
and is not limited to uses that involve direct patient care.

(F) Business Practices Related to Exchange
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We proposed in 84 FR 7470 that the subject matter of “business practices of developers of
health IT related to exchanging electronic health information” should be broadly construed to
include developer policies and practices that facilitate the exchange of EHI and developer policies
and practices that impact the ability of health IT to exchange health information. We further
proposed that the exchange of EHI would encompass the appropriate and timely sharing of EHI.

We proposed that protected communications would include, but would not be limited to:

e the costs charged by a developer for products or services that support the exchange of EHI
(e.g., interface costs, API licensing fees and royalties, maintenance and subscription fees,
transaction or usage-based costs for exchanging information);

o the timeframes and terms on which developers would or would not enable connections and
facilitate exchange with other technologies, individuals, or entities, including other health IT
developers, exchanges, and networks;

e the developer’s approach to participation in health information exchanges and/or networks;

e the developer’s licensing practices and terms as it relates to making available APIs and other
aspects of its technology that enable the development and deployment of interoperable
products and services; and

e the developer’s approach to creating interfaces with third-party products or services,
including whether connections are treated as “one off” customizations, or whether similar
types of connections can be implemented at a reduced cost.

Importantly, we further proposed in 84 FR 7470 that information regarding “business
practices of developers of health IT related to exchanging electronic health information” would

include information about switching costs imposed by a developer, as we are aware that the cost
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of switching health IT is a significant factor impacting health care providers adopting the most
exchange-friendly health IT available.

Comments. One commenter stated that our proposed “business practices” is too broadly
defined and should relate exclusively to interoperability elements of certified health IT, rather
than to products and services that support exchange.

Response. As discussed in the Proposed Rule, we believe the term “business practices of
developers of health IT related to exchanging electronic health information” should be broadly
construed consistent with our interpretation of the Cures Act language regarding the
Communications Condition of Certification requirements, but limited to those business practices
that relate to the certified health IT as clarified previously in this Condition and Maintenance of
Certification section. A wide variety of business practices could impact the exchange of EHI,
including developer business strategies, pricing, and even fraudulent behavior. As such, we have
finalized in 8 170.403(a)(1)(v) our proposal that such business practices include developer
policies and practices that impact or facilitate the exchange of EHI. They could also include costs
charged by a developer not only specifically for interoperability elements of the certified health
IT, but also for any products or services that support the exchange of EHI through the certified
health IT. We reiterate that business practices related to exchange could include timeframes and
terms on which developers facilitate exchange; the developer’s approach to participating in health
information exchanges and/or networks; the developer’s licensing practices and terms as related
to APIs and other interoperable services; and the developer’s approach to creating interfaces with
third-party services. As proposed in 84 FR 7473, this Communications Condition of Certification

requirement will also apply to any communication concerning a Program requirement (e.g., a
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Condition or Maintenance of Certification requirement) related to the exchange of EHI or the
information blocking provision.

Comments. Several commenters had concerns regarding communications about prices and
costs, with some commenters asserting that such communications should be protected and some
others asserting that developers should be able to restrict communications about prices and costs,
including switching costs. Additionally, one commenter had concerns about protecting
communications regarding timeframes and terms as well as workarounds and customizations. One
commenter also recommended that ONC seek guidance from the Antitrust Division of the FTC
regarding economic impacts of regulating health IT developer terms, prices, and timeframes.

Response. We continue to interpret costs, information regarding timeframes and terms,
and information about health IT workarounds and customizations as protected communications
under the “Business Practices Related to Exchange” provision of this condition. We believe that
this type of information is frequently relied upon and necessary in order to optimize health IT for
the exchange of EHI. We emphasize that the costs charged by a developer for certified health IT
or related services that support the exchange of EHI are significant factors that can impact the
adoption of interoperable certified health IT and should be protected communications. For
example, pricing could include prohibitive costs that prevent or discourage customers from using
certified health IT to interact with competing technologies. Likewise, information regarding
timeframes and terms is the type of information considered and relied upon in the adoption of
interoperable certified health IT and is a protected communication. We have also finalized in §
170.403(a)(1)(vi) that information about certified health 1T workarounds and customizations

relates to important aspects of how a user has used certified health IT, including how the certified
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health IT can be used to achieve greater interoperability, and is a protected communication.

In response to the comments recommending that we seek guidance from the FTC, we note
that we are not regulating health IT developer terms, prices, and timeframes under this
Communications Condition of Certification requirements, and therefore do not need to seek
further guidance. Rather, the Communications Condition of Certification requirements would
protect communications about health IT developer costs, terms, and timeframes as described
above and ensure that such information could be shared. We have finalized the scope of the
protected subject area “business practices of developers of health IT related to exchanging
electronic health information” in § 170.403(a)(1)(v) as proposed.

iii. Meaning of “Prohibit or Restrict”

The terms “prohibit” and “restrict” are not defined in the Cures Act, nor in any other
relevant statutory provisions. We discussed in the Proposed Rule that communications can be
prohibited or restricted through contractual terms or agreements (e.g., non-disclosure agreements
or non-disparagement clauses) as well as through conduct, including punitive or retaliatory
business practices that are designed to create powerful disincentives to engaging in
communications about developers or their health IT. Therefore, we proposed in 84 FR 7470 that
the Communications Condition of Certification requirements would not be limited to only formal
prohibitions or restrictions (such as by means of contracts or agreements) and would encompass
any conduct by a developer that would be likely to restrict a communication or class of
communications protected by the Communications Condition of Certification requirements. We
explained that the conduct in question must have some nexus to the making of a protected

communication or an attempted or contemplated protected communication.
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(A) Prohibitions or Restrictions Arising by Way of Contract

We explained in the Proposed Rule that the principal way that health IT developers can
control the disclosure of information about their health IT is through contractual prohibitions or
restrictions. We noted that there are different ways that contractual prohibitions or restrictions
arise. In some instances, a contractual prohibition or restriction will be expressed, and the precise
nature and scope of the prohibition or restriction will be explicit in the contract or agreement.
However, we also noted that a contract may also impose prohibitions or restrictions in less precise
terms. We stated that a contract does not need to expressly prohibit or restrict a protected
communication in order to have the effect of prohibiting or restricting that protected
communication. The use of broad or vague language that obfuscates the types of communications
that can and cannot be made may be treated as a prohibition or restriction if it has the effect of
restricting legitimate communications about health IT.

We stated that restrictions and prohibitions found in contracts used by developers to sell or
license their health IT can apply to customers directly and can require that the customer “flow-
down” obligations to the customer’s employees, contractors, and other individuals or entities that
use or work with the developer’s health IT. We proposed that such contract provisions would not
comply with the Communications Condition of Certification requirements and would be treated as
prohibiting or restricting protected communications. We noted that prohibitions or restrictions on
communications can also be found in separate nondisclosure agreements (NDASs) that developers
require their customers—and in some instances the users of the health IT or third-party
contractors—to enter into in order to receive or access the health IT. We proposed that such

agreements are covered by the Communications Condition of Certification requirements.
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We did not receive comments on this specific aspect of the Proposed Rule and have
finalized our interpretation proposed in FR 7471 regarding prohibitions or restrictions arising by
way of contract as stated above.

(B) Prohibitions or Restrictions that Arise by Way of Conduct

We proposed in 84 FR 7471 that conduct that has the effect of prohibiting or restricting a
protected communication would be subject to the Communications Condition of Certification
requirements. We emphasized that the conduct in question must have some nexus to the making
of a protected communication or an attempted or contemplated protected communication. As
such, developer conduct that was alleged to be intimidating, or health IT performance that was
perceived to be substandard, would not, in and of itself, implicate the Communications Condition
of Certification requirements unless there was some nexus between the conduct or performance
issue and the making of (or attempting or threatening to make) a protected communication.

We did not receive comments on this specific aspect of the Proposed Rule and have
finalized our interpretation proposed in 84 FR 7471 regarding prohibitions or restrictions arising
by way of conduct as stated above.

iv. Communications with Unqualified Protection

We proposed in 84 FR 7472 a narrow class of communications—consisting of five
specific types of communications—that would receive unqualified protection from developer
prohibitions or restrictions. With respect to communications with unqualified protection, a
developer would be prohibited from imposing any prohibition or restriction. We proposed that
this narrow class of communications warrants unqualified protection because of the strength of

the public policy interest being advanced by the class of the communication and/or the sensitivity
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with which the identified recipient treats, and implements safeguards to protect the confidentiality
and security of, the information received. We stated that a developer that imposes a prohibition or
restriction on a communication with unqualified protection would fail the first part of the two-part
test for allowable prohibitions or restrictions, and as such would contravene the Communications
Condition of Certification requirements.

Comments. One commenter recommended adding language specifying the types of
entities that can receive communications with unqualified protection, noting that such specificity
would help ensure that these communications go to the appropriate entities so that they can be
addressed quickly. The commenter recommended that provisions around reporting to government
entities should be limited to United States government entities.

Response. We do not believe it is necessary to further specify the types of entities that can
receive communications with unqualified protection. We intend for this protection to cover a wide
variety of organizations, and further specifying the types of entities that can receive such
communications, such as limiting communication to only United States government entities,
would unnecessarily limit the scope of this protection and could be counter to the public policy
interest to advance the ability of these communications to occur unencumbered. We have
finalized in 8 170.403(a)(2)(i) our proposal to prohibit developers from imposing any prohibition
or restriction on communications that fall into a narrow class of communications—consisting of
the five specific types of communications described below—that would receive unqualified
protection.

(A) Disclosures Required by Law

We proposed in 84 FR 7472 that where a communication relates to subject areas
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enumerated in proposed § 170.403(a)(1) and there are federal, state, or local laws that would
require the disclosure of information related to health IT, developers must not prohibit or restrict
in any way protected communications made in compliance with those laws. We noted that we
expect most health IT contracts would allow for, or not prohibit or restrict, any communication or
disclosure that is required by law, such as responding to a court or Congressional subpoena, or a
valid warrant presented by law enforcement. We further proposed that if required by law, a
potential communicator should not have to delay any protected communication under the
Communications Condition of Certification requirements.
We did not receive comments on this aspect of the Proposed Rule and have finalized in §

170.403(a)(2)(i)(A) our approach regarding disclosures required by law as proposed.

(B) Communicating Information About Adverse Events, Hazards, and

Other Unsafe Conditions to Government Agencies, Health Care

Accreditation Organizations, and Patient Safety Organizations

We proposed in 84 FR 7472 that there is an overwhelming interest in ensuring that all

communications about health IT that are necessary to identify patient safety risks, and to make
health IT safer, not be encumbered by prohibitions or restrictions imposed by health IT developers
that may affect the extent or timeliness of communications. In addition to the public policy
interest in promoting uninhibited communications about health IT safety, we proposed that the
recognized communication channels for adverse events, hazards, and unsafe conditions provide
protections that help ensure that any disclosures made are appropriately handled and kept
confidential and secure. We proposed that the class of recipients to which the information can be

communicated under this specific category of communications given unqualified protection
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should provide health IT developers with comfort that there is little risk of such communications
prejudicing the developer’s IP rights.

We sought comment on whether the unqualified protection afforded to communications
made to a patient safety organization about adverse events, hazards, and other unsafe conditions
should be limited. Specifically, we sought comment on whether the unqualified protection should
be limited by the nature of the patient safety organization to which a communication can be made,
or the nature of the communication that can made.

Comments. Several commenters stated that ONC should not place any limits on the
unqualified protection afforded to communications made to patient safety organizations about
adverse events, hazards, and other unsafe conditions.

Response. We have finalized in § 170.403(a)(2)(i)(B) as proposed regarding the
unqualified protection afforded to communications about adverse events, hazards, and other
unsafe conditions that are made to government agencies, health care accreditation organizations,
and patient safety organizations. Additionally, we placed no limits or qualifiers on such
communications, including those communications made to patient safety organizations.

(C) Communicating Information About Cybersecurity Threats and
Incidents to Government Agencies

We proposed in 84 FR 7472 that if health IT developers were to impose prohibitions or
restrictions on the ability of any person or entity to communicate information about cybersecurity
threats and incidents to government agencies, such conduct would not comply with the
Communications Condition of Certification requirements.

We sought comment on whether it would be reasonable to permit health IT developers to
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impose limited restrictions on communications about security issues to safeguard the
confidentiality, integrity, and security of EHI. In the Proposed Rule, we asked if, for example,
health IT developers should be permitted to require that health IT users notify the developer about
the existence of a security vulnerability prior to, or simultaneously with, any communication
about the issue to a government agency.

Comments. Some commenters stated that users should never be required to notify the
developer when reporting cybersecurity issues, as this would impose a burden on the user and a
potential barrier to reporting. Other commenters recommended that developers should be allowed
to require users to notify them simultaneously or prior to reporting such incidents, with one
comment noting that this would enable developers to better address and respond to security
threats prior to the knowledge of a threat becoming widespread. Some commenters recommended
that ONC make it a violation for developers to not share cybersecurity vulnerabilities with
providers, and that ONC work with DHS to mitigate issues around sharing such vulnerabilities.
One commenter recommended changing the wording regarding communicating cybersecurity and
security risks to include known vulnerabilities and health IT defects.

Response. We strongly encourage users of health IT to notify developers as soon as
possible when reporting security incidents and issues. However, it would not be appropriate to
require this practice, which would impose an obligation on users of health IT that is outside the
scope of this rule. 1t would also be outside the scope of this condition to implement additional
requirements for developers regarding the sharing of cybersecurity vulnerabilities with health care
providers. To be clear, we expect developers with Health IT Modules certified under the Program

to share information about cybersecurity vulnerabilities with health care providers and other
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affected users as soon as feasible, so that these affected users can take appropriate steps to
mitigate the impact of these vulnerabilities on the security of EHI and other PII in the users’
systems. Thus, we have finalized the Communications Condition of Certification requirements in
8 170.403(a)(2)(i)(C) as proposed. Developers must not place restrictions on communications
receiving unqualified protections. We also clarify that known vulnerabilities and health IT defects
would likely be considered types of “adverse events, hazards, and other unsafe conditions” that
would receive “unqualified protection,” and thus a developer would not be able to restrict a health
IT user from communicating about such issues in communications receiving unqualified
protections under the Communications Condition of Certification requirements (see §
170.403(a)(2)(i) as finalized). However, we note that in communications not receiving unqualified
protection under the Communications Condition of Certification requirements, a security
vulnerability that is not already public knowledge would be considered a non-user-facing aspect
of health IT, about which developers are permitted to restrict communications (see 8
170.403(a)(2)(ii)(B) as finalized). Last, we note that we will continue to work with our federal
partners to mitigate and address cybersecurity threats and incidents.
(D) Communicating Information About Information Blocking and Other
Unlawful Practices to a Government Agency

We proposed in 84 FR 7473 that the public benefit associated with the communication of
information to government agencies on information blocking, or any other unlawful practice,
outweighs any concerns developers might have about the disclosure of information about their
health IT. We noted that reporting information blocking, as well as other unlawful practices, to a

government agency would not cause an undue threat to a health IT developer’s IP.
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Comments. We received several comments regarding the lack of whistleblower protections
in the Proposed Rule for individuals who report information blocking or other issues regarding
certified health IT. These comments discussed the need to provide for whistleblower type
protections for individuals who highlight information blocking practices, as well as to identify
them to the appropriate authorities so that the individual is not subject to retaliatory action by the
actor identified by the whistleblower.

Response. We appreciate these comments and agree that it is extremely important for
individuals to be able to report information blocking and violations of other Conditions of
Certification without fear of retaliation. We note that the Communications Condition of
Certification requirements provide protections against retaliation and intimidation by developers
with respect to protected communications. We discussed in the Proposed Rule that the
Communications Condition of Certification requirements cover communications that are
prohibited or restricted through contractual terms or agreements (e.g., non-disclosure agreements,
non-disparagement clauses) between the health IT developer, or offeror of health IT, and the
communicator, as well as through conduct, including punitive or retaliatory business practices that
are designed to create powerful disincentives to engaging in communications about developers or
their health IT. We clarify, however, that merely filing a lawsuit against the communicator
regarding the making of a communication would not be considered intimidating conduct in
violation of this Condition. Any such determination would necessarily be fact-specific, and the
health IT developer’s lawsuit would have to be designed to intimidate a communicator in order to
prevent or discourage that communicator from making a protected communication, rather than be

designed to pursue a legitimate legal interest. We believe that the proposed broad interpretation of
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“prohibit” and “restrict” is appropriate given the intention of the Cures Act, which placed no
limitations on the protection of communications about the protected subject areas. We finalized
this interpretation of “prohibit” and “restrict” proposed in 84 FR 7470 and believe that the
interpretation would provide significant protections for whistleblowers from retaliatory actions.
Thus, retaliatory actions by a developer against a whistleblower would be in violation of this
provision. We also emphasize that conduct by a developer that may be perceived as intimidating
or punitive would not implicate the Communications Condition of Certification requirements
unless that conduct was specifically designed to influence the making of a protected
communication. In other words, punitive actions must have a nexus to the making of a protected
communication, such as retaliation for reporting of information blocking, in order to violate the
Communications Condition of Certification requirements in 8 170.403(a)(1). Last, we refer
readers to the discussion of “complaints” under the information blocking section of this final rule,
which details the confidentiality provided to information blocking complaints and complainants.

We have finalized the Communications Condition of Certification requirements in §
170.403(a)(2)(i)(D) as proposed.

(E) Communicating Information About a Health IT Developer’s Failure to
Comply with a Condition of Certification or Other Program Requirement

We proposed in 84 FR 7473 that the benefits to the public and to users of health IT of
communicating information about a health I'T developer’s failure to comply with a Condition of
Certification requirement or other Program requirement (45 CFR part 170) justify prohibiting
developers of health IT from placing any restrictions on such protected communications. We

explained that information regarding the failure of certified health IT to meet any Condition of
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Certification requirement or other Program requirement is vital to the effective performance and
integrity of the Program. Moreover, the failure of a certified health IT to meet such requirements
could impact the performance of the certified health IT with respect to usability, safety, and
interoperability. We stated that it is important to enable unencumbered reporting of such
information and that such reporting is essential to the transparency that section 4002 of the Cures
Act seeks to ensure. While the current procedures for reporting issues with certified health IT
encourage providers to contact developers in the first instance to address certification issues, we
noted that users of health IT should not hesitate to contact ONC-Authorized Certification Bodies
(ONC-ACBs), or ONC itself, if the developer does not provide an appropriate response, or the
matter is of a nature that should be immediately reported to an ONC-ACB or to ONC.
We did not receive any comments on this aspect of the Proposed Rule. In consideration of
the above, we have finalized this provision in § 170.403(a)(2)(i)(E) as proposed.
v. Permitted Prohibitions and Restrictions
We proposed in 84 FR 7473 that, except for communications with unqualified protection

(8 170.403(a)(2)(i)), health IT developers would be permitted to impose certain narrow
prohibitions and restrictions on communications. Specifically, we proposed that, with the
exception of communications with unqualified protection, developers would be permitted to
prohibit or restrict the following communications, subject to certain conditions:

e Communications of their own employees;

e Disclosure of non-user-facing aspects of the software;

e Certain communications that would infringe the developer’s or another person’s IP rights;

e Publication of screenshots in narrow circumstances; and
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e Communications of information that a person or entity knows only because of their
participation in developer-led health IT development and testing.

The proposed Communications Condition of Certification requirements delineated the
circumstances under which these types of prohibitions and restrictions would be permitted,
including certain associated conditions that developers would be required to meet. We
emphasized that any prohibition or restriction not expressly permitted would violate the
Communications Condition of Certification requirements. Additionally, we proposed that it would
be the developer’s burden to demonstrate to the satisfaction of ONC that the developer met all
associated requirements. Further, as an additional safeguard, we proposed that where a developer
sought to avail itself of one of the permitted types of prohibitions or restrictions, the developer
must ensure that potential communicators are clearly and explicitly notified about the information
and material that can be communicated, and that which cannot. We proposed this would mean
that the language of health IT contracts must be precise and specific. We stressed that contractual
provisions or public statements that support a permitted prohibition or restriction on
communication should be specific about the rights and obligations of the potential communicator.
We explained that contract terms that are vague and cannot be readily understood by a reasonable
health IT customer would not benefit from the qualifications to this Condition of Certification
requirement as outlined in the Proposed Rule and below.

(A) Developer Employees and Contractors

We recognized in the Proposed Rule in 84 FR 7473 that health IT developer employees,
together with the entities and individuals who are contracted by health IT developers to deliver
products and/or services (such as consultants), may be exposed to highly sensitive, proprietary,
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and valuable information in the course of performing their duties. We also stated that we
recognize that an employer should have the ability to determine how and when the organization
communicates information to the public, and that employees owe confidentiality obligations to
their employers. We noted that this would similarly apply to contractors of a developer. We
proposed in 84 FR 7473 that on this basis, developers would be permitted to impose prohibitions
or restrictions on the communications of employees and contractors to the extent that those
communications fall outside of the class of communications with unqualified protection as
discussed above.

Comments. One commenter stated that this provision should be clarified and expanded to
cover other third parties with whom the health IT developer shares its confidential information,
including subcontractors, agents, auditors, suppliers, partners, co-sellers, and re-sellers, as well as
potential relationships for which a contract has not yet been signed in case information is shared
during a pre-contract evaluation stage.

Response. We reiterate that “developer employees and contractors™ include health IT
developer employees, together with the entities and individuals who are contracted by health IT
developers to deliver health IT and/or services who may be exposed to highly sensitive,
proprietary, and valuable information in the course of performing their duties. This functional
description of employees and contractors could include subcontractors, agents, auditors, suppliers,
partners, co-sellers, and re-sellers, depending on the specific relationship and circumstances. We
have finalized the proposed approach to describing employees and contractors in §
170.403(a)(2)(i1)(A). We note that we did not expand this description to include “potential

relationships” because such an addition would make the description overly broad, and it is
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unlikely that individuals who are not yet under contract would be exposed to highly sensitive,
proprietary, and valuable information.

Comments. We received one comment that self-developers should not be permitted to
place restrictions on the communications of their employees who are using their certified health
IT.

Response. We agree that self-developers should not be allowed to restrict the
communications of users of their certified health IT who are also employees or contractors. We
have revised 8 170.403(a)(2)(ii)(A) to clarify that the limited prohibitions developers may place
on their employees or contractors under the Communications Condition of Certification
requirements cannot be placed on users of a self-developer’s certified health IT who are also
employees or contractors of the self-developer. For example, a large health system with a self-
developed EHR cannot restrict a health care provider, who is employed by that health system and
using that EHR to provide services, from communicating about the EHR as a user based on the
fact that the health care provider is also an employee of the health system. We note that the
concept of “self-developed” refers to a Complete EHR or Health IT Module designed, created, or
modified by an entity that assumed the total costs for testing and certification and that will be the
primary user of the health IT (76 FR 1300).

(B) Non-User-Facing Aspects of Health IT

We proposed in 84 FR 7474 that the Communications Condition of Certification
requirements would permit health 1T developers to impose prohibitions and restrictions on
communications to the extent necessary to ensure that communications do not disclose “non-user-

facing aspects of health IT.” We noted that, like all permitted prohibitions, such prohibitions and
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restrictions could only be put in place by developers if there is not an unqualified protection that
applies. We proposed in 84 FR 7474 that a “non-user-facing aspect of health IT,” for the purpose
of this Condition of Certification, was an aspect of health IT that is not a “user-facing aspect of
health IT.” We stated that “user-facing aspects of health IT” would include the design concepts
and functionality that is readily ascertainable from the health IT’s user interface and screen
display. We stated that they did not include those parts of the health IT that are not exposed to
persons running, using, or observing the operation of the health IT and that are not readily
ascertainable from the health I'T’s user interface and screen display, all of which would be
considered “non-user-facing” concepts. We proposed in 84 FR 7474 that “non-user-facing aspects
of health IT” would include source and object code, software documentation, design
specifications, flowcharts, and file and data formats. We welcomed comments on whether these
and other aspects of health IT should or should not be treated as user-facing.

In the Proposed Rule, we noted that the terminology of “non-user-facing aspects of health
IT” is not intended to afford only health IT users with specific protections against developer
prohibitions or restrictions on communications and is agnostic as to the identity of the
communicator.

Comments. Some commenters expressed concern regarding the broad scope of “user-
facing” and, by extension, the scope of “non-user-facing.” One commenter asked for clarification
regarding the definition of “software documentation” with regards to non-user-facing aspects of
health IT and suggested that it applies to documentation that is for back-end components, not
documents for normal-end use. Additionally, a couple of comments stated that administrative

functions should not be considered user-facing, including one comment that the relevant users for
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the purpose of the Communications Condition of Certification requirements are “end” users, thus
the non-user-facing provision should apply only to “non-end-user-facing” aspects of health IT.
Some commenters emphasized that administrative portions of health IT contain more insight into
health IT systems and that administrative functions affect a limited number of users and are not
the types of communications or subject matters contemplated by the Cures Act. One commenter
stated that algorithms should be considered non-user-facing. Another commenter stated that ONC
should clarify the status of diagrams and flowcharts.

Response. We do not see a necessary or appreciable distinction between “users” and “end
users,” as we have focused on the aspects of the health IT that are and are not subject to protected
communications under this Condition of Certification. We also believe that there could be
unintended consequences with the term “end user,” such as limiting certain users not specified
under the “permitted prohibitions and restrictions” (e.g., developer employees and contractors)
from making protected communications. Therefore, we believe "non-user-facing” best reflects the
scope of the communications about health IT we seek to capture with these terms.

We reiterate that “non-user-facing aspects of health IT” comprise those aspects of the
health IT that are not readily apparent to someone interacting with the health IT as a user of the
health IT, including source and object code, certain software documentation, design
specifications, flowcharts, and file and data formats. We clarify that “non-user-facing aspects of
health IT” would also include underlying software that is utilized by the health IT in the
background and not directly by a user of the health IT. For example, the programming
instructions for proprietary APIs would be considered non-user-facing because they are not

readily apparent to the individual users of the health IT. In addition, underlying database software
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that connects to health IT and is used to store data would be considered a non-user-facing aspect
of health IT because it serves data to the health IT, not directly to a user.

We further clarify that algorithms would be considered “non-user-facing aspects of health
IT” as they are not readily apparent to persons using health IT for the purpose for which it was
purchased or obtained. Thus, communications regarding algorithms (e.g., mathematical methods
and logic) could be restricted or prohibited, while communications regarding the output of the
algorithm and how it is displayed in a health IT system could not be restricted as “non-user-facing
aspects of health IT.” Similarly, we also clarify that certain “software documentation” that would
be considered to be a non-user-facing aspect of health IT would include documentation for back-
end components, again because it is not readily apparent to persons using health IT.

Whether or not a communication would be considered a “non-user-facing aspects of
health IT” would be based on whether the communication involved aspects of health IT that
would be evident to anyone running, using, or observing the operation of the health IT for the
purpose for which it was purchased or obtained. With respect to administrative functions, where
the communication at issue relates to aspects of the health IT that are not observable by users of
the health IT, it would be considered “non-user-facing” for the purpose of this Condition of
Certification requirement. For example, a communication regarding an input process delay
experienced by an administrator of health IT that was caused by the underlying database software
could be restricted if the communication discussed the underlying database software, which
would be considered a non-user-facing aspect of the health IT. However, if the communication
discussed the user screens and the delay experienced by the administrator, which would be

considered user-facing aspects of health IT, it could not be restricted. Similarly, as long as
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diagrams or flowcharts do not include aspects of the health IT that are observable by users of the
health IT, as described above, they would be considered communications about non-user-facing
aspects of health IT.

We have finalized in 8 170.403(a)(2)(ii)(B) our proposed approach to the scope of “non-
user-facing aspects of health I'T” with the clarification provided above regarding scope.

(C) Intellectual Property

We proposed in 84 FR 7474 that the Communications Condition of Certification
requirements are not intended to operate as a de facto license for health IT users and others to act
in a way that might infringe the legitimate IP rights of health IT developers or other persons.
Indeed, we proposed in 84 FR 7474 that health IT developers are permitted to prohibit or restrict
certain communications that would infringe their IP rights so long as the communication in
guestion is not a communication with unqualified protection. We proposed in 84 FR 7474 that any
prohibition or restriction imposed by a developer must be no broader than legally permissible and
reasonably necessary to protect the developer’s legitimate IP interests. We also proposed in 84 FR
7474 that health IT developers are not permitted to prohibit or restrict, or purport to prohibit or
restrict, communications that would be a “fair use” of any copyright work comprised in the
developer’s health IT.gs “Fair use” is a legal doctrine that allows for the unlicensed use of
copyright material in certain circumstances, which could include circumstances involving
criticism, commentary, news reporting, and research.s7

Comments. One commenter stated that fair use should not override other IP protections

86 See 17 U.S.C. 107 (setting forth the four factors required to evaluate a question of fair use under the statutory
framework).
87 See https://www.copyright.gov/fair-use/more-info.html for more information on fair use.
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and stressed that relying on fair use could lead to uncertainty because it is determined on a case-
by-case basis. Another commenter stated that because the fair use doctrine can be difficult to
implement and can lead to uncertain results, ONC should expand the list of communications that
would be explicitly protected as fair use to include news reporting, criticism, parody, and
communications for educational purposes.

Response. We disagree with commenters and believe that relying on the “fair use”
doctrine for determining when a screenshot or other communication should be allowed under the
Communications Condition of Certification requirements. This doctrine presents a framework of
analysis that is well-developed in case law and thus can be interpreted and applied consistently,
even when materials are not formally copyrighted. Accordingly, we are retaining the concept of
“fair use” in the final provision in § 170.403(a)(2)(ii)(C). Developers and ONC will apply a fair
use test to copyrighted materials and, by analogy, to materials that could be copyrighted, to
determine whether developers may prohibit a communication that would infringe on IP rights.

The Communication Condition of Certification requirements relate only to protected
communications, thus developers can place restrictions on communications about subject matters
outside of the protected communications categories without implicating the Communications
Condition of Certification requirements. Also, as discussed earlier regarding developer employees
and contractors in 8 170.403(a)(2)(ii)(A), developers may restrict communications by their
employees, contractors, and consultants without implicating the Communications Condition of
Certification requirements, provided they do not restrict communications with unqualified
protections. Further, as described earlier regarding non-user-facing aspects of certified health IT

in 8 170.403(a)(2)(ii)(B), developers may restrict communications that disclose non-user-facing
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aspects of the developer’s certified health IT, provided they do not restrict communications with
unqualified protections. We clarified in that section that screenshots or videos depicting source
code would be considered communications of non-user-facing aspects of health IT and could be
restricted under the Communications Condition of Certification requirements as long as they did
not receive unqualified protection. We also clarify that this Condition does not prohibit health IT
developers from enforcing their IP rights and that a lawsuit filed by a health IT developer in
response to a protected communication regarding infringement of IP rights would not
automatically be considered intimidation or retaliation in violation of this Condition.

As discussed later in the pre-market testing and development section in 8
170.403(a)(2)(ii)(E), developers can place restrictions on communications related to pre-market
health IT development and testing activities, which could include IP protections, provided they do
not restrict communications with unqualified protections. Combined, these avenues allow for
protecting IP in ways that would not implicate the Communications Condition of Certification
requirements, thereby allowing developers to take a number of actions to protect and safeguard IP
in their certified health IT.

Comments. Several commenters requested clarity regarding how the proposed protections
for IP would work. One commenter stated that the rule must allow developers to protect
legitimate IP interests and asked for clarity on how ONC would determine whether a developer’s
restriction on the communication of a screenshot was an allowable protection of trade secrets or
an impermissible restriction of protected communications. Several other commenters, who
generally supported the Communications Condition of Certification requirements, requested

clarification regarding how a prohibition on communications that is designed to protect IP can be
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applied. Some commenters requested examples of the types of communications that can be
restricted on the basis of IP and clarification of the standard ONC will use to determine what
prohibitions are permissible.

Response. We have finalized an approach in § 170.403(a)(2)(ii)(C) that allows
developers to prohibit or restrict communications that involve the use of disclosure of
intellectual property existing in the developer’s health IT (including third-party intellectual
property), provided that any prohibition or restriction imposed by a developer must be no
broader than necessary to protect the developer’s legitimate intellectual property interests and
consistent with all other requirements under the “permitted prohibitions and restrictions” (8§
170.403(a)(2)(ii)) of this section. As discussed above, a restriction or prohibition would be
deemed broader than necessary and inconsistent with the “permitted prohibitions and
restrictions” (§ 170.403(a)(2)(ii)) if it would restrict or preclude a public display of a portion
of a work subject to copyright protection (without regard to whether the copyright is
registered) that would reasonably constitute a “fair use” of that work.

Examples of the types of communications that could be restricted under the
Communications Condition of Certification requirements might include a blog post describing a
customization of a developer’s health IT that includes the source code of the developer’s health IT
or a written review of an analytical feature of the developer’s health IT that reveals the algorithms
used. However, as mentioned above, the restriction must be no broader than necessary to protect
the developer’s legitimate IP interests, thus only the infringing portions of the communications
could be restricted.

Comments. One commenter recommended that a health IT developer must demonstrate
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that a communication was specifically designed to copy or steal a developer’s IP in order for the
developer to be allowed to prohibit the communication as an infringement on their IP rights.

Response. We appreciate this comment, but decline to require that a developer
demonstrate that a communication was designed to copy or steal IP in order for the developer to
restrict the communication as one that would infringe on IP rights. We believe that the revised
approach discussed above provides appropriate balance between protecting IP rights and enabling
protected communications and do not believe that an “intent” element would be necessary. We
have finalized the proposals regarding IP in § 170.403(a)(2)(ii)(C), as amended above.

(D) Faithful Reproductions of Health IT Screenshots

We proposed in 84 FR 7475 that health IT developers generally would not be permitted to
prohibit or restrict communications that disclose screenshots of the developer’s health IT. We
proposed that the reproduction of screenshots in connection with the making of a communication
protected by this Condition of Certification would ordinarily represent a “fair use” of any
copyright subsisting in the screen display, and developers should not impose prohibitions or
restrictions that would limit that fair use. Notwithstanding this, we proposed that health IT
developers would be allowed to place certain restrictions of the disclosure of screenshots as
specified in proposed § 170.403(a)(2)(ii)(D).

With respect to the limited allowable restrictions on screenshots, we proposed in 84 FR
7475 that developers would be permitted to prevent communicators from altering screenshots,
other than to annotate the screenshot or to resize it for the purpose of publication. We also
proposed that health IT developers could impose restrictions on the disclosure of a screenshot on

the basis that it would infringe third-party IP rights (on their behalf or as required by license).
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However, to take advantage of this exception, we proposed in 84 FR 7475 that the developer
would need to first put all potential communicators on sufficient written notice of those parts of
the screen display that contain IP and cannot be communicated, and would still need to allow
communicators to communicate redacted versions of screenshots that do not reproduce those
parts. Finally, we proposed in 84 FR 7475 that it would be reasonable for developers to impose
restrictions on the communication of screenshots that contain PHI, provided that developers
permit the communication of screenshots that have been redacted to conceal PHI, or where the
relevant individual’s consent or authorization had been obtained.

We welcomed comments on whether an appropriate balance had been struck between
protecting legitimate IP rights of developers and ensuring that health IT customers, users,
researchers, and other stakeholders who use and work with health IT can openly discuss and share
their experiences and other relevant information about the performance of health IT.

Comments. A large number of commenters, particularly health care providers, supported
our proposals regarding the communication of screenshots, with several stressing how helpful
screenshots are when communicating usability and safety issues with health IT. One commenter
noted that communication of screenshots can help different health care systems understand
whether a proposed implementation of an EHR has introduced safety-related challenges at other
locations, or help identify solutions to common problems, such as usability challenges. One other
commenter stated that there is nothing novel displayed in health IT screenshots that would need to
be protected.

Response. We appreciate the many positive comments on our proposals regarding

screenshots.
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Comments. Commenters stated that the scope of protected communications as proposed
should exclude disclosure of the health IT itself, such as through screenshots. The commenter
stressed that the Cures Act required that health IT developers not restrict communications about
the certified health IT with respect to specific topic areas, while the Proposed Rule expands that
restriction to include communication of the health IT itself. One commenter noted that the Cures
Act does not mention screenshots and they should not be included in the Communications
Condition of Certification requirements.

Response. The Cures Act amended title XXX of the PHSA to establish this condition of
certification, which applies to “health information technology.” Title XXX of the PHSA was
previously added by the HITECH Act, which included the definition of “health information
technology.” Section 3000(5) of the PHSA defines health information technology to mean
hardware, software, integrated technologies or related licenses, IP, upgrades, or packaged
solutions sold as services that are designed for or support the use by health care entities or patients
for the electronic creation, maintenance, access, or exchange of health information. We emphasize
both that this definition includes IP associated with the health information technology and that it
applies to this condition of certification as this condition references communications regarding
health information technology. We have also adopted this definition in § 170.102.

We disagree with the commenters’ interpretation of the statutory provision. The statutory
provision focuses on “communications” regarding enumerated aspects of the health IT.
Communications are not defined nor limited in the Cures Act, and we proposed to broadly define
them. Verbal, written, and visual, as well other types of communications, are all covered under

the Cures Act. A screenshot is a copy/picture of the user interface of the health IT, or a “visual
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communication” that is protected under this condition of certification. We have specifically
defined “communication” for this section in § 170.403(c) to mean any communication,
irrespective of the form or medium. The term includes visual communications, such as
screenshots and video.

As we emphasized in the Proposed Rule in 84 FR 7475, the sharing of screenshots (with
accompanying annotation and/or explanatory prose) is often a critical form of communication of
issues with health IT related to—for example—usability, user experience, interoperability,
security, or the way the technology is used. We believe screenshots are uniquely helpful as a form
of visual communication that can non-verbally illustrate the “user’s experiences when using the
health information technology” and the “manner in which a user of the health information
technology has used such technology” as they relate intrinsically to both subject areas and capture
those user experiences immediately and directly. Further, enabling screenshot sharing can allow
for clearer, more immediate, and more precise communication on these pertinent issues,
potentially helping a health system avoid costly, or even deadly, complications when
implementing health IT. It is also our understanding that screenshots are often the only recourse a
user in a network enterprise system has for capturing, documenting, and explaining their
concerns. We clarify, however, that the sharing of a screenshot alone would not be considered a
protected communication as it would need to be accompanied by an explanation of the issues or
aspects of the health IT that the screenshot is meant to communicate or illustrate.

Considering the value of communicating significant issues regarding health IT through
screenshots, we have finalized our proposal to include screenshots as a protected communications

under the Cures Act. However, as discussed in responses to other comments below, we have
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revised our final policy in multiple ways.

Comments. One commenter recommended that screenshots should be defined broadly to
include video and other media that can be helpful in demonstrating challenges with EHRSs.

Response. We agree with the recommendation that protections afforded to screenshots
should extend to video. We clarify that, like screenshots, video is considered a form of visual
communication. A video of a computer screen while a software program is in operation would
capture the user experience of interacting with that program and essentially would show a number
of screenshots from that program in rapid succession. We emphasize that video, similarly to
individual screenshots, is a critical form of communication of issues with the health IT, including
issues related to usability, user experience, interoperability, security, or the way the technology is
used.

As with screenshots, video is particularly useful in communicating a user’s experience
with health IT and the manner in which the user has used health IT. This is especially the case
when issues of a temporal nature are involved. For example, video would be essential for
illustrating a latency issue experienced during drug ordering that could not be communicated
through screenshots or other forms of communication. Video also could be critical to
demonstrating an issue with a clinical decision support alert that is designed to appropriately and
timely notify the provider of a patient matter but fails to do so.

Comments. Several commenters expressed concern regarding how a developer’s IP may
be impacted by the proposed Communications Condition of Certification requirements. Several
commenters stated that the Proposed Rule goes beyond protecting communications for the

purposes of patient safety and system improvement and would enable or require inappropriate
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sharing and disclosure of IP, potentially creating security risks, increased IP theft, and harming
innovation and the marketplace for health IT. Several commenters stated that trade secrets, patent
protections, and protections for confidential and proprietary information were not addressed or
considered appropriately in the Proposed Rule, and that as a result it would be possible for bad
actors to create pirated health IT based on the disclosure of screenshots and similar
communications. Commenters stated that developers of health IT have successfully used licensing
and nondisclosure agreements that apply to user-facing aspects of the technology to maintain the
trade secret status of their health IT and that the Proposed Rule would impact their ability to do so
and remain competitive in the market.

Response. We appreciate the comments regarding how a developer’s IP may be impacted
by the Communications Condition of Certification requirements. As discussed earlier in this
section, participation in the Program is voluntary; and developers have the option to agree to the
terms we have offered or to choose not to participate in the Program. However, we recognize the
need to properly balance the protection of a developer’s IP with the need to advance visual
communications (e.g., screenshot and video communications) under the Communications
Condition and Maintenance of Certification requirements, which we believe is critical to
addressing—among other things—the usability, interoperability, and security of health IT. As
discussed throughout this section and in section (C) above, we believe that we have properly
considered and addressed health IT developers’ IP rights in this final rule in § 170.403(a)(2)(i1)(C)
by amending the proposed regulation as described above.

We emphasize that the communication of screenshots is essential to protect public health

and safety and that our final policies take a measured approach to responding to and addressing a
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real and substantial threat to public health and safety. The communication of screenshots enables
providers, researchers, and others to identify safety concerns, share their experiences with the
health IT, learn from the problems, and then repair dangers that could otherwise cause serious
harm to patients. Our position is informed both by years of experience regulating health IT and
overwhelming research and academia, which is discussed below.

For instance, a study published in 2018 was performed to better characterize accessibility
to EHRs among informatics professionals in various roles, settings, and organizations across the
United States and internationally.ss To quantify the limitations on EHR access and publication
rights, the researchers conducted a survey of informatics professionals from a broad spectrum of
roles including practicing clinicians, researchers, administrators, and members of industry. The
results were analyzed and levels of EHR access were stratified by role, organizational affiliation,
geographic region, EHR type, and restrictions with regard to publishing results of usability
testing, including screenshots. Among faculty members and researchers, 72 percent could access
the EHR for usability and/or research purposes, but, of those, fewer than 1 in 3 could freely
publish screenshots with results of usability testing and half could not publish such data at all.
Across users from all roles, only 21 percent reported the ability to publish screenshots freely
without restrictions.se

The study explained that the patient safety implications of EHR publication censorship

and restricted EHR access are multiple. First, limiting institutions from sharing usability research

88Khairat, S, et al. 2018 Assessing the Status Quo of EHR Accessibility, Usability, and Knowledge Dissemination.
eGEMs (Generating Evidence & Methods to improve patient outcomes), pp. 1-11,
https://doi.org/10.5334/egems.228.

89 Id. at 1.
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findings can prevent the correction of known problems. Second, without public dissemination,
poor design practices will propagate to future iterations of existing vendor systems. Finally,
research efforts are directed away from real-world usability problems at a time when EHR
systems have become widely deployed and when an urgency exists to accelerate usability testing.
The study referenced the 2011 Institute of Medicine report (as discussed in the Proposed Rule and
in additional detail below), which identified contractual restrictions as a barrier to knowledge
regarding patient safety risks related to health IT. 90

The study emphasized that the result of this level of censorship is that a vast majority of
scientists researching EHR usability are either prevented from publishing screenshots altogether
or must first obtain vendor permission, thus impeding the free dialogue necessary in communities
of investigation.s1 The study argued that: (1) lack of EHR access makes many critical EHR
usability research activities impossible to conduct, and (2) publication censorship, especially
regarding screenshots, means that even those usability studies which can be conducted may not
have the impact they otherwise would. As a consequence, innovation can be stifled. As such, one
of the recommendations made by the researchers was that there should be a mandate that
screenshots and images from EHR systems be freely publishable without restrictions from copy-
right or trade secret constraints.s2

In the report by the Institute of Medicine that was noted above, entitled Health IT and

Patient Safety: Building Safer Systems for Better Care,s3s the Committee on Patient Safety and

90 Id. at 2.

911d.at7.

92 Id. at 8.

93 Institute of Medicine 2012. Health IT and Patient Safety: Building Safer Systems for Better Care. Washington,
DC: The National Academies Press, https://doi.org/10.17226/13269.
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Health Information Technology (Committee) explained that a significant impediment to gathering
safety data is contractual barriers (e.g., nondisclosure, confidentiality clauses) that can prevent
users from sharing information about health IT-related adverse events. They further explained
that such barriers limit users’ abilities to share knowledge of risk-prone user interfaces, for
instance through screenshots and descriptions of potentially unsafe processes. In addition, some
vendors include language in their sales contracts and escape responsibility for errors or defects in
their software (i.e., “hold-harmless clauses”). The Committee concluded that these types of
contractual restrictions limit transparency, which significantly contributes to the gaps in
knowledge of health IT—related patient safety risks. Further, these barriers to generating evidence
pose unacceptable risks to safety.ss Based on these findings, the committee recommended that the
Secretary of HHS should ensure insofar as possible that health IT vendors support the free
exchange of information about health IT experiences and issues and not prohibit sharing of such
information, including details (e.g., screenshots) relating to patient safety.ss

Recently, the U.S. Food and Drug Administration (FDA) funded Brigham and Women’s
Hospital Center for Patient Safety Research and Practice to conduct an exploration of
computerized prescriber order entry (CPOE)-related potential for errors in prescribing,
particularly as these relate to drug name displays, and ordering and workflow design issues. The
project investigated ways to better identify, understand, and prevent electronic ordering errors in

the future.oe However, the researchers noted that one large vendor would not grant permissions to

94 Id. at 3.

95 Id. at 7.

96 U.S. Food & Drug Admin., UCMA477419, Computerized Prescriber Order Entry Medication Safety: Uncovering
and Learning from Issues and Errors,
https://www.fda.gov/downloads/Drugs/DrugSafety/MedicationErrors/UCM477419.pdf.
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share requested screenshots necessary for the study. This refusal ran counter to both the FDA’s
task order initial precondition as well as multiple high-level panels’ health IT safety
recommendations. The FDA emphasized that it is hard to justify from a safety viewpoint why
such permission was withheld, despite the vendors’ proprietary concerns. FDA explained that
identifying, preventing, and learning from errors and improving prescribing safety should be a
priority and should take precedence over commercial considerations (and to the extent correctable
problems can be identified, likely would result in an improved commercial CPOE product). In
cases where the FDA sought to illustrate problems in the system, they drew generic screenshots to
illustrate the issue in question.g7

Among their recommendations, the FDA recommended that vendors be required to share
screenshots and error reports. The FDA emphasized that vendors should be required to permit the
sharing of screenshots and information with the FDA and other institutions regarding other CPOE
system issues of concern or that pose risk for errors. They stressed that the practice of prohibiting
such sharing via copyright must be eliminated. Further, the FDA recommended that vendors
should be required to disclose errors reported to them or errors identified in their products,
analogous to the requirement that drug manufacturers report significant adverse drug effects.ss

One of the co-authors of the FDA study recently wrote a law review article that discussed
the significance of screenshots.ss The author noted that the results of the FDA study were

remarkable and remarkably distressing, as they identified and took screenshots of over fifty

97 Id. at 44.

98 Id. at 52.

99 Ross Koppel, Uses of the Legal System That Attenuate Patient Safety, 68 DePaul L. Rev. (2019) Available at:
https://via.library.depaul.edu/law-review/vol68/iss2/6.
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different dangers in the health IT. He expressed frustration that it took up to two years of
additional discussions with the vendors to get permission to share the screenshots publicly, and
that even after these extended discussions, one vendor—“with more than a lion’s share of the
market”—prevented the study from displaying the screenshots, some of which were clearly
dangerous or deadly. He explained that they had worked around that limitation by substituting the
one vendor’s screens with parallel screens taken from Harvard’s homegrown, but by then
superannuated, EHR. The author emphasized that those images and screenshots illustrated over
fifty EHR risks caused by dangerous and confusing EHR interfaces. The author also emphasized
that the study could have been even more helpful in identifying these risks if the FDA had been
able to present the findings when first available, rather than haggle for a year or two, and if the
study was able to include all of the full images from each system they studied.1o00

Comments. A commenter recommended that ONC draw a distinction around purpose of
use in relation to the fair use of screenshots and require that the discloser of a screenshot be
responsible for ensuring the appropriateness of that purpose.

Response. As discussed under section (C) above we have retained the concept of “fair use”
as it applies to all health IT developer intellectual property covered under “permitted prohibitions
and restrictions” (8 170.403(a)(2)(ii)). As discussed throughout this section, we have placed
certain restrictions on the sharing of screenshots responsive to the commenter.

Comments. One commenter urged ONC to revise the proposed approach to screenshots by

adopting a process that would allow developers to review and approve screenshots for publication

100 Id. at 280-81.
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for specific purposes, such as communications about safety and usability.

Response. A pre-approval process could create potential or perceived barriers to
communications and thus could discourage or delay the making of protected communications that
are vital to patient safety or other important issues regarding certified health IT. For example, a
user might be less willing to go through the process, the time the process takes could undermine
the conveyance of the communications, and the objections raised during the process may not be
valid or amenable to all parties.

Comments. Several commenters had concerns regarding the volume of screenshots that
could be shared under our proposal and potential harms that could occur. One commenter
emphasized that sharing of screenshots could disclose information about how health IT works,
including algorithms and workflows, and enable creation of duplicate software and theft of
valuable IP. One commenter suggested that if a user of health IT published hundreds of
screenshots of the health 1T, a bad actor could theoretically deduce trade secrets based on the
screenshots. Several additional commenters were also concerned that the Proposed Rule could
allow communication of an unlimited number of screenshots of certified health IT, and one
commenter suggested revising the proposed approach to include limiting sharing of screenshots to
a reasonable number, such as seven.

Response. We appreciate those comments expressing concerns regarding the volume of
screenshots that could be shared and the potential negative consequences of allowing screenshots
to be shared. In the Proposed Rule in 84 FR 7475, we proposed to allow developers to place
limited restrictions on the sharing of screenshots. We stressed in the Proposed Rule that our goal

with our proposals concerning screenshots was to enable communications that will address
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matters such as patient safety, system security vulnerabilities, health IT performance, and
usability. Our intent was not to prevent developers from restricting the communication of
screenshots for purposes outside the scope of the protected communications detailed in the Cures
Act. Additionally, we believe that modern software design best practices uncouple screen design
from underlying algorithms, and that limited use of screenshots for safety would not allow reverse
engineering of large parts of the underlying code. However, we further emphasize that it was
never our intention that screenshots (or other visual communications such as video) depicting
source or object codes would be protected communications (see the non-user-facing aspects
provision of this Condition of Certification), so long as such communications are not
communications with unqualified protection.

We reviewed comments that suggested establishing a set numerical limit for the sharing of
screenshots. However, we have not finalized a requirement in § 170.403(a)(2)(ii)(D) with a fixed
numerical limit because there is no non-arbitrary way to determine what the “right” or
“appropriate” number is in a one-size-fits-all way. That is because the number of screenshots or
amount of video that would be needed to communicate about the health IT could vary, from one
situation to the next, based on the specific issue and circumstances. For instance, an issue with
health IT functionality regarding a particular process that involves the user viewing and making
selections on several different screens may necessitate images of all of the screens involved in
order to communicate the issue. However, an issue regarding how one value is being displayed in
a particular context (e.g., a medication name being truncated) may only necessitate one screenshot
in order to communicate the issue. Thus, we believe the best approach is to adopt a qualitative

standard that is designed to be sufficiently flexible for the wide range of health IT issues that may
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arise and the varying visual communications that need to be communicated to demonstrate or
display the issue.

We have finalized provisions in 8 170.403(a)(2)(ii)(D)(2) and (3) that allows health IT
developers to require persons who communicate screenshots to limit the sharing of screenshots to
only the relevant number of screenshots and amount of video that are needed to communicate
about the health IT regarding one or more of the six subject areas identified in the Cures Act and
detailed in § 170.403(a)(1). Allowing developers to limit the sharing of screenshots to only the
relevant number needed to communicate about the health IT — regarding one or more of those six
subject areas — places a limitation on the number of screenshots allowed to be shared under the
Communications Condition of Certification requirements and requires that the screenshots are
related to, and thus necessary in illustrating, the protected communication being made. In practice,
this would mean that if a particular safety issue in the health IT could be communicated using
three screenshots, the communicator should not share additional screenshots that are irrelevant or
only potentially relevant to communicate the safety issue with the health IT. If the communication
included additional screenshots that were not necessary to visually communicate about the
particular safety issue with the health IT that falls within the usability category, the health IT
developer would have grounds to seek redress.

As with screenshots, we wish to be sensitive to concerns regarding protecting IP in health
IT and allow developers to appropriately limit video communication in order to protect against
harms that could occur due to unlimited sharing. Similar to screenshots, the amount of video that
may be necessary to make a protected communication about health IT could vary, depending on

the nature of the issue or aspect of the health IT being addressed. For example, a video meant to
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communicate a delay in order entry would need to be long enough to communicate the
significance of the delay, but would not need to include video of the log-in process or other
unrelated functionality of the health IT. We have finalized a provision in § 170.403(a)(2)(ii)(D)(3)
that allows health IT developers to place certain limitations on the communication of video.
Under this provision, a health IT developer may require persons who communicate video to limit
the sharing of video to: (1) the relevant amount of video needed to communicate about the health
IT regarding one or more of the subject areas identified in the Cures Act and detailed in §
170.403(a)(1); and (2) only videos that address temporal matters that the user reasonably believes
cannot be communicated through screenshots or other forms of communications.

In sum, any disclosure must be limited to the relevant number of screenshots or amount of
video that is necessary to convey the matter that falls within one of the six subject areas, with
video only being used to convey temporal matters that cannot be communicated through
screenshots or other forms of communication. We believe these additional limitations on the
communication of screenshots and video will further bolster protections for developer IP, while
still allowing necessary and effective communication about health IT issues within the six subject
areas.

Comments. Several commenters stated that there should be a way to protect against
doctored screenshots.

Response. As proposed, communicators of screenshots must not alter the screenshots (or
video), except to annotate the screenshots or resize the screenshots (§ 170.403(a)(2)(ii)(D)(1)).
These restrictions similarly apply to video as well (§ 170.403(a)(2)(ii)(D)(1)). We further note

that, despite a lack of comments, on further reflection, we have elected to not finalize proposed
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limitations to allow developers to impose restrictions on the communication of screenshots that
contain PHI. We have made this determination because we believe that most of the individuals or
entities communicating the screenshots would be bound by other laws, including the HIPAA
Rules and state privacy laws, which would be applicable to the PHI at issue. Therefore, we do not
believe it is necessary to provide for developers policing the release of such data in the form of
screenshots in this Condition of Certification.

Comments. A number of commenters discussed the infeasibility of the proposed
requirements regarding restricting communication of screenshots, and in particular, the
requirement that health IT developers put all potential communicators on sufficient written notice
of each aspect of its screen display that contains third-party content that cannot be communicated
because it would infringe IP rights. Some commenters stated that the proposed language should
be amended to require a list of third-party content that might appear in a screen or that the
developer sublicenses, or to require a notice on the developer’s website. Other commenters stated
that the proposal should be removed. One commenter recommended ONC consider not making
developers accountable for actions by health IT users regarding the disclosure of screenshots with
third-party information. One commenter requested additional guidance from ONC for dealing
with third-party, non-health IT content in health IT.

Response. Where a health IT developer is prohibited by this rule from restricting the
communication of a screenshot and allows a screenshot containing third-party content to be
communicated, the health IT developer is acting as required by this final rule and enabling
important communication regarding critical health IT issues to occur. Thus, we believe developers

acting in accordance with this final rule should not be responsible for third-party content in
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screenshots that are communicated as required by the Communications Condition of Certification
requirements. As such, in 8 170.403(a)(2)(ii)(D) we have removed from the requirements related
to third-party IP rights proposed in 84 FR 7475.

(E) Testing and Development

We discussed in the Proposed Rule in 84 FR 7475 that some health IT developers expose
aspects of their health IT to health care providers and others for the purpose of testing and
development prior to a product’s “general availability” release. We stated that such disclosures
may relate to beta releases that are shared with certain customers for testing prior to the software
being made generally available to the market, or may be made as part of a joint-venture or
cooperative development process. In these circumstances, we proposed in 84 FR 7475 that a
health IT developer would be justified in keeping information about its health IT confidential. We
explained that this permitted prohibition or restriction would allow developers to seek appropriate
IP protection and discuss novel, “unreleased” product features with their customer base, which
has significant public policy benefits for research and innovation in the health IT industry.

We proposed in 84 FR 7475 that this permitted restriction would be limited and would not
apply to communications that are subject to unqualified protection as specified in proposed §
170.403(a)(2)(i). We proposed that this permitted restriction would also not apply to
communications about the released version of the health IT once the health IT has been released.

We requested comment on whether we should limit the time this protection would apply
for testing purposes. We also requested comment on whether we should set specific parameters
for covered testing.

Comments. A couple of commenters stated that there should be no limit on how long
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testing and development could last for the purpose of the restrictions that developers would be
allowed to place on communications regarding products in development. These commenters
stressed that any limit would be arbitrary and that until certified health IT is in live commercial
use, health IT developers should be permitted to restrict communications about it.

Response. We agree with the commenters and did not propose to add a time limit on
testing and development phases for the purpose of this Condition of Certification requirement.

Comments. A couple of commenters requested clarification that providers testing products
in real-world environments would not be considered “contractors” of developers for the purpose
of the Communications Condition of Certification requirements because such treatment could
result in developers being allowed to place additional communication restrictions on employees
and contractors under the Communication Condition of Certification requirements. One comment
also stated that restrictions on communications by employees and contractors should not extend to
their communications regarding product features and functionality that the employees and
contractors were not involved in developing or testing.

Response. The applicability of this allowable restriction to providers testing products
would be determined by the particular facts at issue and whether or not the provider was an actual
contractor, employee, or consultant for the developer. We also clarify that this final rule does not
limit the restrictions a developer may place on an employee, contractor, or consultant with regard
to protected communications, except to the extent that the communication is one with unqualified
protection, in which case no such restrictions would be allowed.

Comments. One commenter recommended that a health IT user must have used health IT

in a real-world context before a communication by the user about the health IT can be protected.
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Response. We have finalized our proposal in § 170.403(a)(2)(ii)(E) that a health IT
developer would be justified in keeping information about its health IT confidential prior to a

13

product’s “general availability” release. We note that a health IT developer would also be justified
in keeping information about a product update confidential because the update is not yet generally
available. We do not place any limits on who the communicator has to be in order to be covered
by the Communications Condition of Certification requirements, particularly since the protections
in the Communications Condition of Certification requirements extend beyond users of certified
health IT to cover researchers and other stakeholders who may experience certified health IT in a
variety of settings and scenarios. As such, we have decided not to limit the communication
protection to only those communications that are made by users of certified health IT in the real-
world context.
c. Maintenance of Certification Requirements

We proposed in 84 FR 7476 that to maintain compliance with the Communications
Condition of Certification requirements, a health 1T developer must not establish or enforce any
contract or agreement provision that contravenes the Communications Condition of Certification
requirements. We also proposed in 84 FR 7476 that a health IT developer must notify all entities
or individuals with which it has a contract/agreement related to certified health IT that any
communication or contract/agreement provision that contravenes the Communications Condition
of Certification requirements will not be enforced by the health IT developer. We proposed in 84
FR 7476 that such notification must occur within six months of the effective date of the final rule.

Further, we proposed in 84 FR 7476 that this notice would need to be provided annually up to and

until the health IT developer amends the contract or agreement to remove or make void any
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contractual provision that contravenes the Communications Condition of Certification
requirements. We further proposed as a Maintenance of Certification requirement in proposed §
170.403(b)(2) that health IT developers must amend their contracts/agreements to remove or
make void any provisions that contravene the Communications Condition of Certification
requirements within a reasonable period of time, but not later than two years from the effective
date of a final rule.

In the event that a health IT developer cannot, despite all reasonable efforts, locate an
entity or individual that previously entered into an agreement with the developer that prohibits or
restricts communications protected by the Communications Condition of Certification
requirements, we proposed in 84 FR 7476 that the developer would not be in contravention of the
Communications Condition of Certification requirements so long as it takes no step to enforce the
prohibition or restriction. We did not propose that health IT developers be required to furnish to
ONC or their ONC-ACB copies of notices made to customers, or copies of contracts or
agreements revised, in satisfaction of this Maintenance of Certification requirement, although we
noted that those communications could be requested by ONC or an ONC-ACB in the usual course
of business or to demonstrate compliance.

Comments. A number of commenters expressed concerns regarding the proposed
deadlines for complying with the requirements. Several commenters stated that the requirement to
notify customers and others with whom the developer has contracts or agreements within six
months was too 