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Component Number: 1
Component Name: Introduction to Health Care and Public Health in the U.S.

Component Description (from FOA):

A survey of how health care and public health are organized and services delivered in
the U.S. Covers public policy, relevant organizations and their interrelationships,
professional roles, legal and regulatory issues, and payment systems. Must also
address health reform initiatives in the U.S.

Assigned Institution: Oregon Health & Science University
Principal Investigator:  William Hersh, MD, OHSU
Team Lead(s): Vishnu Mohan, MD, OHSU

Team Members:

Thomas Blehl, MD, Valencia Community College, FL
JA Magnuson, PhD, OHSU

Vishnu Mohan, MD, OHSU

Workforce Roles:

e Implementation Managers

e Implementation Support Specialist

e Practice Workflow and Information Management Redesign Specialist
e Technical/Software Support

e Trainer

Component Objectives
At the completion of this component, the student will be able to:
1. Describe the medical model of healthcare in the US
2. Describe the administrative and functional organization of entities that deliver
healthcare in the US, both in the inpatient as well as the outpatient setting
3. Discuss the role of various healthcare professionals, their education, and
certification/licensure requirements
4. Distinguish between public and private funding for healthcare
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Describe health care financing structures, including insurance plans, third-party
payers, Medicare, and Medicaid

Describe the organization and structures of HMOs, PPOs, and IPAs

Describe methods of billing and reimbursement in healthcare

Describe elements of coding and charge capture in healthcare

Compare and contrast the function of the Joint Commission, FDA, CDC, and
NIH, with an emphasis on EHRs

10.Discuss legal issues in medicine including HIPAA, confidentiality, medical

malpractice, and tort reform

11.Describe the organization of public health in the US at the federal, state, and

local levels, and discuss the role of public health in averting epidemics and
bioterrorism

12.Describe evidence-based medicine, clinical practice guidelines, and quality

indicators in medicine. Identify key organizations involved in developing clinical
guidelines.

13.Discuss the key issues driving health care reform in the U.S.

Component Units with Objectives and Topics

Unit 1: Introduction and History of Modern Healthcare in the US

Description:

Introductory unit with description of definitions of terms used in the component, and an
emphasis of paradigm shifts in health care, including the transition from patient-centric
to physician-centric care, the transition from individual care to interdisciplinary team-
based care, and the central role of technology in healthcare delivery. This unit will also
emphasize the core values in US healthcare.

Objectives:
1. Delineate key definitions in the healthcare domain
2. Distinguish between healthcare systems and healthcare practice
3. Outline key paradigm shifts in medicine
4. Describe in overview terms the technology used in the delivery and
administration of healthcare
5. Discuss core values in American healthcare
Topics:
1. Description of terms commonly used in health care including:
a. Health
b. Healthcare
c. Healthcare system
d. Hospital
e. Clinic
f. Public health
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2. Discussion of distinguishing features between healthcare systems and
healthcare practice

3. Discussion of critical paradigm shifts in medicine including
a. physician-centric to patient-centric care
b. individual to team-based care
c. physician-kept records to personal health records

4. The dominant role of technology in healthcare delivery - technology used in the
delivery and administration of healthcare, with emphasis on technology used in:
a. Clinical medicine
b. Telemedicine
c. Pharmacy
d. Rehabilitation
e. Dentistry
f. healthcare education

5. Discussion of core values in American healthcare
Unit 2: Delivering Healthcare Part |

Description:

Depiction of the medical model of healthcare in the US, with an overview of the
organization of healthcare and the physical structure of healthcare delivery in the
inpatient and long term care settings, with an overview of the organization of the VA
system. This unit is intended primarily for the student who does not have a background
in healthcare, though the constituents of this unit will be described at a relatively
advanced level.

Objectives:
1. Describe the organization of healthcare at the federal, state and local levels
2. Describe the organization of the VA system
3. Describe the structure and function of hospital clinical and administrative units
4. Describe different types of long term care facilities, with an emphasis on their
function

Topics:
1. The organization of healthcare at the federal, state and local level
2. The organization of the VA system
3. Inpatient care - Hospital structure including
a. governing board
b. medical staff and hospital administration
c. ancillary services
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business office

Inpatient care - Hospital structure including
Inpatient care areas

ICUs and CCUs

hospital ancillary services

the ER

long term care facilities, including

nursing homes

specialty care hospitals

specialized rehabilitation units

copUaoTE RO

Unit 3: Delivering Healthcare Part Il

Description:

Depiction of the medical model of healthcare in the US, with an overview of the
organization of healthcare and the physical structure of healthcare delivery in the
outpatient setting, and with an overview of the people involved in the delivery of
healthcare, their education and licensing. This unit is intended primarily for the student
who does not have a background in healthcare, though the constituents of this unit will
be described at a relatively advanced level.

Objectives:

1.

Describe the organization of clinical health care delivery in the outpatient setting,
and the organization of outpatient health care delivery (including organizational
characteristics such as large medical groups, IPAs, small and single-provider
offices, and types of outpatient environments such as multispecialty offices,
single specialty offices, community health centers, urgent care centers and
teaching/training clinics)

Describe the organization of ancillary health care delivery in the outpatient
setting

Discuss the role of different healthcare providers, with an emphasis on the
delivery of care in an interdisciplinary setting, and their education and licensing.

Topics:

1.

Outpatient care - primary care clinics; distinction between family practice, internal
medicine, and pediatrics services, and the organizational characteristics of
outpatient care delivery settings.

Outpatient care - subspecialty clinics; medical and surgical specialties
Outpatient care - urgent care clinics and walk-in clinics

Outpatient laboratories, radiological services, and ancillary services ( e.g. home
health, hospice, PT, OT)

People - Overview of different healthcare providers and their roles in delivering
care to patients as part of an interdisciplinary team, including:

Healthcare providers - physicians, nurses, physician assistants, nurse
practitioners, radiology and laboratory technicians, nuclear medicine technicians,
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sonographers, physical and occupational therapists, therapists, Pharmacists,
emergency medical technicians and paramedics

b. Ancillary healthcare workers - billing and coding specialists, front and back office
staff, hospital support staff

6. education and licensing of healthcare providers

Unit 4: Financing Healthcare Part |

Description:

Overview of health care financing, including healthcare insurance at the organizational
and consumer levels. This unit will also include a brief discussion of the cost of
healthcare services, managed care, and concepts of coding and billing for services.

Objectives:

1. Describe models of health care financing in the US and in selected other
countries
Describe the organization and function of Medicare and Medicaid
Describe the organization and structure of network-based managed care health
insurance programs

2.
3.

Topics:
Distinction between publically-funded and privatized healthcare
Single payer systems versus multiple payer systems
Insurance and third party payers
Medicare
Medicaid
Organization and structure of network-based managed care health insurance
programs including
a. health maintenance organizations (HMOSs)
b. preferred provider organizations(PPOSs)
c. independent practice associations (IPAS)

O0AWNE

Unit 5: Financing Healthcare Part Il

Description:
This unit will discuss the cost of healthcare services, managed care, and concepts of
coding and billing for services.

Objectives:

1. Describe the history and role of the health insurance industry in financing healthcare
in the United States.

2. Review the billing process and understand coding and code sets in the claims
process.
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3. ldentify different fee-for-service and episode-of-care reimbursement methodologies
used by insurers in the claims process.

4. Review factors responsible for escalating healthcare expenditures in the United
States.

5. Discuss methods of controlling rising medical costs.

Topics:

QAN E

Billing and reimbursement in medicine
Overview of coding concepts - DRGs, ICD-9, CPT
The EMTALA Act and its effect on medicine
Capitation and managed care
Concierge medicine
Controlling costs in medicine
a. Reducing excessive expenses in diagnosis
b. Reducing excessive expenses in management
The cost of uninsured care including the growing trend of inappropriate use of the
ED for the delivery of primary care

Unit 6: Regulating Healthcare

Description:

Overview of regulation of health care, including regulatory and professional
organizations. This unit also discusses the regulation of safety in medicine, and details
key legal aspects of medicine.

Objectives:

1.

Describe the role of JCAHO and the process of accreditation and certification of
health care organizations in the US

2. ldentify the major health care regulatory bodies in the US
3. Describe the basic concepts of law in the United States: the legal system,
sources of law, classification of laws, the court system, and the trial process
4. Describe legal aspects of medicine including standard of care, statute of
limitations, the Good Samaritan Laws, medical malpractice, medical liability
system reforms, patient and physician rights and responsibilities, and the
provisions of HIPAA
5. Discuss the issue of patient safety in US medicine, JCAHO evoked requirements
for patient safety
Topics:
1. The role of the Joint Commission (JCAHO) in the accreditation and certification
of health care organizations and programs in the United States
2. Other regulatory bodies - ABMS, AMA, URAC
3. Safety in medicine
4. Legal issues including
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medical malpractice

tort reform

overview of confidentiality and privacy concerns
the doctor-patient relationship

apop

Unit 7: Public Health Part |

Description:

Overview of public health, with a brief history of public health in the US, description and
definitions of terms in public health, public health roles, and the organization of public
health systems in the US.

Objectives:

Distinguish between public and private health

Delineate the historic timeline and achievements of public health in the US
Define and discuss key terminology of public health

lllustrate the general organization of public health agencies and data flow
Evaluate and explain the impact and value of public health

arwnE

Topics:

1. History of Public Health in the US

2. Value of Public health to society

3. Public health definitions - incidence, morbidity, mortality rates, prevalence,
relative risk

4. Public Health roles - policy, epidemiology, monitoring

5. Public health laws and policies

6. Organization of public health care in the US - federal, state and local public
health departments

7. Overview of the impact of major public health programs, such as the eradication
of smallpox

Unit 8: Public Health Part Il

Description:
Overview of public health, with an emphasis on chronic and communicable diseases.
This unit also discusses the role of public health in averting epidemics and bioterrorism.

Objectives:

1. Give examples of and explain the general program categories of public health,
including communicable disease, chronic disease, terrorism response, and
environmental public health

2. Discuss the activities and achievements of public health in the realm of
communicable disease
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3. Compare and contrast the different types of terrorism and the different public
health responses

4. Describe chronic disease activities and achievements of public health, and the
work of public health in the realm of environmental health hazards

Topics:
1. Overview of communicable diseases and the role of public health organizations
in mitigating the severity of epidemics
2. The role of public health in averting bioterrorism
3. Overview of chronic diseases including diabetes, hypertension, heart disease,
cancers, and obesity with a focus on economic and social cost of management.

Unit 9: The Evolution and Reform of Healthcare in the US

Description:

Overview of healthcare trends including evidence based medicine, quality and practice-
care recommendations, comparative effectiveness research, and an overview of health
care reform initiatives in the US.

Objectives:

1. Describe evidence-based medicine, clinical practice guidelines, and quality
indicators in medicine.

2. Introduction to the patient-centered medical home

3. Discuss the key issues driving health care reform in the U.S.

Topics:

Evidence Based Practice

Clinical Practice Guidelines

. Quality Indicators and Comparative Effectiveness
. The Patient-Centered Medical Home

Healthcare Reform in the US

R wn e

Unit Elements:
Instructor manual, lectures, self-assessment questions, discussion questions and/or
activities, assignments and exercises

Format:

Slides with narration (voiceover PowerPoint in Flash format), suitable for lecture, team-
based learning, or online independent study; lecture transcripts (MS Word documents);
and audio files in mp3 format for each lecture; self-assessment and discussion
guestions and keys (MS Word documents).

Local Resources Required for Implementation:
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Computer, Microsoft Office, PowerPoint, Flash player (free download), mp3 player (free
download), Learning Management System (optional)

Component 1 Health IT Workforce Curriculum Page 9
Version 2.0/Spring 2011

This material was developed by Oregon Health & Science University, funded by the Department of Health and Human Services,
Office of the National Coordinator for Health Information Technology under Award Number 1U240C000015.






Curriculum Developme {f\ X
Centers Program

Awardee of The Office of the National Coordinator for
Health Information Technology

HEALTH IT WORKFORCE CURRICULUM
COMPONENT BLUEPRINT
Version 2.0/Spring 2011

Component Number: 2
Component Name: The Culture of Health Care

Component Description (from FOA):

A survey of how health care and public health are organized and services delivered in
the U.S. Covers public policy, relevant organizations and their interrelationships,
professional roles, legal and regulatory issues, and payment systems. Must also
address health reform initiatives in the U.S.

Assigned Institution: Oregon Health & Science University
Principal Investigator:  William Hersh, MD, OHSU
Team Lead(s): Vishnu Mohan, MD, OHSU

Team Members:

Vishnu Mohan, MD, OHSU
Paul Gorman, MD, OHSU

William Hersh, MD, OHSU

Workforce Roles:

e Implementation Managers

e Implementation Support Specialists

e Practice Workflow and Information Management Redesign Specialist
e Technical/Software Support

Trainer

Component Objectives
At the completion of this component, the student will be able to

1. Describe the major types of clinical personnel involved in health care, including
their education and training, certification and licensure, and typical roles in
healthcare.
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2. Describe the major types of settings in which health care occurs including
ambulatory care, acute and emergency care, hospital based and critical care,
and community health and public health settings.

3. Describe the major processes of information gathering, analysis, and
documentation used by clinicians to detect, understand, and prevent or treat
diseases.

4. Give examples and explain the differences between common forms of care
delivery including episodic one-on-one care, multidisciplinary care,
interdisciplinary care, care of chronic conditions, population based care, disease
management, long-term care, and end of life care.

5. Describe the role of community health and public health in managing illness
outbreaks, epidemics, and pandemics

6. Discuss the role of medical ethics and professional values in care delivery
including such issues as privacy, confidentiality, ethical conflicts, and health
disparities.

7. Describe common forms of quality measurement, performance improvement, and
incentive payment schemes meant to influence care delivery.

Component Units with Objectives and Topics
Unit 1: An Overview of the Culture of Healthcare

Description:
This unit is an overview of component. In this unit we will discuss some of the
underlying concepts of health, culture, and health informatics applications.

Objectives:
1. Distinguish between disease and illness.
2. Discuss the relationship between health and the health care system.
3. Define "culture"” in the classic sense and in the modern sense of the term, and
what it means for culture to be partial, plural, and relative.

4. Explain the concept of 'cultural competence.’

5. Explain the concepts of 'cultural safety,' "safety culture,” and "just culture" as
applied to organizations.

6. Be aware of the multiple cultures that interact in health care delivery

7. Be able to describe the student's own culture(s)

8. Explain "Rich Points" and how they are used in study of culture

9. Define "acculturation" and how it relates to working in health care settings

10. Be able to give examples of health informatics applications of the study of
culture

Topics:

a. What Do We Mean by "The Culture of Healthcare"
b. Learning More About the Culture of Health Care
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Unit 2: Health Professionals—The People in Health Care

Description:

This unit takes a look at the health professionals who deliver healthcare and the training
needed to work in these professions. The following professionals are described in this
unit: physicians, nurses, advanced practice nurses, physician assistants, pharmacists,
therapists, allied health professionals (x-ray techs, lab techs, etc.), paramedics, EMTS,
dental professionals, mental health professionals, and social workers.

Objectives:
1. Define terms used in health care including clinician, patient, disease, and
syndrome and in health professionals’ education and training
2. Describe the education, training, certification, and licensure of physicians
including
a. Primary care specialties
i. Family medicine
ii. Internal medicine
iii. Pediatrics
iv. Obstetrics
v. Emergency medicine and specialties as primary care
b. Common medical specialties and subspecialties
c. Typical surgical specialties- Radiologists, pathologists, etc
3. Describe the education, training, certification, and licensure of nurses including
a. Nurses with RN and BSN degrees
i. hospital medical-surgery nurse
ii. surgical and specialized hospital nursing roles
iii. nursing in outpatient settings
b. Advanced Practice Nursing
i. Nurse Practitioners: FNP, GNP
ii. Nurse midwives
iii. Nurse anesthetists
iv. Other nursing settings and roles
v. Long term care
vi. home health care
vii. community health nursing
c. Non clinical roles of nurses- Licensed Practical Nurses, Medical
Assistants, Medication Aides
4. Describe Physician Assistant education, training, certification, licensure and roles
5. Describe Pharmacists education, training, certification, licensure and roles
6. Describe types of Therapists and their education, training , licensure and roles
a. Respiratory therapy
b. Physical therapy
c. Occupational therapy
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7.

8.

9.

Describe the education, training , licensure and roles of technicians and nutrition
health professionals

a. Ancillary services: radiology, EKG, etc

b. Nutrition and dietary
Describe Paramedics’ and EMTs’ education, training, certification, licensure, and
roles
Describe Dental Health professionals’ education, training, certification, licensure,
and roles

10. Discuss the education, training, certification, licensure, and roles of mental health

professionals

11. Discuss the education, training, certification, licensure, and roles of social

workers and case managers.

Topics:
a. Health Professionals — The People in Health Care
b. Introduction and Physicians
c. Nursing
d. Physician Assistants, Pharmacy, Therapist, Technicians
e. Paramedics, Dental, Mental Health, Care Coordination

Unit 3: Health Care Settings- The Places Where Care is Delivered

Description:

This unit describes health care delivery sites including outpatient care, hospitals, tertiary
care centers, academic medical centers, the VA healthcare system, the military health
system, the Indian health service, and non-traditional delivery sites such as school-
based, community-based, and employer-based sites.

Objectives:

1.

oo

Differentiate the range of care delivery organizations, including primary care,
specialty care, tertiary care, inpatient and outpatient facilities, long-term care
hospitals, and long-term care facilities

Analyze the organization of healthcare delivery from the perspective of a
“continuum of care”, such as ambulatory services, in-patient care, long term care,
and end of life care.

Evaluate the similarities and differences of community hospitals, teaching
hospitals, and community health clinics

Describe the various departments and services offered by an outpatient clinic,
community hospital, academic medical center, and long-term care facility.
Explain the ways in which these departments interact and the services relate.
Speculate on the data and information that are created and used by people in
these departments.
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7. Describe ways in which medical and/or information technology has improved
interdepartmental communication and how that has improved the patient

experience.
Topics:
a. Outpatient Care

b. Hospitals

c. Hospital Structure

d. Hospital Departments and Their Functions (Nonclinical)
e. Hospital Departments and Their Functions (Clinical)

Unit 4. Health Care Processes and Decision Making

Description:

This unit describes the process used by a physician to make a diagnosis and determine
a care plan. This includes gathering information from the patient as well as other
objective and subjective sources, managing and organizing the information, comparing
the information to know states of disease, and how a clinician develops a care plan for
the patient.

Objectives:
1. Describe the elements of the Classic Paradigm of the clinical process.
2. List the types of information used by clinicians in caring for patients
3. Describe the series of steps in managing information in the patient-clinician
interaction.
4. List the different information structures or formats used to organize clinical
information
Explain what is meant by the "hypothetico-deductive" reasoning process.
Explain the difference between observations, findings, syndromes, and diseases
Describe multiple techniques or approaches used by clinicians to reach a
diagnosis.
8. List the major types of factors that clinicians consider when devising a
management plan for a patient's condition, besides the diagnosis and
recommended treatment.

No o

Topics:
a The Clinical Process - Overview of the Classic Paradigm
b Gathering Data and Analyzing Findings
c Making a Diagnosis
d Choosing Therapy
e Communicating the Plan

Unit 5: Evidence-Based Practice
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Description:

This unit describes the concept of evidence-based medicine. The discussion breaks
down evidence-based medicine into its smaller components and also a system for
determining the quality of the evidence. Lastly, the discussion turns to using evidence
based medicine and its limitations.

Objectives:

1. Define the key tenets of evidence-based medicine (EBM) and its role in the
culture of health care

2. Construct answerable clinical questions and critically appraise evidence
answering them

3. Apply the key statistics of EBM for intervention studies, including discerning
relative and absolute risk

4. Understand the critical appraisal of other key clinical questions of diagnosis,
harm, and prognosis

5. Discuss the benefits and limitations to summarizing evidence

6. Describe how to implement EBM in clinical settings and its limitations

Topics:
a. Introduction
Definitions and Application of EBM
Interventions 1
Interventions 2
Diagnosis
Harm and Prognosis
Summarizing Evidence
Putting Evidence into Practice
Limitations of EBM

S@ o ao0CT

Unit 6: Nursing Care Processes

Description:
This unit describes the processes used by a nurse to perform an assessment and
incorporate these observations into the patient’s care plan. This includes gathering
information from the patient as well as other objective and subjective sources,
managing and organizing the information, and charting the information so that all
practitioners can be apprised of the patient’s condition and what care the patient has
received.

Objectives:
1. Describe nursing assessment, intervention, and nursing judgment
2. Discuss nursing roles in inpatient, outpatient, and long-term care settings
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Discuss the role of the nurse in patient education

Discuss invasive procedures performed by nurses

Discuss the nurses role in medicating patients

Discuss the nurses role in quality improvement

Describe the typical shift for a nurse, including the tasks and roles during the
course of the shift.

Noohkow

Topics:
a. The Roles and Responsibilities of the RN
b. Assessing the patient
c. Invasive procedures performed by nurses
d. The nurse’s role in quality improvement
e. Medication administration
f. Nursing roles

Unit 7: Quality Measurement, Performance Improvement, and Incentive Payment
Schemes

Description:

This unit describes the concepts of quality measurement, performance improvement,
and incentive payments. These concepts are discussed in relation to the role of JCAHO
and Medicare.

Objectives:
1. Describe the current state of health care quality in the United States
2. Define the variations in health care from the ideal that diminish quality
3. Be able to classify a quality measure as a structural, process, or outcome
measure
4. Give examples of quality measures being applied in the current healthcare
environment, including those that are part of the meaningful use criteria

Topics:

Quality measurement and performance improvement
Capitation and utilization management

Performance incentivization

Continuous quality improvement and health care reform

apop

Unit 8: Professional Values; Medical Ethics; Privacy, Confidentiality, and Security

Description:

This unit describes the traditions and values in physicians, nurses, and allied health
professionals. This unit also discusses privacy, confidentiality, and security of medical
information, including the HIPPA Privacy and Security Rules. Medical ethics is
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discussed. Health care disparities, the rationing of care, and conscientious objection
are also discussed in this unit.

Objectives:

1. Define traditions, ethics, and values for medical professionals

2. Describe the role of a professional code of ethics

3. Compare and contrast professional codes of ethics from nursing and physicians.
4. Compare the professional code of ethics to the legal responsibilities of physicians
5. Describe the purpose of Medical Practice Acts

6. Describe the Purpose of State Licensure of Healthcare Professionals

7. Differentiate the definitions of privacy, confidentiality, and security

8. Describe the organizational and technological tools available to protect privacy,

confidentiality, and security
9. Apply the tenets of the HIPAA Privacy Rule in healthcare settings
10. Apply the tenets of the HIPAA Security Rule in healthcare settings
11.Describe the principles of medical ethics
12.Compare the professional codes of ethics for physicians and nurses
13.Describe the early bioethical questions
14.Describe the current bioethical issues
15.Describe the newest government agency dealing with bioethics
16.Discuss Bernard Lo’s clinical ethical decision making model
17.Compare and contrast ethical decisions concerning life and death
18. Discuss the populations that experience gaps in the quality of health care they
receive
19.Discuss the economic and regulatory definitions for rationing of care
20.Compare and contrast explicit and implicit rationing of care that occurs in the US

Topics:
a. Traditions and values in healthcare professionals
b. Privacy, Confidentiality, and Security
c. Medical Ethics
d. Other ethical issues in health care

Unit 9: Sociotechnical Aspects: Clinicians and Technology

Description:

This unit discusses the interaction and interdependence of social and technical
resistance to change—especially among physicians. This unit also looks at the
challenges of adapting work processes to new technology and why adapting paper
process to technology will not work. The resulting impact on quality, efficiency, and
safety is also discussed.

Objectives:
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1. Describe the concepts of medical error and patient safety, and discuss error as
an individual and as a system problem

2. Compare and contrast the interaction and interdependence of social and
technical: “resistance to change”, and discuss the impact of changing
sociotechnical processes on quality, efficiency, and safety

3. Discuss the challenges inherent with adapting work processes to new technology

Topics:
a. Medical Errors
b. Patient Safety
c. Sociotechnical Aspects of Healthcare

Unit Elements:
Instructor manual, lectures, self-assessment questions, discussion questions and/or

activities, assignments and exercises

Format:

Slides with narration (voiceover PowerPoint in Flash format), suitable for lecture, team-
based learning, or online independent study; lecture transcripts (MS Word documents);
and audio files in mp3 format for each lecture.

Local Resources Required for Implementation:
Computer, Microsoft Office, PowerPoint, Flash player (free download), mp3 player (free
download), Learning Management System (optional)
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Component Objectives:
At the completion of this component, the student will be able to:

1. Define, understand and correctly pronounce medical terms related to each of the
major body systems.

2. Define commonly used terms in public health, nursing, health information technology,
and clinical vocabularies & terminologies related to the implementation of electronic
health records.

3. ldentify the purpose and uses of pertinent health care terminologies in the electronic
health record.

4. Demonstrate the ability to integrate and use health care terminology in the various
health information technology roles

Component Units with Objectives and Topics

Unit 1 Understanding Medical Words
Description: This unit describes the meanings of medical words.
Objectives:

. Discuss the four parts of medical terms.

. Recognize word roots and combining forms.

. Identify the most common prefixes and suffixes.

. Describe the anatomical positions.

. Define the body planes.

. Identify regions of the body.

. Define directional and positional terms.

. Build, divide, spell and pronounce common medical words.

O~NO OIS WNE

Topics:

la.l - Understanding medical words
la.2 - Parts of a medical term

la.3 - Word and combining forms
1b.1 - Common prefixes and suffixes
1b.2 - Singular and plural endings
1b.3 - Abbreviations

1c.1 - Body structure

1c.2 - Anatomical positions

1c.3 - Body planes
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1c.4 - Regions of the body
1c.5 - Directional and positional terms

Unit 2 Integumentary System
Description: This unit describes the integumentary system.

Objectives:

1. Define, understand and correctly pronounce medical terms related to the
Integumentary System.

2. Describe common diseases and conditions, laboratory and diagnostic procedures,
medical and surgical procedures and medications related to the Integumentary System.

Topics:

2.1 - Integumentary System Overview

2.2 - Organs of the Integumentary System

2.3 - Function

2.4 -Skin

2.5 - Accessory Organs

2.6 - Integumentary Combining Forms

2.7 - Integumentary System Disorders/Diseases

2.8 -Burns
2.9 - Skin Cancer
2.10 - Wounds

2.11 - Common Hair problems

2.12 - Nail Problems

Unit 3 Musculoskeletal System

Description: This unit describes the musculoskeletal system.

Objectives:

1. Define, understand and correctly pronounce medical terms related to the
Musculoskeletal System.

2. Describe common diseases and conditions, laboratory and diagnostic procedures,
medical and surgical procedures and medications related to the Musculoskeletal
System.

Topics:
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3.1 - Musculoskeletal system overview
3.2 - Muscular components

3.3 - Skeletal components

3.4 - Functions

3.5 -Bones

3.6 - Joint

3.7 - Muscles

3.8 - Muscle disorders

3.9 - Myopathy

3.10 - Myositis

3.11 - Muscular dystrophy

3.12 - Muscular system combining forms
3.13 - Skeletal system

3.14 - Spinal column

3.15 - Upper extremity

3.16 - Lower extremity

3.17 - Skeletal disorders

3.18 - Fractures

3.19 - Arthritis

3.20 - Osteoporosis

3.21 - Skeletal system combining forms

Unit 4 Blood, Lymphatic and Immune Systems
Description: This unit describes the blood, lymphatic and immune systems.

Objectives:

1. Define, understand and correctly pronounce medical terms related to the Blood,
Lymphatic and Immune Systems.

2. Describe common diseases and conditions, laboratory and diagnostic procedures,
medical and surgical procedures and medications related to the Blood, Lymphatic and
Immune Systems.

Topics:

4.1 - Blood Overview

4.2 - Function

4.3 - Blood Components

4.4 - Blood cells

4.5 -Plasma

4.6 - Common Blood disorders/conditions
4.7 - Iron deficiency Anemia

4.8 - Sickle Cell Anemia

4.9 - Blood Combining Forms
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4.10 - The Lymphatic and Immune Systems
4.11 - Primary organs

4.12 - Lymph nodes

4.13 - Lymphatic vessels

4.14 - Thymus gland

4.15 - Tonsils

4.16 - Functions

4.17 - Immunity

4.18 - Types

4.19 - Natural Immunity

4.20 - Passive Acquired immunity

4.21 - Active Acquired immunity

4.22 - Common Lymphatic and Immune disorders/conditions
4.23 - Lymphedema

4.24 - Tonsillitis

4.25 - AIDS

4.26 - Lymphatic & Immune Combining Forms

Unit 5 Cardiovascular System

Description: This unit describes the cardiovascular system.

Objectives:

1. Define, understand and correctly pronounce medical terms related to the
Cardiovascular System

2. Describe common diseases and conditions, laboratory and diagnostic procedures,
medical and surgical procedures and medications related to the Cardiovascular System

Topics:

5.1 - Cardiovascular System Overview

5.2 - Function

5.3 - Primary Organs
5.4 - Heart

5.5 - Atria

5.6 - Ventricle

5.7 - Septum

5.8 - Blood Vessels

5.9 - Common diseases/conditions
5.10 - Atherosclerosis

5.11 - Stroke

5.12 - Hypertension

5.13 - Myocardial Infarction

5.14 - Cardiovascular Combining Forms
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Unit 6 Digestive System
Description: This unit describes the digestive system.
Objectives:

1. Define, understand and correctly pronounce medical terms related to the Digestive
System.

2. Describe common diseases and conditions, laboratory and diagnostic procedures,
medical and surgical procedures and medications related to the Digestive System.

Topics:

6.1 - Digestive system overview
6.2 - Function

6.3 - Primary organs

6.4 - Accessory organs

6.5 - Primary organs

6.6 - Oral cavity

6.7 - Pharynx

6.8 - Esophagus

6.9 - Stomach

6.10 - Small intestine

6.11 - Colon

6.12 - Rectum and anus

6.13 - Accessory organs

6.14 - Salivary glands

6.15 - Liver

6.16 - Gallbladder

6.17 - Pancreas

6.18 - Common diseases/conditions
6.19 - Peptic ulcer

6.20 - Cholelithiasis

6.21 - Crohn’s disease

6.22 - Digestive system combining forms

Unit 7 Endocrine System
Description: This unit describes the endocrine system.

Objectives:
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1. Define, understand and correctly pronounce medical terms related to the Endocrine
System.

2. Describe common diseases and conditions, laboratory and diagnostic procedures,
medical and surgical procedures and medications related to the Endocrine System.

Topics:

7a.1 - Overview of the Endocrine System
7a.2 - Hormones

7a.3 - Disorders

7a.4 - ldentification of the location of the endocrine glands
7a.5 - Adrenal Glands

7a.6 - Pancreas

7b.1 - Pituitary Gland

7b.2 - Pineal Gland

7b.3 - Thyroid Gland

7b.4 - Reproductive Organs

7b.5 - Thymus Gland

Unit 8 Ears, Nose, Throat, Eyes and Vision
Description: This unit describes the ears, nose, throat, eyes and vision.
Objectives:

1. Define, understand and correctly pronounce medical terms related to the Ears, Nose
and Throat and Eyes and Vision.

2. Describe common diseases and conditions, laboratory and diagnostic procedures,
medical and surgical procedures and medications related to the Ears, Nose and Throat
and Eyes and Vision.

Topics:

8a.1 - Overview of the Ear Anatomy
8a.2 - Hearing Loss and Deafness
8a.3 - Ear Disorders and Diseases
8a.4 - Overview of the Nose and Throat Anatomy
8a.5 - Nasal Cavity Disorders

8a.6 - Allergies

8a.7 - Common Cold

8a.8 - Hay Fever

8a.9 - Deviated Septum

8a.10 - Nasal Polyps

8a.11 - Nosebleed
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8a.12 - Rhinitis

8a.13 - Sinusitis

8a.14 - Nasal Cancer

8a.15 - Paranasal Sinuses
8a.16 - Throat Disorders

8a.17 - Cough

8a.18 - Diphtheria

8a.19 - Streptococcal Infections
8a.20 - Head and Neck Cancers
8b.1 - Overview of the Eye Anatomy
8b.2 - Eye Disorders and Diseases
8b.3 - Cataract

8b.4 - Color Blindness

8b.5 - Diabetic Retinopathy
8b.6 - Glaucoma

8b.7 - Eye Infections

8b.8 - Conjunctivitis

8b.9 - Stye

8b.10 - Macular Degeneration
8b.11 - Refractive Errors

8b.12 - Myopia

8b.13 - Hyperopia

8b.14 - Presbyopia

8b.15 - Astigmatism

8b.16 - Eye Cancers

8b.17 - Melanoma

8b.18 - Lymphoma

Unit 9 Nervous System

Description: This unit describes the nervous system

Objectives:

1. Define, understand and correctly pronounce medical terms related to the Nervous
System.

2. Describe common diseases and conditions, laboratory and diagnostic procedures,
medical and surgical procedures and medications related to the Nervous System.
Topics:

9.1 - Overview of the Anatomy of the Nervous System

9.2 - Central Nervous System

9.3 - Brain
9.4 - Spinal Cord
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9.5 - Cerebrospinal fluid

9.6 - Cerebrum

9.7 - Hypothalamus

9.8 - Cerebellum

9.9 - Peripheral Nervous System
9.10 - Cranial Nerves

9.11 - Spinal Nerves

9.12 - Brain Disorders and Diseases
9.13 - Alzheimer's Disease

9.14 - Brain Aneurysm

9.15 - Brain Cancer

9.16 - Epilepsy

9.17 - Parkinson's Disease

9.18 - Stroke

9.19 - Ischemic

9.20 - Hemorrhagic

9.21 - Spinal Cord Disorders and Disease
9.22 - Arteriovenous Malformation
9.23 - Meningitis

9.24 - Multiple Sclerosis

9.25 - Nerve Disorders and Diseases
9.26 - Bell's Palsy

9.27 - Carpal Tunnel Syndrome
9.28 - Peripheral Nerve Disorders
9.29 - Neurofibromatosis

Unit 10 Reproductive Systems
Description: This unit describes the reproductive systems.
Objectives:

1. Define, understand and correctly pronounce medical terms related to the Female
Reproductive System and Male Reproductive System.

2. Describe common diseases and conditions, laboratory and diagnostic procedures,
medical and surgical procedures and medications related to the Female Reproductive
System and Male Reproductive System.

Topics:

10a.1 - Overview of the female reproductive system anatomy
10a.2 - Breast

10a.3 - Ovary

10a.4 - Fallopian tube

10a.5 - Uterus
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10a.6 - Cervix

10a.7 - Vagina

10a.8 - Breast disorders and diseases
10a.9 - Fibrocystic breast

10a.10 - Cysts

10a.11 - Fibroadenomas

10a.12 - Intraductal papillomas

10a.13 - Breast Cancer

10a.14 - Cervical disorders and disease
10a.15 - Cervicitis

10a.16 - Cervical incompetence

10a.17 - Cervical polyps and cysts

10a.18 - Human papillomavirus (HPV)
10a.19 - Gonorrhea

10a.20 - Trichomoniasis

10a.21 - Ovarian disorders and diseases
10a.22 - Pelvic inflammatory disease
10a.23 - Uterine disorders and diseases
10a.24 - Dysfunctional uterine bleeding
10a.25 - Endometriosis

10a.26 - Uterine fibroids

10a.27 - Adenomyosis

10a.28 - Vaginal disorders and diseases
10a.29 - Vaginal cancer

10b.1 - Overview of the male reproductive system anatomy
10b.2 - Testes

10b.3 - Scrotum

10b.4 - Excretory ducts

10b.5 - Seminal vesicles

10b.6 - Prostate gland

10b.7 - Penis

10b.8 - Disorders and diseases of the penis
10b.9 - Balanitis

10b.10 - Erectile dysfunction

10b.11 - Infections

10b.12 - Chlamydia

10b.13 - Genital warts

10b.14 - Gonorrhea

10b.15 - Disorders and diseases of the prostate
10b.16 - Prostatitis

10b.17 - Benign prostatic hypertrophy (BPH)
10b.18 - Prostate cancer

10b.19 - Disorders and diseases of the testicles
10b.20 - Testicular disorders

10b.21 - Testicular cancer
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Unit 11 Respiratory System
Description: This unit describes the respiratory system.
Objectives:

1. Define, understand and correctly pronounce medical terms related to the Respiratory
System.

2. Describe common diseases and conditions, laboratory and diagnostic procedures,
medical and surgical procedures and medications related to the Respiratory System.

Topics:

11.1 - Overview of the Anatomy of the Respiratory System
11.2 - Upper Respiratory Tract

11.3 - Lower Respiratory Tract

11.4 - Diseases and Disorders of the Bronchus
11.5 - Asthma

11.6 - Bronchitis

11.7 - Diseases and Disorders of the Pharynx
11.8 - Tonsillitis

11.9 - Pharyngitis

11.10 - Head and Neck Cancer

11.11 - Diseases and Disorders of the Lung
11.12 - Cystic Fibrosis

11.13 - Lung Transplantation

11.14 - Pneumonia

11.15 - Pulmonary Embolism

11.16 - Pulmonary Hypertension

Unit 12 Urinary System

Description: This unit describes the urinary system.

Objectives:

1. Define, understand and correctly pronounce medical terms related to the Urinary
System.

2. Describe common diseases and conditions, laboratory and diagnostic procedures,

medical and surgical procedures and medications related to the Urinary System.

Topics:
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12.1 - Overview of the Anatomy of the Urinary System
12.2 - Kidneys

12.3 - Ureters

12.4 - Urinary Bladder

12.5 - Urethra

12.6 - Diseases and Disorders of the Urinary System
12.7 - Bladder Diseases

12.8 - Cystitis

12.9 - Urinary Tract Infection

12.10 - Interstitial Cystitis

12.11 - Diagnostic Tests

12.12 - Urine Tests

12.13 - X-rays

12.14 - Cystoscopy

12.15 - Bladder Cancer

12.16 - Diseases and Disorders of the Kidney
12.17 - Nephrolithiasis

12.18 - Diabetic Nephropathy

12.19 - Kidney Failure Treatments

12.20 - Hemodialysis

12.21 - Peritoneal Dialysis

12.22 - Kidney Transplantation

12.23 - Wilms' Tumor

12.24 - Renal Cancer

Unit 13 What is Public Health?
Description: This unit describes public health.
Objectives:

1. Discuss the various terms used to define public health.

2. ldentify the distinguishing features of public health.

3. Discuss the various terms used to define health.

4. Identify the categories and factors that influence health.

5. ldentify the terms commonly used as measures of health status.

Topics:

13.1 - What is Public Health ?

13.2 - Public Health Definitions

13.3 - Features of Public Health

13.4 - Defining Health

13.5 - Categories that influence Health
13.6 - Measurement of Health Status
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Unit 14 What is Health Information Management and Technology?
Description: This unit describes health information management and technology.
Objectives:

1. Define and explain the terms and concepts used in the field of Health Information
Management and Technology.

2. Understand the terms that frame Health Information Management (HIM) and Health
Information Technology (HIT) practice.

3. Explain commonly used acronyms and abbreviations.

Topics:

14.1 - Health Information Technology Regulations

14.2 - American Recovery and Reinvestment Act of 2009

14.3 - Health Information Technology for Economic and Clinical Health Act

14.4 - Terms and Concepts in Health Information Technology

14.5 - Commonly Used Health Information Technology Acronyms and Abbreviations

Unit 15 Overview/Introduction to the EHR

Description: This unit describes the overview and introduction to the electronic health
record (EHR).

Objectives:

1. Discuss the American Recovery and Reinvestment Act of 2009 (ARRA) including the
portion of the bill called the Health Information Technology for Economic and Clinical
Health Act (HITECH) Act of 2009.

2. ldentify factors affecting the need for an EHR.

3. Compare the automated record with the paper record.

4. Identify the advantages and disadvantages of the automated record.

5. Discuss the obstacles to implementation of a paperless record.

Topics:

15.1 - American Recovery and Reinvestment Act (ARRA)
15.2 - Office of the National Coordinator for HIT

15.3 - Goals of the HITECH

15.4 - Components of HITECH

15.5 - The Electronic Health Record

15.6 - Functions of health records
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15.7 - Attributes of electronic health records
15.8 - Advantages and disadvantages of implementation of electronic health records

Unit 16 Definitions and Concepts in the EHR

Description: This unit describes definitions and concepts in the electronic health record
(EHR).

Objectives:

1. Discuss the difference between an EHR, EMR, and PHR.

2. Define functional requirements of an EHR.

3. Discuss the purpose of EHR components (i.e. CPOE, CDSS, pharmacy system,
laboratory systems, documentation systems, admission and discharge systems)
4. Describe methods to ensure data security and confidentiality.

5. Identify the hardware and software requirements for EHR implementation.

Topics:

16.1 - EHR, EMR, PHR

16.2 - Use of EMR in ambulatory, acute care, and public health settings

16.3 - Functions and use of the PHR

16.4 - EMRs, PHRs and interoperability with an EHR

16.5 - Functional Requirements and Components of an EHR

16.6 - Documentation systems

16.7 - CPOE and CDSS

16.8 - Pharmacy, Laboratory, and ADT systems

16.9 - Data security and confidentiality

16.10 - HIPAA

16.11 - Hardware and software requirements for data security (i.e. back-ups, mirror
Systems, off-site data storage

16.12 - Methods for ensuring data confidentiality (i.e. passwords, audit trails, biometrics)

16.13 - Hardware and Software Requirements for EHR implementation

16.14 - System servers and data repositories

16.15 - Types of Networks and network devices (i.e. smart terminals, dumb terminals,
wireless networks)

16.16 - User interface hardware and point of care devices (i.e. CPU, PDA, Tablets, Slim
Clients)

16.17 - Types of electronic record software (i.e. best of breed, legacy, home grown, off
the shelf)

Unit 17 Clinical Vocabularies

Description: This unit describes clinical vocabularies.
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Objectives:

1. Discuss the relevance of standardized terminologies to healthcare practice and
research.

2. Describe the attributes of a terminology.

3. Identify the difference between classification systems and reference terminologies.
4. Discuss the interest and involvement of the federal government in terminology
standards.

5. ldentify classification systems used to classify and document healthcare diagnoses,
interventions, and outcomes.

Topics:

17.1 - Importance of terminology standards

17.2 - Interoperability of healthcare records

17.3 - Reimbursement for care and surveillance of illness

17.4 - Tracking of healthcare outcomes for practice and researching the PHR

17.5 - Terminologies

17.6 - Attributes of a terminology system

17.7 - Types of terminology structures and coding

17.8 - Terminologies used to classify healthcare diagnoses, interventions, and
outcomes
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5.
6

Describe network computing, its benefits and risks, and identify commonly-used
communications hardware and software components.

Identify security risks for computing systems and discuss potential solutions.
Explain the design and development process of a large system such as an EHR.

Unit Topic(s):
1.

0.

Basic computing concepts, including history
Internet and the World Wide Web

2.
3. Computer hardware and architecture

4. Application and system software

5. Overview of programming languages, including basic programming concepts
6.
7
8
9
1

Databases and SQL
Networks

. Security

Components and development of large scale systems
Future of computing

Component Units with Objectives and Topics

Unit 1. Basic Computing Concepts Including History

Unit Description:

This unit will discuss the history of basic computing concepts and the ways that
computers input, manipulate, calculate, and output data. It will provide information on
selecting a computer by discussing the range of computer types, from desktops to
laptops to servers. It will also discuss computer hardware and software and other
electronic devices that contain computers.

Objectives:
By the end of this unit the student will be able to:
a.

Define what a computer is.

b. List different types of computers (PC's, mobile devices, embedded computers,
etc.).

c. Define the common elements of computer systems.

d. Describe the various hardware and software options for typical desktop, laptop
and server systems for home/business use (focusing on healthcare systems).

e. Explain the development of computers and the Internet, including healthcare
systems up until the present time.

Topics:

What is a computer?

1.0a - Definition of a computer

1.0b - Types of computers

1.0c - Common Elements of computer systems
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2.0 - Selecting a computer

2.0a — Selecting a desktop

2.0b — Selecting a laptop

2.0c — Selecting a system for healthcare applications
3.0 — History of Computing

3.0a — The beginnings of computers
3.0b — The first computers

3.0c — Early electronic medical records
3.0d — Personal computers

3.0e — The Internet

3.0f — Current and future computers

Unit 2: Internet and World Wide Web

Unit Description:
This unit will cover the implications, origins, and use of the Internet and the World Wide
Web. It will also discuss the advantages and disadvantages of this technology.

Objectives:
By the end of this unit the student will be able to:
a. Define the Internet and how to connect to it.
b. Define the World Wide Web and how to access it—with URL's and search
engines .
c. Learn how to write effective search queries for Internet search engines, filtering
the results and evaluate credibility of information.
d. Discuss security and privacy concerns on the Internet (phishing, identify theft,
keystroke copying).
e. List ethical issues for the Internet, including intellectual property rights and
copyright, free speech vs. libel/slander, etc.
f. Explore online healthcare applications and associated security and privacy
issues (including HIPAA).

Topics:

2.0 Whatis the Internet?

2.1a The Origins of the Internet

2.1b The Internet Today

2.1c The Internet Spawns the WWW
2.2  Who Created the WWW?

2.2a How does the Web Work?

2.2b HTML - The Language of the Web
2.2c The World's First Web Server

2.2d Who Owns the Web?
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2.3  Standardized Communications
2.3a Internet Addressing Basics

2.3b  How to Obtain an IP Address

2.4  Introducing Domain Names

2.4a DNS and IP Work Well Together
2.4b What is a Domain Name?

2.5 Connecting to the Internet

2.5a Service Providers and You

2.5b Internet Access For a Fee

2.5¢c Provider Equipment

2.5d Customer Premises Equipment
2.5e Leasing an IP Address

2.5f Leasing a Dynamic IP Address
2.5g Leasing a Static IP Address

2.5h  DNS - Another ISP Service

2.6  Searching the Internet

2.6a Search Engine Providers

2.6b How do Search Engines Function?
2.6c Using a Search Engine

2.6d Web Search Tips

2.6e Search Results in a Nutshell

2.7 Internet Security and Privacy Concerns.
2.7a What Devices are Usually Attacked
2.7b How do Hackers Attack Devices?
2.7c Secure Your Operating System
2.7d Secure Your Files

2.7e Engage in Safe Browsing

2.7t Close Popup Windows Safely

2.7g Secure Your Computer System
2.7h Manage Cookies

2.71  Passwords and the Internet

2.7} Passwords and the Internet

2.8  Other Internet Security Considerations
2.9 Trojans, Viruses, and Worms

2.9a Trojans

2.9b Viruses
2.9c Macros
2.9d Worms
2.9e Phishing
2.9f E-mail Links
2.99 Hoaxes

2.10 Ethical Considerations of the Internet
2.10a Sharing Internet Connections with Neighbors
2.10b Downloading Music and Movies from the Internet
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2.10c
2.10d
2.10e
2.11
2.12
2.13
2.14
2.14a
2.15
2.15a
2.16

Copyright Infringement

Internet Databases

Truth or Lies?

Everyone’s Online Today — Social Networking Sites
What is Privacy?

What is Confidentiality?

Federal Rules Emerge - HIPAA

HIPAA — Privacy and Security Rules

Free Online PHR Systems Readily Available
EHRs Used by Health Care Providers

EHR Security Q & A

Unit 3: Computer Hardware and Architecture

Unit Description:

This unit will provide a foundation on how a computer functions and how data is
represented in memory as a key element in understanding the field of information and
computer science. Various input and output devices will be discussed, including how
these devices connect to the computer, and the CPU and its role in making the whole
computer system function.

Objectives:
By the end of this unit the student will be able to:

a.

@~poowT

List the major elements of a computer (motherboard, CPU, 1/0 devices, memory,
secondary storage, buses, expansion cards, ports, etc.).

Describe how data is stored in memory and in secondary storage.

Describe how data is represented in binary.

Describe the function of the CPU.

Describe how data is input/output from the computer.

Describe how a computer system works together.

Introduce specialized architectures and embedded systems used in healthcare
settings.

Topics:
What is a computer?

3.1a
3.1b
3.1c
3.1d
3.2

3.2a

Computer hardware components.
System components.
Motherboard ports.

Motherboard buses.

Device functionality.

Input devices.
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3.2b
3.3
3.4
3.4a
3.4b
3.5
3.5a
3.5b
3.5¢c
3.5d
3.5e
3.5f
3.6
3.6a
3.6b
3.6¢C
3.6d
3.7
3.8
3.9
3.10

Output devices.
Input/Output ports.
Storage devices.

Primary storage.
Secondary storage.

Data storage.

Binary data storage.

Data storage example.
Data representation in memory.
Data storage acronyms.
Data addressing.

Data storage reality check.
CPU functionality.

CPU components.

CPU execution.

CPU performance.

The evolving CPU.

Data vs. information.
Putting it all together.
Specialized health care CPUs.
Unit summary.

Unit 4: Application and System Software

Unit Description:

This unit will cover application and system software including definitions and the
elements that comprise them with a focus on healthcare systems. It will also describe
the functions of file organization, different operating systems and the purpose and
usage of file systems.

Learning Objectives:
By the end of this unit the student will be able to:

a.
b.

C.

d.
e.

Define application vs. system software.

Give examples of application software and the elements that comprise them,
focusing on healthcare systems.

Describe the functions of system software (OS), including file organization (file
types, downloading, zipped files).

List different types/brands of Operating Systems

Explain the purpose and usage of file systems

Unit Topic(s):

1.0 Application vs. System Software
2.0 Application Software
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2.1  Forms of Application Software

2.2  Types of Application Software

2.3  Examples of Application Software
3.0 Components of Software

3.1 Hardware Needs

4.0 Installing and Uninstalling Software
5.0 Ethical Considerations of Software
6.0 System Software

6.1  Operating Systems

6.1a Functions of an Operating System
6.2  Utility Programs

6.3 Types of OS

6.3a Examples of OS

7.0 File Systems

7.1  Computer Files

7.2  File “Containers”

7.3  File Management Utilities

7.4  File System Implementation

7.5 Putting it all together

Unit 5: Overview of Programming Languages Including Basic Programming
Concepts

Unit Description:

This unit will discuss the purpose and types of programming languages from simple
machine code to high level programming languages, including the process of compiling
and interpreting. Students will use variables, loops and conditional statements to build
a simple program.

Objectives:
By the end of this unit the student will be able to:

a. Define the purpose of programming languages.

b. Define the different types of programming languages.

c. Explain the continuum of programming languages from machine code and
assembly languages through scripting languages and high level structured
programming languages.

d. Explain the compiling and interpretation process for computer programs.

e. Use the following components of programming languages to build a simple
program: variables, loops and conditional statements.

f. Introduce additional programming concepts such as objects and modularity.

Topics:
1.0 Overview of programming languages
1.1  Software development and programming
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1.2
2.0
215
2.2
2.3
2.4
3.0
4.0
4.1
5.0
5.1
5.2
5.3
5.4
5.5
5.5.1
5.5.2
5.5.3

Algorithms

Different types of programming languages
Generations of programming languages
Programming paradigms

Scripting languages

Programming languages developed for healthcare
Continuum of programming languages

The compiling and interpreting process

Java’s hybrid approach

Programming language constructs with Java examples
Variables and datatypes

Assignment statements and expressions

Input and Output

Example program in Java (calculating BMI)
Control Structures

If statements

Conditional expressions

Loops

5.5.3.1 While loops
5.5.3.2 For loops

5.6
6.0
6.1
6.2
6.3
6.4
6.5
7.0

Another example program in Java
Object Oriented Programming (OOP)
Objects and classes

OOP Designs

Inheritance

Modularity

Encapsulation

Summary

Unit 6: Databases and SQL

Unit Description:

This unit will discuss the purposes of databases, a relational database, and the querying
language SQL. Students will design a simple database using data modeling and
normalization. Basic data operations will be defined, common query statements will be

created, and SQL implementation will be discussed.

Objectives:
By the end of this unit the student will be able to:

a.
b.
C.

Define and describe the purpose of databases.
Define a relational database.
Describe the SQL querying language.
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Define the basic data operations for databases and how to implement them in
SQL, including data modeling and normalization .

e. Design a simple relational database.
f. Create simple querying statements for the database.
Topics:
1.0 The definition and purpose of databases
2.0 Relational databases
3.0 The SQL guerying language
4.0 Data operations for databases
5.0 Designing a database
6.0 Examples of querying statements for databases

Unit 7: Networks and Networking

Unit Description:

This unit will discuss the history and evolution of computer networks, including the
various types of network communications. Various forms of networking addressing will
be covered, as will network topologies, standards and protocols, and logical model
concepts. Network hardware and wireless communication will also be addressed.

Learning Objectives:
By the end of this unit the student will be able to:

a. List and describe the various types of network communications and network
addressing.
b. List and define the different types of networks.
c. Describe different network topologies.
d. List and describe different network standards and protocols.
e. Describe wireless communication.
f. List and describe network hardware.
Topics:
7.0 Whatis a network?
7.1a A modern network example
7.1b  Why networks
7.1c Networks decrease cost
7.2  Networks serve customers
7.2a How devices connect to a network
7.2b  Wired vs. wireless networks
7.2c It's all about speed (bandwidth vs. throughput)
7.2d Service providers and you
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7.3
7.3a
7.3b
7.3C
7.4
7.4a
7.5
7.5a
7.5b
7.6
7.6a
7.6b
7.7
7.8
7.9
7.10
7.11
7.12

Connecting to the Internet

Leasing an IP address

Leasing a dynamic IP Address
Leasing a static IP address

IP addressing basics

IP address versions (IPv4 and IPv6)
LANs use more than IP addressing
MAC address example

How to obtain an IP address
Domain names

What is a domain name?

DNS

Network types

Network topologies

Network standards and protocols
Wireless communications
Networking logical models

The OSI model

Unit 8: Security

Unit Description:

This unit will describe common security concerns and safeguards, including firewalls,
encryption, virus protection software and patterns, programming for security. Security
of wireless networks will also be addressed. Concerns and regulations relating to
healthcare applications will be covered as well as safeguards in those platforms.

Objectives:
By the end of this unit the student will be able to:

a.
b.

C.
d.
e.

List and describe common security concerns (viruses, worms, etc.).

Describe safeguards against common security concerns, including firewalls,
encryption, virus protection software and patterns, programming for security, etc.
Describe security concerns for wireless networks and how to address them.

List security concerns/regulations for health care applications.

Describe security safeguards used for health care applications.

Topics:
8.0 Why concerned about security?
8.1a Common threats to security.
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8.1b Trojan horse

8.1c Viruses.

8.1d Macro viruses.

8.1le Personal information attacks.

8.1f Worms.

8.1g False information.

8.2 How do hackers operate?

8.3a What is network security?

8.3b Authentication.

8.3c Authorization.

8.4d Permissions.

8.4e Mitigating security issues.

8.4f Security policy.

8.4g Authentication factors — proving your identity.
8.4h Factor authentication.

8.4i Firewalls.

8.4) Windows Firewall example.

8.4k AV software & software.

8.4l Intrusion Protection Systems.

8.4m Encryption & examples.

8.4n Audit security policy practices.

8.5 Additional steps to take...

8.6  Security and wireless networking.
8.6a Wireless device security.

8.7 Health care applications and security.
8.8 Concerned about security of health data?
8.9 What is an EHR system?

8.10 EHRs used by health care providers.
8.11 EHR security Q & A.

8.12 Federal regulations.

8.13 HIPAA and privacy.

8.14 What is privacy?

8.15 What is confidentiality.

8.16 Steps to secure EHR and records.

Unit 9: Components and development of large scale systems

Unit Description:

This unit will discuss large scale systems that support multiple, simultaneous users who
access the core functionality through some kind of network. The components and
development of these systems will be covered through the Systems Development
Lifecyle, or SDLC, including the financial support of these systems over time.

Objectives:
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By the end of this unit the student will be able to:

a. Describe the building blocks of a large scale system.

b. Explain the initial design process/options for a large scale system

c. Describe the evaluation process/criteria for including and selecting existing
software applications.

d. Describe the process for new software development.

e. Describe the different types of testing (unit, system, usability) and when testing
should occur.

f. Describe systems maintenance.

g. Explain the process of financially supporting large scale systems over time.

Topics:

1.0 Building Blocks of a large system

2.0 Development of a large system—The Systems Development Life Cycle
3.0 Financial Support of large systems

Unit 10: Future of Computing

Unit Description:

This unit will cover five topics: trends in computing, interfaces used to communicate with
computer systems, cloud computing, the changing social implications of the use of
computer systems, and the ubiquity of computers in our daily lives.

Objectives:

By the end of this unit the student will be able to:

a. Describe latest advances in technology

b. Discuss implications for healthcare systems, including potential risks.

Topics:

1.0 Trends in Computing
2.0 User Interfaces

3.0 Cloud Computing

4.0 Social Implications
5.0 Ubiquitous Computing

Unit Elements:
Instructors manual, unit self-assessment questions, discussion questions

Format:

Slides with narration (voiceover PowerPoint in Flash format), suitable for lecture, team-
based learning, or online independent study; lecture transcripts (MS Word documents);
and audio files in mp3 format for each lecture; self-assessment and discussion
guestions and keys (MS Word documents).
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Local Resources Required for Implementation:
Computer, Microsoft Office, PowerPoint, Flash player (free download), mp3 player (free
download), Learning Management System (optional)
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Workforce Roles: Core: Implementation Managers (Healthcare);
Secondary: All other roles except IT
Implementation Support Specialists

Component Objectives:
At the completion of this component, the student will be able to:

1. Explain the rationale for elements of the HITECH Act in terms of the history of health
IT(HIT) in the US.

2. Describe the background of today’s health IT landscape including Electronic Health
Records (EHRS), Health Information Exchange (HIE), Clinical Decision Support (CDS),
and telemedicine, Public Health Informatics, Nursing Informatics, and the role of health
IT in health care quality and safety.

3. Describe the history of certification and regulation of health IT in the US.

4. Describe how legislation related to privacy and security of electronic health
information has evolved in the US.

5. Discuss how financial incentives for use of health IT have changed over time

6. Describe the background of the professional organizations that are involved with
health IT.

Component Units with Objectives and Topics

Unit 1 Evolution of Health IT: The Early Years
Description: This unit describes the early years of the evolution of health IT.

Objectives:

1. Discuss the enduring values that have been foci for HIT stakeholders from the
perspectives of healthcare organizations, community and practicing physicians, and
academic physicians, information systems personnel, and medical informaticians.

2. Discuss how the social, educational, and professional environments in healthcare
influence these values.

3. Discuss the impact of key developments in the 1950s and 1960s including Sputnik,
Medicare/Medicaid legislation, medical research, and the Civil Rights legislation on
healthcare.

4. Describe the characteristics of the healthcare environment and the use of computers
in healthcare in the 50s and 60s.
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5. Discuss how the problem-oriented medical record changed the structure of medical
records.

6. Discuss the impact that increased access to healthcare had on the use of computers
in healthcare in the 1970s.

7. Describe how key informatics innovations such as the problem-oriented medical
record, Medline, early EMRs and CDSS relate to the general healthcare environment of
the 1970s.

8. Describe some of the early forerunners of today’s EHR including COSTAR, TMR, and
the Regenstrief CPRS.

9. Describe early clinical decision support systems including Internist-1, Mycin and the
HELP system.

10. Discuss the impact that the cost containment focus of the 1980s had on the use of
health information technology.

11. Discuss the healthcare environment of the 1980s and its impact on the types of
informatics applications developed during this time period.

12. Discuss the increasing professionalization of informaticians and HIT professionals in
the 1980s including training programs and professional organizations.

Topics:

la.1l - Influences, goals and values of key players in healthcare and health IT

la.2 - The healthcare environment prior to 1970

1b.1 - The 1970s environment

1b.2 - Key informatics innovations in the 1960s and 1970s (Medline, early
EHRs, medical expert systems)

1c.1 - The 1980s environment

1c.2 - Information systems in healthcare
1c.3 - Early clinical decision support systems
1c.4 - Professionalization of informatics

Unit 2 Evolution of Health IT: The Modern Era
Description: This unit describes the evolution of health IT from 1990 - 2009.
Objectives:

1. Discuss factors that led to increasing clinical use of computers from 1990- 2009.

2. Discuss key influences on health IT developments including the Internet, HIPAA, the
Human Genome project, and the Institute of Medicine Quality Chasm series.

3. Discuss the focus of health IT in the late 90s up to the present.

4. Discuss the role of health IT in clinical and translational research and personalized
medicine.

5. Discuss why there is more receptivity to the use of Health IT now than during the
previous 50 years.
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Topics:

2a.1 - Changes in the general environment from 1990-2009
2a.2 - Changes in the healthcare environment from1990-2009
2b.1 - Changes in healthcare organizations from 1990-2009
2b.2 - The practice of medicine in the modern era

2b.3 - Academic edicine and the role of Informatics
2c.1 - Developments in informatics and information technology
2c.2 - Impact of changes over the last 50 years

Unit 3 Evolution of Health IT: The HITECH Act
Description: This unit describes the background and provisions of the HITECH Act.

Objectives:

1. Discuss the barriers to adoption of Health IT that the HITECH Act is designed to
address.
2. Discuss how the following ARRA/HITECH requirements relate to previous
developments in health IT:

a. Certified electronic health records

b. Concept of meaningful use including e-prescribing, clinical decision support,

interoperability and HIE, structured documentation of quality measures

c. Incentives to providers

d. Education of clinicians

e. Workforce development
3. Give examples of how the HITECH provisions support healthcare reform efforts.
4. Discuss the overall vision for the effects of the HITECH Act.

Topics:

3a.1l - Barriers to the use of Health IT to improve quality and reduce cost
3a.2 - The HITECH vision

3a.3 - Regional Extension Centers

3a.4 - Workforce Development

3b.1 - “Meaningful Use” of Health IT

3b.2 - Promotion of Health Information Exchange
3b.3 - Strategic Health IT Advanced Research Projects

Unit 4 Evolution of Public Health Informatics

Description: This unit describes the evolution of public health informatics.
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Objectives:

1. Discuss how the sub-discipline of public health informatics has evolved over time.

2. Describe how health IT (HIT) can be used to enhance public health practice.

3. List potential ethically, social, and political issues associated with the development of
HIT applications for public health purposes.

Topics:

4.1 -What is public health?

4.2 -What is public health informatics (PHI)? And how did it evolve?
4.3 - What were early PHI applications?

4.4 -What are emerging and future PHI uses?

Unit 5 Evolution of Nursing Informatics and HIT Tools Used By Nursing

Description: This unit describes the evolution of nursing informatics and the HIT tools
used by nursing.

Objectives:

1. Discuss how health IT (HIT) tools have evolved to support the practice of nursing.
2. List common nursing HIT applications and describe how they have evolved over time.
3. Describe the evolving role of nurse informaticists in healthcare organizations.

Topics:

5.1 - How nurses spend their time

5.2 - The changing definitions of nursing informatics over time

5.3 - Early nursing informatics tools, and how they evolved over time
5.4 - Evolving Role of the Nurse Informaticist

Unit 6 History of Electronic Health Records (EHRS)
Description: This unit describes the history of electronic health records.
Objectives:

1. Name some early examples of electronic medical records.

2. Discuss lessons learned from the early EHR implementations.

3. Discuss how the attributes that were identified for a computer-based patient record in
the 1991 Institute of Medicine Report relate to the concept of meaningful use.

4. Discuss differences between the terms electronic health record (EHR) and personal
health record (PHR).
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Topics:

6a.1 - EHR terminology changes over time

6a.2 - Example of an early EHR--COSTAR

6a.3 - Example of an early EHR—TMR

6a.4 - Example of an early EHR—RMRS

6a.5 - Lessons learned from the early systems

6a.6 - Barriers to widespread use

6b.1 - The Computer-Based Patient Record (1991)

6b.2 - Electronic Health Record System Capabilities (2003)
6b.3 - Meaningful Use (2010)

Unit 7 History of Clinical Decision Support Systems
Description: This unit describes the history of clinical decision support systems.
Objectives:

1. Describe various types and structures of clinical decision support (CDS) systems.
2. Discuss the evolution of clinical decision support from expert system research.

3. Discuss the changes in focus of clinical decision support from the 1980s to the
present.

4. Discuss the change in architecture and mode of access of clinical decision support
systems from the 1980s to the present.

5. Describe some of the early clinical decision support systems.

6. Discuss the historical challenges in implementing CDS.

Topics:

7a.1 - Definition of clinical decision support (CDS)
7a.2 - Types of CDS

7a.3 - “Classic” clinical decision support systems
7b.1 - Examples of CDS and how they evolved
7c.1 - Evolution of CDS architecture

7c.2 - Challenges to be overcome

Unit 8 History of CPOE and E-Prescribing

Description: This unit describes the history of CPOE and e-prescribing.

Objectives:
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1. Explain how the evolving capabilities of CPOE systems impact quality and patient
safety in the hospital setting.

2. Explain how the evolving capabilities of e-prescribing systems impact quality and
patient safety in the ambulatory setting.

Topics:

8.1 - The unreliability of physician handwriting
8.2 - Automation of the ordering process

8.3 - Early CPOE systems

8.4 - Early e-prescribing systems

Unit 9 History of Health Information Exchange
Description: This unit describes the history of health information exchange.
Objectives:

1. Describe historical US efforts at realizing health information exchange.

2. Define community health information networks (CHINS) and regional health
information organizations (RHIOSs).

3. Describe why CHINSs failed in the 1990s.

4. Describe the concept of RHIOs and articulate how they relate to Nationwide Health
Information Network (NHIN).

Topics:

9.1 - What is health information exchange (HIE)?

9.2 - How is health information currently exchanged?

9.3 - What were early HIE systems, and why did they fail?
9.4 - The goals of the Nationwide Health Information Network

Unit 10 History of Privacy and Security Legislation
Description: This unit describes the history of privacy and security legislation in the US.
Objectives:

1. Discuss the reasons why the administrative simplification provisions were attached to
the original HIPAA legislation.

2. Explain the 5 principles underlying the HIPAA privacy rule.

3. Discuss the reasons why the privacy rule was an action of the executive, not the
legislative branch of Congress.

4. Describe security recommendations in the 1997 report “For the Record.”
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5. Describe the major changes in privacy and security requirements as a result of
HITECH and the reasons why the changes were needed.

Topics:

10a.1 - Definitions of privacy, confidentiality and security

10a.2 - HIPAA legislation-1996

10a.3 - Privacy and confidentiality prior to HIPAA

10a.4 - Principles underlying the HIPAA Privacy Rule

10a.5 - HIPAA-1998-2009

10b.1 - Practices recommended by National Research Council (NRC) to ensure
confidentiality

10b.2 - NRC Recommended Security Practices

10c.1 - Background to HITECH changes to HIPAA

10c.2 - HITECH changes to HIPAA

10c.3 - Challenges in implementing HITECH privacy and security requirements

Unit 11 Software Certification and Regulation
Description: This unit describes the history of software certification and regulation.
Objectives:

1. Discuss the history of FDA involvement in the regulation of clinical software.
2. Describe the origins, focus and activities of CCHIT.
3. Discuss the changes in the EHR certification process as a result of the HITECH Act.

Topics:

11.1 - Explanation of EHR certification and FDA regulation processes

11.2 - Challenges in regulation of EHRs

11.3 - 1989 FDA policy on ‘competent human intervention’

11.4 - Recommendations on software regulation from 1996 FDA workshop

11.5 - Rise of interest in HIT-1999-2004

11.6 - 2004-2009 Certification of EHRs-origins and role of CCHIT

11.7 - Patient safety and HIT regulation

11.8 - HITECH requirements for certification of HIT and review of
unintended consequences

Unit 12 History of Mobile Computing
Description: This unit describes the history of mobile computing in healthcare.

Objectives:
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1. Discuss the developments in mobile computing that have enabled portable
computers to be used in health care settings.

2. List the benefits of using mobile computers in the clinical setting, and discuss how
these benefits have developed over time.

3. Give examples of three applications for mobile computers in healthcare.

Topics:

12.1 - History and examples of mobile devices

12.2 - Medical uses for mobile devices

12.3 - History of use of mobile devices in medicine

12.4 - Benefits of mobile devices in healthcare

12.5 - Characteristics of users of mobile devices in healthcare

Unit 13 History of Telemedicine

Description: This unit describes the history of telemedicine.
Objectives:

1. Define telemedicine.

2. Describe the differences between telemedicine and telehealth.
3. Discuss key developments in the history of telemedicine.

4. Identify and describe at least two current applications of telemedicine.
Topics:

13.1 - Telemedicine definitions

13.2 - Differences between telemedicine and telehealth

13.3 - History of telemedicine in the early and late 20" century
13.4 - Telemedicine reports to Congress

13.5 - Current and future developments in telemedicine

Unit 14 History of Quality Improvement and Patient Safety

Description: This unit describes the history of the use of information technology as a
part of quality improvement and patient safety.

Objectives:
1. Describe the background to the Institute of Medicine reports on Patient Safety.

2. Summarize the main findings from several Institute of Medicine reports on Quality,
Patient Safety, and HIT.
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3. Describe various ways in which HIT has evolved to improve quality or enhance
patient safety.

Topics:

14.1 - The Institute of Medicine Reports

14.2 - History of patient safety and role of HIT
14.3 - History of patient safety and quality
14.4 - HITECH and patient safety and quality

Unit 15 Payment-Related Issues and the Role of HIT
Description: This unit describes payment-related issues and the role of HIT.
Objectives:

1. Discuss the evolution of incentives for adoption of HIT.

2. Discuss direct and indirect ways in which health care payors can influence the
adoption of HIT.

3. Describe past and current strategies employed by payors to influence HIT adoption.

Topics:

15.1 - Third party payors and misalignment of incentives
15.2 - Payor’s influence on HIT

15.3 - Incentivizing the use of HIT

15.4 - Payor generosity and HIT

15.5 - Other roles for payors and HIT

15.6 - Payors and health information exchange

15.7 - Incentives under the HITECH Act

Unit 16 History of Health IT Organizations
Description: This unit describes the history of health IT organizations.
Objectives:

1. Describe the background and original constituencies of AMIA, HIMSS, and AHIMA.
2. Describe the changes in major interests that have occurred at AMIA, HIMSS, and
AHIMA over time.

3. Describe the origins, current focus, and relationships among the following standards
development organizations: HL-7, HITSP, ONC Health IT Standards Committee.
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Topics:

16a.1 - American Medical Informatics Association (AMIA)

16a.2 - Healthcare Information and Management Systems Society (HIMSS)
16a.3 - American Health Information Management Association (AHIMA)
16a.4 - Collaborations among organizations

16b.1 - Standards Development Organizations
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Component Number: 6
Component Name: Health Management Information Systems

Component Description (from FOA): A “theory” component, specific to health care
and public health applications. Introduction to health IT standards, health-related data
structures, software applications; enterprise architecture in health care and public health
organizations.

Assigned Institution: Pitt Community College

Team Lead(s): Kathy Giannangelo, MA, RHIA, CCS, CPHIMS, FAHIMA, Pitt
Community College

Team Members: Kay Gooding, MPH, MAEd, RHIA, Pitt Community College,
Sandra Crockett, RHIA, Pitt Community College,

Constance M. Johnson, PhD, RN, Duke Center for Health Informatics

Workforce Roles:

e Practice workflow and information management redesign specialist (primary
component)

Clinician/practitioner consultants (primary component)

Implementation support specialists (secondary component)

Implementation managers (secondary component)

Technical/software support staff (secondary component)

Trainers (primary component)

Component Objectives

At the completion of this component, the student will be able to:

1. Describe general functions, purposes and benefits of health information systems in
various health care settings.

2. Describe the federal initiatives and other significant developments that have
influenced the evolution and adoption of health information systems.

3. Compare/Contrast different types of health information systems in terms of their
ability to meet the needs of various types of health care enterprises.

Component 6 Health IT Workforce Curriculum Page 1
Version 2.0/Spring 2011

This material was developed by Oregon Health & Science University, funded by the Department of Health and Human Services,
Office of the National Coordinator for Health Information Technology under Award Number 1U240C000015.





4. Explain how electronic health records affect patient safety, quality care, efficiency,
productivity, and reporting/documentation mechanisms.

5. Propose strategies to minimize major barriers to the adoption of electronic health
records.

6. Explain how the principles of health care data exchange and health care data
standards relate to patient care, productivity and data analysis.

7. Outline the hardware, software, operating system and networking considerations
necessary for effective data storage and use in health care organizations.

Component Units with Objectives and Topics

Unit 6-1 What is Health Informatics?:

Description:

Unit 6-1 defines information management, information technology, and informatics,
describes the fundamental theorem of informatics, explains the meaning of biomedical
and health informatics as a field of study, offers definitions of the major biomedical
informatics areas of applications, and provides an overview of informatics drivers and
trends. In addition, this unit defines the informatics team, their skills, roles and
responsibilities, and identifies how health informaticians process data into information
and knowledge for health care tasks with the support of information technology to
improve patient care.

Objectives:

1. Define information management, information technology and informatics.

2. Explain the basic theoretical concept that underlies informatics practice.

3. Define the meaning of biomedical and health informatics as a field of study.

4. Describe the biomedical informatics areas of applications.

5. Summarize the informatics drivers and trends.

6. State the professional roles and skills of health informaticians.

7. ldentify how health informaticians process data into information and knowledge for
health care tasks with the support of information technology to improve patient care.

Topics:

1.0— Definitions of information management, information technology, and informatics
2.0— Fundamental theorem of informatics

3.0— Meaning of biomedical and health informatics as a field of study

4.0— Major biomedical informatics areas of application

5.0— Overview of informatics drivers and trends

6.0— Informatics team

7.0— Informatician skills, roles and responsibilities

Unit 6-2 Hardware and Software Supporting Health Information Systems:
Description:
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Unit 6-2 explains the major hardware and software components used in computer
systems, describes the types of network configurations, defines an information system
and its characteristics, identifies the types of information systems that support the health
care enterprise requirements, and summarizes the technologies that support health
care information systems. In addition, this unit lists some challenges with the use of
emerging information technology trends and discusses the advantages and
disadvantages of the Internet as a platform for health care applications.

Objectives:

1. Describe the major hardware components of a computer and major types of software
used in computer systems.

2. Describe major types of network configurations.

3. Define the concept of an information system in general and characteristics of an
information system and a health information system in particular.

4. Describe the different types of information systems in terms of their ability to support
the requirements of a health care enterprise.

5. Describe various types of technologies (e.g. medication administration systems/bar-
coding, chart tracking, patient databases) that support health care information systems.
6. Examine the challenges presented by emerging trends in information technology
(e.g., mobility, web services, the Internet, Intranet, and wireless computing), social
media, and global communications.

7. Discuss the advantages and disadvantages of using the Internet as a platform for
health care applications.

Topics:

1.0— Major hardware and software components used in computer systems

2.0— Types of network configurations

3.0— What is an information system? What are its characteristics?

4.0— Types of information systems that support the health care enterprise requirements
5.0 - The technologies that support health care information systems

6.0— Challenges with the use of emerging information technology trends

7.0— Advantages and disadvantages of the Internet as a platform for health care
applications

Unit 6-3 Electronic Health Records:

Description:

Unit 6-3 defines an electronic medical record (EMR) and electronic health record (EHR)
and explains their similarities and differences, identifies the attributes and functions of
an EHR, discusses the issues surrounding EHR adoption and implementation, and
describes the impact of EHRs on patient care. In addition, this unit links EHRSs to the
Health Information Exchange (HIE) and the Nationwide Health Information Network
(NHIN) initiatives, discusses how HIE and NHIN impact health care delivery and the
practice of health care providers, summarizes the governmental efforts related to EHR
systems including meaningful use of interoperable health information technology and a
qualified EHR, describes the Institute of Medicine’s vision of a health care system and
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its possible impact on health management information systems, and lists examples of
the effects of developments in bioinformatics on health information systems.

Objectives:

1. State the similarities and differences between an electronic medical record (EMR)
and electronic health record (EHR).

2. Identify the attributes and functions of an EHR

3. Describe the perspectives of health care providers and the public regarding
acceptance of or issues with an EHR, which can serve as facilitators of or major barriers
to its adoption.

4. Explain how the use of an EHR can affect patient care safety, efficiency of care
practices, and patient outcomes.

5. Discuss how health information exchange (HIE) and Nationwide Health Information
Network (NHIN) impact health care delivery and the practice of health care providers.
6. Outline issues regarding governmental regulation of EHR systems such as
meaningful use of interoperable health information technology and a qualified EHR

7. Summarize how the Institute of Medicine’s Vision for 21st Century Health Care and
Wellness may impact health management information systems.

8. Identify how ongoing developments in biomedical informatics can affect future uses
and challenges related to health information systems.

Topics:

1.0- Definitions of an electronic medical record (EMR) and electronic health record
(EHR)

2.0- ldentify attributes and functions of an EHR

3.0 — Industry issues surrounding EHR adoption and implementation

4.0— Impact of EHRs on patient care

5.0- Perspectives on Health Information Exchange (HIE) and the Nationwide Health
Information Network (NHIN) and their impact on health care delivery and the practice of
health care providers

6.0— Governmental efforts related to EHR systems including meaningful use of
interoperable health information technology and a qualified EHR

7.0— Institute of Medicine’s vision of the future health care system

8.0— Effects of developments in bioinformatics on health information systems

Unit 6-4 Computerized Provider Order Entry (CPOE):

Description:

Unit 6-4 defines CPOE, states the purpose of CPOE, lists attributes and functions of

CPOE, and explain how CPOE is currently being used in health care. In addition, this
unit describes the major value to adopting CPOE applications, identifies the common
barriers to adoption, and summarizes the potential impact CPOE has on patient care
safety, quality and efficiency, and patient outcomes.

Objectives:
1. Describe the purpose, attributes and functions of CPOE
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2. Explain ways in which CPOE is currently being used in health care

3. Discuss the major values to CPOE adoption

4. ldentify common barriers to CPOE adoption

5. Identify how CPOE can affect patient care safety, quality and efficiency, as well as
patient outcomes

Topics:

1.0— Purpose of CPOE

2.0- Characteristics of CPOE

3.0— Functions of CPOE

4.0— Uses of CPOE in health care

5.0— Major value of CPOE

6.0— Common barriers to CPOE adoption

7.0— Affects of CPOE on patient care safety, quality and efficiency, and patient
outcomes

Unit 6-5 Clinical Decision Support Systems:

Description:

Unit 6-5 defines clinical decision support systems, provides some historical context
surrounding these systems, describes the requirements of a clinical decision support
system, and discusses the relationship of clinical practice guidelines and evidence-
based practice to clinical decision support systems. In addition, this unit identifies
challenges and barriers in building and using clinical decision support systems, explains
how legal and regulatory considerations may affect their use, and introduces the future
directions for clinical decision support systems.

Objectives:

Describe the history and evolution of clinical decision support systems (CDSSSs).
Describe the fundamental requirements of an effective CDDSs.

Discuss how clinical practice guidelines and evidence-based practice affect CDDSs.
Identify the challenges and barriers to building and using CDDSs.

Discuss legal and regulatory considerations related to the distribution of CDDSs.
Describe current initiatives that will impact the future and effectiveness of CDDSs.

oA LNE

Topics:

1.0— Definition of a clinical decision support system

2.0— History and evolution of clinical decision support systems

3.0— Dimensions of a clinical decision support system

4.0— Relationship of clinical practice guidelines and evidence-based practice to clinical
decision support systems

5.0— Challenges and barriers in building and using clinical decision support systems
6.0— Legal and regulatory considerations that affect the use of clinical decision support
systems

7.0— Future directions for clinical decision support systems
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Unit 6-6 Patient Monitoring Systems:

Description:

Unit 6-6 defines patient monitoring systems, describes the purpose, attributes, and
functions of patient monitoring systems, discusses the primary applications and how
automation can improve quality of care, and analyzes how the integration of data from
many sources assists in medical decision making. In addition, this unit discusses how
Telehealth supports clinical care, explains the effectiveness and economic benefit of
Telehealth, and examines the role of smart technology in the home and links to health
information systems.

Objectives:

1. Describe the purpose, attributes, and functions of patient monitoring systems.

2. Discuss ways in which automation can improve the quality of patient care.

3. Analyze how the integration of data from many sources assists in making clinical
decisions.

4. Discuss how Telehealth communication technologies support clinical care.

5. Discuss the effectiveness and economic benefit of Telehealth.

6. Examine how smart technology in the home and remote links to health information
systems can enhance the quality of patient care.

Topics:

1.0- Purpose, components, and functions of patient monitoring systems

2.0— Applications of and ways in which automation can improve the quality of patient
care

3.0- Advantages and disadvantages of using computers at the bedside

4.0- Integrating data from many sources

5.0 — Telehealth as a patient monitoring system

6.0 — Role of smart technology and links to health information systems for use in the
home

Unit 6-7 Medical Imaging Systems:

Description:

Unit 6-7 defines medical imaging, describes the purpose, processes, and management
issues of medical imaging systems, analyzes the economic and technological factors
that must be considered in the adoption of digital displays in radiology departments,
looks at the major challenges with imaging systems faced by health care institutions and
informaticians, and examines factors that will influence the future direction of imaging
systems.

Objectives:
1. Examine the purposes, processes, and management issues related to the use of
imaging systems in health care.
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2. Describe the economic and technological factors that must be addressed when
considering the adoption of digital displays in radiology departments.

3. Describe the major challenges imaging systems present to health care institutions
and informaticians.

4. Describe factors that will influence the future direction of imaging systems.

Topics:

1.0— Purposes, processes, and management issues
2.0— Challenges with imaging systems

3.0- Future directions

Unit 6-8 Consumer Health Informatics

Description:

Unit 6-8 identifies how the Internet has impacted consumer health informatics, explains
how current and emerging technologies may affect consumer health informatics, and
introduces the role of genomics in consumer health informatics. In addition, this unit
defines PHRs, describes the role of PHRs and their implications within health care, and
discusses the challenges of consumerism in health information systems.

Objectives:

1. Explain how current and emerging technologies — including the Internet — have
impacted and may continue to affect consumer health informatics.

2. Describe the role of genomics in consumer health informatics.

3. Describe the emergence of Personal Health Records and their implications for
patients, health care providers, and health systems.

4. Discuss how consumerism influences the ongoing development and use of health
information systems.

Topics:

1.0 — The impact of the Internet on consumer health informatics

2.0 — Current and emerging technologies affecting consumer health informatics
3.0 — Role of genomics in consumer health informatics

4.0— Definition of personal health records

5.0 — Role of PHRs and their implications within health care

6.0 — Definition of health consumerism

7.0 — Benefits of consumerism in health information systems

8.0 — Challenges of consumerism in health information systems

Unit 6-9 Administrative, Billing and Financial Systems:

Description:

Unit 6-9 examines the relationship of administrative, billing, and financial systems to the
health care information system, explores health care organizations’ integration
strategies, identifies the critical requirements for integration of these systems with
clinical information systems, and explains how automation tools need to be and are
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being integrated in health care information systems. In addition, this unit defines a
master patient index or MPI and describes its core elements, reviews the current trends
in establishing a national patient identifier, and discusses data analysis and trending.

Objectives:

1. Explain applications that need to be integrated in health care information systems
2. Describe the strategies used by health care organizations to ensure integration of
functions.

3. Discuss the critical elements needed to integrate billing, financial, and clinical
systems.

4. Discuss the core elements of a Master Patient Index (MPI)

5. Describe the components integral to a Unique Patient Identifier (UPI)

Topics:

1.0— Applications that need to be integrated in health care information systems
2.0 — Health care organizations strategies to ensuring integration of clinical data
collection and billing functions

3.0- Integrated billing and financial and clinical systems elements

4.0— Definition and core elements of a MPI

5.0 — Components integral to a UPI

6.0 — Data analysis and trending
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Component Number: 07
Component Name: Working with Health IT Systems

Component Description (from FOA): A laboratory component. Students will work
with simulated systems or real systems with simulated data. As they play the role of
practitioners using these systems, they will learn what is happening “under the hood.”
They will experience threats to security and appreciate the need for standards, high
levels of usability, and how errors can occur. Materials must support hands-on
experience in computer labs and on-site in health organizations.

Assigned Institution: Johns Hopkins University

Team Lead(s): Patricia (Patti) Abbott, PhD, RN, FAAN, JHU School of Nursing
Michael Vaughn, MS, JHU School of Nursing

Team Members: Robert Kolodner, MD, FAMCI

David Hinton, Howard Community College

Workforce Roles: Clinician/ Practitioner Consultant, Implementation Support
Specialist and Technical/ Software Support

Component Objectives
At the completion of this component, the student will be able to:

1.

wn

Identify common components of an HIT system and types of HIT applications (E-
Mar, POE, PACS, ADT, Lab, DSS, Registries, Billing/Coding, etc, and acute care,
community health, public health, small provider practices, etc.)

Describe data flows across HIT systems and implication of standards.

Identify root causes of HIT-induced error (i.e. usability, workflow interference, system
error, etc.) and suggest solutions.

Assess the strengths and weaknesses of identified solutions to identified HIT
problems (to emphasize the reality of “solutions” and illustrate the frequent domino
effect/unintended consequences of change of an HIT system)

Defines usability, describes general usability principles, and relates usability to
adoption in relation to HIT.
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6. Define and differentiate security, confidentiality, and privacy and identify common
threats.
7. Demonstrate beginning level competency in general HIT system use

Component Units with Objectives and Topics

Unit 1 Introduction & Overview: Components of HIT Systems

Description: Unit 1 is an introductory unit where the core definitions and concepts of
systems in general and healthcare specifically are presented. Using hands on
exploratory lab exercises, students will be introduced to an example HIT system where
they will learn basic navigation and gain familiarity with components common to many
clinical HIT systems. Specific examples of HIT systems from a variety of settings will be
discussed.

Objectives:
a. Define a system and relate systems concepts to HIT
b. Discuss specific examples of settings where Health IT is used (acute, rural,
public health, clinic, office, patient home, etc.)
c. ldentify common components of a clinical HIT system
d. Demonstrate beginning level competency in maneuvering the demonstration
EHRS

Topics:
1.1 - Understanding Systems - Conceptualizing HIT Use
1.2 - HIT Systems
1.3 - Big Picture of HIT Systems
1.4 - Common Aspects of Clinical HIT Systems

Unit 2 Under the Hood: Functions of HIT Systems

Description: Unit 2 is designed to introduce students to the generic functions of HIT
systems that underpin inpatient and outpatient (ambulatory) processes. Crafted HIT lab
exercises will lead the student through a complete patient encounter — both inpatient
and outpatient — to highlight how HIT systems support, and sometimes thwart,
information flow.

Objectives:
a. ldentify the health IT functions that support a generic ambulatory patient care
process.
b. ldentify the health IT functions that support a generic inpatient care process.

Topics:
2.1- Inpatient Processes Vs Ambulatory Processes: Comparing and Contrasting
2.2— Health IT Support of Care Processes (Inpatient & Outpatient)
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Unit 3 Understanding Information Exchange in HIT Systems

Description: Unit 3 will focus upon the functional aspects of interoperability within and
between systems. Applying didactically presented concepts to hands on lab
assignments, students will be challenged to locate and collate data from disparate
systems, to respond to user requests for reports, and to assist users in planning for
enhanced information flow in HIT systems.

Objectives:

a. ldentify common elements of the HIT system.

b. Explain the need for standards and why they exist.

c. Define and differentiate between messaging standards and terminology
standards. (transmission VS meaning — very basic)

d. Compare current efforts to facilitate health information exchange between
providers, communities, regions, & nation. (basic level definitions/descriptions —
NHIN, HIEs, etc.)

Topics:
3.1 — Types of Information Exchange
3.2 — “Meaningful Use” and HIT Information Exchange
3.3 — Types of Standards
3.4 — HIE Initiatives

Unit 4 The Effective HIT System

Description: Unit 4 is designed to emphasize the aspects of HIT that contribute to
effectiveness and meaningful use. The concepts of usability, consistency, and reliability
in regards to HIT systems and how each contributes to, or detracts from, effectiveness
will be presented. Definitions of evidence-based practice and guideline-enhanced care
will be covered in addition to how HIT can support effective, safe, and efficient patient-
centered care.

Objectives:

a. ldentify characteristics of an effective HIT system.

b. Define and provide examples of how evidence-based practice can be supported
in HIT Systems.

c. Define and cite examples of usability / configurability / scalability and reliability in
HIT Systems.

d. List and contrast different types of reports/queries (predefined vs. ad hoc)
required for internal and external reporting.

Topics:
4.1- Effective HIT
4.2— Characteristics of Effective HIT
4.3— Supporting Workflows
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Unit 5 Fundamentals of Usability in HIT Systems — What Does It Matter?
Description: Unit 5 will present the basic concepts of usability in general and HIT
usability specifically. Students will be exposed to usability bottlenecks and learn to
identify usability roadblocks in the EHRS lab system, hypothesizing potential
downstream effects of poor usability, and suggesting solutions/alternate designs. This
unit will detail the relationships between usability, user satisfaction, and workarounds.

Objectives:
a. Define usability in relation to HIT systems.
b. Explain the impact of HIT usability on user satisfaction, adoption, and
workarounds in error rates or unintended consequences.
c. Provide alternatives to HIT usability bottlenecks.

Topics:
5.1- Defining Usability
5.2— User Centered Design
5.3— Usability in HIT
5.4— Impact of Poor HIT Usability
5.5— Strategies for Bottlenecks

Unit 6 HIT Facilitated Error — Cause and Effect

Description: Unit 6 is a unit that will focus upon error in health and healthcare that can
be facilitated and propagated by HIT. Different classes of HIT errors (slips/mistakes,
omission/commission) will be discussed and differentiated. Specific scenarios that
create opportunities for HIT facilitated error will be presented to students in the lab
exercises. In these exercises, students will apply concepts learned in the didactic
portion of this unit to identify error, classify error, analyze root cause, and propose
solutions.

Objectives:
a. Explain the concept of facilitated error in HIT.
b. Cite examples of situations where HIT systems could increase the potential for
user error.
c. Analyze sources of HIT facilitated errors and suggest realistic solutions.

Topics:
6.1 — Error in Healthcare
6.2 — Error Vocabulary
6.3 — Technology Induced Error

Unit 7 Protecting Privacy, Security, and Confidentiality in HIT Systems
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Description: Unit 7 is designed to present an overview of the concepts of privacy,
security, and confidentiality of protected health information (PHI) in relation to HIT
systems. Threats to PHI frequently encountered in HIT environments such as password
sharing, offsite access to EHRS, challenges of staff turn-over and student access,
unauthorized access, etc. will be detailed. Students will be exposed to simulated
breeches of privacy, security and confidentiality of PHI in lab exercises, asked to
identify, and propose strategies to thwart.

Objectives:

a. Explain and illustrate privacy, security, and confidentiality in HIT settings.

b. ldentify common threats encountered when using HIT.

c. Formulate strategies to minimize threats to privacy, security, and confidentiality in
HIT systems.

Topics:
7.1 — Administrative Safeguards
7.2 — Physical Safeguards
7.3 — Technical Safeguards

Unit 8 HIT system planning, acquisition, installation, and training: Practices to
Support & Pitfalls to Avoid

Description: Unit 8 is a unit where the core definitions and concepts of HIT systems
planning, acquisition, installation and training are presented. A variety of different
settings will be used as examples in the unit, including small office practices, community
clinics, acute care facilities and skilled nursing facilities. Students will conduct simulated
user needs analysis, and using the lab EHRS, will identify gaps in meeting those needs.
Students will develop training plans for a variety of settings.

Objectives:
a. Conduct a basic user needs analysis for a given example situation
b. Create a plan for training users in a small office practice, a large community clinic,
or a single unit in an ambulatory care setting.
c. ldentify several potential challenges that may emerge during installation and
generate a strategy to solve. (space, wiring, lack of basic computer literacy in
staff, etc.)

Topics:
8.1 — The Systems Development Process
8.2 — Business Process
8.3 — Training

Unit 9 Potential Issues with Adoption and Installation of an HIT system
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Description: The basics of human behavior, change, and adaptation will be discussed.
Strategies for dealing with barriers to implementation (human and structural) will be
covered.

Objectives:
a. ldentify frequently encountered challenges to adoption and implementation of
HIT systems
b. Design an action plan to address barriers to implementation of an HIT system.
c. Propose solutions to common problems in the implementation of HIT systems.

Topics:
9.1 — Why Systems Fail
9.2 — Critical Success Factors in HIT Adoption/Implementation
9.3 — Common Challenges
9.4 — Potential Strategies

Unit 10 HIT and Aspects of Patient-Centered Care

Description: Patient-centered care will be defined and explained. The aspects of HIT
that support (and detract) from patient-centered care will be discussed. Specific
examples will be provided. Students will explore aspects of HIT that currently support
patient-centered care and will propose new methods for enhancing patient-centered
care.

Objectives:
a. Define patient-centered care.
b. Suggest HIT-enabled solutions/strategies to enhance patient involvement in
health and healthcare
c. Assess the effectiveness of HIT systems in supporting patient-centered care.
d. Perform self-assessment of personal beliefs related to HIT and patient-centered
care.

Topics:
10.1 — Patient Centered Care
10.2 — Measuring Effectiveness of Patient Centered Approaches

10.3 — Exploring an Example of HIT

Unit 11 Health IT in the Future

Description: This unit will focus upon future directions for HIT. New areas of research
and development in HIT will be examined. Students will gain a foundational
understanding of these areas and will debate appropriateness and feasibility of new HIT
development areas.

Topics:
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11.1 — Alternative Designs for HIT
11.2 — Infodemiology

Objectives:
1. Speculate the relationship between HIT and health reform
2. Suggest alternative design for usable & supportive HIT
3. Hypothesize how HIT may intersect with publicly available data to improve health
(i.e. point of sale, weather, GIS, foods, etc)
4. Predict avenues of future innovations in HIT
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		Unit 3 Understanding Information Exchange in HIT Systems

		Unit 4 The Effective HIT System

		Description: Unit 4 is designed to emphasize the aspects of HIT that contribute to effectiveness and meaningful use.  The concepts of usability, consistency, and reliability in regards to HIT systems and how each contributes to, or detracts from, effe...

		Unit 9 Potential Issues with Adoption and Installation of an HIT system



		a. Identify frequently encountered challenges to adoption and implementation of HIT systems

		b. Design an action plan to address barriers to implementation of an HIT system.

		c. Propose solutions to common problems in the implementation of HIT systems.
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Component Number: 8
Component Name: Installation and Maintenance of Health IT Systems

Component Description (from FOA):

Instruction in installation and maintenance of health IT systems, including testing prior to
implementation. Introduction to principles underlying system configuration. Hands-on
experiences in computer labs and on-site in health organizations.

Assigned Institution: Duke University

Team Lead(s): Scott Neal, Durham Technical Community College
R. Clayton Musser, MD, Duke University

Team Members:  Harry Bulbrook
Charlene West

Workforce Roles: Implementation support specialists
Implementation managers
Technical/software support staff

Component Objectives:
At the completion of this component, the student will be able to:
1. Articulate the elements of Health IT systems, including their advantages and
disadvantages.
Justify criteria to be considered when recommending vendors and software
Design a comprehensive plan to install a health IT system
Design a comprehensive plan to maintain and troubleshoot a health IT system,
incorporating system updates and user feedback
5. Implement project plans by installing and configuring hardware and software,
interacting with vendors and users as needed
6. Verify plan implementation
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Component Units with Objectives and Topics

Unit 1 (Elements of a Typical Electronic Health Record System):
Description:

Topics in this unit include: hardware, network, software and storage requirements

needed to access EHRs

Objectives:
1. Describe the use of client and server hardware to access and store EHRs
2. Describe network needs to access and store EHRs
3. ldentify application software and back-end data storage software in a Health IT

System

Unit 2 (System Selection — Software and Certification):
Description:

Topics in this unit include: the differences in COTS (Commercial Off-the-Shelf) and in-
house/homegrown systems and how to select the system to meet the needs of the end

users

Objectives:

1.
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Define COTS (Commercial Off-The-Shelf) and in-house/homegrown systems and
describe their relative advantages and disadvantages
a. ldentify financial benefits for initial creation, setup, customization
(flexibility), maintenance, and integration with existing systems and
processes
b. ldentify personnel or consultant costs for creation, customization, and
maintenance
c. Estimate cost impact on internal staff, including hiring, training, and lost
productivity
d. Identify training costs for developers and users, including development of
training resources
Estimate costs and consider advantages and disadvantages of purchasing
versus licensing hardware & software
Understand vendor documentation of system functionality and requirements
Determine system compliance with CCHIT certification
Determine whether systems meet ARRA “Meaningful Use” criteria
Compare and rank vendor systems
Evaluate and select system based on requirements and certification needs

Unit 3 (System Selection - Functional and Technical Requirements):
Description:
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This Unit explores aspects of functional requirements of systems (by users) and
technical requirements (by the system), including how to the determine, document,
prioritize, and act on those requirements.

Objectives:
1. ldentify 12 possible steps to choosing an EHR system

Gather functional requirements from institution and users

Document use-cases and relate them to functional requirements

Prioritize functional requirements, including grouping as essential versus desired
Identify minimum and recommended software and hardware requirements
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Unit 4 (Structured Systems Analysis and Design):
Description:

This Unit includes: how to create a full project plan to incorporate all elements of
design, implementation, data migration and conversion

Objectives:
1. Create project plan for system design and implementation, including data

migration and conversion

Unit 5 (SDLC (Software Development Life Cycle) Model):

Description:

This Unit teaches the SDLC model and explores its application to well-known software
and its utility for healthcare IT systems.

Objectives:
1. Define the steps of the SDLC and the purpose and importance of each

2. Choose a popular, commonly-known software application and describe how it
might have gone through the SDLC

3. Describe how and why an HIT software application would go through the SDLC
Map project plan to SDLC model

Unit 6 (System Security Procedures and Standards):
Description:

Topics in this unit include: Federal, state, and local health information regulations for
EHRs, computer and network system vulnerabilities and best practices for identification
and mitigation of those vulnerabilities, information access and protection measures, and
user security training.

Objectives:
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1. ldentify regulatory requirements (such as HIPAA) for EHRs and integrate into
project plan

2. ldentify best practices for OS and network system security installation and
patches (such as those provided by vendors, SANS, and ISC2) and integrate into
project plan

3. ldentify and assess protection measures including access control, firewalls,
intrusion detection, and encryption

4. Provide training for system users regarding the methods and importance of
security compliance

Unit 7 (System Interfaces and Integration):

Description:

This Unit explores the issues and challenges involved in interfacing and integrating
systems, including understanding system requirements and the messaging and other
techniques used between various systems.

Objectives:
1. Determine and document system interfaces and integration requirements

2. Describe pitfalls of installing a new application in an environment of pre-existing
applications
3. Give examples of interfacing modalities, e.g. HL7

Unit 8 (Troubleshooting, Maintenance and Upgrades, and Interaction with
Vendors, Developers, and Users):

Description:

This Unit explores aspects of troubleshooting the system, including developing robust
procedures, measuring system performance, and communication with vendors (or local

developers).

Objectives:
1. ldentify and implement an effective troubleshooting procedure for reporting,

evaluating, fixing, deploying, and followup of errors, problems, or limitations for
the system

2. Integrate downtime schedule for OS, network, database, and client application
maintenance and updates

3. Develop a process for communicating requirements and supplying updates
between vendors/developer and users

4. Create a baseline for system performance measurement and comparison for
troubleshooting
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Unit 9 (Creating Fault Tolerant Systems, Backups, and Decommissioning):
Description:

Topics in this unit include: Creating and maintaining redundant and fault-tolerant
systems, implementing performance and reliability, backup, restore, and
decommissioning

Objectives:
1. Create redundancy and fault-tolerance in systems for access and data storage,

providing high performance and reliability
2. Backup and restore databases, applications, and operating systems
3. Develop a plan for decommissioning systems and data

Topics:

Unit 10 (Developing a Testing Strategy and Test Plan):

Description:

This Unit explores aspects of testing the system, including the use of performance
baselines and the role of test plans.

Objectives:
1. Gather user feedback and performance baseline for system validation and

testing
2. Document problems with their resolution status
3. Create, execute, and document a test plan

Unit 11 (Pilot Testing and Full-Scale Deployment):
Description:

This Unit explores aspects of deploying the system to end users, including
communication, technical support, user feedback, and system resource evaluation
including initial pilot testing to obtain feedback before full deployment, including
planning, identifying the user group, setting up the system, and gathering feedback.

Objectives:
1. ldentify pilot group and plan scope of pilot

2. Install pilot system, train pilot users, and make pilot available
3. Gather and prioritize feedback from pilot test, revising project plan if necessary
4. Develop and implement strategy for:
a. Communicating deployment plan to end users and management
b. Technical support of deployment (e.g. live on-site support versus
phone/Internet support)
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c. Getting feedback from end users following deployment
d. Evaluating usage and capacity of system resources under conditions of
full deployment
5. Deploy revised system
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Component Number: 9
Component Name: Networking and Health Information Exchange

Component Description (from FOA):

In-depth analysis of data mobility including the hardware infrastructure (wires, wireless,
and devices supporting them) , the ISO stack, standards, Internet protocols, federations
and grids, the NHIN and other nationwide approaches.

Assigned Institution: Duke University
Team Lead(s): Michele Parrish, Durham Technical Community College

W. Ed Hammond, Ph.D., Duke Center for Health Informatics

Team Members:  Harry Bulbrook
Charlene West

Workforce Roles:

Component Objectives:
At the completion of this component, the student will be able to:
1. Explain the OSI representation of the various layers involved in networking,

including the general functions of each layer and their interconnections
Explain the concept of the Application layer

Explain the concept of the Presentation layer

Explain the concept of the Session Layer

Explain the concept of the Transport layer

Explain the concept of the Network layer

Explain the concept of the Data Link layer

Explain the concept of the Physical layer

Explain connection-oriented versus connectionless communication
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e Explain the use of network addressing including security considerations and
vulnerabilities

Component Units with Objectives

Unit 1 (ISO Open Systems Interconnection (OSI)):
Description:

This unit will address the OSI, including the purpose and content of each of its seven
layers: physical, data link, network, transport, session, presentation, and application.
Products, processes, protocols and tools at each level will be explained. This unit will
also focus on the flow of data through the models as data is transmitted and receive by
end devices.

Objectives:

1. Explain the OSI representation of the various layers involved in networking,
including the general functions of each layer and their interconnections
Explain the concept of the Application layer
Explain the concept of the Presentation layer
Explain the concept of the Session Layer
Explain the concept of the Transport layer
Explain the concept of the Network layer
Explain the concept of the Data Link layer
Explain the concept of the Physical layer
. Explain connection-oriented versus connectionless communication
10 Explain the use of network addressing including security considerations and

vulnerabilities
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Unit 2 (Network media and hardware communication devices):
Description:

This unit is designed to help the student understand network media, hardware devices,
and how to select appropriate items to meet the guidelines for usage.

Objectives:
1. Select appropriate network media types (such as Ethernet and Wireless) to

facilitate networking and data exchange, taking into account access and
regulatory requirements

2. Select appropriate hardware devices (such as routers, switches, and access
points) to facilitate networking and data exchange, taking into account
access and regulatory requirements
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Unit 3 (National and International Standards Developing Organizations):
Description:

This unit introduces students to the national and international organizations that create
standards used in networking and health information exchange

Objectives:

1.

w

Explain why standards related to networking and health information
exchange are important, particularly in the current environment.

. Standards development

o0 How standards are developed

0 Who develops them

o How standards are accredited

o How standards are selected
Define the different categories of standards
Demonstrate how to find, obtain, and use standards that are needed to
facilitate networking and health information exchange
To understand the organizations that develop standards for the international
community and for the United States.
To develop an understanding of the kinds of standards being developed and
for what purposes.
To learn about standards developing organizations and the standards they
create — a continuation of the focusing on U.S. standards bodies

Unit 4 (Basic health data standards):
Description:

This unit provides an orientation to the important data-related standards that enable
interoperable health data interchange

Objectives:
1. Understand why it is necessary to use a common set of data elements with

common names to be able to exchange and understand data from other places.

2. Understand what is meant by semantic interoperability.

3. Understand many of the sets of controlled vocabularies in use today — how they
are used and who requires their use.

4. Understand the use, purpose and interrelation among sets of controlled
vocabularies in use today.

5. ldentify the more common controlled vocabularies in use today: ICD, CPT, DRG,
NDC, RxNorm, and LOINC
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6. Understand the use, purpose and interrelation among sets of controlled
vocabularies in use today

7. ldentify the more common controlled vocabularies in use today: SNOMED,
MEDCIN, MedDRA, Nursing terminologies, MeSH and UMLS

8. Understand data elements; attributes of data elements

9. Understand contribution of master meta-dictionary of data elements to semantic
interoperability

10. Explain how data structures can be built from basic data components

11.Explain how templates and archetypes facilitate networking and information
interchange

Unit 5 (EHR Functional Model Standards):
Description:

This unit explores the functional requirements and standards for electronic health
records (EHRS).

Objectives:
1. Understand linking and aggregating data at all levels
2. Understand how data may be interchanged among heterogeneous settings
without loss of information
Understand HL7 v2.x messaging communication standard
Understand HL7 v3.0 messaging standards
Understand other data interchange standards including DICOM, IEEE, and IHE
Explain how model-based standards are created
Define the methodology development framework
Describe HL7 v3.0 messaging standards
Discuss other data interchange standards including DICOM
10 Understand imaging standards
11.Understand standards for pharmacy services
12.Understand interface standards for medical devices
13.Understanding claims and reimbursement standards
14.Understand concept of profiling
15.Understand the use and value of implementation guides
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Unit 6 (Health data interchange standards):
Description:

This unit emphasizes the importance of adhering to health data interchange these
standards in order to ensure compatibility between systems.

Objectives:
1. Understand the definition(s) of an Electronic Health Record
2. Understand architecture for an EHR
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Identify and understand key standards for the EHR

Understand the HL7 EHR Functional Model Standards

Understand functional profiles

Understand the standards for Functional Models for the PHR

Understand the certification requirements for the EHR, PHR and functional
profiles

8.

No gas~®

Unit 7 (Supporting standards for EHR applications):
Description:

This unit presents a set of standards that support the application layer of the OSI and
extend EHR functionality

Objectives:

1. Understand the family of clinical decision support standards, including Arden
Syntax, GELLO, and the Infobutton

2. Understand Clinical Guideline standards

3. Understand single sign-on standards and the HL7 Clinical Context Object
Workgroup (CCOW) standard

4. Understand regulatory standards and standards enhancing patient safety,
including reporting requirements

5. Understand Bar Code standards

6. Understand standards for master patient index, patient registries, and record
locating standards

7. Understand standards for clinical guidelines

8. Understand object-oriented expression language for clinical decision support —
GELLO

9. Understand the Infobutton

10.Understand disease management

11.Understand other clinical decision support applications

12.Understand other standards that help to support networking and reporting
requirements as well as functionality to optimize the connectivity among
heterogeneous systems deployed within a single enterprise

13.Understand single sign-on standards and the HL7 Clinical Context Object
Workgroup (CCOW) standard

14.Understand regulatory standards

15.Understand issues relating to person identifiers, master patient indexes, and
record locator services

Unit 8 (Enterprise Architecture Models):

Description:

This unit addresses different enterprise architecture models that provide an
infrastructure for healthcare networks.
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Objectives:

1.
2.
3.

Explain regional healthcare networks — policy and implementation strategies
Explain the concept of a Nationwide Healthcare Information network

Explain the significance of Service Oriented Architecture in networking and
health information exchange networks

Explain the value of an Enterprise Architecture in networking and health
information exchange networks

Describe key elements of various service oriented architecture platforms and
infrastructure options

Unit 9 (Privacy, confidentiality, and security issues and standards):

Description:

This unit explores issues related to creating an environment in which to transport data in
a secure manner that ensures privacy and confidentiality.

Objectives:

1.

Explain the concepts of privacy and confidentiality requirements and policies and
learn how to implement the requirements

2. Describe how to secure data storage and transmission using data encryption,
signatures, validation, non-repudiation, and integrity (PKI, certificates, and
security protocols)

3. Define access control methods

4. Analyze access restrictions to data storage and retrieval (physical and software)
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		1. Understand the definition(s) of an Electronic Health Record

		2. Understand architecture for an EHR

		3. Identify and understand key standards for the EHR

		4. Understand the HL7 EHR Functional Model Standards

		5. Understand functional profiles

		6. Understand the standards for Functional Models for the PHR

		7. Understand the certification requirements for the EHR, PHR and functional profiles

		8.
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Component Number: 10
Component Name: Fundamentals of Health Workflow Process Analysis & Redesign
Component Description (from FOA): Fundamentals of health workflow process

analysis and redesign as a necessary component of complete practice automation;
includes topics of process validation and change management.

This entire Component is estimated to require 20 total contact/instructional hours plus
40-60 additional hours of independent or team work, depending on the learning
activities and assessments used within each unit.

Assigned Institution: Rowan-Cabarrus Community College
Team Lead(s): Kaye Fendt, MSPH, Rowan-Cabarrus Community College
Team Members: Meredith Nahm, PhD, Duke Center for Health Informatics

Marcy Corjay, PhD, Rowan-Cabarrus Community College

Workforce Roles:

Health IT Roles to Which this Content Applies:

e Practice workflow and information management redesign specialist
e Clinician/practitioner consultants

e Implementation support specialists

Component 10 Health IT Workforce Curriculum Page 1
Version 2.0/Spring 2011

This material was developed by Duke University, funded by the Department of Health and Human Services, Office of the National
Coordinator for Health Information Technology under Award Number [U240C000015.





Component Objectives
At the completion of this component, the student will be able to:

1. Identify the elements involved in providing patient care within a complex health care
setting that must be taken into consideration when examining and proposing
changes in workflow processes.

2. Create diagram of processes in the healthcare setting that support workflow analysis
and re-design.

3. Critically analyze the workflow processes in a selected health care setting to
determine their effectiveness from the perspective of those being served (i.e.,
patients), those providing the services (i.e., professional and non-professional staff),
and the organization’s leadership (i.e., decision makers).

4. Propose ways in which quality improvement methods, tools and health IT can be
applied within a healthcare setting to improve workflow processes.

5. Suggest approaches that would ensure the success of workflow re-design from
development and presentation of the implementation plan, to facilitation of decision
making meetings, implementation of the changes, evaluation of the new processes,
sustainability of new workflow processes, and continuous quality improvement
efforts to achieve meaningful use.

6. Apply to these activities an understanding of health IT, meaningful use, and the
challenges practice settings will encounter in achieving meaningful use.

Each Learning Unit is estimated to require 1-4 contact (or instructional) hours and an
additional 3-12 hours of independent or team work on the part of the student.

Unit: 10 — 1, Concepts of Processes and Process Analysis
Unit: 10 — 2, Process Representation

Unit: 10 — 3, Interpreting and Creating Process Diagrams
Unit: 10 — 4, Acquiring Clinical Process Knowledge

Unit: 10 — 5, Process Analysis

Unit: 10 — 6, Process Re-design

Unit: 10 — 7, Facilitating Optimization Decisions

Unit: 10 — 8, Quality Improvement Methods

Unit: 10 — 9, Leading and Facilitating Change

Unit: 10 — 10, Process Change Implementation and Evaluation
Unit: 10 — 11, Maintaining and Enhancing the Improvements
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Component Units with Objectives and Topics

Description:

This unit focuses on the six aims for health care process improvement. In this unit
students are helped to understand the concepts of systems, systems thinking and

health care processes. Such understanding provides a foundation for the study if

clinical process analysis and redesign.

Objectives:
1. Describe the purpose for process analysis and redesign in the clinical setting.

2. Describe the role of a workflow process analyst and redesign specialist and contrast
it with other roles such as technical support and implementation management.

3. Explain how health process analysis and redesign and meaningful use are related.
Analyze a healthcare scenario and identify the components of clinical workflow.

5. Given a scenario of a health care analysis and redesign, analyze the responsibilities
of each participant in the process and how the roles complement or overlap with one
another.

6. Describe how the workflow processes used by a healthcare facility might differ
depending on the type of facility.

B

Topics:
* Role of Health Care Workflow Analysis and Redesign Specialist
- Definitions
- Healthcare Roles and Responsibilities
* IOM 6 Quality Areas
* Importance of HIT to Health Care - Meaningful Use
* The Clinical Setting
*  Common Health Care Processes
* Clinical Workflow
* Summary: What a Process Analysis and Redesign Specialist Does
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Unit 2: Process Representation

Description:
This unit prepares students to graphically represent a workflow process that reflects
accepted standards for such representation.

Objectives:

1.
2.
3.

4.
5.
6

Articulate the value of process mapping.

Describe standard processing mapping symbols and conventions.

Analyze an existing workflow process chart in terms of the information that could be

generated and the sequence of steps that are being communicated.
Choose the correct scope and detail level for a process map.
Choose an appropriate process mapping methodology.

Create a process map for a health care system (or system component) using correct

symbols and conventions.

Topics:

Component 10

Purpose of graphic process representation
Process diagram vocabulary
Identifying process steps
Basic flowchart symbols
Creating a basic flowchart
Process representation concepts
— Models, templates and abstracts
— Data flow versus process steps
Aspects of processes that we might need to model
Selecting the right diagram type
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Unit 3: Interpreting and Creating Process Diagrams

Description:

This unit prepares students to read, interpret, and create:
1. Flowcharts using ISO 5807 and common quality improvement symbols, and
2. Data flow diagrams in Yourdon notation.

This unit prepares students to read and interpret:
3. Data flow diagrams in Gane-Sarson notation,
4. Class, Activity and State diagrams in UML notation, and
5. Entity-relationship diagrams in crow’s foot notation.

Objectives:
1. Create context and data flow diagrams for a health care system (or system

component) using appropriate Yourdon symbols and conventions.
2. Create a process flowchart for a health care system (or system component) using
appropriate ISO 5807 symbols and conventions.

3. Choose the correct scope and detail level for a process flowchart and data flow
diagram.

4. Read and interpret Gane-Sarson data flow diagram.

Read and interpret UML class, activity, and state diagrams.

6. Read and interpret an entity relationship diagram in crow’s foot notation.

o

Topics:

* Methods and notations for diagramming processes
» Process Features

* [SO 5807 Flow Charting

* Yourdon Data Flow Diagrams

* Gane-Sarson

* Unified Modeling Language (UML)

* E-R diagram
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Unit 4: Acquiring Clinical Process Knowledge

Description:

This unit prepares the student for conducting initial contact and with a health care
facility, assessing the facilities readiness for change and using group methods for the
purpose of process analysis and redesign.

Objectives:

1. Identify how the strategic goals and stakeholders for a given health care facility can
influence workflow processes in that facility.

2. Create an agenda for an opening meeting to discuss workflow processes in a health
care facility, in light of that facility’s strategic goals and stakeholders.

3. Compare and contrast different types of knowledge and their impact on

organizations.

Analyze a health care scenario according to CMMI levels.

Identify the workflow processes that are likely to be used by a healthcare facility.

Identify the workflow processes that are essential to document and analyze in order

to determine how best to streamline the operations in a given health care facility.

7. ldentify key individuals with whom the analyst should meet or observe in order to
gain an understanding of the nature and complexity of their work.

8. Given a process observation scenario, formulate the questions that would facilitate a
productive discussion of the workflow of information, activities and roles within that
facility.

9. Suggest ways to successfully respond to common challenges encountered in
knowledge acquisition.

10.Given a practice scenario, choose an appropriate knowledge acquisition method.

11.Given a process analysis scenario including a list of observations, create an agenda
for a visit closing meeting and an initial meeting report.

12.Given a set of diagrams and observations from an information gathering meeting
draft a summary report.

o gk

Topics:
» Knowledge acquisition concepts
» Acquiring knowledge about the practice
* Acquiring process Knowledge
— ldentifying Practice Processes
— Information gathering methods
* Interviews
* Observation
» Studying existing documents (SOPs, process diagrams)
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e Group processes
— Documenting the information
* Process diagrams (Unit 2 and 3)
* Visit Report
» Initiating a relationship with a practice
* Overcoming Barriers
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Unit 5: Process Analysis

Description:

This unit focuses on the optimization of health care workflows and how the Practice
Workflow and Information Management Redesign Specialist can help health care
facilities achieve and sustain such optimization.

Objectives:

Describe the purpose of Process Analysis.

Describe skills and knowledge necessary for Process Analysis.

Perform a process analysis for a given clinic scenario.

Given results of a process analysis draft a summary report.

Given results of a process analysis identify desired electronic medical record
functionality.

agrwnbE

Topics:

* Objectives of Process Analysis

* Process Analysis skills and knowledge

» Steps for Process Analysis

» Clinical Practice Processes

» Process Variations and Exceptions

* Identifying EHR functionality from Process Analysis

Unit 6: Process Redesign

Description:

This unit focuses on the redesign and automation of health care workflows and how the
Practice Workflow and Information Management Redesign Specialist can help health
care facilities make clinical health care processes safer, more efficient and more
effective.

Objectives:

1. Identify the factors that optimize workflow processes in health care settings.

2. Describe how information technology can be used to increase the efficiency of
workflow in health care settings.

3. ID aspects of clinical workflow that are improved by EHR.

4. Propose ways in which the workflow processes in health care settings can be re-
designed to ensure patient safety and increase efficiency in such settings.

5. Use knowledge of common software functionality to inform a process redesign for a
given clinic scenario.
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Topics:

* Objectives, Skills and Knowledge for Process Redesign

* Human-centered Design Framework applied to Process Redesign

e Common process problems

» Solutions to process problems

* Matching common clinic system functionality to solve process problems

Unit 7: Facilitating Optimization Decisions

Description:

Coordinating a process optimization meeting and using appropriate group methods to
discuss and make decisions on inefficiencies and opportunities for streamlining manual
and computer-aided processes. This unit will prepare students to present and review
process analysis and optimization findings with health care facility decision makers, and
to facilitate decisions on actions to be taken.

Objectives:

1. Complete a process analysis that includes recommendations for achieving and
sustaining optimization in workflow processes.

2. Prepare a presentation for health care institution decision makers to communicate
findings of a workflow process analysis and proposes a facilitation plan that would
assist those decision makers in moving toward optimization of workflow processes.

3. Critique optimization meeting scenarios for their effectiveness and
comprehensiveness

Topics:

» Coordinating a decision making meeting

» Using appropriate group methods to discuss and make decisions on inefficiencies

* ldentifying opportunities for streamlining manual and computer-aided processes, and
the

* Transition from analysis and redesign to implementation planning, and we will also
give examples of the plan content.

Component 10 Health IT Workforce Curriculum Page 9
Version 2.0/Spring 2011

This material was developed by Duke University, funded by the Department of Health and Human Services, Office of the National
Coordinator for Health Information Technology under Award Number [U240C000015.





Unit 8: Quality Improvement Methods

Description:

Different approaches to quality improvement have been used in health care settings.
Because workflow analysts will encounter organizations and people that have
experience with a multitude of proven methods and fads, an awareness of the history,
methods and tools of quality improvement is critical. This Unit introduces students to
these elements of QI, as well as quality reporting.

Objectives:

1. Explain how quality improvement methods can be used effectively in health care
settings.

2. Compare/Contrast various quality improvement methodologies and tools and
understand where they can be appropriately used in the health care setting.

3. Recommend quality improvement tools/methods that would be most effective in
various health care scenarios.

4. Explain how evidence-based health care practices contribute to quality improvement
goals in a health care setting.

Topics:

* Foundations of Quality Improvement

* Methods for Quality Improvement

» Tools for performing quality improvement
* A culture of Quality Improvement

* Mistakes in Quality Improvement

Unit 9: Leading and Facilitating Change

Description:

This Unit introduces students to the concept of change, the diffusion of innovation, and
the impact of such change on the providers within a health care facility. It enhances
their understanding that workflow analysts must be sensitive to the human component
as they examine and propose modifications in workflow processes. This Unit prepares
the student to recognize and address common change management problems, and to
work with individuals and groups to facilitate change.

Objectives:
1. Explore how concerns expressed by participants in a process analysis meeting can
facilitate or serve as a barrier to changes in workflow processes that are proposed.
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2. Propose strategies a workflow analyst can use to enhance acceptance of changes in
workflow processes he/she may propose.

3. Critique a facilitation plan that has been developed to advance changes in workflow
processes in a health care facility regarding its expected effectiveness.

4. Critique the ways in which workflow process changes have been managed in
selected health care facilities.

Topics:

* Change Management concepts
» Tools for Facilitating change

» Facilitation Planning
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Unit 10: Process Change Implementation and Evaluation

Description:

This Unit focuses on helping students develop skills needed to implement and evaluate
the effectiveness of changes designed to improve workflow processes and the quality of
care in health care facility. This Unit prepares the student to implement a process
change by covering three key skill sets: 1) develop a process change plan
(implementation plan), 2) communicate a process change plan, and 3) to develop an
evaluation plan.

Objectives:

1. Develop a Process Change Implementation Plan for a healthcare facility that
includes tasks to be accomplished, responsible parties for various tasks, a timeline,
and the human and material resources needed.

2. ldentify management tracking and measurement opportunities for the process
change.

3. Outline elements of an evaluation plan that will help determine the success of a
workflow process change implemented in a health care facility.

4. Describe how the workflow analyst can help a health care facility continually improve
its workflow processes, based on results of ongoing evaluations.

Topics:

» Common process changes

* Implementation plan components

» Communication for implementation
* Common implementation problems
* Evaluating the new process
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Unit 11: Maintaining and Enhancing the Improvements

Description:

This Unit focuses on helping the student develop the skills to recognize and access
changes that can be maintained, develop alternative processes and methods needed to
keep the practice running if the EHR system fails and apply to these activities an
understanding of health IT, meaningful use, and the challenges practice settings will
encounter in achieving, sustaining and enhancing meaningful use.

Objectives:

1. Design processes and information flows that will help sustain and continually
facilitate quality improvement and reporting processes in a health care facility,
particularly if the EHR system fails.

2. Prepare a presentation for health care facility decision makers related to
sustainability and continuous quality improvement within their setting.

3. Develop a set of plans to keep the practice running if the EHR system fails.

4. Propose a plan where the workflow analyst collaborates with practice staff to (a)
continually evaluate new workflow processes that are implemented, (b) identify
problems that arise and changes needed to address those problems, and (c)
develop plans to make recommended changes.

Topics:
» Continuous Quality Improvement (CQI)
* Process Control
* Business Continuity Plan
— Natural Disasters
- Pandemic
— Computer Systems Downtime
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Component Number: 11
Component Name: Configuring EHRs

Component Description (from FOA):

A practical experience with a laboratory component, addressing approaches to
assessing, selecting, and configuring EHRs to meet the specific needs of customers
and end-users.

Assigned Institution: Oregon Health & Science University
Principal Investigator:  William Hersh, MD, OHSU
Team Lead(s): Joanne Valerius, MPH, RHIA, OHSU

Team Members:

Bonnie Altus, MS, RHIT, OHSU

Larry Scott, MA, Lane Community College
William Hersh, MD, OHSU

Joanne Valerius, MPH, RHIA, OHSU

Workforce Roles
e Implementation Managers
e Implementation Support Specialist
e Practice Workflow and Information Management Redesign Specialist
e Technical/Software Support

Component Objectives
Upon completion of this component, the student will be able to:

1. Describe the process of migration to an electronic health record (EHR) from
organizational strategy, planning, analysis of EHR options, decision-making
techniques, training, and implementation strategies.

2. Given a case study of a facility moving from a paper health record to an EHR,
discuss the migration path from organizational strategy to implementation,
including meaningful use criteria.
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Discuss the importance and use of clinical decision support systems for clinical
and administrative use.
Given an EHR system, configure the system to achieve features required for
meaningful use, including labs for:

a. Building of order sets

b. Data entry templates

c. Generate quality reports

d. Implementation of clinical decision support
Understand data infrastructure including data architecture, data sets, data
repositories, data standards, data types and data dictionaries

Component Topics

CoNoO~WNE

Migrating to the EHR

Meaningful use-practical implementation

Clinical Decision Support (CDS)

Lab: Implementation of clinical decision support
Lab: Health summary and clinical reminder reports
Lab: Data entry templates

Lab: Building order sets

Data infrastructure

EHR implementation in specific settings

Component Units with Objectives and Topics

Unit 1: Migration to an Electronic Health Record System

Description:
This Unit focuses upon the process of migrating to an Electronic Health Record System,
or EHR, and The Electronic Health Record Life Cycle.

Objectives:
At the end of this unit the student should be able to:

a.
b.

0}

Discuss the migration to the EHR

Determine appropriate members for a steering committee planning for an
electronic health record

Develop and apply criteria for selecting an appropriate vendor for the electronic
health record

Define the steps in a basic strategic management plan.

Develop a timeline for choosing and implementing an electronic health record
Discuss the components of contract negotiation.

Topics:

e EHR Information System Life Cycle (user needs assessment, proto-type
development, system selection, system implementation, maintenance)
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Choosing the EHR system steering committee

Developing and using criteria to select vendor

Steps in strategic management

Development of timelines for choosing and implementing and EHR
How to choose a system: RFI/RFP

Choosing a vendor

Contract negotiation

Unit 2: Meaningful Use — Practical Implementation

Description:

This unit provides an overview of the five guiding principles for meaningful use and
defines the metrics that will be used to measure meaningful use. Additionally, this unit
covers the timeline and incentives for meeting meaningful use criteria as defined by the
Centers for Medicare and Medicaid Services (CMS) and describes the value and
gualities provided by a certified EHR.

Objectives:
At the end of this unit the student should be able to
a. Describe the 5 underlying healthcare goals to which all meaningful use criteria
map
b. Understand the process and purpose of EHR certification and the work of CCHIT
and other possible certifying bodies
c. Understand how the exchange of electronic health data relates to meaningful use
d. Understand how clinical quality measures relate to meaningful use

Topics:
e The 5 underlying healthcare goals for meaningful use
e Essential components of meaningful use, including:
0 Use of certified EHR technology
o Utilizing EHR technology allowing for electronic exchange of health
data
0 Using the EHR to submit clinical quality measures

Unit 3: Clinical Decision Support

Description:

This unit focuses initially on defining clinical decision support (CDS) and providing an
historical perspective, the early approaches to clinical decision support that tended to
focus mostly on diagnosis. The focus progresses to more recent approaches, including
those that are used with modern electronic health record systems that are somewhat
more focused on treatment. This unit is completed with a discussion on computerized
provider order entry, or CPOE [C-P-O-E], which brings clinical decision support to the
point of care.
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Objectives:
At the end of this unit the student should be able to
a. Define what is meant by clinical decision support (CDS) systems
b. Discuss key factors in the development of CDS for clinical and administrative use
c. Implement clinical decision making tools including computerized provider order
entry (CPOE)
d. Implement CDS rules, alerts, and reminders
e. Given a case study, analyze the issues related to provider fatigue related to
alerts and reminders

Topics:
e Definition of CDS systems
e CDS tools and their implementation
e Implementing decision support rules, alerts, and reminders
e Implementing computerized provider order entry (CPOE)

Unit 4: Lab: Implementing Clinical Decision Support

Description:

This unit discusses implementing clinical decision support, which broadly refers to
providing clinicians or patients with computer-generated clinical knowledge and patient
related information, intelligently filtered and presented at appropriate times, to enhance
patient care. A short lecture is followed by a series of hands-on labs and exercises
through which students will learn how to configure and use three tools for decision
support implemented in the EHR: Alerts or Notifications, Order Checks and Clinical
Reminders.

Objectives:
At the end of this unit the student will be able to
a. View and create Alerts/Notifications in a VistA simulation EHR environment
b. View and create Order Checks in a VistA simulation EHR environment
c. View and resolve reminders in a VistA EHR simulation environment
d. Discuss the value of these EHR functions as clinical decision support tools

Topics:
e Alerts/Notifications
e Order Checks
e Clinical Reminders
e Alerts/Notifications, Order Checks, and Clinical Reminders as clinical decision
support tools
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Unit 5: Lab: Health Summary and Clinical Reminder Reports

Description:

This unit focuses on reviewing basic information related to the creation of quality
reports. In addition, the labs and exercises describe how to create and view Health
Summary and Clinical Reminder reports - two basic types of quality reports.

Objectives:
At the end of this unit the student will be able to
a. View and create Health Summary reports in the VistA EHR simulation
environment.
b. View and create Clinical Reminder reports in the VistA EHR simulation
environment.
c. Describe how these EHR functions support quality care, patient safety and
efficiency

Topics:
e Ad hoc health summary reports
e User-customized health summary reports
e Clinical reminder reports

Unit 6: Lab: Data Entry Templates

Description:

This unit will focus on the creation and use of data entry templates. Templates are
important tools for collecting data entered into the system manually, as they can help to
ensure the quality of the data and provide data capture efficiencies through effective
design and use.

Objectives:
At the end of this unit the student will be able to:
a. Access and use the template editor
b. Effectively use the different field controls to promote data quality and efficiency of
data entry
c. View and create personal and shared templates for data entry
d. View and create shared templates
e. Describe how these EHR functions support quality care, patient safety and
efficiency

Topics:
e Document templates
e Shared templates
e Personal templates
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Unit 7: Lab: Building Order Sets

Description:

This unit focuses on the value of order sets through Lab exercises designed to instruct
students on how to build order sets within a typical Electronic Health Record, or EHR
[E-H-R]. Typically, order sets would be created by clinicians with expertise in treatment
plans and they would be able to take those plans and put them into specific order sets
within the EHR system.

Objectives:
At the end of this unit the student will be able to:
a. Define and describe an order set
b. Describe the benefits and costs associated with order sets
c. Demonstrate the ability to build order sets in VistA, a simulation EHR
environment

Topics:

Building order sets

Creating and customizing order (menu) screens
Creating laboratory quick orders

Creating medication quick orders

Combining quick orders in an order set

Unit 8: Data Infrastructure

Description:

This unit focuses on important terminology related to data and the parts of data
infrastructure and architecture; definitions, development, and use of a data dictionary;
and the collection of data for secondary use.

Objectives:
At the end of this unit the student should be able to
a. Discuss the concepts of data infrastructure including data architecture, data sets,
repositories, data dictionary, data standards, and data types.
b. Given a case study, produce a sample data dictionary.

Topics:
e Data architectures
e Data sets
e Repositories
e Data dictionary (with application practice on developing a data dictionary)
e Implementing data standards (e.g., HL7)
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e Data types- structured and unstructured
Unit 9: EHR Implementation in Specific Settings

Description:

This unit focuses on the implementation of Electronic Health Records systems in
specific settings including acute care settings such as ambulatory care, physician
practices, and critical access hospitals, as well as non-acute care settings such as
home health care, extended care, rehabilitation facilities, long term care facilities, and
the growing area of senior residence housing.

Objectives:
At the end of this unit, the student should be able to
a. Discuss key issues in electronic health record development and implementation
affecting acute care
b. Discuss key issues in electronic health record development and implementation
affecting long term care including interchange of health information with acute
care
c. Discuss key issues in electronic health record development and implementation
affecting ambulatory care including interoperability with acute care, ASP and
community offerings for an EHR.
d. Discuss key issues in electronic health record development in other health care
settings including physician practice, home health and hospice, behavioral
health, and health departments

Topics:
e Acute care: critical access, EHR, components, interfacing with other care settings
e Long Term Care: EHR components, HIE with acute care
e Ambulatory Care: EHR components, interoperability and interfaces with acute
care, ASP and community offerings for an EHR
e Other settings: physician practice, home health and hospice, behavioral health
facilities, health departments.

Unit Elements:
Instructor manual, lectures, self-assessment questions, discussion questions and/or
activities, assignments and exercises

Format:

Slides with narration (voiceover PowerPoint in Flash format), suitable for lecture, team-
based learning, or online independent study; labs and exercises are Word documents
that are to be used with the VistA for Education system; lecture transcripts (MS Word
documents); and audio files in mp3 format for each lecture; self-assessment and
discussion questions and keys (MS Word documents).

Component 11 Health IT Workforce Curriculum Page 7
Version 2.0/Spring 2011

This material was developed by Oregon Health & Science University, funded by the Department of Health and Human Services,
Office of the National Coordinator for Health Information Technology under Award Number 1U240C000015.





Local Resources Required for Implementation(online):

Computer, Microsoft Office, PowerPoint, Flash player (free download), VistA for
Education installer v1.03, mp3 player (free download), Learning Management System
(optional)
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Component Number: 12
Component Name: Quality Improvement

Component Description (from FOA): Introduces the concepts of health IT and
practice workflow redesign as instruments of quality improvement. Addresses
establishing a culture that supports increased quality and safety. Discusses approaches
to assessing patient safety issues and implementing quality management and reporting
through electronic systems.

Assigned Institution: Johns Hopkins University

Team Lead(s): Stephanie Poe, DNP,RN, The Johns Hopkins Hospital
Peter Pronovost, PhD, MD, JHU, School of Medicine

Team Members: Patricia Dawson, MSN, RN, The Johns Hopkins Hospital
Kelly Hugo, MBA, Anne Arundel Community College

Workforce Roles: Clinician/Practitioner Consultant, Practice Workflow and Information
Management Redesign Specialist

Component Objectives
At the completion of this component, the student will be able to:

1. Analyze clinical decision-making requirements, including who, what, when, how,
and where information is needed.

2. Design and implement information technology that supports effective teamwork,
fosters open communication and enables shared decision-making to achieve
guality patient care

3. Analyze clinical workflows to design information technology that supports clinical
decision-making and care coordination.

4. Design and apply of information technology and standardized practices that
support safety and quality

5. Formulate activation planning that supports and maintains safety and quality
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6. Select and apply quality measures for incorporation into information systems to
enable review of outcomes of care and identification of improvement
opportunities

7. Assess findings from quality reviews of reported events to design and implement
clinical information system improvements.

8. Select improvement tools to assist clinical teams in improving the quality and
safety of the electronic health record.

9. Monitor use of information technology for inappropriate use leading to hazards
and errors

10. Design an information technology culture conducive to highly reliable processes
built on human factors research.

11. Design and implement effective strategies to use information technology to
decrease reliance on memory.

Component Units with Objectives and Topics

Unit 1: Introduction to Quality Improvement and Health Information Technology
Description: Introduction to Quality Improvement and Health Information Technology
This unit will introduce the learned to the concept of health care quality and the
importance of meaningful use of health information technology in improving health care
quality. The Institute of Medicine aims of quality improvement and the institute of
Healthcare Improvement's triple aim are used to frame a discussion of the role of health
information technology in leading to improvement of patient safety, efficiency,
effectiveness, equity, timeliness and patient-centeredness. The learner is also provided
with examples of how health IT can facilitate quality improvement as well as unintended
consequences of health IT that can be byproducts of poor system design and user
work-arounds.

Objectives:
1. Identify the current challenges in health care quality.
2. Examine the components of the health care system that have an impact on
quality.
3. Explain health care quality and quality Improvement.
4. Describe quality improvement as a goal of meaningful use of meaningful use.
5. Analyze the ways that HIT can either help or hinder quality improvement.

Topics:
1.1 — Health Care Quality and HIT
1.2 — Relationship of QI and HIT
1.3 — Exemplars of QI and HIT

Unit 2: Principles of Quality and Safety for HIT
Description: This unit introduces the learner to the notion of high reliability
organizations, and the importance of transparency and speaking up to a culture of
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safety. Characteristics of a culture of safety are outlined and the role of the HIT
professional in this culture is defined. Strategies and tactics for communicating risks and
advocating for resolution in a resistant culture are discussed.

Objectives:
1. Describe the ways that every system is designed to achieve the results it gets.
2. Apply the basic principles of safe design
3. Explain the ways that teams make wise decisions with diverse and independent
input.

Topics:
2.1 — Improving Patient Safety

Unit 3: Reliability and Culture of Safety

Description: This unit introduces the learner to the notion of high reliability
organizations, and the importance of transparency and speaking up to a culture of
safety. Characteristics of a culture of safety are outlined and the role of the HIT
professional in this culture is defined. Strategies and tactics for communicating risks and
advocating for resolution in a resistant culture are discussed.

Objectives:
1. Discuss reliability as a tool for ensuring safety.
2. Examine how ultra-safe organizations operate.
3. ldentify how teams make wise decisions.

Topics:
3.1- Reliability, culture of safety and HIT

Unit 4: Human Factors: HIT Design and Complexity

Description: This unit introduces the learned to the concepts of human factors and
ergonomics and discusses their role in patient safety. The three types of ergonomics
(physical, cognitive, and organizational) are defined, and examples of the application of
these design principles to health care and patient safety are provided. This is followed
by a review of two approaches to managing error (person and system) and the benefits
of using the system approach in health care. The components of the SEIPS Model of
work system and patient safety (person, environment, organization, technologies/tools,
tasks, processes, and outcomes) are discussed and this model is applied to information
technology.

Objectives:
1. Define human factors and ergonomics (HFE) is and its objectives
2. Introduce human factors ergonomics and discuss the role of HFE in patient
safety
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Topics:
4.1 — Cognitive Ergonomics/Engineering
4.2 — Usability testing and inspection
4.3— Human factors engineering and HIT

Unit 5: HIT Design to Support Teamwork and Communication

Description: The unit focuses on ways in which HIT can be designed to support care
coordination. The focus is on electronic tools to support communication and teamwork
during hand-off, care planning, and care transitions. Incorporation of automatic referral
requests, data transfer to longitudinal records, and shared problem lists and daily goal
forms into the EHR is discussed as well as the utility of electronic whiteboards and
clipboard tools.

Objectives:
1. Assess the impact of teamwork and communication on patient safety and clinical
effectiveness.
2. Investigate ways in which HIT design can serve as a barrier to effective
communication.
3. Describe ways in which HIT design can enhance teamwork and communication.

Topics:
5.1 — Communication and care coordination
5.2 — Barriers of HIT
5.3 — Tools to enhance communication and care coordination

Unit 6: Decision Support for Quality Improvement

Description: This unit presents an in depth review of ways in which decision support can
enhance quality and safety in patient care. Definitions of decision support are provided.
Three cases studies of decision support in a variety of health care settings (inpatient,
ambulatory, and public health) are discussed.

Objectives:
1. Define decision support, its importance and why it is difficult to implement.
2. Compare decision support tools that help improve quality.
3. Analyze the benefits and shortfalls of alerts and clinical reminders.
4. Investigate strategies for successful use of design and implementation of
decision support systems.

Topics:
6.1 — Clinical Decision Support System (CDSS) Basics
6.2 — Clinical Decision Support Systems that Help Improve Quality
6.3 — Alerts and Clinical Reminders
6.4 — Tips for Successful Clinical Decision Support Systems
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Unit 7. Safe Workflow Design

Description: This unit introduces the learner to good practices for determining current
workflow design and whether this design can be supported by HIT. It also presents
ways of assisting users to redesign clinical work-flow as needed without loss of quality
and safety in the clinical environment. Discussion of questions to ask when determining
hard-wired and mobile technology placement is included.

Objectives:
1. Assess decision-making requirements in health or health care
2. Construct a work process flow chart
3. Appraise ways of incorporating decision-making requirements into health
information technology design

Topics:
7.1 — Workflow Assessment
7.2 — Work Process Flow Charts
7.3 — Incorporating Workflow into HIT Design

Unit 8: HIT Implementation Planning to Maximize Quality and Safety

Description: This unit focuses the attention of the learner on ways in which HIT
implementation can be managed to ensure the quality and safety are maintained during
the transition period. Use of internal support pools, super-users, and front-line clinical
experts to provide at-the-elbow support during the transition period is discussed.
Emphasis is placed on the need for local adaptation and ongoing development of skills
so that users can gain expertise in safe use of electronic health records and other
information technology.

Objectives:
1. Critique an implementation team and the roles they play in ensuring quality
2. Analyze effective implementation planning
3. Assess the quality implications of “big bang” versus staggered approaches
4. Discuss “go live” support strategies that minimize risk

Topics:
8.1 — The Implementation Team
8.2 — Effective Implementation Planning
8.3 — Go-Live Support Strategies

Unit 9: HIT and Infecting a Patient Safety Culture

Description: This unit dives into the specifics of how poor design and misuse of
technology can place patients and organizations at risk. A strong case is made for the
responsibility of users to monitor information systems for risks and to ensure that they
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use these systems appropriately. Examples of poor design are provided, as well as their
impact on patient care. The HIT professional's role in ensuring attention to usability and
compatibility with workflow during the design and testing phase of implementation is
discussed.

Objectives:
1. Apply QI tools to the analysis of HIT errors
2. ldentify strategies for adaptive work that can be useful to HIT initiatives

Topics:
9.1 — The BSI Story and CUSP
9.2 — Strategies for Adaptive Work

Unit 10: HIT Design for Quality Reporting

Description: This unit discussed the fact that the design of electronic documents and
flow sheets have a significant impact on the ability to extract quality measures from the
resulting database. The importance of rigorous design and testing of system reports
used for quality purposes is emphasized. Sample quality measures that are frequently
requested of HIT systems are identified, and questions that guide data extraction are
suggested.

Objectives:
1. Explain the attributes of an effective reporting system.
2. Examine the importance of standardized and structured health information.
3. Discuss how HIT can facilitate data collection and reporting for improving quality
and safety.

Topics:
10.1 — Measuring Patient Safety

Unit 11: Data Quality Improvement

Description: This unit will introduce the learner to the importance of data quality and the
role of the HIT professional in monitoring and ensuring the quality of data in clinical
information systems. The theme of this unit is "beginning with the end in mind" and a
review of both measurable and intangible dimensions of data quality is provided.
Examples of each dimension are reviewed and a business case for quality is presented.

Objectives:
1. Discuss the impact of poor data quality on quality measurement
2. ldentify ten attributes of data quality and key process recommendations
3. Discuss common causes of data insufficiency
4. Describe how health information technology design can enhance data quality

Topics:
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11.1 — Impact of Poor Data Quality
11.2 — Data Quality Attributes
11.3 — Common causes of Insufficient Data Quality and Design Recommendations

Unit 12: Learning from Mistakes: Error Reporting and Analysis and HIT
Description: Learning from mistakes: error reporting and analysis and HIT

This unit is designed to assist the learner in understanding the role of HIT in error
detection and reporting and analysis of errors. The unit pulls together the links between
learning from mistakes and the science of safety and safe culture. It includes a review of
three tools for error detection and reporting: automated surveillance systems, error
reporting systems, and predictive analytics and modeling. Examples of two powerful
quality improvement tolls (root cause analysis and failure mode effects analysis) are
provided and the role of HIT professional in contributing to these efforts is discussed.

Objectives:
1. Describe ways in which health information technology (HIT) can facilitate error
detection and reporting
Explain how reporting errors can help to identify HIT system issues
Assess HIT for unintended negative consequences
Examine common themes in HIT design deficiencies
Apply QI tools to examine HIT errors

abrwn

Topics:
12.1 — HIT, Error Detection and Reporting
12.2 — Unintended Consequences of HIT
12.3 — Quality Improvement Tools and HIT

Unit Elements

For each module, the following will be provided:

e Instructors manual

PowerPoint slides with voice over

Written narration for the slides

Adobe PDF version of slides

Lab components

Externally available resources, i.e., links to free resources available over the web

that will be used in the course

e Required and Suggested readings. (The modules will need to be stand alone,
textbook readings can only be “suggested”. Required readings must be provided
with the materials with written permission from the publisher to have them included
in the distribution.)

e Learning exercises

e Assessments (test items, project, or other assignments used to assess mastery of
the competencies)
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e These competencies and learning objectives will be taught using EHR simulation
scenarios, role playing, use cases in support of the “hands on” nature.

Size/Contact Hours: Each unit is estimated to provide from 2-4 contact hours and
require 6 -12 hours of independent or team work on the part of the student.

Local Resources Required for Implementation
e Internet connectivity
e Power Point
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Units 1, 2 and 5 primary for all workforce roles; Units 3,4,6-10 secondary for workforce
roles other than those individuals contemplating careers in public health agencies

Component Objectives

At the completion of this component, the student will be able to:

1. Distinguish (draw distinctions) among core functions and essential services of ‘public
health’ and ‘clinical care’.

2. Synthesize key reasons and current contextual factors for providers in clinical
practice to improve public health services and practices using EHRs

3. Apply health data definitions and standards, as well as privacy and confidentiality
issues, in typical public health scenarios.

4. Summarize the strategies, features, and systems needed for public health agencies
to define and build the necessary connections to EHRs as identified by meaningful
use legislation.

5. Describe the roles and functions of existing public health data and health databases
and networks

6. ldentify current needs and future directions for EHR biosurveillance, disaster-
preparedness, and situational awareness in improving public health.

7. Summarize/describe the main role, functions and applications of public health
reporting, alerts and decision support systems.

8. Summarize the role, functions and applications of public health IT for health
promotion and chronic disease prevention

9. Delineate the critical role of advocacy in adoption/use of EHRs and Consumer
functions for PHRs to improve public health.

Component Units with Objectives and Topics

Unit 1:
Overview & contribution to public health through Electronic Health Record use

Description:
Synthesize key reasons and current contextual factors for providers in clinical practice
to improve public health practice using EHRSs.

Objectives:

Students will be able to:

1.1 Explain what public health is, what distinguishes it from the other health sciences,
and its unique contributions to the health of the public.

1.1a Identify the underlying reasons for the requirement that electronic health record
systems (EHRS) be linked to essential public health functions

1.2 Describe the major formal organizational structures within the United States
responsible for monitoring and improving the public's health

1.3ldentify issues that call for government intervention in matters pertaining to the
health
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1.4 Identify the principal problems in the U.S. health care system in improving and
sustaining public health on a large scale.

1.5Explain the role of public health in medical care.

1.5a Explain the benefits of electronic health records and data exchange to clinical care
and health care improvement from a public health perspective.

1.6 Identify the principal environmental, social and behavioral determinants of health
and demonstrate how they come into influence the most important behavior-related
health problems of the day

1.7 Identify the clinician’s role in disease reporting and how it contributes to both public
and patient health

1.8 Describe how patient-level data from an EHR is used for public health

Topics:

A. Introduction to Public Health

B. Historical Context of Public Health

C. Opportunities for Public Health enabled electronic health records
D. Public Health + Health Information Technology (PHIT)

E. Public Health Informatics

Unit 2:
Privacy, Confidentiality and Security of Public Health Information

Description:

Apply health data definitions and standards, as well as privacy and confidentiality
issues, in typical public health scenarios.

[Note: This outcome applies jointly to units 2 and 3, which are related.]

Objectives:

Students will be able to:

2.1 Identify the exercise of principles of privacy, confidentiality, and security of public
health information, in scenarios involving patients and health practitioners.

2.2 ldentify the types of laws/Acts applicable to the treatment of public health
information.

2.3Locate resources for applicable state, local, and federal laws and/or Acts

2.4 Interpret the treatment of and apply applicable laws/Acts to public health information
in given patient or practitioner scenarios.

2.5 ldentify the functions of a “covered entity” and a “business associate” in relation to
the treatment of public health information.

2.6 Describe the objectives and roles of the HIPAA Privacy Rule and exceptions to
HIPAA as they apply to public health.

2.6a ldentify patient rights under the Notice of Privacy Practices

2.6b Describe the potential civil and criminal penalties for a HIPAA  violation

2.6¢ ldentify and summarize each HIPAA security requirement (administrative, physical,
and technical)
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2.6d Discuss policy, procedures, contracts, and plans in administrative safeguards
2.6e Describe how the physical environment can impact security of information and
develop solutions

2.6f Discuss technical strategies that can be implemented for security purposes

2.7 Identify the type of information that requires protection (e.g., diseases,
demographics) and list examples

2.8 Demonstrate the application of principles for the appropriate release of required
patient information in given scenarios.

2.9 ldentify examples of circumstances when patient information may be used without
patient authorization.

2.10 Summarize the ARRA/HITECH amendments to HIPAA.

Topics:

A. Privacy

B. Confidentiality

C. Security

D. Laws, Acts & Public Health

E. Statutory & Regulatory

F. Health Insurance portability and Accountability Act

Unit 3:
Data Standards in Public Health Information Technology

Description:

Apply health data definitions and standards, as well as privacy and confidentiality
issues, in typical public health scenarios.

[Note: This outcome applies jointly to units 2 and 3, which are related.]

Objectives:

Students will be able to:

3.1 Identify the architecture categories for information systems and explain the
differences

3.2 Summarize objectives of an enterprise architecture plan

3.3 Identify the objectives of data standards for public health

3.4 Describe the different types of standards required (e.g., information, clinical data
representation, technical, medication terminology, and privacy and security)

3.5 Identify the factors involved in grammar data standards for communicating in public
health informatics

3.6 ldentify the principles of context regarding data standards for communicating public
health informatics

3.7 ldentify universal vocabularies and classification systems applicable to public health
(CPT, ICD-0)
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3.8 ldentify and compare associations and/or organizations developing standards (e.g.,
CCHIT, HL7, American Society for Testing and Materials)

Topics:

A. Architecture of Information Systems

B. Data Standards

C. Information

D. Communication & Internet Technologies
E. Technical

F. Privacy & Security

Unit 4:
Public health enabled electronic health records and the role of public health in
health information exchange

Description:
Summarize/describe the main role, functions and applications of public health-enabled
Electronic Health Records (EHRS).

Objectives:

Students will be able to:

4.1 Discuss the New York City Department of Health and Mental Hygiene partnership
with a commercial EHR vendor and how it created a public health-enabled EHR.

4.2 Demonstrate knowledge of public health-oriented clinical decision support including
an integrated strategy using multiple tools such as alerts, order sets, smart forms, and
quality reporting.

4.3 Describe the EHR "meaningful use™ movement and how it could transform existing
clinical/public health practices.

4.4 Describe the strategies, features, and systems needed for public health agencies to
define and build the necessary connections to EHRs as identified by the "meaningful
use" legislation.

4.5 Identify the essential features of four primary public health IT functions including
syndromic surveillance, bi-directional immunization registries, public health alerts, ad-
hoc reporting, etc.

Topics:

A. Primary Care Information Projects (PCIP)
B. Meaningful Use Goals

C. Improve Population Health

D. Syndromic Surveillance

E. Immunization Registries

F. Public Health Alerts & Ad-Hoc Reporting
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Unit 5:
Epidemiological databases and registries — Public health information tools

Description:
Explain how varying types of information technologies have application in public health
practice.

Objectives:

Students will be able to:

5.1 Identify the functions and key issues of epidemiology compared to clinical practice
5.2 Define and distinguish among the components that make up epidemiology

5.3 Identify the difference between environmental and mechanistic causes of disease
5.4 Describe the components of epidemiological reasoning

5.5 List the different types of epidemiology

5.6 Define clinical epidemiology and its relationship with evidence-based practice

5.7 Explain the current applications of epidemiology and how the results influence
evidence-based practice

5.8 Identify different sources of epidemiological databases and how information is
updated and exchanged with clinical entities

5.9 Describe the purpose of a registry, the types of information contained within a public
health registries and how this information can be used

5.10 Identify the defining characteristics of epidemiological registries

5.11 Identify different entities that operate registries and how information from clinical
practice gets imported into these registries

5.12 Identify security and access issues in the information exchange between
communities, clinical institutions, public health departments and federal agencies
involved in public health prevention and control.

Topics:

A. Epidemiology- Introduction

B. Epidemiology Databases & Registries
C. Information Exchange

Unit 6:
Biosurveillance, Situational awareness and disaster response

Description:
Identify current needs and future directions for EHR biosurveillance, disaster-
preparedness, and situational awareness in improving public health.

Objectives:
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Students will be able to:

6.1 Describe the traditional means used to monitor and report on disease spread within
a community

6.2 ldentify current data sources used to track disease

6.2a Describe the typical process of syndromic surveillance.

6.3 ldentify strengths and weaknesses of using EHRs for biosurveillance

6.4 Describe process for monitoring, reporting, and analyzing EHR biosurveillance data
6.5 ldentify how current and future findings from EHR biosurveillance improve public
health operations and services

Topics:

A. Syndromic Surveillance Overview

B. Electronic Health Record Syndromic Surveillance during 2009-Pandemic H1N1 in
NYC

Unit 7:
Public health reporting, alerts and decision support

Description:
Summarize the essential public health services and methods by which they can be
improved through the use of EHRSs in the context of the clinical care environment

Objectives:

Students will be able to:

7.1 Describe the current role of public health in the context of the clinical care
environment

7.2 Describe the following three essential public health services: Monitor Health;
Diagnose/Investigate; Inform, Educate, Empower

7.3 Identify current public health practices challenges in the essential public health
services of: Monitor Health; Diagnose/Investigate; and Inform, Educate, Empower
7.4 ldentify the opportunities and limitations for EHRs to address these challenges in
three primary areas (syndromic surveillance, notifiable disease reporting, and public
health case investigation)

Topics:

A. Define public health

B. Role of public health enabled Electronic Health Records (EHRS) & Health Information
Exchange (HIE)

C. Monitor Health

D. Diagnosis and Investigate

E. Inform. Educate & Empower
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Unit 8:
The potential of public health IT for health promotion and chronic disease
prevention

Description:
Explain a novel approach to developing and implementing health promotion programs in
public health practice.

Objectives:

Students will be able to:

8.1 Describe and categorize issues/questions, data sets and factors (variables) that are
used in descriptive epidemiology.

8.2 Describe how evidence-based recommendations may be appropriately used in
implementing and evaluating health promotion and disease prevention.

8.3 Describe different types of health promotion and disease prevention and different
methods of enacting health promotion programs.

8.4 Identify the steps in the process of implementing and evaluating prevention
programs and interventions.

8.5 Identify the clinical preventive services that are linked to health promotion and
disease prevention.

8.6 Describe how informatics can be incorporated into clinical preventive services.

8.7 Describe the history and foundation of geographic information systems and explain
its role in evidence-based practice.

8.8 Identify the barriers to incorporating public health IT into clinical practice and
potential methods for resolving these limitations.

8.9 Identify the existing and innovative methods for communicating and sharing health
information with the public.

Topics:

A. Descriptive Epidemiology

B. Health Research

C. Health Prevention

D. Intervention Methods

E. Innovation

F. Synthesis & Translation

G. Interactive Health Technologies
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Unit 9:
Quality Reporting

Description:
Summarize/describe the main role, functions and applications of public health reporting,
alerts and decision support systems.

Objectives:

Students will be able to:

9.1 Identify/describe important characteristics and components of useful health care
guality measurement systems

9.2 Identify the past and present efforts to transform medical practice through pay-for-
performance initiatives.

9.3 Identify national group efforts involved in the establishment of quality
standards/metrics (NCQA, NQF, etc.) based upon claims and EHR data.

9.4 Describe how quality metrics are integrated, tracked, and used in EHRs and
describe real-world implementations in eClinicalWorks, EPIC, NextGen.

9.5 Describe the use of EHR-based quality metrics in pay-for-performance incentive
projects.

9.6 Summarize the preliminary findings/conclusions from the EHR pay-for-performance
project and possible future directions.

Topics:

A. Health Systems and Quality Care (Principles)

B. Data Sources

C. Pay for Performance Design Quality Measures for Rewards
D. using Quality Measures to Achieve Meaningful Use

Unit 10:
Encouraging adoption/use of population health functions for EHRs and
Consumer functions for PHRs

Description:
Delineate the critical role of advocacy in adoption/use of EHRs and Consumer functions
for PHRs to improve public health.

Objectives:

Students will be able to:

10.1 Define/ldentify components of a population health model provided in this
component.

10.2 Identify and describe population health functions of EHRs.
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10.3 Describe the meaningful use criteria that are applicable to public health, population
health, disease management and prevention.

10.4 Provide examples of common PHR systems (Google Health, Microsoft
HealthVault, Vendor-specific PHRs) and identify embedded consumer functions.

10.5 Describe EHR adoption and use, with a focus on fidelity to public health goals.
10.6 Describe the challenges in and barriers to adoption and use of population health
functions for EHRs and Consumer functions for PHR.

10.7 Explain and apply a rationale that would encourage adoption and use of public
health functions for EHRs and Consumer functions for PHR.

10.8 Demonstrate the ability to formulate a plan to encourage adoption and use of
population health functions for EHRs and Consumer functions for PHR, given a setting,
population and workflow environment.

Topics:

A. Population Health Functions of Electronic Health Records (Introduction)

B. Meaningful Use Criteria for Public Health, Population Health, Disease Management &
Prevention

C. Common Personal Health Record Systems (PHRS)

D. Electronic Health Record Adoption and Use

E. Barriers to Adoption and Use of Population Health Functions for Electronic Health
Records and Personal Health Records

F. Encourage Adoption and Use of Population Health functions for EHRs and PHRs

Unit Elements:
Instructors manual, self-assessment questions, and application activities

Format:
Slides with narration; video including screen shot simulations

Size/Contract Hours:
10 units; each with 20-25 minutes of lecture, 5-10 self-assessment questions and
approximately ¥2 hour homework per unit

Local Resources Required for Implementation:
Computer; Internet connection (optional)
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Component Objectives

Upon completion of this component, the student will be able to:

1. Assess and compare common commercial Electronic Health Record (EHR) systems
using KLAS ratings in training and organizational decision-making contexts.
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2. Apply Certification Commission for Health Information Technology (CCHIT),
meaningful use, Joint Commission and National Patient Safety Goals to decisions about
commercial EHR vendor selection, when given typical workplace scenarios.

3. Evaluate key factors (costs of an EHR, including capital, licensing, maintenance and
staffing, and stakeholder needs) into workplace decisions for selecting vendor-specific
systems

4. Analyze the functionality of a vendor EHR system, given a set of user needs

5. Compare database architectures employed by different vendor applications to
evaluate how these impact performance and extensibility

6. Evaluate EHR systems based on vendor strategies for terminology management,
knowledge management and data exchange

7. Compare decision support capabilities and customizability, given different vendor
EHRs

8. Evaluate training and go-live strategies of different EHR vendors in terms of impact
on cost, workflow, and patient safety.

Component Units with Objectives and Topics

Unit 1:
Common commercial electronic health record (EHR) systems used in ambulatory
and inpatient care settings

Description:
Assess and compare common commercial EHR systems using KLAS ratings during
training or to facilitate organizational decision-making.

Objectives:

Students will be able to:

1.1 Describe the most common commercial electronic health record (EHR) systems
used in ambulatory and inpatient care settings

1.2 List HIMSS resources available on EHR systems

1.3 Describe functions and applications of HIMSS resources available on EHR systems
1.4 Describe functions and applications of KLAS ratings available on EHR systems

1.5 Apply KLAS rating system to evaluate software selections for ambulatory and acute
care EHRs.

1.6 Provide a summary of inpatient and ambulatory vendors

Topics:

A. KLAS ratings

B. Healthcare Information and Management Systems Society (HIMSS)
C. Summary of inpatient and ambulatory vendors
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Unit 2:
Certification of commercial Electronic Health Records (EHRS)

Description:

Apply Certification Commission for Health Information Technology (CCHIT), meaningful
use, Joint Commission and National Patient Safety Goals to decisions about
commercial EHR vendor selection.

Objectives:

Students will be able to:

2.1 Describe the Certification Commission for Health Information Technology (CCHIT)
2.2 Describe or give examples illustrating how CCHIT criteria are used for certification
of EHR systems

2.3 ldentify the benefits of ‘meaningful use’ of EHRs and identify examples of
‘meaningful use’ of EHRS in given scenarios

2.4 ldentify the three stages of implementation requirements for ‘meaningful use’ of
EHRs

2.5 Identify the role of governing bodies certifying commercial EHRS, including FDA
oversight, the Joint Commission and National Patient Safety Goals

Topics:

A.CCHIT

B. Meaningful Use

C. Safety/FDA oversight/Joint Commission/National Patient Safety Goals

Unit 3:
How do organizations select an EHR? Lessons from the front lines

Description:

Evaluate key factors (costs of an EHR, including capital, licensing, maintenance and
staffing, and stakeholder needs) into workplace decisions for selecting vendor-specific
systems.

Objectives:

Students will be able to:

3.1 Demonstrate concept knowledge of the RFP process

3.2 Identify the key stakeholders involved in EHR selection and the roles they each play
3.3 Identify and give examples of the categories of project costs when selecting vendor-
specific EHR systems

3.4 Analyze the financial components that strengthen an EHR vendor

3.5 Identify the key steps in the selection process for choosing a vendor EHR

Topics:
A.RFP process

Component 14 Health IT Workforce Curriculum 3
Version 2.0/Spring 2011

This material was developed by Columbia University, funded by the Department of Health and Human Services, Office of the
National Coordinator for Health Information Technology under Award Number [U240C000003.





B. Stakeholders involved
C. Cost (capital, licensing, maintenance, staffing)
D. Financial strength of vendor

Unit 4:
Electronic Health Record (HER) Functionality

Description:
Analyze the functionality of a vendor EHR system, given a set of user needs.

Objectives:

Students will be able to:

4.1Describe EHR functionality of Results Review

4.2 Describe the EHR functionality of Computerized Provider Order Entry (CPOE)
4.3 Describe the EHR functionality of Documentation

4.4 Describe the EHR functionality of Messaging among different vendor systems
4.5 Describe the procedures for billing supported by EHR vendor systems.

Topics:

A. Results Review

B. Computerized Provider Order Entry (CPOE)
C. Documentation

D. Messaging

Unit 5:
System and database architectures used in commercial EHRs

Description:
Compare database architectures employed by different vendor applications, for fulfilling
different user purposes.

Objectives:

Students should be able to:

5.1 Demonstrate concept knowledge of system and database architectures used in
commercial EHRs

5.2 Describe the health information systems landscape, including CPOE, Pharmacy,
Lab, etc.

5.3 Identify the different EHR hardware platforms

5.4 Compare different EHR operating systems and databases

5.5 Articulate how system and database architectures impact security, auditing and
performance monitoring
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Topics:

A.EHR modules and the health information systems landscape (CPOE, Pharmacy, Lab,
etc.)

B. Thick/thin client (Citrix, Web)

C. Operating systems, databases (SQL Server, Oracle, Cachet)

D. Security, auditing, performance monitoring

Unit 6:
Vendor strategies for terminology, knowledge management, and data exchange

Description:
Evaluate EHR systems based on vendor strategies for terminology management,
knowledge management and data exchange.

Objectives:

Students should be able to:

6.1 Describe the three types of interoperability

6.2 Describe vendor strategies for terminology and knowledge management and how
these impact interoperability

6.3 Describe processes and requirements for exchanging data with personal health
records

Topics:

A. What is interoperability?

B. Clinical knowledge sources (EBM) - Advanced clinical automation systems
C. Clinical Measurement - from Discern Expert to HealthFacts

D. Exchanging data with personal health records (PHRS)

Unit 7:
Assessing decision support capabilities of commercial EHRs

Description:
Compare decision support capabilities and customizability, given different vendor EHRSs.

Objectives:

Students will be able to:

7.1 Describe the applications of clinical decision support systems

7.2 Describe decision support capabilities and customizability of different vendor EHRs
7.3 Describe the challenges of implementing clinical decision support alerts in EHR
systems

Topics:
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A. Basic Clinical Decision Support

B. Custom Clinical Decision Support

C. Medical Logic Modules (MLMs)

D. Case Study: Eclipsys Sunrise: Helios Open Architecture for Custom Development

Unit 8:
Vendor-specific training and go-live strategies

Description:
Evaluate training and go-live strategies of different EHR vendors in terms of impact on
cost, workflow, and patient safety.

Objectives:

Students will be able to:

8.1 Describe characteristics of vendor-specific training and go-live strategies that would
facilitate implementation of a new Electronic Health Record (EHR) system

8.2 Compare the advantages and disadvantages of a big-bang roll-out versus a phased
roll-out and vice-versa

8.3 ldentify staffing, command center and on-site consultant considerations in the EHR
vendor selection process

8.4 Compare vendor strategies for monitoring system usage and change management

Topics:

A. Big-bang vs. phased roll-out

B. Staffing, command center, on-site consultants
C. Monitoring system usage

D. Change management

Unit Elements:
Instructors manual, self-assessment questions, and application activities

Format:
Slides with narration; video including screen shot simulations

Size/Contract Hours:
8 units; each with 20-25 minutes of lecture, 5-10 self-assessment questions and
approximately ¥2 hour homework per unit

Local Resources Required for Implementation:
Computer; Internet connection (optional)
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Component Number: 15
Component Name: Usability and Human Factors

Component Description (from FOA):

Discussion of rapid prototyping, user-centered design and evaluation, usability;
understanding effects of new technology and workflow on downstream processes;
facilitation of a unit-wide focus group or simulation.

Assigned Institution: Columbia University

Team Lead(s):
Dave Kaufman, PhD, Columbia University

Team Members:

Yalini Senathirajah, PhD (Content Specialist)

Olena Mamykina, Columbia University (Content Specialist)
Rita Kukafka, DrPH (Principal Investigator)

Syncia Sabain, EdD (Program Manager)

Lynda Carlson, BMCC (Content Specialist)

Madhabi Chatterji, PhD (Curriculum Developer)

John Allegrante, PhD (Curriculum Developer)

John Zimmerman, DDS (Instructional Design Specialist)
Cindy Smalletz, (Instructional Design Specialist)

Workforce Roles:
Primary for Practice Workflow and Information Management Redesign Specialist and
Implementation Support Specialists
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Component Objectives

At the completion of this component, the student will be able to:

1. Articulate a systems approach to usability and human factors as it applies to health
information technology.

2. Explain the cognitive consequences of health information technology on clinical
performance.

3. ldentify the consequences of suboptimal design in the delivery of healthcare.

4. Apply methods of cognitive research, sources of usability evidence, and principles of
user-centered design to decisions regarding systems evaluation, technology
evaluation, and iterative design, given a population of users.

5. Apply requirements engineering methods to inform design and technology selection.

6. Demonstrate concept knowledge of cognition and human performance models in
their relevance to systems evaluation methods.

7. Apply concept knowledge of cognitive, physical and organization ergonomics to
human factors engineering.

8. Select the most appropriate usability evaluation method, given particular system,
setting, and development phase.

9. Apply principles of usability and design to critiquing EHR systems and to making
recommendations for iterative improvement.

10.Diagnose problems associated with a clinical decision support system.

11. Apply cognitive methods of analysis to medical device testing.

12.Evaluate user interface designs using cognitive methods of analysis, usability
testing, and Nielsen’s heuristic evaluation method.

13.Diagnose various types of error and create or select potential solutions.

14.Select appropriate technology input methods given different technology uses, user
populations and contexts.

15.Describe how information visualization can support and enhance the representation
of trends and aggregate data.

16.Describe the role of mobile and ubiquitous computing in healthcare.

Component Units with Objectives and Topics

Unit 1:
People and technology, studies of technology

Description:

Apply methods of cognitive research, sources of usability evidence, and principles of
user-centered design to decisions regarding systems evaluation, technology evaluation,
and iterative design, given a population of users.
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Objectives:

Students will be able to:

1.1 Explain the importance of technology in health.

1.2 Describe the contributions of Human-Computer interaction to the Health field

1.3 Define the concept of system usability.

1.4Describe the seven stages of User Activity in Norman’s Theory of Action

1.5 Demonstrate concept knowledge of principles of user-centered design, methods of
cognitive research, and sources of usability evidence.

1.6 Describe the role of human factors and human computer interaction concerning
patient safety in the healthcare setting.

1.7 Demonstrate concept knowledge of principles of user-centered design and sources
of usability evidence

1.8 Identify the various types of errors in medicine

1.9 Identify patient safety issues

Topics:

A. Introduction to the studies of technology and Human-Computer Interaction
B. Norman’s Theory of Action and Design of Everyday Things

C. The digital divide

D. Introduction to user-centered design

E. Basics of usability evaluation methods

F. Understanding users

G. Health technologies and the digital divide

H. To Err is Human: the scope of errors in medicine

|. Patient safety

Unit 2:
Requirements engineering

Description:
Apply requirements engineering methods to inform design and technology selection.

Objectives:

Students will be able to:

2.1 Explain the role of requirements gathering in usability evaluation.

2.2 ldentify the uses, advantages, and disadvantages of data collection methods used
for requirements gathering

2.3 Demonstrate an understanding of how to conduct a workflow analysis

2.41dentify contextual design principles as they apply to the healthcare setting

2.5 Describe the methods to interpret results of data collection
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Topics:

A. Requirements gathering

B. Contextual design

C. Interviews

D .Observations of work

E. Analysis of workflow

F. Analyzing qualitative data (affinity diagrams, process flows)

Unit 3:
Cognition and Human Performance

Description:
Demonstrate concept knowledge of cognition and human performance models in their
relevance to systems evaluation methods.

Objectives:

Students will be able to:

3.1 Define the concept of cognitive engineering

3.2 Describe the representational effect as it applies to human computer interaction and
web design

3.3 Describe how humans process information and obtain skills

3.3.1Describe the Gestalt principles of perception and their relevance to human
computer interaction and cognitive theory

3.3.2 Describe the processes of memory and their relationship to web-design
3.3.3 Describe the cognitive constructs for mental representation

3.4 Explain how cognition and human performance models should inform iterative
design processes

Topics:

. A model of human information processing
. Basics of human cognition

. Attention, perception and memory

. Mental models and schemata

. Representational effects

. Distributed cognition

. Skill acquisition

. Implications for iterative design
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Unit 4:
Human factors and healthcare

Description:
Apply concept knowledge of human factors to the evaluation of systems-design and the
study of human errors and patient safety.

Objectives:

Students will be able to:

4.1Distinguish between human factors and human computer interactions (HCI) as they
apply to usability

4.2 Explain how cognitive, physical and organization ergonomics can be applied to
human factors engineering

4.3 Describe how the concepts of mental workload, selective attention and information
overload affect usability

4.4 Describe the different dimensions of the concept of human error

4.5 Describe a systems-centered approach to error and patient safety

4.6 Apply methods for measuring mental workload and information overload

4.7 Describe how human factors analysis can be applied to the study of medical devices

Topics:

A. Introduction to human factors engineering

B. Cognitive, physical and organization ergonomics
C. Mental workload

D. Selective attention and information overload

E. The nature of human error and patient safety

F. Implications of human factors for medical devices

Unit 5:
Usability evaluation methods

Description:
Select the most appropriate usability evaluation method, given particular system,
setting, and development phase.

Objectives:

Students will be able to:

5.1Describe the importance of usability in relation to health information technologies
5.1.1 List and describe usability evaluation methods

5.1.2 Given a situation and set of goals, determine which usability evaluation method
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would be most appropriate and effective

5.1.3 Design appropriate tasks for a usability test

5.2 Describe the appropriate tasks for a usability test

5.3 Describe the usability testing environment, required equipment, logistics, and
materials (moderator/facilitator guide, consent forms, and surveys)

5.4Describe the criteria for being an effective moderator of a focus group

Topics:

A. Why usability matters
B. Interviews

C. Focus groups

D. Questionnaires

E. Cognitive task analysis
F. Usability inspection methods
-Cognitive walkthrough
-Heuristic evaluation

G. Usability testing
-Video-analysis

Unit 6:
Electronic health records and usability

Description:
Apply principles of usability and design to critiquing EHR systems and to making
recommendations for iterative improvement.

Objectives:

Students will be able to:

6.1 Discuss the role of usability testing, training and implementation of electronic health
records

6.2 Describe and define usability as it pertains to the EHR (HIMSS document)

6.3 Explain the challenges of EHR design and usability in typical workflow

6.4 Identify a set of well-established principles of usability and design and describe their
application to EHRs (HIMSS document)

6.5 ldentify and explain usability methods for enhancing efficiency of use and
minimizing likelihood of user error (HIMSS document)

6.6 Explain how user-centered design can enhance adoption of EHRs

6.7 Describe Web 2.0 and novel concepts in system design

6.8 ldentify potential methods of assessing and rating EHR usability when selecting an
appropriate EHR system (HIMSS document)

Topics:
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A. Electronic health records in medicine

B. Usability, training and implementation

C. Special case of computerized physician order entry
D. Effects of and effects with technology

E. Evaluating EHRs

-Usability inspection

-Heuristic evaluation

-Usability testing

-Focus groups

F. EHRs and user-centered design

G. Web 2.0 and novel concepts in system design

Unit 7:
Clinical decision support and usability

Description:
Diagnose problems associated with a clinical decision support system.

Objectives:

Students will be able to:

7.1 Understand the cognitive basis for decision making and its effect on clinical errors
7.2 Discuss the role of usability testing, training and implementation of clinical decision
support

7.3 Describe and define usability as it pertains to clinical decision support

7.4 ldentify examples of usability barriers to adoption of clinical decision support

7.5 Identify a set of well-established principles of usability and design and describe their
application to clinical decision support

Topics:

A. Understanding Human Decision Making

B. Clinical Decision Support Systems (CDSS)

C. Computer Provider Order-Entry Systems and CDSS
-Promise and pitfalls

-Factors

D. Barriers

E. Improving Design
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Unit 8:
Approaches to design

Description:
Characterize the multifaceted nature of the design process and evaluate whether a
given user interface embraces sound principles of design to support usability goals

Objectives:

Students will be able to:

8.1 Explain a user-centered design approach

8.2 Define conceptual models

8.3Explain the iterative design process

8.3 Describe how requirements analysis influences design

8.4 Characterize the role of prototypes in design

8.5Describe the principles of participatory design

8.6 Describe principles of sound design to support usability

8.7 Describe how Nielsen’s heuristics and design principles apply to user interface
design

8.8 Explain the difference between low fidelity and high fidelity prototypes and when it
would be appropriate to use one versus the other

Topics:

A. Translating requirements into design

B. Nielsen’s heuristics and design principles
C. Classification exercise (card sorting)

D. Patrticipatory design

E. Low fidelity prototypes

F. High fidelity prototypes

G. Iterative design

Unit 9:
Ubiquitous Computing

Description:
Describe the role of mobile and ubiquitous computing in healthcare

Objectives:

Students will be able to:

9.1 Describe the role of mobile and ubiquitous computing in healthcare
9.2 Define context-sensitive applications
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Topics:

A. Context-sensitive applications

B. Mobile platforms in the hospital

C. Information access, decision support and mobile EHRs

Unit 10:
Designing for safety

Description:
Diagnose various types of error and create or select potential solutions.

Objectives:

Students will be able to:

10.1 Define “workflow analysis” and methods for examining and addressing human
errors

10.2 Design a workflow analysis study

10.3 Identify common sources of error documented in research studies in medicine
10.4 Apply the cognitive taxonomy of errors

10.5 Apply principles underlying the design of healthcare systems for safety

Topics:

A. Workflow analysis

B. Sources of error in medicine

C. The case of intensive care medicine
D. Cognitive taxonomy of error

E. Designing for safety

Unit 12:
Input and selection

Description:
Select appropriate technology input methods given different technology uses, user
populations and contexts.

Objectives:

Students will be able to:

11.1 Provide a rationale as to why input methods are an important consideration in the
design process for health technology

11.2 Compare and contrast technology input methods

11.3 Select appropriate technology input methods given different technology uses, user
populations and contexts
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Topics:

A. Pen input, voice, gesture

B. Beyond menu structures (pie menus, etc.)
C. Context-sensitive menus

Unit 12:
Information visualization

Description:
Describe how information visualization can support and enhance the representation of
trends and aggregate data.

Objectives:

Students will be able to:

12.1 Identify/describe the role of information visualization and describe its purpose in
enhancing usability of health technology.

12.2 Describe how information visualization can support and enhance the
representation of trends and aggregate data

Topics:

A. Purpose

B. Scientific visualization, information visualization
C. Representing trends and aggregate data

Unit Elements:
Instructors manual, self-assessment questions, and application activities

Format:
Slides with narration, suitable for lecture, team-based learning, or online independent
study

Size/Contract Hours:
12 units; each with approximately 20-25 minutes of lecture; approximately ¥2 hour
homework per unit

Local Resources Required for Implementation:
Computer; Internet connection (optional/recommended); Computer speakers; Flash &
multimedia player capabilities (optional/recommended)
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Component Name Professionalism/Customer Service in the Health
Environment

Component Overview This component develops the skills necessary to
communicate effectively across the full range of
roles that will be encountered in health care and
public health settings.

Assigned Institution University of Alabama at Birmingham

Team Lead Beth L. Elias, PhD, MS
Community Health, Outcomes and Systems
School of Nursing
University of Alabama at Birmingham

Team Members

Content Developers Beth L. Elias, PhD, MS
Community Health, Outcomes and Systems
School of Nursing
University of Alabama at Birmingham

Darrell Burke, PhD

Department of Health Services Admin.
School of Health Professions
University of Alabama at Birmingham

Robert Weech-Maldonado, PhD
Department of Health Services Admin.
School of Health Professions
University of Alabama at Birmingham

Feliciano Yu, MD, MSHI
Pediatric - Emergency Medicine
Children’s Hospital of Alabama
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Critical Reviewers

Instructional Designers

Carol McKelvey, MA, RHIA
Health Care Information Programs
Wallace State Community College

Donna Stanley, EdS, RHIA, CCS
Health Care Information Programs
Wallace State Community College

Virginia Caris, MA

Department of Health Services Admin.
School of Health Professions
University of Alabama at Birmingham

Gerald L. Glandon, PhD

Department of Health Services Admin.
School of Health Professions
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Nancy E. Dunlap, MD, PhD, MBA

Medicine - Pulmonary/Allergy/Critical Care
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Lecture Narration Lori Stegner
Maestro Productions
Nashville, TN
Bryan Talbot

Talbot Sound
Nashville, TN

Workforce Roles: Core; Technical Software Specialist (IT and Health
Care) and Trainer (IT and Healthcare); Secondary:
Implementation Managers (IT and Health Care)
and Practice Workflow and Redesign
Specialists(IT and Health Care)

Component Objectives:
At the completion of this component, the student will be able to:

1. Explain key elements of customer service in health IT.
2. Demonstrate appropriate behaviors in simulations of health IT customer service.

3. Demonstrate effective written and oral communication approaches to common
communication interactions.

4. Identify core elements of effective communication and techniques to resolve conflicts.

5. Identify ethical and cultural aspects of communication.

Component Units with Objectives and Topics

Unit 1 Customer Service in Healthcare IT

Description: This unit describes Customer Service in Healthcare IT.
Objectives:

1. Describe the definitions of customer service.

2. Identify customers’ needs based on context.
3. Discuss different metrics to measure customer service in Healthcare IT.

Topics:
la.l - Customer Service in Healthcare IT, Definitions of Customers and Customer
Service
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la.2 - What is customer service ?

la.3 - A service culture

la.4 - Who are healthcare IT customers ?

la.5 - What do customers want ?

1b.1 - Customer Service in Healthcare IT, Measurement Challenges in Customer
Service

1b.2 - The challenge

1b.3 - EHR customer service implementation success factors

1b.4 - Meaningful use perspective

1b.5 - Balancing customer demands

Unit 2 Professional Behavior in the Healthcare Environment
Description: This unit describes Professional Behavior in the Healthcare Environment.
Objectives:

1. Define contextual norms expected in healthcare organizations.
2. Discuss the importance of dress, deportment, demeanor, and grooming.

Topics:

2.1 - Contextual norms

2.2 - Contextual norms: defined

2.3 - Norms and professional role

2.4 - Norms and organizational setting

2.5 - Contextual norms: what they mean for you

2.6 - Deportment, behavior for the part

2.7 - Professional deportment: defined

2.8 - Purpose and goal of professional deportment

2.9 - Unprofessional deportment

2.10 - Understanding the deportment of healthcare professionals
2.11 - Professional appearance

2.12 - Purpose and goal of having a professional appearance
2.13 - Hair, clothing, makeup

2.14 - Scented hygiene products and perfumes

2.15 - Fitting in the healthcare environment

2.16 - Information technology staff responsibilities

2.17 - Summary

2.18 - Contextual norms

2.19 - Professional demeanor

2.20 - Fitting in
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Unit 3 Overview of Communication Relevant to Health IT
Description: This unit describes the Overview of Communication Relevant to Health IT.
Objectives:

1. Explain the purpose and goal of professional communication.

2. Describe what is meant by effective communication.

3. Discuss what is meant by ineffective communication.

4. Identify communication needs of common roles in healthcare.

5. Describe Disability Etiquette’s contribution to professional communication.

Topics:

3.1 - Overview of Communication Relevant to Health IT

3.2 - Unit 3: Objectives

3.3 - Professional communication: purpose and goal

3.4 - Effective communication

3.5 - Ineffective communication

3.6 - Communication and healthcare roles

3.7 - Description of different professional roles in healthcare
3.8 - Communication guidelines: face-to-face, electronic, phone
3.9 - Disability etiquette and professional communication

3.10 - Summary

Unit 4 Key Elements of Effective Communication
Description: This unit describes Key elements of effective communication.
Objectives:

Discuss the definition of communication.

Discuss assumptions used in communication.

Discuss the communication models from general to health-specific.

Discuss variables used in communication.

Define nonverbal communications.

Describe how nonverbal communication functions in the human communication
process.

7. Describe specific dimensions and give examples of nonverbal communication.
8. Discuss communication in paper-based and electronic formats.

9. Discuss personal communication in the work setting.

10.Discuss listening skills.

11.Discuss diversity.
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Topics:

4a.1l - Lecture 1, Key elements of effective communication, verbal communication

4a.2 - Learning objectives

4a.3 - Communication defined

4a.4 - Assumptions of human communication

4a.5 - Communication models

4a.6 - Common health-specific communication models

4a.7 - HIT communication

4a.8 - Communication variables in healthcare

4a.9 - Summary

4b.1 - Lecture 2, Key elements of effective communication, nonverbal communication

4b.2 - Nonverbal communication

4b.3 - Learning objectives

4b.4 - Nonverbal communication defined

4b.5 - Importance of nonverbal communication

4b.6 - Functions of nonverbal communication

4b.7 - Dimensions of nonverbal communication

4b.8 - Components of kinesics

4b.9 - Components of proxemics

4b.10- Components of paralinguistics

4b.11- Summary

4c.1 - Lecture 3, Key elements of effective communication, using media for
communication

4c.2 - Using media for communication

4c.3 - Paper based communication

4c.4 - Email communication

4c.5 - Email communication do’s and don’ts

4c.6 - Maintaining records of electronic communications

4c.7 - Business phone and other real-time communications

4c.8 - Personal phone and other real-time communications

4c.9 - Tone of voice and language

4c.10- Listening skills

4c.11- Listening components

4c¢.12- Diversity issues

4c.13- Summary

Unit 5 Regulatory Issues: HIPAA and Standard Precautions
Description: This unit describes Regulatory Issues: HIPAA and Standard Precautions.

Objectives:
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1. Characterize the importance of and guidelines associated with infection control.
2. Relate protecting yourself and others with standard precautions.
3. Explain HIPAA and communication.

Topics:

5.1 - Regulatory issues: HIPAA and standard precautions
5.2 - Infection control

5.3 - Standard precautions

5.4 - HIPAA

5.5 - Important components of HIPAA

5.6 - HIPAA and communication

5.7 - Guidelines for communication

5.8 - Summary

Unit 6 Team and Small Group Communication
Description: This unit describes Team and Small Group Communication.
Objectives:

1. Define Group communication definition and tiered characteristics.
2. Categorize Goals, norms, and cohesiveness of groups.

3. Explain Stages of team communication.

4. Understand Communication networks and sociograms.

Topics:

6.1 - Definitions

6.2 - Characteristics of Groups

6.3 - Factors contributing to group cohesiveness and outcomes
6.4 - Factors of effective group goals

6.5 - Small group norms

6.6 - Leadership communication

6.7 - Group member roles

6.8 - Team stages

6.9 - Summary

Unit 7 Handling Conflict
Description: This unit describes Handling Conflict.

Objectives:
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Describe Dimensions of conflict.

Define conflict.

Explain approaches used in conflict resolution.

Discuss conflict resolution styles.

Describe communication strategies to resolve conflict.

Discuss sources and strategies addressing technical implementation conflict.
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Topics:

7.1 - Dimensions of Conflict

7.2 - Conflict Defined

7.3 - Major Distinctions of Conflict

7.4 - Healthcare IT Context

7.5 - Theoretical Perspectives of Conflict
7.6 - Conflict Models

7.7 - Conflict Resolution

7.8 - Individual Level Conflict Styles

7.9 - Summary

Unit 8 Ethical and Cultural Issues Related to Communication and Customer
Service

Description: This unit describes Ethical and Cultural Issues Related to Communication
and Customer Service.

Objectives:

1. Characterize dimensions of Ethics.

2. ldentify major characteristics of Culture.

3. Distinguish elements in intercultural communication.
4. Perform effective intercultural communication.

Topics:

8a.l - What are ethics?

8a.2 - Approaches in ethical decision making

8a.3 - Medical ethics committees

8b.1 - Diversity and health care

8b.2 - Diversity and cultural differences

8b.3 - Dimensions of diversity

8b.4 - Potential benefits of workforce diversity

8b.5 - Ethnocentrism and intercultural relationships
8b.6 - Stereotypes and intercultural communication
8b.7 - Cultural differences that may affect communication
8b.8 - Equal Employment Opportunity Laws
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8b.9 - Implications of diversity for health care delivery
8b.10- Cultural Competency
8b.11- Summary

Unit 9 Personal Communications and Professionalism
Description: This unit describes Personal Communications and Professionalism.
Objectives:

1. Describe appropriate use of personal communication devices in the healthcare
workplace.

2. Discuss the impact of inappropriate use of personal communication devices in the
healthcare workplace.

3. ldentify the differences between personal and professional communications.

Topics:

9.1 - Definitions

9.2 - Business Communications

9.3 - Personal Communications During Work Hours
9.4 - Text Messaging and Email

9.5 - Social Media

9.6 - Internet Use

9.7 - Communication Devices

9.8 - Special Concerns in Healthcare

9.9 - Summary
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Component Number: 17
Component Name: Working in Teams

Component Description (from FOA): An experiential course that helps trainees
become “team players” by understanding their roles, the importance of communication,
and group cohesion.

Assigned Institution: Johns Hopkins University

Team Lead(s): Pamela R. Jeffries DNS, RN, FAAN, ANEF, JHU, School of Nursing
Rick Milter, PhD, The Johns Hopkins Carey Business School

Team Members: Dawn Kemp, RN, MBA, Johns Hopkins Hospital

Diane Hawkins, BA, COTA/L, Community College of Baltimore County

Workforce Roles: Implementation Managers

Component Objectives:

At the completion of this component, the student will be able to:

1. Establish and monitor ground rules, or rules of engagement, that serve as behavioral
guidelines for members of teams involved in HIT.

2. Develop an HIT action plan that can be easily adapted to changing situations,
environments, and goals across a variety of health and healthcare settings.

3. Communicate a clearly articulated position in writing and speech.

4. Incorporate diversity in values, critical thinking, and judgments that amplifies the best
of individual performance toward the HIT team mission.

5. Provide leadership for continuous assessment and learning on practices, processes,
and outcomes of the HIT team mission.
Develop a sustaining framework that maximizes the integrated power of teams while
recognizing excellence in individual performance of various stakeholders involved in
HIT (patients, families, communities, nation, etc.).

Component Units with Objectives and Topics
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Unit 1. Health IT Teams: Examples and Characteristics

Description: This unit is an introductory unit designed to highlight different types of
health information technology teams and the purpose and functions of its different
members. Characteristics of effective teamwork will also be discussed with emphasis
on the organizational structure, individual contributions, and team processes. Why
teams are valued for their collaborative efforts and teamwork will be outlined in this
component. Activities for the learner include a virtual hospital tour that will facilitate the
learner to explore different areas where HIT teams may be used, to interview a member
of a HIT team and explore their job, purpose, skills, and contributions made to the team
in addition to serving as a HIT team member who needs to select HIT team members to
build an effective team for the work outlined in the case.

Objectives:
a. Describe the characteristics of an effective team and work group.
b. Describe and differentiate roles of IT health care professionals in teams.
c. Describe the value of teams and the importance of collaboration for the HIT
professional in teams.

Topics:
1.1- Introduction of Teams and Teamwork
1.2 - Teams as a Three-Stage System
1.3 - Characteristics of Effective Teamwork
1.4 - Components of Effective Teams
1.5 - Values of Teams and the Importance of Collaboration

Unit 2: Forming and Developing a Team for HIT

Description: This unit is designed to introduce students to the stages of team
development: forming, storming, norming, and performing with the needs of the team
identified at each stage. Common goals and purposes will be described in addition to
information on key factors needed to maintain an effective team.

Objectives:

Describe stages of team development.

Identify the needs of the team at each described stage.
Establish and clarify common goals and purpose for a team.
Identify key characteristics of effective team members.
Identify key factors to maintain HIT teams.

"0 T

Topics:
2.1 — Components of Effective Team Building
2.2 — Five Stages of Team Development
2.3 — Define Team Purpose
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Unit 3: Initial Tools for Teaming: Ground Rules & Action Plans for HIT Team
Description: This unit is designed to introduce learners to specific guidelines and rules
that may be associated with teams and working on a HIT team. A realistic learning
activity that focuses on the learner developing a team action plan will bring this unit to
the forefront for application and understanding of the team plan. Two major
communication strategies, active listening and assertive communication techniques will
be included in this component and demonstrated through selected exercises in the
module.

Objectives:
a. Create and describe SMART ground rules.
b. Develop and refine a team action plan.
c. Establish ground rules and an initial action plan for an HIT team.

Topics:
3.1- Setting team ground rules
3.2— Development of an Action Plan
3.3—Tools for Team

Unit 4: Individual Roles and Team Mission

Description: This unit is designed to describe individual roles and tasks of specific
health IT team members. Roles will be divided and discussed that are identified by
group roles that include those in task functions, maintenance functions, and individual
functions. The roles and responsibilities will be defined for the team members’ functions
and aligned with the ground rules for working in teams. Clues to dysfunctional team
members will be addressed along with discussion on how to avoid these behaviors and
activities.

Objectives:
a. Clarify individual roles relative to the tasks and processes assigned to a team
b. Identify strengths and limitations relative to the tasks and process when
developing a team
c. Define specific roles and responsibilities for the fulfillment of the team mission
d. Define expectations to support the team action plan

Topics:
4.1— Methods for Making Team Decisions
4.2—- Types of Decision
4.3— Leadership Styles

Unit 5: Leveraging Integration Techniques: Power of HIT Team Dynamics
Description: This unit will discuss techniques for team members to problem solve within
their teams so the team can be more effective. Activities will include how to conduct a
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SWOT analysis and mind maps within this component. Different activities described
within the module will be differentiated between team or individual task. Activities will
include a SWOT analysis of a case-based team and other experiential activities
associated with team tasks and specific roles within the team.

Objectives:
a. Use problem-solving techniques (mind maps, SWOT analysis, swim lanes, fish
bone diagrams) when developing teams.
b. Differentiate between a team task versus an individual task.
c. Demonstrate a practical understanding of dimensions of team formation and
management.

Topics:
5.1- Problem-solving Techniques
5.2— Team task versus Individual Task

Unit 6: Articulating Feedback and Feedforward: Tracking Success and Change
Description: This unit will provide information to the learner on tools and techniques for
giving and receiving feedback regarding HIT team performance. Elements introduced
include the use of formative and summative evaluations, conflict management, and
appropriate communication channels. Participants will evaluate individual behaviors
regarding stated ground rules for functioning as a member of an HIT team. The
difference between feedback and feedforward will be clarified as students will
incorporate the seminal elements of positive change into their dealings with others.
Tools for serving as a change agent and tracking success will also be practiced by
students in team exercises. Based upon the belief that we can change the future but
we cannot change the past, participants will practice the steps to both delivering and
receiving feedforward information. Also based on the belief that it can be more
productive to help people be right than to prove they are wrong, participants will be
challenged with developing strategies for applying feedforward mechanisms within HIT
team involvement.

Objectives:
a. Develop skills for clear communication and understanding of others
b. Provide appropriate feedback to others
c. Develop and deliver appropriate feedforward
d. Communicate in ways that help promote positive change for your team

Topics:
6.1 — Communication for Results
6.2 — Feedback and Feedforward
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Unit 7: Leadership: All Members as Leaders — Leaderful Teams

Description: This unit will challenge participants to critically evaluate elements that lead
to success in the field of HIT. The changing role of leadership will be explored.
Leadership has taken on new requirements as we have moved through the information
and biotech ages into the conceptual age where the knowledge worker is being
continually replaced by the conceptual leadership at every level in organizations. The
expansive role of leadership that requires each team player to be prepared to “carry the
torch” and lead others is a fundamental building block for HIT teams. Participants will
investigate leadership behavior across HIT platforms, identify key leadership skills, and
demonstrate personal abilities across those skill areas as related to HIT teams.

Objectives:
a. Develop and implement standards for shared leadership roles in complex,
stressful, and often hierarchical health related environments.
b. Differentiate progression from self-awareness to self-leadership to team
leadership.
c. Demonstrate collective, concurrent, collaborative, and compassionate activity.

Topics:
7.1 — Leadership Traits
7.2 — Leadership Types
7.3 —The 4 C’s of Leadership

Unit 8: Sharing Resources and Information: Tools to Optimize Performance of HIT
Teams

Description: This unit will equip participants with a working appreciation for tools and
techniques that enable HIT teams to optimize performance both within their team and in
collaboration with other teams, units, and organizations. Specific technologies and
methods will be introduced and applied to HIT team settings. Participants will be
provided an opportunity to use several of these tools and techniques as they simulate
HIT team functions. Outdated views on how people share information will be
highlighted. New frameworks in thinking regarding information access and decision
making activities for successful HIT teams will be discussed. Meeting to share
information will be discouraged as participants will become adept using some basic
tools for collaboration. Meeting for purposes of clarifying options and making decisions
will be encouraged along with applying tools and techniques to facilitate such meetings.
Participants will select appropriate structural components to enable greater efficiencies
of information sharing and decision making by HIT teams.

Objectives:
a. Plan skillful use of collaborative tools and techniques.
b. Develop a system to provide full transparency of key information related to
actions of the HIT team.
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c. Design an information sharing structure that supports high performance and
knowledge exchange.

Topics:
8.1 — Sharing Resources
8.2 — Tools for Interaction
8.3 — Tools for Collaborative Document Development

Unit 9: Expanding Value: Tools for Collaboration Across Time and Space in HIT-
Related Activities

Description: This unit will provide information to the learner on global collaboration tools
so HITS team members can communicate 24/7 and worldwide, if needed. There are
no longer borders or barriers to interacting with other HIT personnel or others with the
sophisticated technology used today. The learner will participate in a virtual scavenger
hunt to discover tools needed for a HITS project assigned in this module. In addition,
future tools, equipment, and devices to connect health IT all over the world will be
highlighted. A paper on the future face of healthcare HITS teams and the collaborations
worldwide will be discussed with activity time spent on creating what the future in health
IT may be like 25 years from now.

Objectives:
a. Select appropriate communication tools available for global and diverse team
collaboration.
b. Predict future tools that could be used in the healthcare arena to collaborate and
connect health professionals.
c. Foresee the future face of the healthcare field where team collaboration and
patient-centeredness is a fundamental practice.

Topics:
9.1 — Communication tools for global and diverse team collaboration
9.2 — Future tools used in healthcare arenas to collaborate and connect healthcare
professionals
9.3 — Future face of the healthcare field and team collaboration

Unit 10: Barriers to Success: Reading Early Warning Signs to HIT Team Failure
Description: This unit prepares participants to recognize elements that lead to HIT team
failures and provides several frameworks that can serve to maintain appropriate
monitoring of more typical symptoms of team dysfunction. Elements of selfish
behaviors, tool seduction, lack of confidence, arrogance, lone heroism, cowardice, and
comfort will be examined along with appropriate responses to each. Effects such as
common knowledge, in-group bias, false consensus, and transactive memory will be
investigated along with proper mechanisms to alleviate negative consequences and
mitigate further damage. Lessons will be gained by inspecting case histories of HIT
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teams involved in each of these elements. Participants will explore frameworks to
heighten awareness and early diagnosis of symptoms that lead to HIT team failures.

Objectives:
a. Predict key signals to team failure, considering culture, hierarchy and other
attributes common to the health environment.
b. Construct appropriate response mechanisms to address team dysfunction.
c. Practice consistent scanning for symptoms of potential team failure.

Topics:
10.1 — Team Dysfunction
10.2 — Organizational Structure and Culture
10.3 — Symptoms of Dysfunction
10.4 — Strategies to Manage Dysfunctional Teams

Unit 11: Positioning for High Performance Teaming: Challenges and
Opportunities in the HIT Environment

Description: This unit provides participants an opportunity to gain insights into the
criteria, processes, and structures that support the development of high performance for
HIT teams. As Observations from various industries, sports, and military examples will
be compared with HIT team environments. Participants will draw from personal
experiences in developing criteria for providing the requisite structure to support high
performance teaming.

Objectives:
a. Demonstrate a working knowledge of high performance.
b. ldentify key criteria for high performance teaming.
c. Propose a team structure that enables high performance.

Topics:
11.1 — High Performance
11.2 — Nurturing a High Performance Team
11.3 — Sustaining a High Performance Team

Unit 12: Life Cycle of HIT Teams: Reforming and Repositioning Techniques
Description: This unit introduces participants to the natural stages in team development
and the normative life cycles of teams. The process of handling change will be
investigated as participants work through understanding the elements of immobilization,
denial of change, incompetence, acceptance of reality, frustration, understanding, and
integration. Participants will be introduced to techniques employed to structure HIT
teams for specific purposes and repurposing teams for new tasks.

Objectives:
a. Classify the life cycle stages of a team.
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b. Apply strategies to move a team into the next formative stage.
c. Reposition a team for a new challenge.

Topics:
12.1 — Team Life Cycle
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Component Number 18

Component Name Planning, Management and Leadership for Health
IT

Component Overview This component targets those preparing for

leadership roles, principles of leadership and
effective management of teams. Emphasis on the
leadership modes and styles best suited to IT

deployment.
Assigned Institution University of Alabama at Birmingham
Team Lead Amanda Dorsey, MSHI

Department of Health Services Admin.
School of Health Professions
University of Alabama at Birmingham

Team Members:

Content Developers Pamela E. Paustian, MSM, RHIA
Department of Health Services Admin.
School of Health Professions
University of Alabama at Birmingham

Robert Garrie, MPA, RHIA
Department of Health Services Admin.
School of Health Professions
University of Alabama at Birmingham

Critical Reviewers Carol McKelvey, MA, RHIA
Health Care Information Programs
Wallace State Community College

Donna Stanley, EdS, RHIA, CCS
Health Care Information Programs
Wallace State Community College

This material was developed by The University of Alabama Birmingham, funded by the Department of Health and Human Services,
Office of the National Coordinator for Health Information Technology under Award Number 1U240C000023





Virginia Caris, MA

Department of Health Services Admin.
School of Health Professions
University of Alabama at Birmingham

Instructional Designer Lorrinda Khan, MFA
Department of Health Services Admin.
School of Health Professions
University of Alabama at Birmingham
Instructor’s Manual Editor
Shannon Houser, PhD, MPH, RHIA
Department of Health Services Admin.
School of Health Professions
University of Alabama at Birmingham
Lecture Narration Lori Stegner
Maestro Productions
Nashville, TN
Bryan Talbot

Talbot Sound
Nashville, TN

Workforce Roles: Clinician Practitioner Consultant; Implementation
managers (Healthcare and IT)

Component Objectives:
At the completion of this component, the student will be able to:

1. Explain leadership traits and theories.

2. Recognize leadership’s role in IT and EHR project success and project failure.
3. Describe the importance of the effective leadership of teams.

4. Demonstrate team leadership competencies.

Component Units with Objectives and Topics

Unit 1 Introduction to Leadership

Description: This unit describes leadership styles and theories of leadership.
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Objectives:

1. Define leadership.

2. Distinguish between leadership styles in the Blake and Mouton’s Managerial Grid.
3. Define and describe classic leadership theories.

4. Describe characteristics of classic leaders.

Topics:

la.1l - What is Leadership?

la.2 - Leadership Values

1la.3 - Employee and Production Centered Leaders
la.4 - Blake and Mouton’s Managerial Grid

1b.1 - Transformational Leadership

1b.2 - Transactional Leadership

1b.3 - Charismatic Leadership

1b.4 - Visionary Leadership

1b.5 - Servant Leadership

Unit 2 The Management and Leadership Distinction
Description: This unit describes the management and leadership distinction.

Objectives:

1. Compare and contrast concepts of leadership and management.

2. Describe the concept and importance of developing followership.

3. Discuss challenges of leading in a hybrid HIT organization.

4. Define and discuss the Project Management Institute’s (PMI) three types of
organizations.

5. Discuss pros and cons of temporary leadership.

Topics:

2a.1 - The management and leadership distinction
2a.2 - Leaders and followers

2a.3 - Leader and follower collaboration

2b.1 - Leadership challenges in the HIT environment
2b.2 - PMI Organization types

2b.3 - Leading in a hybrid organization

2b.4 - Temporary Leadership

Unit 3 Key Concepts Associated with Leadership
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Description: This unit describes keys concepts associated with leadership, including
creativity and emotional intelligence.

Objectives:

1. Describe and discuss the role of authority in the HIT environment.

2. Compare and contrast recognized vs. expert authority in context with the

healthcare environment.

. Explain creativity’s role in healthcare.

. Explain the importance of recognizing and managing the cross-cultural organization.
. Define emotional intelligence.

. List and describe the four competencies in social intelligence.

. Define motivation in the context of the current HIT environment.

. Distinguish between intrinsic and extrinsic motivation.

. Describe the role of motivation in group dynamics.
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Topics:

3a.1 - Authority and leadership.

3a.2 - Authority and leadership in a hospital setting.
3a.3 - Authority and leadership in a physician practice.
3a.4 - Creativity and leadership

3a.5 - Cross cultural leadership

3b.1 - Emotional intelligence

3b.1 - Self awareness

3b.2 - Social awareness

3b.3 - Self-management

3b.4 - Social skills

3c.1 - Intrinsic and extrinsic motivation

3c.2 - Motivation in healthcare and in context of meaningful use
3c.3 - Group dynamics and motivation in meetings

Unit 4 Effective and Ineffective Leaders

Description: This unit describes the traits of effective and ineffective leaders.
Objectives:

1. Describe the common traits of effective leaders.

2. Describe skills needed in order for HIT leaders to be effective.

3. Describe the common traits of ineffective leaders.

4. Distinguish between de-motivating and motivating leaders.
5. Discuss ineffective leadership’s role on stress in the work environment.
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Topics:

4a.l - Effective leaders

4a.2 - Leadership challenges in the healthcare landscape
4a.3 - The evolving role of healthcare IT leaders

4a.4 - Traits of effective healthcare IT leaders

4a.5 - Challenges of the new leader

4b.1 - De-motivating and motivating leadership styles
4b.2 - Ten traits and habits of ineffective leaders

Unit 5 Overview of the IT Strategic Planning Process

Description: This unit provides a high level of overview of the IT Strategic Planning
Process.

Objectives:

1. Describe the importance of an Information Technology Strategic Plan.
2. Describe a typical IT Planning scenario.

3. Describe the importance of prioritizing HIT goals.

4. List common pitfalls in prioritizing IT investments.

5. Recognize common IT governance structures.

Topics:

5a.1 - What is an IT Plan?

5a.2 - Why is IT alignment difficult?

5a.3 - Aligning the IT Plan with Organizational Goals
5b.1 - Existing IT projects vs. new EHR implementation
5c.2 - IT Governance structures

5c.3 - Best of breed vs. single system

Unit 6 Achieving External Alignment

Description: This unit describes achieving external alignment among various
stakeholders.

Objectives:

1. Describe the importance of connecting with our external stakeholders.
2. Describe a typical Health Information Exchange (HIE).

Topics:
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6a.1 - Progress in the Healthcare IT landscape
6a.2 - State HIE Cooperative Program

6a.3 - Five domains for HIE success.

6a.4 - Implications of an HIE on internal systems

Unit 7 Components of Successful Teamwork
Description: This unit describes the components of successful teamwork.
Objectives:

1. Discuss interconnected relationship of healthcare workers.
2. Describe common components of successful teamwork.

Topics:

7.1 - Healthcare Teamwork

7.2 - Trust and a respectful atmosphere

7.3 - Clearly defined roles and responsibilities
7.4 - Balanced workload

7.5 - Conflict resolution

7.6 - Well defined authority and accountability
7.7 - Effective decision making procedures
7.8 - Adequate resources

7.9 - Feedback mechanisms

Unit 8 Effective Management of Teams - Twelve C’s of Team

Description: This unit describes twelve characteristics of effective management of
teams.

Objectives:

1. Describe effective ways to build successful work teams.
2. List common questions that can assist in building effective and focused teams.

Topics:

8.1 - Clear Expectations
8.2 - Context

8.3 - Commitment

8.4 - Competence

8.5 - Charter

8.6 - Control

8.7 - Collaboration
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8.8 - Communication
8.9 - Creative Innovation
8.10 - Consequences
8.11 - Coordination

8.12 - Cultural Change

Unit 9 Managing and Resolving Conflict
Description: This unit describes methods for managing and resolving conflict.
Objectives:

1. Define conflict.

2. ldentify various types of conflict.

3. ldentify symptoms of and appropriate solutions to team conflict.
4. Discuss strategies utilized in resolving conflict.

Topics:

9.1 - Conflict defined

9.2 - Conflict in groups and teams

9.3 - Positive and negative conflict

9.4 - Consequences of unresolved conflict

9.5 - Symptoms of conflict

9.6 - Preventing negative conflict

9.7 - Resolving conflict with team members and with leaders
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Component Number: 19
Component Name: Introduction to Project Management

Component Description (from FOA): An understanding of project management tools

and techniques that results in the ability to create and follow a project management
plan.

Assigned Institution: Johns Hopkins University

Team Lead(s): William Agresti, PhD, Johns Hopkins Carey Business School
Theron Feist, MS, JHU, School of Nursing

Team Members: James Smith, RN, MSITS, Johns Hopkins Hospital

Mary McNally, PMP, Harford Community College

Workforce Roles: Implementation Managers

Component Objectives
At the completion of this component, the student will be able to:

Component Units with Objectives and Topics

Unit 1. Overview of Health IT Projects

Description: Students will receive a broad overview of project management including
some distinctive characteristics of health IT projects. This unit includes several real
scenarios to illustrate the diversity of projects in health IT.

Objectives:
1. Describe the range and characteristics of health IT projects
2. Define a project
3. Define project management
4. Identify key characteristics for project success and failure

Topics:
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1.1- Health IT Scenarios

1.2 - What is Project Management
1.3 - Reasons for Projects

1.4 - Role of the Project Manager
1.5 - Reasons Success/Failure

Unit 2: Project Life Cycles

Description: This unit provides an overview of various project life cycles so that students
can assess their appropriateness for use depending on characteristics of a project.
Students examine processes, knowledge areas, and organizational influences that are
critical to successful project management.

Objectives:
1. Identify process groups and knowledge areas used in project management
2. Differentiate linear, iterative, adaptive, and agile project life cycles
3. Relate life cycle phases to reviews, milestones, and deliverables
4. Compare various organizational structures as contexts for managing projects

Topics:
2.1 — Project Management Elements
2.2 — Life Cycles
2.3 — Phases
2.4 — Organizations

Unit 3: Project Initiation

Description: Students learn what is necessary to get projects off to a strong start.
Critical activities are to prepare a project charter and to identify and engage the project
stakeholders.

Objectives:
1. Outline the needs for projects, how and why they are initiated
2. Construct a project charter
3. ldentify project stakeholders
4. Generate a stakeholder register

Topics:
3.1 — Project Initiation
3.2 — Project Charter
3.3 — Stakeholders & Stakeholder Register

Unit 4: Project Planning Overview

Description: In this unit, students will learn how to effectively plan projects and to
develop a project management plan. Several key documentation components will be
introduced.
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Objectives:
1. Identify the importance and purpose of effective planning
2. ldentify and describe each component of the project management plan (PMP)
3. Define and prepare project planning documents

Topics:
4.1 - Project Management
4.2 - Project Management Processes and Groups
4.3 - Planning a Project
4.4 - Project Planning Processes

Unit 5: Managing Project Scope

Description: This unit addresses a critical determinant of project success: defining and
managing the scope of the project. Students learn the importance of eliciting
stakeholder requirements and developing effective work breakdown structures.

Objectives:
1. Analyze scope to develop the project scope statement
2. Elicit stakeholder requirements for the project
3. Create a Work Breakdown Structure (WBS)

Topics:
5.1 — Project Scope
5.2 — Stakeholder Requirements
5.3 — Work Breakdown Structure

Unit 6: Managing Project Time, Cost, and Procurements

Description: In this unit, students will gain an understanding of how to manage project
schedules and spending. The unit will cover broad topics such as purchasing,
procurement, cost estimation and scheduling.

Objectives:
1. Define project time management activities
2. Define project cost management activities
3. Define project procurement activities

Topics:
6.1 — Define activities and project schedule
6.2 — Develop estimates for project cost and budget
6.3 — Evaluate make or buy decisions
6.4 — Develop a procurement plan

Unit 7: Managing Project Risk
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Description: A key to successful health IT projects is the pro-active management of
risks: beginning with the preparation of a risk management plan. Risk management will
be a continuing activity throughout the project, to identify risks and to plan and
implement risk responses.

Objectives:
1. Assess project risks
2. Plan project responses
3. Prepare and maintain a risk register, and
4. Develop and execute a risk management plan

Topics:
7.1 - Managing Project Risk
7.2 — Risk Management Processes
7.3 — Risk Management Plan

Unit 8: Team Management and Communications

Description: Whatever role you play on a project team, it is essential to understand
basic concepts of team management and communications. This unit covers key
elements of managing and communicating in a team, including the development of an
HR and communications plan.

Objectives:

Identify and describe roles of project team members

Develop the human resource plan

Acquire, development, and manage and lead the project team
Identify project communications responsibilities

Develop a communications plan

agrwnbE

Topics:
8.1 — HR Management Process
8.2 — Project Communications

Unit 9: Project Monitoring and Control

Description: Project managers use monitoring and control tools and techniques to
assess plans and deliverables, evaluate progress against plans, manage change
requests, and review all project activities. It is critically important to keep the project
within scope, budget, and schedule to meet stakeholder expectations.

Objectives:
1. Apply tools and techniques to monitor and control project activities
2. Appraise project status
3. Manage stakeholder expectations and change requests
4. Manage project scope
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Topics:
9.1 — Overview of Unit 9: Project Monitoring and Control

Unit 10: Managing Quality

Description: Quality is an elusive but essential component and consideration in any
project. This unit will cover quality management planning and key characteristics of
guality assurance and its impact on project management.

Objectives:
1. Develop a quality management plan
2. Discuss the role of quality assurance on a project
3. Apply quality control techniques

Topics:
10.1 — Total Quality Management Theory
10.2 — Quality Culture
10.3 — Quality Tools
10.4 — Quality Management Plan

Unit 11: Project Closure and Transition

Description: It is essential that project managers know all the processes required to
bring a project to a successful conclusion. Key steps include completing all deliverables
on time, gaining customer acceptance, documenting the project lessons learned, and
managing the transition to operations.

Objectives:

Bring project activities to a close

Conclude the customer acceptance process
Document and archive lessons learned
Update and close out project documents
Manage transition to operations

arwbnE

Topics:
11.1 - Project Closure and Transition

Unit 12: Application of Health IT Project Management

Description: This unit involves both analysis of and hands-on application of project
management tools and techniques to real-life health IT scenarios. Students will
participate in team-based activities addressing scenario-based challenges in health IT
projects.

Objectives:
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1. Apply project management principles to a health IT application
2. Select project management techniques and methods based on a specific
application

3. Develop consistent and appropriate documentation for a specific health IT project

Topics:
12.1 — Project Management Principles
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Component Objectives

Upon completion of this component, the student will be able to:

1. Plan, design, develop (produce), deliver, and evaluate technology-based instruction
according to sound instructional design models and principles.

2. Describe the training cycle by the Instructional Systems Design method and the
phases of the ADDIE model of instruction design given a population of adult
learners.
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3. Plan and implement an instructional needs assessment given a specific population
of users in a health care setting.

4. Construct a lesson plan using appropriate instructional methods and approaches,
given a specific population of learners.

5. Construct an instructional product (simple online tutorial) using the appropriate
media based instructional method, such as customized images, customized video
(e.g., EHR screen captures).

6. Create a custom PowerPoint presentation using the principles of effective
PowerPoint design given a particular training program.

7. Demonstrate effective public speaking skills and proper operation of computer and
AV equipment for a multimedia presentation, given a set of user needs.

8. Plan and conduct student assessment and program evaluation given different
population contexts.

9. Design a training program in LMS that adhere to the standards and open source
initiatives in online learning.

10. Select and implement Web 2.0 technologies as instructional technologies given a
specific platform and training program.

Component Units with Objectives and Topics

Unit 1:
Introduction to Training and Adult Learning

Description:
Apply the Instructional Systems Design method and the phases of the ADDIE model of
instruction design, to a given population of adult learners.

Objectives:

Students will be able to:

1.1Define the levels of learning per Bloom’s Taxonomic Domains (Cognitive, Affective,
Psychomotor)

1.2 Describe the characteristics of adult learners and factors that could impact training
design and learning outcomes.

1.3Describe the recommended training cycle of the Instructional Systems Design
method

1.4Describe the five phases of the ADDIE model of instruction design.

Topics:

A. Training Introduction

B. Roles & Competencies of Trainers
C. Cone of Learning

D. Principles of Adult Learning

E. Knowle’s Principles of Adult Learning
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F. Bloom’s Taxonomy
G. Knowledge, Skills & Attitudes (KSA)
H. Analysis, Design, Development, Implementation & Evaluation Model (ADDIE)

Unit 2:
Needs Analysis

Description:
Plan and implement an instructional needs assessment, given a specific population of
users in a health care setting.

Objectives:

Students will be able to:

2.1 Identify an instructional design problem for a given group of learners and a training
setting.

2.2 List a range of useful data collection methods for conducting needs assessments in
healthcare settings.

2.3 ldentify the principles of the planning and implementation process of an instructional
needs assessment in a health organization setting.

2.4 Analyze learner, task, and situational characteristics.

2.5 Recognize the special training needs and constraints in a health care setting [such
as, time constraints and work pressures, resistance to change, impact of system on
work flow and patient care, security requirements for EHRS, etc.]

2.6 Project instruction plans based on data gathered from a needs assessment.

Topics:

A. Assessing the training/learning needs of the organization and individual learners
B. Basic computer literacy as well as EHR, security and confidentiality, classroom
training/tutoring/helpdesk support

C. Understanding your students — recognize the special needs and constraints of
training users in a health care setting

D. Time constraints and work pressures, resistance to change, impact of system on
work flow and patient care, train-the-trainer programs

E. Data Collection

Unit 3:
Creating a Lesson Plan

Description:
Construct a lesson plan using appropriate instructional methods and approaches, given
a specific population of learners.
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Objectives:

Students will be able to:

3.1 Write measurable goals and learning objectives for a training program which meet
the SMART criteria (Specific, Measurable, Attainable, Relevant, Time-bound)

3.2 Write specific learning objectives based on Bloom’s Taxonomy, classifying learning
from the simplest to the most complex levels.

3.3 Write learning objectives that are tied to needs analysis and outcomes

3.4 Select appropriate activities for training objectives

3.5 Identify the appropriate instructional approaches tied to a needs analysis, situational
characteristics, and subject matter domain when designing a lesson plan.

Topics:

A. Defining Instructional Goals

B. Writing Good Learning Objectives that are tied to Needs Analysis and Outcomes
C. Creating and Customizing Content

D. Instructional Approaches

-Lectures — classroom and online

-Cases-based learning, simulations and other active learning pedagogies

-Tutoring or solo training

Unit 4:
Selecting and Working with Media

Description:
Construct an instructional product (simple online tutorial) using appropriate media, such
as customized images, customized video (e.g., EHR screen captures).

Objectives:

Students will be able to:

4.1 Select appropriate instructional media for a given lesson plan and objectives/goals.
4.2 Select and customize images to embed in training materials

4.3 Select and customize video (e.g., EHR screen captures) to embed in training
materials

4.4 Design simple online tutorials using screen capture software

Topics:

A. Text — desktop publishing, creating handouts and web content

B. Images — working with graphics and photographs to enhance learning

C. Video and Audio — use simple editing programs and publish content to online
environment

D. Interactive Media — create simple online tutorials using screen capture software
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Unit 5:
Building & Delivering Effective PowerPoint Presentation

Description:
Create a custom PowerPoint presentation using the principles of effective PowerPoint
design, given a particular training program and learner population.

Objectives:

Students will be able to:

5.1 Construct a script or storyboard for a presentation

5.2 Design a custom slide background for a training program

5.3 Demonstrate the appropriate use of color and text in a presentation

5.4 Embed graphics and video in a presentation

5.5 Demonstrate the appropriate use of ‘builds’ and ‘actions’.

5.6 Use the PowerPoint graph and chart functions for designing instructional materials.
5.7 Assess the training environment

5.8 Modify a presentation to compensate for presentation constraints

5.9 Demonstrate effective public speaking skills

5.10 Operate necessary computer and AV equipment to make an effective multimedia
presentation

Topics:

A. Design guidelines for PowerPoint stacks

Al.Scripting and Storyboarding

A2.The Utilization of Color and Text in PowerPoint Presentations

A3. The Utilization of Text in PowerPoint Presentations

A4. The Appropriate Utilization of Multimedia in PowerPoint Presentations
A5. Slide Frame Layout, Format Design, Color, Text Styles and Size

A6. Graphs and Charts

A7. Embedding Media and Actions
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Unit 6:
Assessments

Description:
Conduct student outcome assessments and program evaluations in given training
contexts.

Objectives:

Students will be able to:

6.1 Design appropriate assessment/testing instruments and procedures aligned with
instructional goals/objectives.

6.2 Administer assessments as a component of training/instructional design.

6.3 Conduct formative evaluations in one-on-one and group contexts

6.4 Specify revisions to instruction resulting from the formative evaluations

Topics:
A. Developing Appropriate Assessments
B. Creating a Program Evaluation Plan

Unit 7:
Learning Management Systems

Description:
Design a training program in Learning Management Systems (LMS) that adhere to the
standards and open source initiatives in online learning.

Objectives:

Students will be able to:

7.1 Describe the basic functions and technologies in Learning Management Systems
(LMS), Content Management Systems (CMS), Reusable Learning Objectives (RLO),
and Learning Content Management Systems (LCMS)

7.2 ldentify the role of standards and open source initiatives in online learning

7.3 Describe why an instructional designer would SCORM

7.4 Give two approaches to modify e-learning content to meet Section 508 Compliance
guidelines

7.5 Build a training program in an LMS using appropriate standards for online learning

Topics:

A. The Basic Functions and Technologies in LMS and CMS Systems

B. How to Build a Training Program in an LMS

C. The Role and Application of Standards and Open Source Initiatives in Online
Learning: SCORM, Sakai, Moodle
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Unit 8:
Web 2.0 and Social Networking Tools

Description:
Select and implement Web 2.0 technologies as instructional technologies given a
specific platform and training program.

Objectives:

Students will be able to:

8.1 Distinguish between synchronous and asynchronous learning

8.2 Use basic functions of an LMS or CMS

8.3 Utilize different tools within the design and delivery of online training
8.4 Select an appropriate platform for a particular training program

Topics:

This module will cover the use of electronic social networking tools, and informatics
knowledge exchange to foster learning in a corporate environment. These tools include:
A. Wikis

B. Blogs

C. YouTube, iTunes

D. Collaborative Environments

Unit Elements:
Instructors manual, self-assessment questions, and application activities

Format:
Slides with narration, suitable for lecture, team-based learning, or online independent
study

Size/Contract Hours:
8 units; each with 20-25 minutes of lecture, 5-10 question quiz, 2-3 cases or student
exercises

Local Resources Required for Implementation:
Computer, Microsoft Office, Learning Management System, video camera and editing
software optional
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