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February 6, 2015


Karen DeSalvo, MD, MPH, MSc 
National Coordinator for Health Information Technology
U.S. Department of Health and Human Services
200 Independence Avenue, S.W.
Washington, D.C. 20201


Dear Dr. DeSalvo: 

[bookmark: _GoBack]Thank you for the opportunity to provide comments on the Federal Health IT Strategic Plan. Collaboration with the U.S. Department of Health and Human Services (HHS) is critical to the health care industry’s fight against cybercrime. Continued vigilance is required to protect sensitive healthcare data of American citizens and the Health Information Trust Alliance (HITRUST) looks forward to a continued partnership with HHS to appropriately and effectively safeguard our nation’s health information.

HITRUST Background

In recognition of the need to formally and collaboratively address information security, healthcare stakeholders – insurers, providers, pharmacies, PBMs and manufacturers - formed the Health Information Trust Alliance (HITRUST) in 2007.  HITRUST endeavored to elevate the level of information protection in the healthcare industry—ensuring greater collaboration between industry and government, and raising the competency level of information security professionals.  HITRUST is also a federally recognized information sharing and analysis organization (ISAO).  

To that end, HITRUST has implemented numerous programs in coordination with industry stakeholders. The HITRUST CSF, is a scalable, prescriptive and certifiable framework that harmonizes the requirements of existing international and U.S. data protection standards, federal and state regulations, best practices including those from breach events with the needed structure, detail, and clarity relating to information security tailored to the healthcare industry. Over 84 percent of hospitals and health plans, as well as many other healthcare organizations and business associates, have adopted the CSF, making it the most widely adopted security framework in the industry. 

Prior to the issuance of Executive Order (EO) 13636, “Improving Critical Infrastructure Cybersecurity” issued by the President on February 12, 2013 and before the NIST published its Cyber Security Framework, HITRUST had already identified information protection controls relating to cyber security and issued guidance to the health care industry. The CSF is continuously updated to ensure relevance, such as incorporating the NIST Cyber Security Framework and providing health industry implementation guidance. 

In recent years, the healthcare industry began to recognize the need for increased readiness against cyber threats. Further, we identified the need for collaboration among stakeholders, particularly leveraging the expertise of more cyber-sophisticated organizations to assist less sophisticated players. In response, HITRUST launched the HITRUST Cyber Threat Intelligence and Incident Coordination Center (C3) to provide threat intelligence, coordinated incident response and knowledge transfer specific to cyber threats pertinent to the healthcare industry.  The C3 facilitates the early identification of cyber-attacks and creation of best practices specific to the healthcare environment and maintains a conduit through the Department of Homeland Security (DHS) to the broader cyber-intelligence community for analysis support and exchange of threat intelligence.  The Center was also the first to track vulnerabilities related to medical devices and electronic health record systems, which are both emerging areas of concern. 

Collaboration with Government Agencies

For the last decade, HITRUST has been working tirelessly to strengthen the information protection posture of the healthcare industry, and recently HITRUST is seeing progress in collaborating with government partners.

Early on in planning the C3, HITRUST initiated collaborative efforts with HHS, as both a regulator and an entity handling sensitive healthcare data via the Centers for Disease Control, National Institutes of Health, Centers for Medicare & Medicaid Services, and Food and Drug Administration.  Despite stakeholder concerns regarding operational level information sharing, it was recognized that the best model possible would include operational collaboration with the HHS’ sophisticated Computer Security Incident Response Center (HHS CSIRC).  This engagement and collaboration has proved extremely beneficial in enhancing and maturing the industry’s cyber threat preparedness and response, as well as establishing a vehicle for greater collaboration between industry and government.

HHS participates in CyberRX, now in its second year, which is a series of industry-wide exercises developed by HITRUST and HHS, to simulate cyber-attacks on healthcare organizations in order to evaluate the industry’s response and threat preparedness against attacks and attempts to disrupt U.S. healthcare industry operations.  These exercises are conducted in partnership with HITRUST, HHS, and healthcare industry organizations.  They examine both broad and segment-specific scenarios targeting information systems, medical devices, and other essential technology resources of the Health and Public Health Sector.  CyberRX findings are analyzed and used to identify areas for improvement for industry, government and HITRUST C3 and understand what improvements are needed to enhance information sharing between healthcare organizations, C3, and government agencies.  

Additionally, HITRUST and HHS coordinate a monthly Health Industry Monthly Cyber Threat Briefing – which is open to the public – that provides timely insights on emerging cyber threats and countermeasures.

We support the industry working with the federal government and lawmakers to secure healthcare organizations’ data assets, systems and medical devices, given that existing public-private threat intelligence collaborations are taken into account. These partnerships will work only if regulations and requirements are streamlined, and work to mitigate risks and liabilities of those collaborating for the protection of industry data.  

HITRUST has been working to engage in a meaningful dialogue with regulators to identify ways to incentivize entities to proactively implement comprehensive and effective data protection programs and standards. Our shared goal is to encourage strong data protection programs, while reducing the cost and complexities faced when complying with federal information protection regulations and associated audits. 

Specific Comment on Objective 2C: Protect the privacy and security of health information

	 “[t]he privacy and security of protected health information is a top priority of the federal 	government, and the government will continue to pursue efforts that ensure confidence 	and trust for individuals and their families, caregivers, providers, and others.”  

HITRUST shares this commitment to securing and protecting health information. Properly preparing all healthcare entities across the spectrum of cyber maturity is paramount given today’s security risks.  HITRUST continues to innovate and develop programs to meet these evolving security needs – including, annual updates and expansion of the CSF to take into account changes in risk and regulation.  Further, privacy requirements have been added, making CSF a fully integrated privacy and security framework specific to the needs of the healthcare industry. The CyberRX program, now in its second generation, has expanded to support organizations of varying cyber maturity levels.  

HITRUST stands ready to leverage our experience in the private market to work collaboratively with our government partners to protect and secure healthcare data. 

1. Support the development and implementation of policies, practices, and education
that protect health information from breach, and address cybersecurity risks and 
developing technologies.

HITRUST fully supports the development and implementation of policies, practices, and education that protects health information and addresses cybersecurity risks and developing technologies.  Accordingly, HITRUST supports the White House cyber proposal to develop “a common set of best practices” for private ISAOs.  This policy of supporting and fostering ISAOs, aligns both with the White House proposal and this strategic plan objective. 

2.  Continue development, administration, and enforcement of federal privacy and security regulations and standards for HIPAA-covered entities and business associates

HITRUST supports the continued development of federal privacy and security regulations and standards for HIPAA-covered entities and business associates.  As noted above, the CSF is the most widely adopted security and privacy framework in the healthcare industry. HITRUST stands ready to work with public healthcare leaders to foster the adoption of more unified privacy and security regulations and standards.  It is important to take this existing, widely adopted framework into consideration in any further development of regulation and standards. 

3.  Support the development of policies, standards, technology, guidance, and solutions to facilitate individuals’ ability to manage, control, and authorize the disclosure of specific electronic health information

We support sound policies, standards, technology, guidance and solutions to increase individuals’ ability to manage their information and promote the safe, secure flow of clinical information across the continuum of care. In recognition of this need, privacy requirements have been added to make CSF a fully integrated privacy and security framework specific to the needs of the healthcare industry.

4.  Require and test that certified health IT products incorporate privacy and security safeguards

HITRUST fully supports the notion that certified health IT products incorporate privacy and security safeguards.  This past month, HITRUST established a working group whose mission is to improve the overall security of and trust in Health Information Technology (HIT) including systems and medical devices. The goal of the program is to avoid, report, and mitigate vulnerabilities.  While the working group is still in its early stages, HITRUST looks forward to the opportunity to collaborate and share its results with policy makers.  

5.  Support, promote, and enhance the establishment of a single health and public health Information Sharing and Analysis Center (ISAC) for bi-directional information sharing about cyber threats and vulnerabilities between the private health care industry and the federal government

HITRUST fully supports bi-directional information sharing about cyber threats and vulnerabilities between the private health care industry and the federal government.  HITRUST actively shares threat and vulnerability information with the federal government.  Collectively, the federal government and the healthcare industry have made significant progress in information sharing. However, barriers to a more robust level of information sharing exist.  

HITRUST fully supports the White House cyber proposal to develop “a common set of best practices” for ISAOs.  This proposal will foster the private sector’s continued involvement in public and private information sharing as well as help the healthcare sector foster information sharing across other sectors of critical infrastructure, such as the electrical industry or state and local sectors.  Additionally, the White House’s proposal states that “any private entity may disclose lawfully obtained cyber threat indicators to private information sharing and analysis organizations, and the National Cybersecurity and Communications Integration Center” (NCCIC). NCCIC is a round the clock cyber situational awareness, incident response, and management center that is the nexus of cyber integration for the Federal Government, intelligence community, law enforcement and the public sector.  The role of the NCCIC is to share cyber information among the public and private sectors to provide cybersecurity situational awareness of vulnerabilities, intrusions, incidents, mitigation, and recovery actions.

HITRUST believes that a single health and public health ISAC is premature at this time and inconsistent with the intent and language of the White House cyber proposal.

6.  Continue enforcement of applicable federal privacy and security requirements for entities not covered by HIPAA 

HITRUST does not have a position at this time on continued enforcement of applicable federal privacy and security requirements for entities not covered by HIPAA.  

I look forward to a continued dialogue regarding the Federal Health IT Strategic Plan on the critically important issue of privacy and security protection and opportunities to foster private and public collaboration.     

Very truly yours,

[image: C:\Users\daniel.nutkis\SkyDrive\Documents\HITRUST\dan signature.tiff]

Daniel Nutkis
Chief Executive Officer
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