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Dr. Karen DeSalvo

National Coordinator

Office of the National Coordinator on Health IT

Department of Health and Human Services

200 Independence Avenue, S.W.

Washington, DC 20201

April 3, 2015

Dear Dr. DeSalvo,

Futures Without Violence generally supports the use of interoperable health IT to increase care coordination across all providers through innovative care and payment models, shared care plans and integrated medical and behavioral health services. Working together, multiple members of the care team can provide a multi-faceted response to provide survivors of domestic and intimate partner violence (DV/IPV) the medical and behavioral services they need over the course of a lifetime. 

Exchanging health information between providers and having information following the patient has the ability to help lower costs and provide a holistic approach to treating the whole patient. While safety concerns should be paramount, a noted history of DV/IPV can lead to improved care coordination for patients over the course of the lifespan. Women who have experienced DV/IPV were more likely to experience long-term chronic diseases, such as asthma and diabetes. They reported frequent headaches, chronic pain, and overall poor mental and physical health. A full history may help providers monitor and treat for these conditions and improve long-term health outcomes for survivors. 
However, survivors of DV/IPV have unique patient safety needs. More than anything, these individuals need to understand how their health records are being shared and who can access their health records and under what circumstances, and they need some control over their records. Trusted providers must also be empowered to control the flow of data and limit access to EHRs in certain situations and in emergencies. 

We strive to create an environment that prioritizes the safety of victims including respecting the confidentiality, integrity and authority of each victim over their own life choices.  At the same time, interoperable health IT plays an important role for the lifetime health of the survivor. Sound policy is crucial to establishing a comprehensive baseline of regulations and protections for the use and disclosure of sensitive electronic information. 

We thank the ONC for the opportunity to comment on the Interoperability Roadmap, and for the specific references to the unique needs of consumers who have experienced DV/IPV and other sensitive health information. Futures Without Violence strongly agrees with this statement that outlines HHS’s understanding of this issue: 

Consistent with the governance principle of individual choice outlined elsewhere in this Roadmap, HHS is committed to encouraging the development and use of organizational policy and technology to advance individuals’ rights to make choices about the use and disclosure of their electronic health information. HHS also supports the development of standards and technology to facilitate individuals’ ability to control the disclosure of specific information that is considered by many to be sensitive in nature (such as information related to substance abuse treatment, reproductive health, mental health, domestic or sexual violence, or HIV/AIDS) in an electronic environment.
We strongly encourage you to develop policy solutions to support this statement with special attention to the needs of survivors of DV/IPV. This includes consumer control over their data, who sees it and under what circumstances; and the ability to segment sensitive data, which is key to the safe and appropriate, targeted sharing of data. 

To that end, Futures Without Violence supports detailed attention to this priority interoperability use case, and we encourage it to be expanded to specifically mention all sensitive health information, not just behavioral health:

· Individuals exercise their choice for consent and consent management policies and procedures are in place to enable the private and secure electronic exchange of behavioral health data. 

We also support the interoperability use case that gives providers the tools to do universal education on DV/IPV: 

· Care providers have electronic access to the information they need for the detection of domestic violence or child abuse 
The Affordable Care Act includes provisions that encourage screening and brief counseling for DV/IPV. Electronic health records can play a big role in providing prompts for screening, as well as tools for appropriate responses and referrals if a patient discloses abuse.  We do have questions about this use case and how providers would use technology to “detect” abuse. We recommend instead that this use case focus on the unique needs of patients and their trusted providers that are outlined below. 

Below are further thoughts and key considerations that must be taken into account when designing policy to address these use cases.

Priority must be given to developing true data segmentation that will allow a patient or trusted provider to help control where and how sensitive data are shared.

There are times when including information about DV/IPV into a patient’s record could result in negative consequences, and possibly even be life threatening for the patient. 
The abuser could be a provider, checking the victim’s record to see if abuse was disclosed. In small towns, where the hospital is a primary employer, many members of the family could have access to a victim’s record. Information could be used or accessed inappropriately to judge or embarrass a victim. Or a victim simply might not trust a wider range of providers and want assurances that the information will be controlled.

In order to achieve the levels of privacy and security needed to deal with a wide range of sensitive health information, a greater priority must be put on developing standards to segment the data in an electronic health record, and to apply different privacy settings on certain types of data. In other words, we want sensitive data including domestic violence to be identified and recognized by the EHR—and tagged as sensitive. These sensitive data would have an additional level of control before it could be shared with other providers. 
Ideally, certain data or diagnosis codes should be always redacted from push/pull functionalities. Where sensitive conditions cannot be blocked, patients must be informed and give written consent to share those data in health information exchanges. 

Standards of practice must be developed to provide transparency on who can share (“push”) or retrieve (“pull”) data as it becomes interoperable.
Standard of practice must be developed to dictate the circumstances under which a provider—or anyone with access to the medical records—is allowed to access them. For example, can a hospital worker access their colleagues’ records without explicit permission? There needs to be a reason and set of permissions before an individuals record is available to be “pulled” through an exchange. 

It may take a long time for a victim to find a trusted provider to whom to disclosure the abuse. It is to this one provider that she is disclosing, not to her whole team of providers. She may have concerns about her other providers knowing. If she discloses to her GP, can her podiatrist also have access to those records? Can the podiatrist “pull” those data through a trusted health exchange? What if the podiatrist is the abuser or related to the abuser? Patients need to understand who else could have access to their medical record.

When health data are interoperable, individuals should receive notice of how health information is shared.
In cases where identifiable patient data may be shared, exchanged or “pulled”, patients should give written authorization to share these data. Patients should have the right to restrict the use or disclosure of identifiable data beyond certain core functions (such as treatment and payment between a provider and a health plan).  

Individuals must receive notice of how their health information will be used and the circumstances under which it could be shared or accessed by other providers or others in the health care system. With full information, victims can better evaluate if and how to share their data, and under what circumstances they choose to disclose their abuse. There are specific federal HIPPA guidelines that establish federal notification rules about privacy and disclosure of health information. They establish how patients are to be notified of their rights, how patient data could be used, and how the provider or plan safeguards their data. 

In states where there are mandatory reporting requirements for victims of abuse, providers have a responsibility to share those reporting requirements. When information is going to be released by a provider (such as in the case of mandatory reporting) a victim should be notified of the disclosure. Victims can then choose not to voluntarily disclose and/or can work with their provider to figure out how to move forward. It is vital that a victim feel that the confidentiality requirements will provide adequate protection. 

Privacy and consents should follow the data
All privacy and signed consents should follow the data, regardless of who is using it. If a provider “pulls” data on a patient, the data receive should be automatically subject to the same consents that a patient signed in the originating encounter. Responsibility for adhering to these consents must be built in to the formal health information exchange trust documents—and there must be strong penalties for breaching these privacy concerns.  Policy on re-disclosure of privacy and signed consents—as well as the technology to do it—is still in a nascent stage of development.  The principle remains that authorizations should follow the data. 

Providers should have broad discretion to withhold information when sharing health data could harm the patient.
Patients and providers must be given the opportunity to apply an “emergency brake” and to implement a system safeguard that would block all health data from exchange and/or viewing. In sensitive cases, in high profile cases, or where there is an immediate and real safety concern, the patient or their provide should be able to prohibit viewing of the electronic health record—or parts of it—from all outside sources. 

Some systems allow individual records to be “monitored” by a provider. In these cases, a provider gets a notice when any other person looks at that patient record.   In this way, the monitoring provider will know if unauthorized users are viewing the patient record.

There must be strong and enforceable penalties for violations of privacy and consent both in a clinical setting, and across information exchanges. 

Whether due to negligence or oversight, violations of privacy and consents should be penalized to the fullest extent of the law. The penalties should be strong enough to deter future cases, and they must be enforceable. 

Individuals should have the right to access  their own health information 
Individuals have a right to access and request a copy of their health record—on paper or, now, electronically. In the cases of a victim of DV/IPV, the ability to review records—particularly in an electronic format—may increase trust in a provider and a deeper understanding of how her confidentiality is being protected. If she can see that information is done in a certain way (e.g., the provider handles information about her abuse in a sensitive manner), she may be more willing to trust that provider and not assume that inaccurate or incomplete information can result in embarrassment or retaliatory violence if viewed by the abuser. Ability to access her record would also give a survivor the ability to change her privacy settings, contact information, or consents from a safe, remote location if necessary. 

Individuals should be given choices of how they would like to communicate with—and receive communications from—their providers and plan, including by phone, by email, etc, and under what circumstances. 

There are real privacy concerns for women who have experienced DV/IPV, and policymakers must recognize the unique communication preferences these women may have. Abusers could be monitoring email, phone numbers or benefits statements. Or a woman who is covered by the employer-based coverage of her husband may have her billing statements and Explanations of Benefit (EOBs) statements will go to him as the policyholder. It is vital that EHRs have the ability to easily and precisely document communication preferences—and that these communication preferences travel with the data as it is shared with other providers. Sensitive health data, such as DV/IPV, should always be considered confidential and not shared in patient communications including EOBs; the EHR must automatically block sensitive data from being communicated. 

We underscore the necessity for reminders being sent per patient preference. It is critical that providers do communicate with patients per the patient preference, as there are real safety and privacy concerns to be considered for women who are in an abusive situation. All patients who disclose abuse should be offered preference on how or if follow up communication should take place, and no specific mention of DV verbally or in writing should be made in the follow up reminders. 

For additional information, please contact Kiersten Stewart, Director of Public Policy and Advocacy, Futures Without Violence, at kstewart@futureswithoutviolence.org.
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