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March 15 should be our submission deadline to HIMSS.

Responses to the section entitled Questions on the Roadmap beginning on page 6
1. General

a. The actions proposed in this roadmap will not succeed unless they are built on a technology and policy foundation that enables “100% accurate patient identification”
.  The proposals in this draft of the roadmap cannot deliver that required level of accuracy.  Without completely accurate patient matching, patients and providers will not be able to fully trust the system and lack of trust will prevent the system from yielding full benefit.
b. The critical missing element is the omission of plans to create and deploy a unique patient identifier.

c. Creation of this patient identifier capability should be initiated in the 2015-2017 time frame.

d. No agency has been identified to carry out the creation and deployment of a unique individual identifier

2. Privacy and Security

a. A unique individual identifier should be used as the basis for enabling a patient-empowered healthcare privacy capability.

3. Core technical standards

a. The common clinical data set needs to include a standardized unique person identifier that is consistent with the ASTM E 1714 standard.

Responses to the section entitled Accurate Individual Data Matching starting on page 90
· Page 91, 3rd paragraph.  There are many ‘downstream’ negative impacts when a matching error occurs – these include poor medical outcomes, increased care costs, the need for prolonged medical care, unnecessary deaths, and patient and provider dissatisfaction.  These negative impacts justify spending the necessary resources to definitively ‘solve’ this problem.

· Page 92, 2nd paragraph.  The patient matching technique(s) adopted going forward must eliminate uncertain matches

1. Incorrect matches are a major source of healthcare errors
2. Misidentification errors represent the most serious types of error

3. They require unsustainable amounts of human intervention to detect and repair

4. They often are not resolved because insufficient resources are available for the task

· Page 92, 2nd paragraph  The only way to eliminate uncertain matches is to use deterministic matching on an industry-standard unique person identifier
1. It must be globally unique

2. There must be a way to automatically detect manual identifier data entry errors
3. It must not be possible to generate counterfeit identifiers
· Page 92, 2nd paragraph.  While it may technically be true that the definitive research study comparing deterministic versus probabilistic matching has not been accomplished this should not be interpreted as indicating that the accuracy of the two approaches is the same.  There are many studies and practical applications that have demonstrated that probabilistic matching can deliver superior results.  However, even the use of probabilistic matching has not been able to solve the individual data matching problems outlined in this section.

· Page 92 at the end of the “current state” section.  An additional problem that is not discussed in this section is the burden of providing human review of indeterminate matches when matching volumes are high.  High volumes frequently prevent human intervention when matches are uncertain because clinical organizations cannot devote sufficient resources to oversee the resolution of these indefinite matches.

· Page 93 top.  What is the negative matching impact of data entry errors in the data elements listed?  It is not possible to quantitate the impact of errors in patient matching without knowing how such data entry errors impact the performance of the overall system.
· Page 93, second paragraph.  There actually is fairly good agreement across the industry concerning what metrics should be measured to determine the accuracy of patient matching
. The disagreement results from vendor and clinical user inability to accurately determine these metrics.

· Page 93, middle paragraph.  The goal is to have zero identity matching errors.  Identity matching errors are among the most serious category of errors and lead to poor medical outcomes, unnecessary complications, increased medical care expense, and even death.  It is a fallacy to think that matching errors are acceptable in any care setting.  Therefore the idea that performance metrics would “… remove the 100% perfect-match barrier” is incorrect.

· Page 93, middle paragraph.  Even if it is not possible to achieve perfect identity matching we should work to improve the existing systems but this should never be viewed as an alternative to working toward 100% accurate identity matching.

· Page 93, bottom paragraph.  Privacy issues may impede creating the data sets that can measure the accuracy of various matching approaches.  Vendor confidentiality agreements also can inhibit quantitative analysis of matching accuracy.

· Page 94, end of 2nd paragraph.  There is no discussion of the need for scalability.  Any proposed patient matching solution must be able to scale upward to handle volumes in the one million to one hundred+ million range.  Current demographic matching solutions do not scale well to operations of this size.

1. An enormous amount of human time must be consumed just entering and verifying the demographic data elements required to perform a match.

2. The large volume of indeterminant matches requires so much human evaluation time to try to resolve the uncertain match that most organizations simply cannot attempt to resolve these indeterminant situations.  Instead they are simply accepted as non-matches leading to fragmented medical records and lost clinical information.

· Page 94, end of 2nd paragraph.  It will always be necessary to do demographic matching in certain situations such as trying to associate historical data that has not been previously linked.  The main error problems come with repetitive demographic matching.  If the system requires another demographic match every time linkage of data is needed then the overall net error rate increases dramatically because of data entry errors, poor patient recollection of data and changing demographic information.
· Page 94, end of 2nd paragraph.  Demographic data changes over time.  Patients move, get married, misremember information, change their telephone numbers, etc.  These changes add both uncertainty and errors to the demographic matching process.

· Page 94, end of 2nd paragraph.  There are many situations where a patient has demographic information that does not fit the standard model.  Examples include foreign names, hyphenated names, names that do not fit the first name/last name model, situations where patient privacy constraints prevent collection of complete demographic data, and treatment of a fetus in utero where demographic information for the fetus is not available.
· Page 94, end of 2nd paragraph.  Automated detection of erroneous data input

1. This is not possible with most demographic data elements

2. This is easily done with a properly constructed unique person identifier

· Page 94, end of 2nd paragraph.  There seems to be no consideration whatever given to the need for matching applied to anonymous data yet this represents another significant matching problem.  Here is one example:  A research company enrolls a patient in a drug trial and publishes data as part of the results of the trial.  Later there is a significant update for this patient.  How do they find the initial anonymized record in order to apply the update?  If they create a new independent record then they have corrupted the data for the trial by double-counting this patient.  The correct solution is to properly identify the previous record, even though it is anonymous, and update it with the new information.
· Page 94, table 13, item 1.  Continuing the practice of requiring a comprehensive set of patient demographic data to support any and every patient-related query simply ensures that there will be an ongoing succession of catastrophic data breaches similar to the one recently encountered by Anthem.
· Page 94, table 13, item 2.  The single most important data element to be added is a standardized unique individual identifier.

· Page 94, table 13, add item 4.5.  Starting in 2015 ONC must take steps to begin the private enterprise process of creating and deploying a unique individual identifier.

· Page 94, table 13, item 7.  A voluntary unique identifier could be implemented by care delivery organizations as a private enterprise alternative to a federally created and managed system.
· Page 94, table 13, item 7.   A unique identifier must be provided directly to the individual for their use and control.

Conclusion

The use of a properly designed unique individual identifier enables a patient matching capability with the following properties

1. No matching errors

2. Easy automated entry of identifiers

3. Automatic detection of errors in manual data entry of an identifier

4. Ability to terminate the validity of the identifier if circumstances warrant it
5. Counterfeit resistance – the ability to detect and reject invalid identifiers

6. Ability to simply and rapidly replace an identifier

7. Opportunity to eliminate the use of Social Security Numbers

8. Incorporation of the unique identifier into existing EMPI and MDM systems

9. Opportunity to eliminate the need for repetitive probabilistic data matching

10. Enabling of patient-controlled privacy

11. Cost savings due to the elimination of errors and support for more efficient operations

12. Enable improved clinical outcomes
13. Built-in record location capability

14. Support for both voluntary and mandatory deployments

15. Concurrent support for different privacy paradigms

16. Compatible with ongoing existing EMPI operations

Recommendation

The ONC should take steps starting in 2015 to see that a private-enterprise-based unique patient identifier system is created in a manner that supports both mandatory and voluntary deployments.

� We acknowledge that as long as humans are involved any system is likely to encounter at least a few errors but the system should be constructed in such a way that it can at least theoretically operate with zero errors.


� Patient Identity Integrity, HIMSS Patient Identity Integrity Work Group, December, 2009, � HYPERLINK "http://www.himss.org/ResourceLibrary/ResourceDetail.aspx?ItemNumber=6968" �http://www.himss.org/ResourceLibrary/ResourceDetail.aspx?ItemNumber=6968�





