	Charges to Tiger Team on Governance RFI Questions
[bookmark: _GoBack]The HITPC Privacy & Security Tiger Team will develop draft responses to questions raised in the Governance RFI, prioritizing those related to safeguard conditions of trusted exchange.
NOTE: WG designations “Prioritize” or “Secondary” only mean that the “Prioritize” WG should address those questions first, before turning to the questions for which they’re secondary.
Please note the following terms: Conditions for Trusted Exchange (CTEs) and Nationwide Health Information Network Validated Entity (NVE)
	Conditions (Where applicable; Q#: 22 – Q#: 50)
	Question #:
	Question
	Page Number
	WG: P&STT 
(P = Prioritize, S = Secondary)

	Section: Conditions for Trusted Exchange Safeguards CTEs

	Condition [S-1]: An NVE must comply with sections 164.308, 164.310, 164.312, and 164.316 of title 45 of the Code of Federal Regulations as if it were a covered entity, and must treat all implementation specifications included within sections 164.308, 164.310, and 164.312 as “required.”
	22

	Are there HIPAA Security Rule implementation specifications that should not be required of entities that facilitate electronic exchange? If so, which ones and why?
	38
	P

	Condition [S-1]: An NVE must comply with sections 164.308, 164.310, 164.312, and 164.316 of title 45 of the Code of Federal Regulations as if it were a covered entity, and must treat all implementation specifications included within sections 164.308, 164.310, and 164.312 as “required.”
	23

	Are there other security frameworks or guidance that we should consider for this CTE? Should we look to leverage NISTIR 7497 Security Architecture Design Process for Health Information Exchanges[footnoteRef:1]? If so, please also include information on how this framework would be validated. [1:  (2010) NIST. “Security Architecture Design Process for Health Information Exchanges (HIEs).” Available at: http://csrc.nist.gov/publications/nistir/ir7497/nistir-7497.pdf ] 

	38
	P

	Condition [S-2]: An NVE must only facilitate electronic health information exchange for parties it has authenticated and authorized, either directly or indirectly.
	24

	What is the most appropriate level of assurance that an NVE should look to achieve in directly authenticating and authorizing a party for which it facilitates electronic exchange?
	39
	P

	Condition [S-2]: An NVE must only facilitate electronic health information exchange for parties it has authenticated and authorized, either directly or indirectly.
	25

	Would an indirect approach to satisfy this CTE reduce the potential trust that an NVE could provide? More specifically, should we consider proposing specific requirements that would need to be met in order for indirect authentication and authorization processes to be implemented consistently across NVEs?
	39
	P

	Condition [S-2]: An NVE must only facilitate electronic health information exchange for parties it has authenticated and authorized, either directly or indirectly.
	26

	With respect to this CTE as well as others (particularly the Safeguards CTEs), should we consider applying the “flow down” concept in more cases? That is, should we impose requirements on NVEs to enforce upon the parties for which they facilitate electronic exchange, to ensure greater consistency and/or compliance with the requirements specified in some CTEs?
	39
	P

	Condition [S-3]: An NVE must ensure that individuals are provided with a meaningful choice regarding whether their IIHI may be exchanged
 by the NVE.
	27

	In accommodating various meaningful choice approaches (e.g., opt-in, opt-out, or some combination of the two), what would be the operational challenges for each approach? What types of criteria could we use for validating meaningful choice under each approach? Considering some States have already established certain “choice” policies, how could we ensure consistency in implementing this CTE?
	41
	P

	Condition [S-3]: An NVE must ensure that individuals are provided with a meaningful choice regarding whether their IIHI may be exchanged by the NVE.
	28

	Under what circumstances and in what manner should individual choice be required for other electronic exchange purposes?
	41
	P

	Condition [S-3]: An NVE must ensure that individuals are provided with a meaningful choice regarding whether their IIHI may be exchanged by the NVE.
	29

	Should an additional “meaningful choice” Safeguards CTE be considered to address electronic exchange scenarios (e.g., distributed query) that do not take place following Interoperability CTE I-1[footnoteRef:2]? [2:  Condition [I-1]: An NVE must be able to facilitate secure electronic health information exchange in two circumstances: 1) when the sender and receiver are known; and 2) when the exchange occurs at the patient’s direction.] 

	41
	P

	Condition [S-3]: An NVE must ensure that individuals are provided with a meaningful choice regarding whether their IIHI may be exchanged by the NVE.
	30

	The process of giving patients a meaningful choice may be delegated to providers or other users of NVE services (as opposed to the patient receiving the choice from the NVE directly). In such instances, how would the provision of meaningful choice be validated?
	41
	P

	Condition[S-4]: An NVE must only exchange encrypted IIHI.
	31

	Should there be exceptions to this CTE? If so, please describe these exceptions.
	42
	P

	Condition [S-5]: An NVE must make publicly available a notice of its data practices describing why IIHI is collected, how it is used, and to whom and for what reason it is disclosed.
	32

	Are there specific uses or actions about which we should consider explicitly requiring an NVE to be transparent?
	43
	P

	Condition [S-5]: An NVE must make publicly available a notice of its data practices describing why IIHI is collected, how it is used, and to whom and for what reason it is disclosed.
	33

	Would an NVE be able to accurately disclose all of the activities it may need to include in its notice? Should some type of summarization be permitted?
	44
	P

	Condition [S-5]: An NVE must make publicly available a notice of its data practices describing why IIHI is collected, how it is used, and to whom and for what reason it is disclosed.
	35

	Should this CTE require that an NVE disclose its activities related to de-identified and aggregated data?
	44
	P

	Condition [S-5]: An NVE must make publicly available a notice of its data practices describing why IIHI is collected, how it is used, and to whom and for what reason it is disclosed.
	36

	Should this CTE require that an NVE just post its notice on a website or should it be required to broadly disseminate the notice to the health care providers and others to which it provides electronic exchange services?
	44
	P

	Condition [S-8]: If an NVE assembles or aggregates health information that results in a unique set of IIHI, then it must provide individuals with electronic access to their unique set of IIHI.
	40

	What further parameters, if any, should be placed on what constitutes a “unique set of IIHI”?
	46
	P

	Condition [S-9]: If an NVE assembles or aggregates health information which results in a unique set of IIHI, then it must provide individuals with the right to request a correction and/or annotation to this unique set of IIHI.
	41

	If an NVE were to honor an individual’s request for a correction to the unique set of IIHI that it maintains, what impact could such a correction have if the corrected information was accessible by health care providers and not used solely for the NVE’s own business processes?
	47
	P

	Condition [S-9]: If an NVE assembles or aggregates health information which results in a unique set of IIHI, then it must provide individuals with the right to request a correction and/or annotation to this unique set of IIHI.
	42

	Are there any circumstances where an NVE should not be required to provide individuals with the ability to correct their IIHI?
	47
	P

	Condition [S-10]: An NVE must have the means to verify that a provider requesting an individual’s health information through a query and response model has or is in the process of establishing a treatment relationship with that individual.
	43

	What method or methods would be least burdensome but still appropriate for verifying a treatment relationship?
	48
	P

	Condition [S-10]: An NVE must have the means to verify that a provider requesting an individual’s health information through a query and response model has or is in the process of establishing a treatment relationship with that individual.
	44

	Are there circumstances where a provider should be allowed access through the NVE to the health information of one or more individuals with whom it does not have a treatment relationship for the purpose of treating one of its patients?
	48
	P

	Section: Conditions for Trusted Exchange Interoperability CTEs

	Condition [I-3]: An NVE must have the ability to verify and match the subject of a message, including the ability to locate a potential source of available information for a specific subject.
	49

	Should we adopt a CTE that requires NVEs to employ matching algorithms that meet a specific accuracy level or a CTE that limits false positives to certain minimum ratio? What should the required levels be?
	53
	P

	Condition [I-3]: An NVE must have the ability to verify and match the subject of a message, including the ability to locate a potential source of available information for a specific subject.
	50

	What core data elements should be included for patient matching queries?
	53
	P

	Section: Request for Additional CTEs NOTE: Summary list of CTEs on p. 55.
Business Practice CTEs

	
	56
	Which CTEs would you revise or delete and why? Are there other CTEs not listed here that we should also consider?
	57
	All

	
	59

	Should we consider including safe harbors for certain CTEs? If so, which CTEs and what should the safe harbor(s) be?
	57
	P

	Section: Establishing a Governance Mechanism

	







	3

	How urgent is the need for a nationwide governance approach for electronic health information exchange? Conversely, please indicate if you believe that it is untimely for a nationwide approach to be developed and why.
Question Context: Why is it important for ONC to exercise its statutory authority to establish a governance mechanism now?
	26
	S

	
	4

	Would a voluntary validation approach as described above sufficiently achieve this goal? If not, why?
Question Context: As part of the governance mechanism, ONC is considering to include a validation process where entities that facilitate electronic exchange would, voluntarily, demonstrate compliance with the CTEs.
	26
	S

	
	5

	Would establishing a national validation process as described above effectively relieve any burden on the States to regulate local and regional health information exchange markets?
	26
	S

	
	6

	How could we ensure alignment between the governance mechanism and existing State governance approaches?
	26
	S

	Section: The Accreditation Body and Validation Bodies

	
	9

	Would a voluntary validation process be effective for ensuring that entities engaged in facilitating electronic exchange continue to comply with adopted CTEs? If not, what other validation processes could be leveraged for validating conformance with adopted CTEs? If you identify existing processes, please explain the focus of each and its scope.
	29
	S

	
	10

	Should the validation method vary by CTE? Which methods would be most effective for ensuring compliance with the CTEs? (Before answering this question it may be useful to first review the CTEs we are considering to adopt, see section “VI. Conditions for Trusted Exchange.”
	29
Summary table p. 57
	S

	Section: Stakeholders

	
	17

	What is the optimum role for stakeholders, including consumers, in governance of the nationwide health information network? What mechanisms would most effectively implement that role?
	32
	S

	Section: Conditions for Trusted Exchange Safeguards CTEs

	Condition [S-6]: An NVE must not use or disclose de-identified health information to which it has access for any commercial purpose.
	37

	What impact, if any, would this CTE have on various evolving business models? Would the additional trust gained from this CTE outweigh the potential impact on these models?
	45
	S

	Condition [S-7]: An NVE must operate its services with high availability.
	39

	What standard of availability, if any, is appropriate?
	45
	S




WORK PRODUCT: This document is a work product for the Health IT Policy and Health IT Standards Committees and their Workgroups to support ongoing discussions and does not represent HHS policy or opinion.
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