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PRIVACY—PRIVACY—Patient consent for sharing health information for e-prescribing.

ISSUE

Patient consent to exchange medication information through a health information exchange (HIE) for treatment. This issue analysis will examine how the consent options will affect clinician and pharmacist business processes, public perception, and legal liabilities of all parties involved.

BACKGROUND
Currently, consent is not required for sharing some medication history among health care providers/payers under HIPAA and California law. Current e-prescribing in California under the Pharmacy Board regulations only allows transmission of a prescription and any other information required by law to a pharmacist of the patient’s choice.

ASSUMPTIONS
· Treating physician and a pharmacy can have an electronic data exchange relationship without being a participant in the HIE. 

· Sharing medication information will be limited to treatment.

· Technology is able to carry out policy and requirements.

· This analysis excludes health information protected by specific laws limiting access to information such as, but not limited to, HIV, mental health, genetic, drug and alcohol, minors, sexually transmitted diseases, and family planning.

· Patient education/informing are required for all options.

· Consent alternative was chosen by patient at previous annual visit.

· The quality of care will not be less than that provided in the current systems. However, for those patients that choose to not participate in the HIE, the quality of their care may not improve because of the increased availability of information.
· For purpose of this analysis:

· No Consent—this choice will result in the most information being available to the physician, thus a better quality of care. However, this option may result in less data being available because patients choose not to seek care or less accurate information being available because patients provide incorrect information.

· Opt Out—this choice will result in more information being available as all patient information will be in the system except for those patients choosing to opt out.

· Opt In with Restrictions—this choice will result in the least information being available to the physician.

· Opt Out with Exceptions—this choice will result in some information being available because patient information will be in the system except for those patients choosing to opt out and the information patients choose to exclude.
· Opt In—this choice will result in less information being available because patients will need to take an action to be included in the system.

Note
· Legend—+ (plus sign) is equivalent to a pro statement, − (minus sign) is equivalent to a con statement, and a ● (bullet) is equivalent to a neutral statement.

Table C-1.
Quality of Care
Based upon availability of information—outcome, informed decisions, and coordination of alerts, allergies, drug interactions, tracking medication compliance, and continuity of care (specialist to general practitioner, relocation, or disaster).

	Specific Issues
	No
Consent
	Opt Out
(Patient Auto IN)
	Opt In w/ Restrictions
(Patient Auto OUT plus Choice)
	Opt Out w/ Exceptions
(Patient Auto IN plus Choice)
	Opt In
(Patient Auto OUT)

	Patient wants effective treatment balanced with protection of their information.
	· Lack of choice may result in less patient participation

· No patient choice over use or exchange of records

· Patients may choose to not seek care

· Patients may choose to withhold information

· Patients may choose to provide erroneous information

· Potential for less quality of care for those who choose to not participate

· Potential for poor information integrity

· Decreased risk of harm due to errors in prescriptions.

· Decreased risk of drug and allergy interactions due to better coordination of patient alerts.
	(  More patient participation 
· Some patient choice
· Has the potential for more quality of care for patients who do not opt out.
	· Some patient participation
· Most patient choice

· Most specificity in choice

· Least quality of care 

· Has the potential for the least patient participation for patients who do not opt in

· For patients who choose to restrict significant information

· Better information integrity
	· Has the potential for some patient participation

· More patient choice specificity

· Some quality of care

· For patients who do not opt out.

· For patients who choose to restrict significant information
	· Has the potential for  less patient participation for patients who do not opt in.
· Less patient choice – in or out

· Less quality of care

	Provider wants to deliver effective treatment in the most efficient and cost effective way.
	· Most quality of care
	· Has the potential for more quality of care for patients who do not opt out. 
	· Least quality of care (portion not IN)

· For patients who do not opt in.

· For patients who choose to restrict significant information
	· Some quality of care

· For patients who do not opt out.

· For patients who choose to restrict significant information


	· Less quality of care

	
	· Most patient participation


	· More patient participation 


	· Has the potential for the least patient participation
	· Has the potential for  some patient participation.


	· Has the potential for  less patient participation for patients who do not opt in.



	
	· Most cost effective


	· Somewhat cost effective


	· Least cost effective
	· Least cost effective


	· Less cost effective



	
	· Most safeguards required to protect patient information due to most volume of information


	· Some safeguards required to protect patient information due to volume


	· Least safeguards required to protect patient information due to least volume
	· Least safeguards required to protect patient information due to least volume


	· Less safeguards required to protect patient information due to less volume 



	
	· Least safeguards required to protect patient information due to lack of complexity


	· Less safeguards required to protect patient information due to less complexity
	· Most safeguards required to protect patient information due to most complexity
	· Most safeguards required to protect patient information due to most complexity
	· Less safeguards required to protect patient information due to less complexity

	
	· Facilitates communications between physicians and pharmacists


	· Facilitates more communications between physicians and pharmacists


	
	
	

	
	· Most availability to information in relocation or disaster situations
	(  Most availability to information in relocation or disaster situations
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