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Answers herein provided by Dan Levene, Director, Cerner Behavioral Health

1. Document Organization
· What are some ways to identify and organize sequestered documents?
· The number of ways is likely as varied as the number of healthcare software solution vendors.  The SATVA implementation of DS4P is based on the concept that sequestered data received in heightened-privacy disclosures is covered by handling obligations upon the receiver of such disclosures.  Generalizing this principal, sequestering based upon the existence of obligations outside the normal practice for the custodian organization is a flexible way to tag ultra-sensitive information.  The first level can simply be an indication that a document (or its data elements) carries obligations.  Further levels of integration can leverage the details of the obligations to enforce proper handling of the information within the custodian system and when that system or its users attempt to share that information beyond the organization.  This tiered approach would allow receiving systems the ability to upgrade functionality incrementally to respect ultra-sensitive privacy in modest ways at first, then in more integrated and therefore, more and more useful ways as time and expectations progress.
· In terms of organizing documents, they could be integrated into any existing classification system, assuming such functionality already supports the necessary types of documents.  Within an organization that has already accepted the obligations conveyed by an external document originator, acceptable use of that information is likely already in line with standard information access processes and policies (basically, need to know).  Only when that information containing obligations is considered for sharing with another external entity does it need to be processed differently (excluded, redacted, flagged/tagged, etc.).

· What are some methods that can be used to alert providers to these documents’ existence? Do you see this functionality as something that could be easily integrated into your company’s clinical decision support offerings?
· Visual cues such as icons,  footnotes, color differentiation, etc.
· It would be best if sequestered documents are not hidden or in a different list from normally sensitive documents.  Again, finding an appropriately balanced subtle-versus-striking method will be most useful to practitioners.
· Setting privacy aside for a moment, I think it will be increasingly crucial for providers to distinguish between clinical information captured or generated within their own organization from information received from an external source.  What I call the hearsay factor should be considered by practitioners when evaluating external information.  That is, the more entities that have handled the information, the greater the chance for loss of detail or misinterpretation of the data’s meaning compared to its original intent.  As a practitioner, how well do I understand the origin of the external information and the number of other entities that have telegraphed it through interoperability before it reached me?  Ideally, the hearsay factor would be restricted to as few retransmissions as possible.  
· How could you enable differentiation between (potentially) clinically relevant and clinically irrelevant documents (e.g. documents that are 10 years old).
· Many of Cerner’s solutions (including the Community Behavioral Health solutions and its flagship Millennium hospital and healthcare system solution) already contain document management functionality to categorize and filter documents based on custom, definable criteria.  Concepts such as relevance, historic versus current or even sharable permission could be accommodated.
2. Providers often write notes in order to summarize clinical documents and record their decision-making process.  The capacity to write notes is especially important in cases where the information on which a decision is made is not readily accessible in a clinical record (as would be true of any sequestered document). As per regulation, any notes made related to sequestered documents must also be sequestered.
· What types of functionality exist that would allow providers to make sequestered notes and potentially attach them to sequestered documents?
· Currently, I think such functionality is limited or non-existent.  Applying a tiered approach to integrating segregated information into healthcare systems, the first level of receiving and holding separate such documents as clinically relevant, patient-specific reference material without incorporating it into structured data would prevent notes from being associated with sequestered documents, though it’s impossible (under any design, really) to prevent a practitioner from mentioning a sequestered document in the unstructured body of a note.
· As further levels of integration for external documents are implemented, any information recorded in the local system that is attached to sequestered data would naturally need to be itself subject to the same privacy decision workflows as the parent documents. 
· Do you envision notes will be organized in a different manner than documents (specifically in reference to the questions above)? If so, please outline the differences. 
· I consider this to be an implementation-specific consideration based upon how each vendor handles notes within the architecture of their solution.  For Cerner Behavioral Health, various note types already exist which can be filtered, but in terms of system behavior, all notes behave pretty much the same in order to provide a familiar, consistent experience to the end user.  Extending note types to consider sequestration would not be trivial but is also not revolutionary in our solution.
3. Some providers handle only sensitive information (e.g. information regulated by Part 2), while others handle both sensitive and non-sensitive information. In the paper world, it has been observed that some providers over-use this sensitive designation. As sensitive documents that are sent using DS4P will end up sequestered, overuse of a sensitivity designation will mean that some documents will unnecessarily get sequestered.  What methods are available to prevent providers from overusing DS4P or for generally dealing with this problem?
· Clear and universal agreement on how much information within a disclosure should be marked as ultra-sensitive is not likely to be achieved given the number of local, state and federal policies or regulations governing various types of information related to substance abuse treatment, to HIV/AIDS treatment, sexual abuse treatment, sexually transmitted diseases or even simply, patient preference.
· (The SATVA approach of marking obligations allows for the most-restrictive sum of all applicable obligations to be applied to disclosures when there are multiple regulatory policies to consider simultaneously.)
· The key then is recipient reconciliation of information received from various sources.
· A concept we’ve labeled “rediscovery” holds much promise.  The concept of rediscovery is that information restricted because it originated from an ultra-sensitive source can be removed from restriction if it is also received or rediscovered from a non-ultra-sensitive source.  An example:
· A primary care practice receives a disclosure from a substance abuse treatment program covered by 42 CFR part 2.
· The disclosure contains diagnoses for alcohol abuse and obesity, both legitimately diagnosed first hand by the SA program.
· Because the primary care practice had not previously documented the obesity so its only source of that knowledge is a 42 CFR part 2 covered entity, it must consider obesity to be ultra-sensitive private information.
· If the primary care practice also receives a disclosure from the patient’s cardiac specialist listing a diagnosis for obesity, the information can be downgraded to normal sensitivity because its provenance does not necessarily link the patient to substance abuse treatment.  Similarly the primary care physician could make her own observational diagnosis of obesity independent of the ultra-sensitive disclosure.
· A “genie in the bottle” principle applies:  once information has been legitimately discovered outside an ultra-sensitive context, it can be (re)classified for normal privacy sensitivity.  In other words, secrets revealed cannot be untold.  Of course, we must protect that legitimately sensitive information is not released from obligation.
· Another approach to address the difficulties of sensitivity sequestration would be, as a matter of policy, to raise the bar on privacy of all healthcare information to include the typical obligations associated with ultra-sensitive privacy laws like 42 CFR Part 2.  If all information processing decisions adhered to that level, multiple workflows within local systems might be reduced or eliminated.  This approach, however, is not likely any less costly, at least in the short run.
4. Blocking Documents
· What types of functionality exist that would allow potential recipients to block receipt of a given sensitive document (or all sensitive documents)?
· For the SATVA approach which Cerner Behavioral Health supports and has implemented, the concept of rejection is considered and planned for future versions of the SATVA IG and Cerner’s own implementation.
· DS4P tagged documents, as implemented via the requirements laid out in the SATVA IG (or similar implementations), include human readable legal notices and obligations and machine readable obligations.  Receiving systems need only detect the presence of obligations to realize there is something beyond HIPAA-level privacy to consider.  End users can be given the choice to accept or reject the disclosure in consideration of the obligations.  Similarly, decision engines could rather easily be created to accept or reject automatically based on the ability to handle all of the included obligations.
· Is there any way to notify document senders in cases where the receipt of a document (or all documents) is blocked by a recipient?
· A common standard for replying to a sender with an accept or reject acknowledgment would be a welcome improvement.  As it stands, SATVA and Cerner Behavioral Health intend to define simple metadata that can be included in the email payload of NwHIN Direct messages which conveys exactly this.
· With a Direct call-response approach of email messages, such confirmation of acceptance or rejection can rather easily be accomplished, though there is no underlying standard place to convey such information today.  (Email receipt acknowledgment functionality was not intended for such purpose and cannot be reliably counted upon to convey the level of acceptance needed in health information exchange.)

5. How complicated/difficult/expensive is this capability to embed in EHR technology?    (If it were not part of a certified system, how difficult/expensive would it be to have it installed upon provider request?)
· None of this work will be trivial for software vendors to implement.  Especially if full integration of privacy handling functionality is the first goal, then costs and timelines to achieve the goal are likely to be prohibitive to real world adoption and preservation of the diversity of healthcare software vendors.
6. What is the perceived demand for data segmentation functionality? Do you feel that DS4Pis ready for deployment?
· Outside of the technical circles that discuss data segmentation, there is little call for the specific details of DS4P.  However, there is a real and recognized need to respect and handle the varying levels of privacy required to comply with the sum of regulations and policies in any one local jurisdiction.  As an approach to addressing this need, DS4P’s standardization of privacy-related data handling is in demand. 
