PSTT01:	How can the HITPC’s recommendation be reconciled with the National Strategy for Trusted Identities in Cyberspace (NSTIC) approach to identification, which strongly encourages the re-use of third party credentials?  

	#
	Comment ID
	PSTT01
	Name of Respondent
	Organization
	Observation

	1
	HHS-OS-2012-0007-0444
	p. 1
	Kevin Nicholson
	National Association of Chain Drug Stores
	· No comment.

	2
	HHS-OS-2012-0007-0388
	p. 1
	 
	Crowe Horwath LLP
	· Felt that the easiest and least expensive way to incorporate NSTIC’s approach to identification would be with the utilization of a digital certificate.
· Commented that ONC/HITPC should develop a process/standard regarding verification of the identity of individuals and provide said individuals with a digital certification which can then be incorporated into EHRs.
· Commented about how this would allow EHRs/EHR modules to accept two factor authentication with the combination of both a digital certification and username/passphrase. 

	3
	HHS-OS-2012-0007-0398
	p. 1
	Randy Vanderhook
	Smart Card Alliance
	· Commented that HHS should not put all of its eggs in the NSTIC basket.  Once created, the Identity Ecosystem will offer a marketplace of digital credentials.
· Stated the Federal CIO council, FEMA, OMB, and NIST have established standards and guidelines for the use electronic authentication and Personal Identity Verification Interoperability (PIV-I).  Meaningful use stage 3 should reconsider the standard of Level of Assurance (LOA)-3 and consider LOA-4 high risk situations such as remote access and reduce the risk of fraud.
· Recommended HHS consider leveraging existing standards defined in NIST’s Special Publication 800-63-1 Electronic Authentication Guideline.
· Commented about how it is a benefit to providers to utilize a single credential that can be used for multiple-purposes for both online and offline uses. PIV or smart cards could be used by patients also to hold information of identification and authentication purposes.

	4
	HHS-OS-2012-0007-0422
	p. 1
	Steve Aylward
	Microsoft
	· Encouraged continued inter-departmental collaboration with the NSTIC program to optimize the creation of an identity ecosystem that would allow users to complete secure online transactions and to ensure that health information technology benefits from such an identity ecosystem.
· Commented that the Department may wish to include within the EHR certification regulations the authority for the Department to adopt NSTIC adopted standards through guidance as an alternative for EHR technology to achieve certification with respect to authentication.
· Commented that the Department should consider whether, through the NSTIC initiative, there may be recognized certification of authentication technology across multiple sectors (e.g., health care, financial, online retail).
· Commented that EHR certification program for Stage 3 requires support for multi-factor authentication; we encourage the certification regulations to include support for standards adopted by the NSTIC program.
· Suggested while the Department previously has required that certified EHR technology is certified exclusively through the ONC HIT Certification Program, the Department should consider whether to allow EHR technology to incorporate authentication technology that has been certified pursuant to an NSTIC-related certification program without the need for such authentication technology to also receive certification through the ONC HIT Certification Program.

	5
	HHS-OS-2012-0007-0525
	p. 1
	David Finn
	Symantec Corp.
	· Stated the HITPC and HHS ONC will need to raise awareness and provide education to the healthcare industry on the NSTIC initiative in order to allow the industry to be aware of and prepared to participate in the planned use of single user identities in the future.
· Commented that technically, a NSTIC-compliant ‘factor’ should be one of the factors required for multi-factor authentication.

	6
	HHS-OS-2012-0007-0397
	p. 11
	Alice Borrelli
	Intel Corporation
	· Commented that a NSTIC model can be adopted in healthcare. In this case healthcare organizations would take the role of NSTIC “Service Providers”, working with NSTIC “Identity Providers” to authenticate authorized entities.
· Recommended that credentials used in these authentications be multi-factor to avoid known issues and weaknesses in single factor, username / password only solutions. However, given usability issues often associated with separate hardware tokens used in traditional 2-factor authentication solutions, we recommend that hardware assisted 2-factor authentication solutions (that avoid the need for separate hardware tokens) be recognized as suitable multi-factor authentication solutions.

	7
	HHS-OS-2012-0007-0425
	p. 13
	Willa Fields, Stephen Lieber
	HIMSS
	· Commented that a NSTIC-compliant token can be one of the two factors required for authentication.
· Commented that the Health Information Security and Privacy Committee and the Health IT Policy Committee should endeavor to facilitate awareness and education on the NSTIC initiative and the Identity Ecosystem project, so as to enable the healthcare industry to be aware of and ready to participate in the planned future use of single user identities.

	8
	HHS-OS-2012-0007-0412
	p. 13
	John Travis
	Cerner Corp.
	· Encouraged the adoption of national standards for re-usable trusted identity credentialing services, provided that those services meet specific criteria necessary for healthcare.
· Commented that a NSTIC-compatible service that provides LOA3 should be acceptable for healthcare authentication, regardless of the provider of the credential.
· Believed that ONC should work with the DEA to enable cross-use of appropriately vetted credentials for both eRx and other sensitive healthcare activities. 
· Commented that it seems unlikely that providers will be willing to carry and manage multiple forms of credentials.  The DEA rules for eRx should be harmonized with the eventual NSTIC standards such that the same strong credential could be used for all healthcare authentication needs. 

	9
	HHS-OS-2012-0007-0376
	p. 19
	Sarah Cottingham
	Telligen Iowa HIT Regional Extension Center
	· Commented Telligen REC has concern that Identification is being confused with authentication. Trusted Identities can be used for identity proofing for the assignment of credentials, but not as the credentials themselves.

	10
	HHS-OS-2012-0007-0382
	p. 33
	Cheryl Peterson/Karen Daley/Marla Weston
	American Nurses Association
	· Deferred to ANI’s response to this question.

	11
	HHS-OS-2012-0007-0391
	p. 4
	Karen Boykin-Towns
	Pzfizer Inc
	· Strongly supported the HITPC‟s recommendation that EHRs be “able to accept two factor or higher authentication for provider users to remotely access protected health information (PHI) in Stage 3.”
· Commented that the Drug Enforcement Administration (DEA) requires two factor authentication for any provider who wants to send controlled substances electronically. Without this capability in certified EHRs, EPs and EHs must maintain parallel workflows – traditional paper for controlled substances (generally schedule II – V drugs) and electronic prescribing for non-controlled substances. In order to best streamline e-prescribing, EHR capabilities should include DEA authentication requirements for prescribers.

	12
	HHS-OS-2012-0007-0429
	p. 5
	Deven McGraw
	Center for Democracy and Technology
	· Commented that it was hopeful that efforts to create an identity ecosystem that will reliably issue secure and interoperable credentials through trusted third-party identity providers will be successful. Reliance on such third-party credentials could reduce burdens on providers and provide greater security for health information exchange.
· Commented that it was unclear when and if the work of NSTIC and its Identity Ecosystem Steering Group (IDESG) will result in standards and other products specifically useful to HIT; it could be years before this ecosystem exists and reliable credentials are widely available to both providers and patients. 
· Stated to assure the capability to exchange health information among providers and patients by the beginning of Stage 2 of Meaningful Use and continuing into Stage 3, it will be critical for providers to have the capability to issue reliable, MU2-compliant credentials to both clinicians and patients.

	13
	G:\Meaningful Use\HITPC\Stage_3_RFC\Submission
	p.1
	 
	VA
	· Invalid link. Cannot view document.

	14
	HHS-OS-2012-0007-0211
	p.1
	Harry Jordon





	LexisNexis
	· Stated the implementation of technologies that can remotely resolve , verify, and authenticate individual or entity based data on identity attributes garnered from “real world”, historical, aggregated databases is one of the single most effective methods of ensuring the security of an environment such as EHRs.
· Stated, there are several references to the different types of users accessing EHRs with no mention of the presence of effective identity proofing and authentication procedures used to ensure protection of the sensitive health information.
· Commented that any identify authentication procedures put in place should leverage commercially available database sources containing aggregated public records and other proprietary source of information.  Commercial database containing public and proprietary records have been used successfully identity authentication and verification and have been instrumental in detecting and preventing identity theft and fraud commercial and government applications.

	15
	HHS-OS-2012-0007-0356
	p.1
	Larry  Aubol
	TASCET
	· Suggested the HITPC should not reconcile its recommendations for provider authentication with approaches being encouraged by NSTIC, including the re-use of third party credentials. Nor should healthcare institutions be encouraged to follow the identity verification practices of other sectors such as banking for patient and provider verification.
· Suggested the HITPC should strongly discourage the use of third-party services that base the issuance of credentials and the verification and authentication of an individual (whether provider, patient or other) on biographic information alone.
· Stated the third-party credentials being evaluated by NSTIC and in use today are issued based on the verification of biographic information. Whether name, address, phone number or Social Security number (SSN), biographic information is not linked to an individual and is therefore easily presented by someone other than the rightful owner.
· Commented that if healthcare institutions follow the broken practices of banking and other sectors, including cyberspace, the same outcomes will result. Healthcare institutions must be encouraged to seek out new processes for identification and verification rather than look back at what is failing.

	16
	HHS-OS-2012-0007-DRAFT-0051
	p.1
	Peter Alterman
	SAFE-BioPharma Association
	· Suggested the participants in the HIT environment should not be required to perform identity management services as part of their operations; it is not their core business. That business is providing or facilitating clinical care services.
· Stated a robust marketplace of identity management providers exists, most of who are affiliated with and approved by the US Federal CIO Council to issue and manage identity credentials at NIST levels 2, 3 and 4. A variety of technologies are available, as are numerous identity proofing schemes.
· Noted the Identity Ecosystem envisioned in the National Strategy for Trusted Identities in Cyberspace (NSTIC) approach to identity management encompasses the Identity Ecosystem currently operational within the Federal Identity Credential and Access Management (FICAM). While the FICAM requirements are applicable to US government entities and business partners strictly, they are being adopted widely in business and international circles.

	17
	HHS-OS-2012-0007-0508
	p.1 , 2, 3
	kelli Emerick
	Secure ID Coalition
	· Recommends access to EHRs must require providers present two-factors of authentication, as defined by National Institute of Standards and Technology (NIST), Special Publication 800- 63 Level of Authentication 3 (LOA 3) for internal access and remote access to EHR’s.  There should also be standards for patient (or family/ caregiver) authentication to access their EHRs online. Since all patient access to the EHR would be remote, the Secure ID Coalition recommends two-factor authentication is required for patient access, as well.
· Suggests all certified EHR technology solutions must be able to authenticate providers for both internal access and remote access to the NIST SP 800-63 LOA 3.
· Stated, by requiring providers accessing EHRs to authenticate at LOA 3, MU Stage 3 would be consistent with prior HHS rules. LOA 3 authentication would also enable providers to achieve the proposed Meaningful Use objective SGRP 101. Adopting LOA 3 for both internal access and remote access to EHRs (in addition to e-prescribing) would streamline the Meaningful Use requirements and offer consistency for providers.

	18
	HHS-OS-2012-0007-0203
	p.10
	Robert  Bennett
	American Academy of Family Physicians
	· Suggested a digital identity (at the appropriate technical security level) similar to the National Provider Identifier or state medical license would be preferred. The ability to associate this credential with another in order to represent delivery roles would benefit individual providers and healthcare organizations.

	19
	HHS-OS-2012-0007-0210
	p.10
	Linda  Brady
	ADHI
	· Stated we have great concern of how this could negatively impact medical transcription/healthcare documentation service owners with regard to potential financial burden and practical use of industry systems.
· Recommended including large and small healthcare documentation/medical transcription service owners as stakeholders in further strategies regarding PSTT 01.

	20
	HHS-OS-2012-0007-0325
	P.12
	Pamela  Foyster
	Quality Health Network
	· Stated NIST should not be required.

	21
	HHS-OS-2012-0007-0510
	p.12
	Kelly Broder
	Surescripts, LLC
	· Stated Surescripts supports the HITPC’s recommendation to move towards a multi-factor authentication (meeting NIST LOA 3) for remote access to PHI for both providers and patients. Federated access to multi-factor credentials should be provided to individuals across multiple platforms. HITPC should continue to support NIST 800-63-1 and future iterations thereof. 

	22
	HHS-OS-2012-0007-0542
	p.1-2, 3-8
	Jim  Williams
	Daon
	· Stated the HITPC and the Privacy and Security Tiger Team’s recommendations should continue to strongly encourage the re-use of third party credentials, as NSTIC does. Re-use of third party credentials will save money across all sectors, including the health care system, and will align with the goal of an electronic health care system based on a patient- and family-centered approach. It also should help with achieving the goal of an interoperable system from a patient standpoint.

	23
	HHS-OS-2012-0007-0311
	p.18
	Bruce  Wacker
	Adventist Health System
	· Stated the HITPC’s recommendations and the NSTIC approach are compatible.  However, it will be some time before the NSTIC approach has actionable recommendations.
· Stated multi-factor authentication for remote access is traditionally a perimeter based solution and it not governed by EHR.  The EHR is generally several layers removed in the authentication stack.
· Suggested it is agreed that the EHR should make provisions to obtain and store the 2-factor credential provided for high assurance transactions like eRX , but should not be responsible for the technology.
· Recommended that HITPC look towards existing regulations such as the DEA IFR.
· Suggested, MU3 is most likely too soon to realistically implement recommendations from NSTIC.

	24
	HHS-OS-2012-0007-0342
	p.2
	Adolph  Maren Jr.
	Oklahoma Health Care Authority
	· Stated, certification of credentialing entities for healthcare information access / exchanges purposes would need to be legislated or at least supported, with a certification group similar to the ones for EHR testing. A nationwide trust for these certified third parties needs to exist so that the burden on states (for HISP and HIO interoperability) and providers (for EHR access) can be mitigated. 

	25
	HHS-OS-2012-0007-0565
	p.20
	Leigh  Burchell
	Allscripts
	· Stated we do not believe that multi-factor authentication should be a requirement placed on the EHR as part of certification for MU Stage 3. This is not a core competency for EHRs; instead, EHRs leverage surround technology (that may be already in place at the practice or hospital). As pointed out by the HITPC, this is an evolving area, and we recommend waiting until the industry has greater adoption of these technologies. 
· Suggested current two-factor technologies can introduce burden and increased cost, especially among smaller providers. This has to be balanced against other requirements, such as emergency access.  In addition, it is not clear how two-factor technologies impact access through mobile devices.
· Noted virtualization and mobile technologies can blur the lines of what is considered “remote.” As such, we also think it would be helpful to clearly define use cases for remote access, as well as the risks that are mitigated through the use of two-factor technologies. 
· Suggested two-factor technologies are not required under HIPAA, so we believe that covered entities should have the freedom to use this technology (or not) to meet their compliance obligations & reduce security risk based on their unique use cases.

	26
	HHS-OS-2012-0007-0493
	p.26
	Thomas Merrill
	New York City Department of Health and Mental Hygiene
	· Stated we feel that the HITPC recommendations are in line with the NSTIC approach.  HITPC wants to adopt a two factor authentication for providers to remotely access protected health information (PHI).  
· Stated the “Identity Ecosystem” NSTIC is planning to create is very similar.  We see a mutually supportable option for the HITPC and NSTIC consisting of a method similar to the one mentioned above.  The HER vendor can use a third party to supply one of the required authentication factors.  While this would indeed involve a third party, we see sufficient history and examples of the use of RSA keys to support this path.

	27
	HHS-OS-2012-0007-0505
	p.26
	 
	Pharmacy e-HIT Collaborative
	· Stated the Pharmacy e-HIT Collaborative supports a national strategy approach to identification.

	28
	HHS-OS-2012-0007-0350
	p.3
	Landon  Combs
	Highlands Physicians Inc
	· Stated it would be acceptable if 3rd party credentials provide protection at the level requested.

	29
	HHS-OS-2012-0007-0499
	p.3
	Tine Hansen-Turton
	National Nursing Centers Consortium
	· Stated, we understand that remote access can be useful for many individuals, but many of the patients served by NMHCs do not have ready access to private computers. Those patients will therefore be using public and shared computers and may have privacy concerns based on their location or shared access. Similarly, the “digital divide” still affects many NMHC patients who lack a level of computer literacy to sufficient to allow for use of remote access features.
· Stated these patients are unlikely to benefit from remote services and remote access could even compromise their privacy if they seek help from others. Thus, as ONC continues to develop the privacy technology to protect patient health records, NNCC advises ONC to consider all kinds of patients’ daily lives when evaluating both the feasibility and the potential benefit to patients of implementing meaningful use objectives.

	30
	HHS-OS-2012-0007-0332
	P.3
	Patrick  Sullivan
	Harris Corporation
	· Stated, there is nothing in the NSTIC FIPP approach that would countermand the HITPC’s current recommendation for the use of two-factor authentication of providers for accessing EHRs. The approach advocated by NSTIC is one that is risk-based and does not dictate any given assurance level but rather allows the communities that are defining trust frameworks to decide based on risk analysis what assurance level is required for a given transaction or set of transactions. 
· NSTIC already provides an Identity Ecosystem Framework that addresses roles and responsibilities, risk models, accountability mechanisms, policies, processes and standards for creating trust frameworks and the means to accredit compliance with those frameworks. Thus, HITPC should recognize and adopt the NSTIC Identity Ecosystem Framework as the go forward strategy for trusted identities in healthcare. This will not only address the need for provider identity management and authentication, but also the need for consumers to obtain and use trusted identity credentials as well as medical devices that will be used by the patients in the home setting. 

	31
	HHS-OS-2012-0007-0533
	p.31
	Lindsey  Hoggle
	Academy of Nutrition and Dietetics
	· Stated the requirement for strong identity proofing and two factor (or higher) authentication for provider users before they are authorized to remotely access PHI should be the reasonable and expectation of a HIPAA required risk analysis in existing EHR environment. 
· Stated if an EHR implementation can cost-effectively use a third party implementation of such identity proofing and/or two-factor authentication services to obtain a trusted credential, this seems to be a logical solution. Providing articulate guidelines with perhaps multiple options due to provider capabilities and resources is appropriate.

	32
	HHS-OS-2012-0007-0315
	p.32
	Angela  Jeansonne
	American Osteopathic Association
	· No comment.

	33
	HHS-OS-2012-0007-0568
	p.33
	Sasha  TerMaat
	Epic
	· Suggested vendors demonstrate that their EHR architecture supports a variety of third-party authentication solutions instead of a specific approach such as NSTIC as NSTIC is not sufficiently established. 

	34
	HHS-OS-2012-0007-0212
	p.34
	Kari  Guida
	Minnesota Department of Health
	· No comment.

	35
	HHS-OS-2012-0007-0515
	p.4
	Sara Howe
	Illinois Alcoholism and Drug Dependence Association
	· Stated from a behavioral health care standpoint, it is also imperative that security issues relating to patient use of electronic messaging are appropriately addressed and the sensitivity of behavioral health information appropriately safeguarded. For example, guidelines must be established that prohibit the sending of protected health information (“PHI”) via open electronic messaging so as to guard against potential breach of PHI. Moreover, providers must be required to use direct encrypted email software when electronically messaging patients. One potential method of ensuring the aforementioned security measures are effectuated is through the use of direct and secure protocols.

	36
	HHS-OS-2012-0007-0588
	p.45
	Gregory  Rivas
	UC Davis Medical Center
	· This may be creating an additional barrier. How is the testing of functionality accomplished today? 3rd party authentication such as RSA token?

	37
	HHS-OS-2012-0007-0536
	p.5
	David  Harlow
	Society for Participatory Medicine
	· HITPC should promote the use of non-healthcare credentials in healthcare.

	38
	HHS-OS-2012-0007-0513
	p.5
	Mark Newburger
	Apollo
	· To meet meaningful use, all the systems should meet, at a minimum, the security level of financial systems. As national standards become implemented and accepted in other industries, healthcare information technologies should rapidly incorporate those standards into their systems. 
· This level of security should not be part of this phase because it would delay adoption of MU 3 by the healthcare community and is therefore more appropriate for a future phase.

	39
	HHS-OS-2012-0007-0541
	p.50
	John  Glaser
	Siemens Healthcare
	· Recommended the implementation of third-party credentials through different technology should be left as a tool that the EH/EP/CAH employs based on their security risk assessment.
· Stated implementable Multi-factor authentication is not a core competency of EHRs, and the EHRs could benefit from the expertise provided by surround technology that delivers this capability, as there are many different evolving formats.
· Stated we are also concerned that implementation of current, two-factor technologies introduce increased cost of licensing and maintenance and may impede emergency access.

	40
	HHS-OS-2012-0007-0333
	P.50
	Koryn  Rubin
	American Association of Neurological Surgeons and Congress of Neurological Surgeons
	· No comment.

	41
	HHS-OS-2012-0007-0145
	p.53
	Nancy  Payne
	Allina Health
	· Stated either centralization or federation of provider identities should be considered - perhaps an expansion of the use of the NPI database - adding in identity management.

	42
	HHS-OS-2012-0007-0295
	p.6
	Susan  Owens
	Memorial Healthcare System
	· Stated it will be extremely difficult to meet HITPC’s recommendation without an extremely flexible authorization source which can support real time authentication requests from various EHRs. The technology to build this central authoritative directory exists but it would require massive cooperation and coordination of software vendors and EHR customers to implement.
· Stated NSTIC envisions an Identity Ecosystem which allows the use of one set of credentials to identify and authorize an individual to access a multiple application regardless of the host organization. This federated approach to identity management would create a safer and less complicated authentication process but may not be feasible without a central authoritative directory of user accounts. Currently organizations are internally federating accounts using single sign on solutions which are mostly password repositories which are tied to a user. This approach on a larger scale would require a central authoritative directory for all users with the ability for EHRs to use various methods to authenticate against that central authoritative directory. 

	43
	HHS-OS-2012-0007-0327
	P.6
	Megan  Howell
	Group Health Cooperative
	· Stated requiring strong, two-factor authentication for access need not conflict with a recommendation of credential re-use. Adding complexity to authentication underlines the benefit of shared authentication methods; ensuring credential management does not become a burden to entities requiring access. By encouraging use of third party authentication and credentialing systems in conjunction with strong, two-factor authentication, the HIT Policy Committee can present a strong authentication strategy that is still manageable for the end user, resulting in easier compliance and less risk of circumvention.

	44
	HHS-OS-2012-0007-0476
	p.8
	Anna Roberts
	CHITREC (Chicago Health IT Regional Extension Center)
	· Stated HITPC’s recommendation should address two-factor authentication when connecting remotely. Two-factor authentication should not be necessary onsite, where other safeguards are in place. 
· Stated this could be a challenge for providers when traveling abroad; they may not be likely to take a key/RSA with them, or have their cell phone turned on in order to receive a text with a code for authentication. 
· Suggested could there be a Certification Criteria requiring the vendor to build in two factor authentication? If this is not the case, then likely many providers will instead be left without the option of ever being able to access their EHR remotely. 
· Stated text messages from office to patient: some patients would prefer to receive appointment reminders as text messages. However, this information is HIPAA protected and should not travel via unencrypted pathways. We would like to see the privacy and security measures address this. 

	45
	HHS-OS-2012-0007-0520
	PDF2 - p.77
	Andy Riedel
	NextGen Healthcare
	· Stated we do not believe that multi-factor authentication should be a requirement placed on the EHR as part of certification for Stage 3. This is not a core competency for EHRs; instead, EHRs leverage surrounding technology (that may already be in place at the practice or hospital). As pointed out by the HITPC, this is an evolving area, and we recommend waiting until the industry has greater adoption and more experience with these technologies. 
· Suggested two-factor technologies can introduce substantial burden and increased cost, especially among smaller providers. This has to be balanced against other requirements, such as emergency access. In addition, it is not clear how two-factor technologies impact access through mobile devices. 
· Noted virtualization and mobile technologies can blur the lines of what is considered “remote.”  As such, we also think it would be helpful to clearly define use cases for remote access, as well as the risks that are mitigated through the use of two-factor technologies.
· Suggested two-factor technologies are not required under HIPAA, so we believe that covered entities should have the freedom to use this technology (or not) to meet their compliance obligations and reduce security risks based on their unique use cases.

	46
	HHS-OS-2012-0007-0547
	tab 3
	Erin  Laney
	Intermountain Healthcare
	· Stated one area of impact that HITPC may consider as it relates to encouragement of adoption of third party credentials is as it relates to how digital signatures may be managed in "closed" vs. "open" systems.  Under 42 CFR Part 11, when a system accepts credentials from an external source, it becomes an "open system" and criteria for a legally binding e-Signature are different. The risks of a "closed" vs. an "open" system should be understood regarding the impact considered by HITPC.
· Stated specific guidance that describes impacts on what constitutes a legal digital signature in an EMR once it is considered an "open system" would be of great benefit for those considering acceptance of third party issued access credentials.
· Suggested the HITPC to provide additional awareness and education on the NSTIC approach and to clearly articulate the costs and benefits of adopting third party credentials.  

	47
	HHS-OS-2012-0007-0391
	p. 4
	Karen Boykin-Towns
	Pzfizer Inc
	· Supported the HITPC’s recommendation that EHRs be able to accept two factor or higher authentication for provider users to remotely access protected health information (PHI) in Stage 3.
· Noted that the Drug Enforcement Administration (DEA) requires two factor authentication for any provider who wants to send controlled substances electronically.
· Suggested that EHR capabilities should include DEA authentication requirements for prescribers.





Summary
Number of Comments: 41 (6 commenters did not include a response or link was invalid)

Summary:
Comments suggesting strategies for reconciling the HITPC’s recommendations with the NSTIC approach to identification center around requiring strong identity proofing and multi-factor authentication in MU3. Comments included both those in favor and against requiring these recommendations in MU3. 
· A number of commenters believe the NSTIC Model can be adopted in healthcare. (7)
· A number of commenters believe that strong identity proofing and muti-factor authentication should be required for Meaningful Use Stage 3.  (8) 
· Two commenters state that allowing third-party authentication and credentialing systems would be a logical solution.
· RSA keys were cited in support of this path.
· A number of commenters suggested the adoption of existing standards and guidance around authentication and identity verification such as NIST SP 800-63, CIO Council Guidance, FEMA, and OMB, and DEA standards. (7)
· A number of commenters do not believe that multi-factor authentication should be required for Meaningful Use Stage 3. (3) 
· Commenters cited the following reasons:
· The deadline to implement is unrealistic. 
· The requirement would introduce burden and increased costs, especially on small providers. 
· Multi-factor authentication is not a core competency of EHRs. 
· One commenter noted that HHS should not put all eggs in NSTIC basket,  and that the marketplace will offer digital credentials once identity ecosystem is created. 
· A few commenters suggested that vendors be required to demonstrate support of authentication solutions (either in-house or third-party). (3)
· A few commenters suggested increased education and awareness efforts to the healthcare industry around the NSTIC approach. (3)
Appendix:
· A number of commenters believe the NSTIC Model can be adopted in healthcare. (7)(#6, #8, #22, #23, #26, #27, #30)

· A number of commenters believe that strong identity proofing and muti-factor authentication should be required for Meaningful Use Stage 3. (7) (#11, #17, #21, #26, #31, #43, #44, #47)
· Two commenters state that allowing third-party authentication and credentialing systems would be a logical solution (#28, #31, #43)
· RSA keys were cited in support of this path. (#36, #44)

· Several commenters noted challenges and possible solutions to the implementation of an identity management approach in healthcare:
· One commenter noted that any identity authentication procedures put in place should leverage commercially available database sources containing aggregated public records and other proprietary source information. (#14)
· One respondent noted the Identity Ecosystem envisioned in the NSTIC approach to identity management encompasses the Identity Ecosystem currently operational within the Federal Identity Credential and Access Management (FICAM). While the FICAM requirements are applicable to US government entities and business partners strictly, they are being adopted widely in business and international circles. (#16)
· One commenter noted that it would be extremely difficult to meet the HITPC’s recommendation without an extremely flexible authorization source which can support real time authentication requests from various EHRs. (#42)

· A number of commenters suggested the adopting of existing standards and guidance around authentication and identity verification such as NIST SP 800-63, CIO Council Guidance, FEMA, and OMB, and DEA standards. (#3, #11, #16, #17, #21, #23, #47)

· A number of commenters do not believe that multi-factor authentication should be required for Meaningful Use Stage 3. (3) (#23, #25, #45)
· Commenters cited the following reasons:
· The deadline to implement is unrealistic. (#23, #38, #45)
· The requirement would introduce burden and increased costs, especially on small providers. (#25, #45)
· Multi-factor authentication is not a core competency of EHRs. (#25, #39, #45)
· One commenter noted that HHS should not put all eggs in NSTIC basket, and that the marketplace will offer digital credentials once identity ecosystem is created. (#3)

· Two commenters believe that participants in the health IT environment should not be required to perform Identity Management services as part of operations. (#15, #16)

· A few commenters suggested that vendors be required to demonstrate support of authentication solutions (either in-house or third-party). (#4, #24, #33)

· A few commenters suggested increased education and awareness efforts to the healthcare industry around the NSTIC approach. (#5, #7, #46)

	
