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– Zia Hydari – Carnegie Mellon University

– Tammy Williams – University Health System
Consortium

– Karen P. Zimmer – ECRI Institute and PSO
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Importance of Health IT Safety 

Crucial Role of HIT Safety at ONC 
– National Quality Strategy – “Making care safer” is 

DHHS priority 
• Health IT provides the infrastructure 

– IOM Report - 2011 
– ONC Health IT Safety Plan - 2013 

• Use Health IT to make care safer 
• Continuously improve the safety of Health IT 

– Certification Criteria 

– ONC Office of Clinical Quality and Safety - 2014 
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ONC HIT Safety Strategy 

Active role of ONC in Health IT Safety 
– Learn 

• Increase the quantity and quality of data and 
knowledge 

– Improve  
• Develop resources and use corrective actions 

– Lead 
• Promote shared responsibility 
• Establish Health IT Safety Center 
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ONC HIT Safety Program  

ONC HIT Safety Program Highlights - Promoting Safe 
Use of EHRs:  2013 - 2014 
• SAFER Guides released  
• Safety Enhanced Design  2014 EHR Certification 

Criteria 
• Usability Testing Reports on CHPL 

• ONC-ACB surveillance of safety 
• HIT developers "How to work with a Patient 

Safety Organization" 
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HIT Improving Safety and Quality - 1 

Meaningful Use Functionalities have Positive Effects 
on Health Care Quality, Safety and Efficiency 

5 Source:  ONC Systematic Review of Literature from 2007-2013 



HIT Improving Safety and Quality - 2
 Three times as many physicians reported that their EHR prevented a 

potential medication error than caused one 

6 Based on the 2013 NAMCS Physician Workflow Survey. 



HIT Improving Safety and Quality -3  

More than half of all physicians using EHRs reported positive impacts 
associated with their EHRs’ general alerts and reminder functions 

Based on the 2013 NAMCS Physician Workflow Survey. 7 



HIT Improving Safety and Quality - 4 
Seven in ten physicians using EHRs reported positive impacts from EHR-
facilitated communication with patients or care team members 

8 
Based on the 2013 NAMCS Physician Workflow Survey. 



HIT Improving Safety and Quality - 5 

ONC EHR Certification Criteria Improves Safety and 
Quality 

– Physicians with meaningful use-enabled EHRs
reported their systems were: 26% more likely
generate general alerts and reminders that improve
patient care,

– 22% more likely to demonstrate positive medication
or laboratory impacts

– 9% more likely to enhance communication
– http://www.healthit.gov/sites/default/files/safetyqual

itybrieffinal_sept2014_final.pdf

9 
Based on the 2013 NAMCS Physician Workflow Survey. 

http://www.healthit.gov/sites/default/files/safetyqualitybrieffinal_sept2014_final.pdf
http://www.healthit.gov/sites/default/files/safetyqualitybrieffinal_sept2014_final.pdf


HIT Improving Safety and Quality - 6  

Meaningful Use Measures 
Decrease Adverse Drug Events  

– Hospitals adopting all five core
measures of meaningful use for
medication management in 2010
had 52 percent reduction in
adverse drug events

– AHRQ funded study of Florida
hospitals

Source: http://www.healthit.gov/buzz-blog/meaningful-use/meaningful-adverse-drug-rates-reality/ 

http://www.healthit.gov/buzz-blog/meaningful-use/meaningful-adverse-drug-rates-reality/
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The Problem—Patient Safety 

“Patient safety” can be defined as freedom, as far as 
possible, from harm, or risk of harm, caused by medical 

management (as opposed to harm caused by the natural 
course of the patient’s original illness or condition). 1  

Pennsylvania (PA) Population 12 million 

Reported PA Patient Safety Events, 
(2005—2012) 

1.7 million 2

Reported PA Deaths (due to patient 
safety event, 2005—2012) 

2,500 

(1) Great Britain House of Commons Committee, Patient Safety, Sixth Report,  (2) Pennsylvania law requires hospitals to report events to the Patient Safety Authority, (3) Harvard Professor and MD Lucian 
Leape popularized the expression that US patient safety problem is comparable to “3 jumbo jet crashes every two days” [Error In Medicine, JAMA 1994],  (4) PHC4 reported roughly 7 million inpatient days 
per year during 2005-2012. 
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Research Question 

Do Advanced Electronic Medical 
Records (EMR) make patient care 

safer? 

Dranove et al defined “Advanced EMR” as CPOE or Physician Documentation; multiple authors have used this definition in their studies.   

Dranove, David, Christopher Forman, Avi Goldfarb, and Shane Greenstein. “The Trillion Dollar Conundrum: Complementarities and Health Information Technology.” American Economic Journal: Economic 

Policy, 2014.  https://www.aeaweb.org/forthcoming/output/accepted_POL.php. 
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Data 

Source Description 

Patient Safety Events PSA All patient safety events for 2005-2012 in 
Pennsylvania Hospitals 

EMR Adoption HIMSS Adoption of Basic EMR (CDR, CDSS) and Advanced 
EMR (CPOE, Physician Documentation) and non-
Clinical IT for 2005-2012 

Hospital Controls PHC4, AHA, 
CMS 

In-patient days, teaching status, residency status, 
JCAHO, medical school, transfer-adjusted case mix 
index 

County Controls AHRF Population; percent white; percent over 65; 
unemployment, household income 

Item
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Methods 

• Hospital-year as unit of analysis
• Outcome is log of reported patient safety events
• Differences-in-differences identification strategy

- Exploit within-variation in hospitals’ EMR adoption and patient safety events 
- Control for hospital and year FE 

• Time-varying hospital controls
- Inpatient days, case mix index1

• “Time-invariant” controls, interacted w/ linear time trend
- County: population, household income, age over 65 years 
- Hospital: teaching, residency, medical school, JCAHO 

Identification Assumption:  
EMR Adoption is random, conditional on the controls 

1. Case Mix Index used in robustness check
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EMR Adoption in Pennsylvania Hospitals 

Advanced EMR 
• CPOE
• Physician

Documentation

{Dranove et al 2012} 

CDR: Clinical Data Repository; CDSS: Clinical Decision Support System; CPOE: Computerized Physician Order Entry;  
Dranove, David, Christopher Forman, Avi Goldfarb, and Shane Greenstein. “The Trillion Dollar Conundrum: Complementarities and Health Information Technology.” American Economic Journal: 
Economic Policy, 2014. https://www.aeaweb.org/forthcoming/output/accepted_POL.php. 
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Patient Safety Events Before and After Adoption 

1. Suggests 15%–20% drop in average event measure
2. Upward sloping before, downward sloping after

Vertical axis measure is calculated from the residual of a regression that factors out control variables, hospital fixed effects, and year fixed effects from log of events.   Residual is the difference between 
the expected value predicted by the factors and the actual value. 
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Summary of Main Results 

Advanced EMR adoption leads to: 

• 27% decline in all (aggregated) events

• 30% decline in medication events

• 25% decline in complication of procedure ,

test, or treatment

Medication events include incorrect medication lists, unauthorized drugs, omitted/extra/wrong dosage, prescription delays, monitoring errors, or inadequate pain management (but not adverse drug reactions). 

Complications of procedure, test, or treatment include complication following surgery or invasive procedure, anesthesia event, emergency department, maternal complication, neonatal complication, 
nosocomial infection, cardiopulmonary arrest outside ICU, IV site complication, extravasation of drug or radiologic contrast, catheter or tube problem, onset of hypoglycemia, and complication spinal therapy 
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Robustness Checks 

Concern Check 

Selection • No effect on skin integrity events (falsification test
with placebo outcome)

Unobserved hospital ability 
correlated with IT adoption and 
patient safety 

• No effect of non-clinical IT
• Effect of Advanced EMR persists with non-clinical IT

as covariates

Reverse causality (regression to 
mean) 

• Lagged events (and changes) do not predict
Advanced EMR adoption

• No anticipation effect of EMR adoption

Functional form dependence • Similar effects from non-linear specifications

Sample issues (outliers etc.) • Similar effects with balanced panel and balanced
panel with basic EMR throughout study

Measurement error • Similar effects with corrected sample in which EMR
adoption persists

Skin integrity events include pressure ulcers, burns, rashes / hives, abrasions, lacerations, blisters, and skin tears.  These events are problems with patient positioning, movement, or manipulation; or physical 
environment; or use of devices near or on patients—so no expected effect from IT 

Non-clinical IT includes revenue cycle management, general financials, financial decision support, human resources, and supply chain management. 
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Events by Harm Score 

• Events categorized into (i) Adverse Events, (ii) Reached Patient, 
No Harm, and (iii) Near Misses 
 

• Advanced EMR leads to decline in all categories but statistically 
significant decline (28%) for (ii) only 
 

• CPOE leads to a statistically significant (14%) decline in (i) 
 

• Physician documentation leads to statistically significant (29%) 
declines in both (ii) and (iii) 
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Next Steps 

• Advanced EMR adoption and thematic changes in
medication errors
- Distribution changes in event subtypes 
- Latent topics and topic evolution in unstructured text reports 

• Differences in benefits
- Hospital organization hierarchy 
- All vs. (a priori) good hospitals 
- Over time 
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Health IT-Related 
Patient Safety Events 
Findings in the UHC Safety 
Intelligence™ Patient Safety 
Organization (PSO) Database 

September 19, 2014 
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Background 

• This project supports the 2013 ONC Health IT Patient Safety
Action and Surveillance Plan

• The analysis of a large database of reported safety events can
• Increase knowledge about the types, frequencies, and underlying

causes of health IT-related safety problems
• Guide the development of evidence-based programs and policies
• Improve measurement and reporting of health IT-related safety

events
• ONC contracted with Westat to engage AHRQ-listed PSOs to

conduct analysis
• Westat subcontracted with UHC, an established PSO with a

large historical database of patient safety events
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Objective of Analysis of Health IT Safety Events 

• Identify the types and characteristics of
patient safety events that have health IT
involvement

• Describe the specific nature of health IT-
related events

• Ascertain the ability of the AHRQ
Common Formats to identify health IT
events
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Aggregate Analysis of Events Reported to UHC 
Intelligence™ Databases  

2 Separate Groups of Data in Aggregate analyses 
• 40 PSO organizations only
• All 81 organizations in PSO and Non-PSO

Data were obtained for a 2 ½-year period of time 
• January 1, 2011 to June 30, 2013

Aggregate analysis focused on responses to question “Was 
health information technology implicated in event?   
• AHRQ Common Formats event type categories
• Harm Scale v 1.1
• Preventability
• Age, Gender, Ethnicity, Race
• Contributing Factors
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Key Findings in Aggregate Data 
Item PSO Database PSO and Non-PSO 

Database Combined 
Total # of Events in Database 451,195 924,281 

Health IT Question Answered 229,248 (51%) 438,568 (47%) 

Health IT Involved (Answer “Yes”) 9,726 (4.2%) 20,758 (4.7%) 

Most common AHRQ categories tagged health IT-related 
• Other (55%)
• Medication-related (33%, 36%)
• All others 1-3% or less
60% of Health IT-related events reached the patient 
• Less likely to result in harm when compared to those events that were

not health IT-related
About 75% of events were considered preventable* 
• More likely to be preventable when compared to events that were not

health IT-related (about 50% considered preventable)

*The preventability question was not answered in over half of the events.
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Events Categories Selected for In-Depth Review  and 
Their Sample Sizes  
 Event Category Total health IT-tagged 

events in category 
Sample size  

(# events reviewed) 
Sample size as a % 

of total events 
1. Medication-related 3,206 300 9 
2. Medical records/patient

identification† 1,224 300 25 

3. Care coordination/
communication† 1,036 300 29 

4. Laboratory test† 1,036 300 29 

5. Device/supply 306 300 98 

6. Radiology/imaging† 242 242 100 
7. Omissions/errors in diagnosis,

assessment and monitoring† 218 218 100 

8. Blood/Blood Product 151 151 100 

9. Infrastructure failure† 149 149 100 

Other Event Categories Reviewed* 

Falls 280 50 18 

Surgery or anesthesia 196 50 25 

†These event types were captured using UHC’s proprietary taxonomy, but would map to “other” category in Common Formats.
*These were event types assumed to have a high rate of false tagging; therefore, a small sample was reviewed to ensure
important information was not overlooked in these categories. 

Source: UHC Safety Intelligence™ PSO database, January 1, 2011 to June 30, 2013 
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Type of Health Information Technology Involved 
Type of Health IT   N     % 

*EHR - Clinical documentation system 657 42.1 

*EHR - Computerized Prescriber Order Entry - Other 296 19.0 

*EHR - Computerized Prescriber Order Entry - Medication 171 11.0 

*Administrative 168 10.8 

*Laboratory information system (LIS) 159 10.2 

*EHR - Electronic medication administration record (eMAR) 83 5.3 
*Radiology Information System (RIS) / Picture Archiving &
Communication System (PACS) 79 5.1 

*EHR - Pharmacy system 45 2.9 

Blood Management System 38 2.4 

*Human interface device (e.g. keyboard, mouse, monitor, printer) 26 1.7 

EHR - Entire system 16 1.0 

*Automated Dispensing Machine 14 0.9 

*EHR - Clinical decision support system 8 0.5 

Operating Room Information System  6 0.4 

Cardiovascular Information System (CVIS) 4 0.3 

*Billing - Coding/billing system 3 0.2 
*Asterisk indicates  field in AHRQ Common Formats v.1.2
More than one type of technology may have been selected in one event 
Total number of health IT events = 1,559 
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Health IT-related Taxonomy: Computer-related Issues 

Computer-Related Categories 
Level 1 Category† N   % 

Data output/display error 392 25.1 

*Software functionality or configuration issue  274 17.6 

*Issue in the interface between software 247 15.8 

Computer/system/software was down/unavailable/slow 187 12.0 

*Issue in software interface with a device 169 10.8 

*Network failure/problem  31 2.0 

*Problem associated with maintenance or upgrades 24 1.5 

*Hardware failure/problem 22 1.4 

*Security, virus, or malware issue 4 0.3 

†Subcategories of taxonomy not shown 
*Asterisk indicates field in AHRQ Common Formats v.1.2 
Total number of selections under computer-related = 1,350 
Total number of health IT events = 1,559 
More than one taxonomy category may have been selected in one event 
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Health IT-related Taxonomy: Human-Computer Interface 

Human-Computer Interface 

Level 1 Category† N   %  

*Data entry errors 827 53.0 

Missed/overlooked information 199 12.8 

Did not review /seek out info in record 138 8.8 

*Design of user interface/display of information/interpretation 56 3.6 

Access issue (unable to log in, multiple user issue) 39 2.5 

User ignored or overrode an alert 12 0.7 

*Asterisk indicates field in AHRQ Common Formats v.1.2 
†All categories/subcategories are not shown 
Total number of selections under human-computer interface = 1,676 
Total number of health IT events = 1,559 
More than one taxonomy category may have been selected in one event 
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Overview of Findings 
Both computer-related and human-computer interface health IT 
issues are mainly the result of human error 
• Exceptions such as hardware failures or power failures
• Blunt end: design/format of software, its functionality/configuration
• Sharp end: errors by healthcare providers during processes of care
Errors occurred at each stage of the care delivery process for the 
most part 
• Medication: order, transcribe, dispense, administer, monitor
• Lab/Blood/Radiology: order, specimen collection, administration of

treatment or tests, and interpretation or results reporting

Most common health IT-related issues 
• Entry errors
• Data output/display errors
• Software functionality or configuration issue
• Software interface between various software products
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Prevention Strategies 
• Decision support and/or alerts/prompts may help prevent 

order entry errors for 
‒ Incomplete entries, expiring medication orders, duplicate orders for 

medications and tests, out of range weights and medication doses, 
contraindications for treatment or tests  

• Stronger action to prevent wrong patient errors and 
duplicate records 
‒ Policies, procedures, and functionality that forces staff to search for 

records a particular way may help prevent wrong patient errors and 
the creation of duplicate records (e.g. required fields, specific 
sequence of search elements) 

• Organizations should monitor for duplicate records 
• Policies and procedures requiring verbal communication in 

error-prone situations 
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Strengths 
• Large sample size representing organizations nationally
• Rich information on the characteristics of health IT events

including:
• Computer-related aspects
• Human-computer interface aspects
• When health IT-related issues occurred in the course of care

• Provides actionable content
• Interrater reliability was high on whether events were truly

health IT-related and on agreement on at least 1 type of
health IT involved and on 1 taxonomy classification
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Limitations 
There are limitations inherent in voluntarily incident reporting 
• Not representative of all cases 
• Categorization of the event may not be accurate 
• Information in event description may be limited or not exact  
• Cause of the IT issue may not have been identified 

Interrater reliability lower for exact agreement on taxonomy  
• Large number of categories with some similar, interrelating, and 

overlapping themes, making it challenging for 2 reviewers to 
select exactly the same choices 

Findings may not be generalizable across software products 
 



Health IT Safety:  
Progress Made and Challenges Ahead 

September 19th 

Karen P. Zimmer, MD, MPH, FAAP 
Medical Director, Patient Safety, Risk, & Quality, ECRI Institute 
Medical Director, ECRI Institute PSO 

http://www.healthit.gov


Two ONC-Sponsored Works: 

1. Anticipating Unintended Consequences of Health Information Technology
and Health Information Exchange: How to Identify and Address Unsafe 
Conditions Associated with Health IT.   (#HHSP23320095655WC)  

2. Patient Safety Through Effective Health IT Risk Management
(#HHSP23320095649WC) 

36 



Benefits of Health IT 

• Reduce medication errors

• Eliminate illegible writing

• Enable computerized
provider order entry

• Achieve best practices
using clinical decision
support tools (CDS)

• Preventive care
recommendations

• Track immunizations,
testing, and referrals

• Centralize patient
records (availability,
timeliness)

• Allow access across
a variety of settings
for care coordination

37 
Health IT Patient Safety Action Plan and Surveillance Plan (July 2, 2013) 



How to Identify Unsafe Conditions Associated 
with Health IT 

Reporting is 
easier said than 
done. 

Do the clinical users 
and risk managers 
SEE the role of 
health IT in adverse 
events? 38 



ECRI Institute PSO Deep Dive 
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1. System interface issues

2. Wrong input

3. Software issue –
system configuration

4. Wrong record retrieved

5. Software issue –
functionality



Guide: Common Health IT Issues 

Human-computer 
• A patient was not identified properly,

and all clinical information was
entered into the wrong record.

• Data were entered incorrectly into
the electronic record due to multiple
records being open.

• The system failed to alert the user of
an identified concern with a flag or
pop up.

• The user ignored or overrode an alert.
• Data were not entered into the

system.
• Data were incomplete and missing

from the entry.

Computer-related 
• Data were not displaying

properly
in the system.

• The network was down or slow.
• Interface issues with the

laboratory system caused delays
in the ability to retrieve data.

• The software was not up to date.
• Software did not meet the needs

of the specialty provider.
• The software was not functioning

properly.
• Data were lost.
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Guide:  Summary of Contents 

• Identified how the implementation and use
of health information technology (health IT)
impacts patient safety

• Described high reliability and culture of safety principles to
support reporting  in healthcare organizations of errors,
near misses, and unsafe conditions with health IT systems.

• Identified tools and methodologies to assist healthcare
organizations in developing reporting systems to capture
health IT events.

• Listed the advantages for healthcare organizations to
partner with EHR developers and PSOs in learning about
and analyzing health IT events.
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Guide:  How To Collect Health IT Event Data 

Standardized tools: 
• AHRQ Common Format for Health IT Event

42 
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Guide: How To Collect Health IT 
Event Data 

Standardized tools: 
• AHRQ Health IT Hazard Manager

Source: Walker JM, Hassol A, Bradshaw B, et al. Health IT Hazard Manager Beta-Test: Final Report [online]. AHRQ Publication No. 12-0058-EF. Rockville (MD): 
Agency for Healthcare Research and Quality; 2012 May. http://healthit.ahrq.gov/sites/default/files/docs/citation/HealthITHazardManagerFinalReport.pdf. 

http://healthit.ahrq.gov/sites/default/files/docs/citation/HealthITHazardManagerFinalReport.pdf


Guide: Monitoring and Feedback 

• Staff Feedback
– Analysis of event(s)
– Error-prevention strategies

• Monitoring
– Organizations must monitor the effectiveness

of their event reporting programs
to ensure staff know:
• How to use the program
• That the program is capturing the data needed

for continuous improvement
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Guide: Monitoring and Feedback 

• Other sources of information:
– Discussion with users
– Helpdesk logs maintained by the IT Department
– Medical chart reviews
– Claims data
– Executive staff walk-arounds

45 



The Eight Dimensions of the Socio-Technical 
Model 

46 

Hardware and software 
Clinical content 
Human-computer interface 
People 
Workflow and communication 
Internal organizational policies, 
procedures, environment, and culture 
External rules, regulations, 
and pressures 
System measurement and monitoring 

Adapted by permission from BMJ Publishing Group Limited. Sitting DF and Singh H. A new socio-technical model for studying health information technology in 
complex adaptive healthcare systems. Quality and Safety in Health Care. 19(Supplement 3): i68-74, October 2010;  doi: 10.1136/qshc.2010.042085  

http://dx.doi.org/10.1136/qshc.2010.042085
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Guide:  Health IT Safety – A Shared 
Responsibility 



Guide:  Identifying Health IT’s Unintended 
Consequences 

48 

Continuous Feedback Approach to Health IT System Safety 



Promoting Patient Safety Through Effective 
Health IT Risk Management 

Sponsor: Office of the National Coordinator for Health Information 
Technology (#HHSP23320095649WC) 

49 



Project motivation 

• The potential for health IT to improve the safety of
health care delivery has been appreciated for
decades

• Role of health IT in introducing safety risks has
become apparent more recently
– Malfunctioning hardware/software
– Data corrupted or lost
– Complex organizational demands



Project Goal 

• To develop and test a prototype safety improvement
approach for organizations implementing health IT
systems
– Enable them to identify safety risks attributable to

health IT systems
– Begin to mitigate those risks



The Research Project 

• 9-month process improvement project

• Diverse group of hospitals and ambulatory practices

• Patient Safety Organization (ECRI Institute) recruited
sites and facilitated improvement projects

• Expert input: Hardeep Singh & Dean Sittig

• Evaluation: RAND team



Improvement approach 

• Sites developed work plans:
– Select a safety topic area

• Ex: CPOE

– Identify specific risks within that area
• Ex: nurses fail to acknowledge orders in the EHR

– Design and deploy mitigation actions
• Ex: standardizing work flow and training nurses

– Identify metrics and collect data
• Ex: percent of orders not acknowledged within time

frame



Overview of sites 

Site Intervie
w? 

Project leader’s 
department 

Reporting 
to PSO? 

Selected topic area 

Hosp 1 No Quality Yes Organizational activities and 
responsibilities 

Hosp 2 Yes Risk management No Clinician communication 

Hosp 3 Yes Risk management Yes Test result reporting and follow-up 

Hosp 4 Yes Quality/risk mgmt No CPOE 

Hosp 5 No Quality Yes Clinician communication 

Hosp 6 No IT No EHR downtime 

Hosp 7 No Risk management Yes Clinician communication 

Amb 1 Yes Multiple roles No CDS 

Amb 2 No Operations No Patient identification 

Amb 3 Yes Risk management No Test result reporting and follow-up 

Amb 4 Yes Practice owner No Test result reporting and follow-up 



Evaluation approach 

• Interviews with representatives of hospitals and
ambulatory practices

• Interviews covered:
– background and context
– health IT adoption
– existing health IT safety and risk management

practices
– process improvement experience
– barriers and facilitators
– usefulness of resources



Results 

• Most sites found it difficult to identify and mitigate
health IT safety risks within the 9-month project
period

• Most sites implemented risk mitigation activities
• One site demonstrated improvement on its selected

metric
• Several sites found reporting to PSO using the

Common Formats to be challenging



Lessons (1-3) 

1. Organizations with the highest level of readiness
had in-house expertise and prior experience in QI
and risk management

2. Projects aligned with organizational priorities,
current initiatives, and federal policy directives
(e.g., MU) were more likely to make progress

3. Organizations with project teams that were closely
involved in executive leadership were more likely to
make progress



Lessons (4-5) 

4. Health care organizations had limited capacity to
join and sustain an externally-initiated health IT risk 
management initiative 

5. Organizations tended to view health IT as a solution
to patient safety problems, rather than a 
contributor to problems 



Lessons (6-7) 

6. A key determinant of project success was the
availability of resources – especially staff effort – to
commit to the health IT safety project

7. Practical, easy-to-use tools could help organizations
identify risks and set priorities for addressing them



Policy Opportunities (1 of 3) 

• Raising awareness:
– Integrate health IT safety agenda with the broader

patient safety agenda
– Engage front-line clinicians—they have direct

experience with the risks
• Fostering collaboration:

– Disseminate best practices and project guides
– Provide training related to safe use of health IT to

staff in several distinct disciplines (medical, IT, risk
management)



Policy Opportunities (2 of 3) 

• Increase the availability of consultation services:
– Especially important in rural hospitals and small

ambulatory practices
– REC and PSO programs
– Develop a “facilitator” workforce

• Develop and refine tools and metrics:
– Adaptation or extension of diagnostic tools, SAFER

Guides, AHRQ Common Formats



Policy Opportunities (3 of 3) 

• Strengthen incentives for health IT system designers:
– Consider use of MU standards and EHR

certification programs to provide incentives for
EHR developers and clients to optimize safe use of
health IT

– Use surveillance associated with certification to
identify and address unsafe features



Conclusion 

• The prototype safety improvement approach
confronted barriers—all are potentially
remediable
– Limited awareness, competing priorities
– Cross-department, inter-professional

coordination
– Identifying health IT-related safety risks
– Metrics for improvement
– Mitigation strategies



HealthIT.gov Safety Landing Page 
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New Tools and Interventions 

• ONC sponsored analysis of HIT related safety events
– University Health System Consortium
– ECRI
– The Joint Commission

• Tools and Interventions
– Health IT Developers Guide to Working with High Reliability

Organizations
– How to Identify Unsafe Conditions Related to Health IT
– Promoting Patient Safety Through Effective Health IT Risk Management

• Certified Health Product List (CHPL)
– Usability Testing Reports
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CHPL Website 

66 Source:  http://oncchpl.force.com/ehrcert?q=chpl 

http://oncchpl.force.com/ehrcert?q=chpl
http://oncchpl.force.com/ehrcert?q=chpl


Research on the Safety of Health IT 

• IOM 2012: More research is needed to
improve the safety of health IT

• AHRQ 2014 appropriation: $4 million for new
research grants

• February 2014: Two funding notices posted
• September 2014: Four new grants awarded
• Dr. David Bates will be improving the CPOE

Evaluation Tool currently used by Leapfrog



EHR Innovations for Improving 
Hypertension Challenge 

• Identify the most successful tools and
approaches for blood pressure
treatment and control used by
individual practices (Phase 1:
Submissions due October 6, 2014)

• Spread these to new practices and
demonstrate success (Phase 2:
Submissions Due July 31, 2015)

• Hypertension Challenge URL -
http://challenge.sites.usa.gov/challeng
e/ehr-innovations-for-improving-
hypertension-challenge/

http://challenge.sites.usa.gov/challenge/ehr-innovations-for-improving-hypertension-challenge/


ONC HIT Safety Program Next Steps 

Build the foundation and develop a roadmap for an 
ONC Health IT Safety Center 

– Engage Stakeholders
– Public – Private Partnership
– Identify Highest Priority Activities to Promote Safe Use

of EHRs
• Review evidence on HIT Safety Related Events
• Provide education on identifying and preventing HIT related

safety events
• Develop resources and tools to improve Health IT Safety and

promote the safe use of EHRs
• Evaluate progress on HIT safety
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Please follow our progress on HealthIT.gov 

Thank you! 

70 

http://www.healthIT.gov


The Star and Swoosh, Putting the I in Health IT, the Putting the I in Health IT composite logo, HealthIT.gov, the HealthIT.gov composition logo,          
HealthITBuzz, and the HealthITBuzz composite logo are service marks or registered service marks of the U.S. Department of Health and Human Services. 

Office of the National Coordinator for Health Information Technology 

Stay Connected, Communicate, and  Collaborate 

• Browse the ONC website at:  HealthIT.gov
            click the “Like” button to add us to your network 

• Signup for email updates:  public.govdelivery.com/accounts/USHHSONC/subscriber/new?

• Visit the Health IT Dashboard: dashboard.healthit.gov

• Request a speaker at: healthit.gov/requestspeaker

• Subscribe, watch, and share:

• Contact us at: onc.request@hhs.gov

  @ONC_HealthIT 

 HHSONC 

 HHS Office of the National Coordinator 

 Health IT and Electronic Health Record 

http://www.healthit.gov/
https://public.govdelivery.com/accounts/USHHSONC/subscriber/new?
http://dashboard.healthit.gov/
http://www.healthit.gov/requestspeaker
mailto:onc.request@hhs.gov
https://twitter.com/ONC_HealthIT
http://www.youtube.com/user/HHSONC
https://plus.google.com/115897569896631074599/about
http://www.linkedin.com/groups/Health-IT-Electronic-Health-Records-3993178?home=&gid=3993178&trk=anet_ug_hm
http://www.youtube.com/user/HHSONC


HIT Safety:  
Progress Made and Challenges Ahead 

Health IT Week 
 
September 19, 2014 

http://www.healthit.gov

	HIT Safety: Progress Made and Challenges Ahead
	HIT Safety: Progress and Challenges 
	Importance of Health IT Safety 
	ONC HIT Safety Strategy 
	ONC HIT Safety Program  
	HIT Improving Safety and Quality - 1 
	HIT Improving Safety and Quality - 2 
	HIT Improving Safety and Quality - 3
	HIT Improving Safety and Quality -  4
	HIT Improving Safety and Quality -  5
	HIT Improving Safety and Quality -  6 
	Saving Patient Ryan 
	The Problem—Patient Safety 
	Research Question 
	Data 
	Methods 
	EMR Adoption in Pennsylvania Hospitals 
	Patient Safety Events Before and After Adoption 
	Summary of Main Results 
	Robustness Checks 
	Events by Harm Score 
	Next Steps 
	Health IT-Related Patient Safety Events 
	Background 
	Objective of Analysis of Health IT Safety Events 
	Aggregate Analysis of Events Reported to UHC Intelligence™ Databases  
	Key Findings in Aggregate Data 
	Events Categories Selected for In-Depth Review  and Their Sample Sizes  
	Type of Health Information Technology Involved 
	Health IT-related Taxonomy: Computer-related Issues 
	Health IT-related Taxonomy: Human-Computer Interface 
	Overview of Findings 
	Prevention Strategies 
	Strengths 
	Limitations 
	Health IT Safety:  Progress Made and Challenges Ahead 
	Two ONC-Sponsored Works: 
	Benefits of Health IT 
	How to Identify Unsafe Conditions Associated with Health IT 
	ECRI Institute PSO Deep Dive 
	Guide: Common Health IT Issues 
	Guide:  Summary of Contents 
	Guide:  How To Collect Health IT Event Data 
	Guide: How To Collect Health IT Event Data 
	Guide: Monitoring and Feedback 
	Guide: Monitoring and Feedback 
	The Eight Dimensions of the Socio-Technical Model 
	Guide:  Health IT Safety – A Shared Responsibility 
	Guide:  Identifying Health IT’s Unintended Consequences 
	Promoting Patient Safety Through Effective Health IT Risk Management 
	Project motivation 
	Project Goal 
	The Research Project 
	Improvement approach 
	Overview of sites 
	Evaluation approach 
	Results 
	Lessons (1-3) 
	Lessons (4-5) 
	Lessons (6-7) 
	Policy Opportunities (1 of 3) 
	Policy Opportunities (2 of 3) 
	Policy Opportunities (3 of 3) 
	Conclusion 
	HealthIT.gov Safety Landing Page 
	New Tools and Interventions 
	CHPL Website 
	Research on the Safety of Health IT 
	EHR Innovations for Improving Hypertension Challenge 
	ONC HIT Safety Program Next Steps 
	Stay Connected, Communicate, and  Collaborate 
	HIT Safety:  Progress Made and Challenges Ahead 





Accessibility Report





		Filename: 

		ONC_HIT_SafetyHealthITWeekWebinar_2014_09_12_CL.pdf









		Report created by: 

		Rae Benedetto, Accessibility and Remediation Specialist, rbenedetto@manilaconsulting.net



		Organization: 

		Manila Consulting Group







 [Personal and organization information from the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 2



		Passed manually: 0



		Failed manually: 0



		Skipped: 0



		Passed: 30



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Passed		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



