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Presentation Agenda

* Project Overview: PCOR Privacy and
Security Research Scenario Initiative and
Legal Analysis and Ethics Framework
Development Project

e Final Product: Legal and Ethical
Architecture for PCOR Data



Project Overview

Supported the development of a legal and
ethical architecture to enable robust PCOR,
while providing sufficient assurance to
stakeholders that data used for PCOR will be
protected and secured as required by applicable
statutes and regulations



Project Overview (2)

Phase 1:

e Convene discussions with
stakeholders in PCOR
community.

e Develop research scenarios
and data use cases.

(Led by NORC)
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Phase 2:

Assess the legal, regulatory, and
policy environment governing the
use of health information for
PCOR.

Develop a legal and ethical
framework and architecture for
access to data for PCOR while
protecting patient privacy.

(Led by the George Washington
University)



Legal and Ethical Architecture for PCOR Data

e Collection of tools and resources designed to:

» Provide a common structure and model of analysis of legal
requirements and ethical considerations and responsibilities
for research, particularly PCOR;

» Support PCOR and CER through illustrative pathways for
collecting and sharing data for research in compliance with
relevant federal laws and regulations and in consideration
of state law; and

» Support a culture of trust between and among stakeholders
through the application of meaningful and appropriate
privacy and security parameters.
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Designed for Broad Audience

* Primary Audience

»

»

»

»

»

»

Researchers engaged in PCOR and CER
IRBs

Contracting Officers

Research and Development Officers
Compliance and Privacy Officers
Internal/External Legal Counsel

e Wider Audience

»

»

»

»

»

»

»

Federal and state legislative and regulatory bodies
Foundations and other organizations that fund research
Policy analysts

Patient advocates

Lawmakers

Academics

Students
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Architecture Overview

e Chapter 1: Overview

e Chapter 2: Legal and Ethical Significance of Data for PCOR

e Chapter 3: Linking Legal and Ethical Requirements to PCOR Data

e Chapter 4: Framework for Navigating Legal and Ethical Requirements for
PCOR

e Chapter 5: Mapping Research Data Flows to Legal Requirements

e Appendices

»

»

»

»

»

A: Summary of Statutes and Regulations Relevant to PCOR

B: Assessing Potential Barriers and Ambiguity in the Legal Landscape
C: Selected Federal Initiatives

D: Selected Federal Resources

E: Glossary
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Chapter 4: Framework for Navigating Legal and Ethical

Requirements for PCOR

e The Framework is a visual decision tool that highlights key characteristics and
considerations associated with the spectrum of data used for PCOR and the
nature of the relationships between researchers and other stakeholders.

e Groupings and color coded key characteristics direct stakeholders to factors
determining:

» Whether a statute or regulation applies to the data;
» How a researcher should navigate statutes/regulations that apply to the data; and

» Whether there are case-specific determinations relating to data collection and use.

Why would a stakeholder use Chapter 4?

To identify relevance and importance of legal requirements and ethical principles
detailed in Chapter 3 that may apply to the use of/access to data for PCOR
depending on specific data characteristics described in Chapter 2.
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Example of
the
Framework:

ldentifiability
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Key Question

y

What It Means

Y

Considerations

Why It Matters

What information does
the data contain? Does
this information directly
identify individuals?

Identifying data elements are those
that allow the user to link the
information to the individual subject
of the information. These elements
can be direct identifiers (e.g., an
individual's name, social security
number) or can be indirect identifiers
(e.g., information that, when taken
as a whole or when combined with
other available information, can be
used ta identify an individual).

Health-related data that contains any
identifying information may be
subject to the health information
privacy framework. Even a data set
stripped of most direct identifiers,
such as a limited data set, is
considered identifiable because one
or more direct identifiers are present.
Laws and regulations that define
identifiability and protect certain
types of identifiable information
include: HIPAA, Common Rule, Part
2, GINA, Privacy Act, FERPA, state
law.

for Next Steps*

| Consider whether the

Has the data been
de-identified? If so,
how?

Information that was once identifiable
but has been stripped of any
elements that directly identify the
individual or could be used to identify
the individual is considered
“de-identified.” The process by which
de-identification occurs is relevant to
determining whether or not
information meets applicable
definitions of “de-identified.”

De-identified data is generally not
subject to the health information
privacy framework. In general,
de-identified data has either been
stripped of specific identifying
elements or has been deemed
“de-identified” by an expert. Laws
and regulations that define
de-identified data and set forth
requirements for it include: HIPAA,
Commen Rule, Part 2, state law.

data you wish to use for
yaur research must be
in identifiable form and
what requirements
apply to your use of that
data.

| Consider whether the

Can the data be
re-identified when
cambined with data
from another source?

Data that has been stripped of all
identifying information may include a
key or code that allows certain users
to link the de-identified information
back to the underlying, identifiable
data set. In addition, when
de-identified information is combined
with other types of identifiable
information, there may be enough
similar data elements between the
two sets of information to allow a
user to identify the subject.

If a user knows that de-identified

data could still be used to identify
the individual in some way, there
may be limitations on how and to
whom the data can be disclosed.
Laws and reqgulations that address
re-identifiability include: HIPAA,
Common Rule, Part 2.

data you wish to use for
your research has been
de-identified and
whether this process
meets applicable legal
standards.

Consider whether there

Where was the data
collected? How was the
data collected?

Data may be callected in a way that
allows the collector to identify the
individual, such as through an
in-person interview, or may be
collected in a way that protects the
individual’s identity, such as through
an anonymous survey.

The original location of data
collection and collection method may
effect the degree to which privacy
laws and regulations apply to
specific data. Laws and regulations
that distinguish protections based on
the circumstances of collection
include: HIPAA, Common Rule, Part
2.

" |is other available
information or a key that
would enable a user to
re-identify de-identified
data and what
protections may apply
to prevent or limit
re-identification.

¥ Consider where data
was originally collected
and the method of
collection to determine
whether specific
reguirements may apply
to your use of that
information.

Ensure that your proposed
research protocol complies

A

with applicable legal and
ethical requirements.

*GENERAL NOTE: In all cases, researchers should consult legal counsel (in-house or external), individual IRB practices, and organizational
policies and procedures. Relevant parties may include privacy boards or officers, compliance committees or officers, research managers or

contracting personnel, and other legally responsible parties.




Chapter 5: Mapping Research Data Flows to

Legal Requirements

e Data Flows adapted from Phase 1 research scenarios
» General Data Flow
» Combining Data for PCOR
» Consent Management
» Release and Use of Specially Protected Health Data
» Identification and Re-ldentification of PCOR Data
» Research Using Patient-Generated Health Data
 All Data Flow Maps outline key steps likely to be encountered in the course of PCOR research.

» Includes associated legal trigger/decision points
 The General Data Flow provides a foundational example of the mapping process.

Why would a stakeholder use Chapter 5?

To understand how relevant statutes and regulations apply to specific research
scenarios (step-by-step illustrations).

N
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Data Flow

Example
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Step

fY

Scenario Data
Flow

Individual seeks
treatment at the FQHC
for asthma. Individual's
mother consents to his
treatment. Individual’s
BMI is recorded in the
obese range.
Individual's information
is maintained within the
FQHC's EHR system
along with other patient
medical records.

At time of treatment,
FQHC recruits
Individual to participate
in research study in
which Individual's
health data collected in
the course of treatment
will be reported to
Research Institution at
quarterly intervals.
Individual's mother
consents to Individual's
participation in the
research study and for
Individual’s information
to be given to
Research Institution.

Per the approved
research protocol,
FQHC also obtains
Individual's assent to

participate in the
research.

HIPAA

The HIPAA Privacy and
Security Rules apply to
CEs, which are
healthcare providers,
health plans, and
healthcare clearing-
houses. See HIPAA
Note 1.

Individually identifiable
health information
provided by an
individual to a CE
becomes
HIPAA-covered PHI
once received by the
CE and stored in their
records. See HIPAA
Note 2.

The HIPAA Security
Rule generally requires
that PHI be stored and
transmitted with

appropriate protections
in accordance with the
Security Rule's
provisions. See HIPAA
Note 3.

Generally, a CE must
obtain authorization
from the subject of the
information to disclose
PHI to a researcher for
research, with limited
exceptions. See HIPAA
Note 8.

HIPAA Authorization to
disclose PHI may be
combined with consent
to participate in
research (compound
authorization). See
HIPAA Note 11.

The Common
Rule

Informed consent is
required unless the IRB
waives it in full or in

part. See Common
Rule Note 6.

For minors participating
in research, the
consent of a single
parent may be
sufficient for certain
studies. See Common
Rule Note 7.

Assent to participate in
research is required for
children capable of

providing consent, as
determined by an IRB.
See Common Rule
Note 8.

State law defines the
age of majority and
also defines the ages
at which minors may
consent to medical
treatment or research
(which may vary based
on type of treatment or
research). See State
Law Note 3.

For a minor or legally
incompetent patient or
research participant,
state law determines
who is empowered to
provide consent as the
individual's parent or
legal guardian. See
State Law Note 3.

For a minor or legally
incompetent patient or
research participant,
state law determines
who is empowered to
provide consent as the
individual's parent or
legal guardian. See
State Law Note 3.

Acronyms for Data
Flow

CE = Covered Entity
EHR = Electronic
Health Record
FQHC = Federally
Qualified Health
Center

IRB = Institutional
Review Board

PHI = Protected
Health Information

11



Potential Uses of the Framework

e Journal publication

* Adoption of legal and ethical framework and architecture through PCORTF
projects

e Inclusion of legal and ethical framework and architecture in research
studies involving PCOR

e Use of legal and ethical framework and architecture to be considered a best
practice for PCOR and other research studies
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Thank You

{ Devi Mehta
A devi.mehta@hhs.gov
202-205-4411

3 @ONC_HealthiT ({3 HHSONC Health IT.gOVt



https://www.youtube.com/user/HHSONC
mailto://devi.mehta@hhs.gov
http://www.healthit.gov
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