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number 90AX0026, Trusted Exchange Framework and Common Agreement - Recognized
Coordinating Entity (RCE) Cooperative Agreement Program, in the amount of $2,919,000 with
100 percent funded by ONC/HHS. This information or content and conclusions are those of the
author and should not be construed as the official position or policy of, nor should any
endorsements be inferred by ONC, HHS or the U.S. Government.



A How will exchange work under TEFCA?

A What are the components of TEFCA?

A What are the Exchange Purposes under TEFCA?

A What is in the Common Agreement Version 1?

A What Standard Operating Procedures have been released?
A How will TEFCA be operationalized?

A Questions & Answers
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The Office of the National Coordinato} : \ < ONC defines overall policy and
Health Information Technology certain governance requirements.

N

< RCE provides oversight and
governing approach for QHINS.

Qualified Health Information
Networks (QHINS) connect
directly to each other to facilitate
nationwide interoperability.

— e - o e ey,

Each QHIN connects Participants,
which connect Subparticipants.

A

Subparticipants  (
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A QHIN is an entity with the technical capabilities and
organizational attributes to connect health information
networks on a nationwide scale.

A High volume

A High reliability

A Abides by the Common Agreement

A Adheres to the QHIN Technical Framework

Participants and Subparticipants will be able to choose their
QHIN based on the services provided and fees charged.

Participants and Subparticipants will be able to share
. information with all other connected entities regardless of
Q Participant which QHIN they choose.

I\ Subparticipant

i ConzumerpApp offered by QHINs may not charge fees to other QHINSs for any

] Participant or Subparticipant exchange of information under the Common Agreement.
2 Individual
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Provider Health Health Pharmacy Consumer
Information System EHR Health App
Exchange IT System
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Consumer Provider

Pharmacy Pharmacy
App

In this example, the QHIN supports a broad
range of different Participants, including a
provider, a health information exchange (HIE),
an Electronic Health Record (EHR) system, a
pharmacy health information technology (IT)
system, and a consumer application that is an
Individual Access Services (IAS) Provider.

The members of the HIE and the pharmacy
health IT system are Subparticipants.

Individuals can connect to QHINs, Participants,
and Subparticipants that choose to be IAS
Providers. In this example, one consumer app
Is a Participant of the QHIN and another
consumer app is a Subparticipant of the HIE.
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TEFCA Components T

Focus of Focus of

todayostodayos
Webinar Webinar

5 _ 11

i ' fir

Trusted Common Standard QHIN QHIN Metrics

Exchange Agreement Operating Technical Onboarding Approach
Framework Procedures Framework

Governing
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A The Common Agreement establishes the infrastructure model

and governing approach for users in different health information

networks to securely share clinical information with each other. / O \
A The Common Agreement is a legal contract that both the RCE O

signs and a health information network (or other entity) signs.

» The latter becomes a Qualified Health Information Network
(QHIN) once fully onboarded and designated by the RCE.

A Some provisions of the Common Agreement will flow down \ /
to entities in a QHIN's network via other agreements.

A The Common Agreement incorporates the QHIN Technical
Framework and the Standard Operating Procedures (SOPS).
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The RCE has developed SOPs on topics such as:

A Advisory Groups A QHIN Security of TEFCA Information
A Conflicts of Interest A QHIN Cybersecurity Insurance
A Dispute Resolution Process A Transitional Council

A Governing Council

Additional SOPs will be made available over time.

What is a Standard Operating Procedure? An SOP is a written procedure or other provision that is adopted pursuant to the Common
Agreement and incorporated by reference into this Common Agreement to provide detailed information or requirements related tothe
exchange activities under the Common Agreement, including all amendments thereto and any new SOPs that are adopted pursuant
the Common Agreement. SOPs will be adopted to address the application process, the Onboarding process, and other operational
processes. Each SOP identifies the relevant group(s) to which the SOP applies, including whether Participants and/or Subparticipants

are required to comply with a given SOP. An SOP shall be deemed in effect when adopted pursuant to Section 5.3 of this Common
Agreement and listed on a public website.
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Common Agreement X\

The Office of the Nat!onal Coordinator for =
Each QHIN shall voluntarily enter into a contractual agreement with the Health Information Technology
the Common Agreement. The Common Agreement includes flow-down \
cl auses f o ragraemeants @tH itsRPartgcipants and each

RCE by signing the Common Agreement, making all QHINs parties to {
Participantodos agreements with iIts Subpa ' pant s

Required Flow-Downs Will Address:

A Cooperation and Nondiscrimination APrivacy

A Confidentiality ASecurity

A Utilization of the RCE Directory Service ASpecial Legal Requirements

A Uses, Disclosures, and Responses ATEFCA Information Outside the U.S.

A Individual Access Services AOther General Obligations Participant
Entities may connect into exchange at any level, but must abide by AR

theflow-d own provisions, which create common ;RYPRANFPIT o

-
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A The Exchange Purpose identifies the reason for which _
information could be requested or shared through Permitted Exchange Purposes
QHIN-to-QHIN exchange.

- . 2
A Only these six Exchange Purposes are authorized
o e ey rweemen 2

A Aforthcoming SOP will specify that Treatment and

Individual Access Services (IAS) require Responses. "\/‘-
A Eventually, the other four Exchange Purposes will Al

require Responses in conformance with forthcoming

implementation guides. These will be rolled out with El Government Benefits Determination
adequate time for stakeholders to prepare.
oy Individual Access Services

A Additional Exchange Purposes may be added over
time, including whether they require Responses.
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&

AfdTreat ment, 0 APayment , 0 an dgerferdly bavetthe sa@ar e Op
meaning as they have under the HIPAA Privacy Rule and apply to all TEFCA
Information, regardless of whether the parties to exchange are HIPAA Covered Entities
or Business Associates.

a

A The Public Health Exchange Purpose includes Requests for Uses and Disclosures of
information by Public Health Authorities that are consistent with the HIPAA Privacy
Rule and other Applicable Law.

A The Government Benefits Determination Exchange Purpose supports governmental
agencies that need information to determine whether a person qualifies for non-health
government benefits in a manner that is consistent with the HIPAA Privacy Rule and

1S @ K

other Applicable Law. é;
A The Common Agreement anticipates the use of consumer-facing applications that
would assist Individuals in obtaining access to their health information. This Exchange T

Purpose is called Individual Access Services.



What Is in the Common
Agreement Version 17

A\

/,\ ONC

—_—

TTTTT

OOOOOOOOOOOO
TTTTTT

16



ONC
TEFCA

Sections of the Common Agreement T

1. Definitions and Relevant 9. TEFCA Exchange Activities
Terminology 10. Individual Access Services

2. Incorporation of Recitals 11. Privacy

3. Governing Approach 12. Security .

4. QHIN Designation 13. General Obligations

5. Change Management 14. Specific QHIN Obligations

6. Cooperation and Non- 15. Dispute Resolution -
Discrimination 16. Stability of the QHIN Network o W

7. Confldenthl_lty and 17. Fees N | et T
Accountability 18. Contract Administration

8. RCE Directory

Visit www.RCE.SequoiaProject.org to view the Common Agreement Version 1.
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QHIN Eligibility Criteria, Onboarding, and Designation TG

A TEFCA includes QHIN eligibility criteria that generally address:

» The ability to perform the required functions of a QHIN,
per the QTF.

» The legal structure and governing approach for a QHIN.
» Demonstrated resources and infrastructure to support a reliable
and trusted network.

A QHINs will be expected to provide ongoing reporting
on metrics and other information needed to monitor
performance over time.

A The RCE will conduct extensive education for candidate QHINs
on the application and onboarding processes.

A Only the RCE designates QHINs.
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A The Common Agreement specifies expectations of
QHINSs, Participants, and Subparticipants to ensure

that all parties cooperate in certain aspects of
exchange such as:

»

»

»

»

A QHINs, Participants, and Subparticipants are

Timely responses to inquiries.

Notification of persistent and widespread
connectivity failures.

Support in resolving issues.

Sharing information regarding cybersecurity risks.

prohibited from limiting interoperability with others in a
discriminatory manner.
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A TEFCA Requests will be transmitted via a QHIN-to-
QHIN exchange and consistent with the
requirements of the Common Agreement.

» Only QHINs and certain Participants or
Subparticipants can make Requests for each

Exchange Purpose.

A Uses and Disclosures must adhere to the privacy
and security requirements in the Common
Agreement, any privacy and security notices, and
any requirements of applicable law.
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As will be specified in a forthcoming SOP, Requests for Treatment
and Individual Access Services are the first types of Exchange

Purposes to which TEFCA entities are required to Respond.
Responses would not be required if providing the information is CE:'
prohibited by Applicable Law or the Common Agreement

. : AT
permits but does not require a Response (see the Common e ——————

Agreement Section 9.4.1, Exceptions to Required Responses).

The following entities are permitted, but not required, to Respond to Requests:
A Public Health Authorities.

A Users of Government Benefits Determination Exchange Purpose.

A Federal agencies, to the extent that the requested Disclosure of Required
Information is not permitted under Applicable Law.




: What Standard Operating
2= ) Procedures have been
released?
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SOPs Related to the TEFCA Governing Approach e

TEFCA Governing Council This SOP provides the specifics for the composition, conduct and other
issues for the Governing Council.

Transitional Council The RCE recognizes that it will take some period of time to Designate
QHI Ns. The RCEOGs working assumpti ol
to be Designated as QHINs shortly after the Common Agreement is
published and that other organizations will pursue Designation over the first
year or two after the Common Agreement is published. The RCE believes
that the first QHINSs will want a role in governance and this Transitional
Council will serve this role. This SOP provides the specifics for the
composition.

Advisory Groups This SOP sets out the way in which Advisory Groups will be established and
the general rules that govern the activity of an Advisory Group. The RCE
and the Governing Council may choose to use Advisory Groups in a variety
of ways including, but not limited to, the following: giving feedback on
possible changes to the Common Agreement, the QTF, or an SOP; or,
providing feedback on new Exchange Purposes. These are meant as
examples only and should not be considered to limit the manner in which
the RCE may choose to use Advisory Groups.
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Governing Approach SN

A QHINSs, Participants, and Subparticipants shall have the opportunity
to engage in governance under the Common Agreement.

A The Common Agreement creates a Governing Council that: QHIN CAUCUS

» Reviews amendments to the
Common Agreement, QTF, and SOPs.

» Serves as a resource to the RCE and forum GOVERNING ARG
. ) COUNGIL SUBPARTICIPANT
for discussion. CAUCUS

» Provides oversight for resolution of disputes.

AA Transitional Council serves du ADVISORY

A Under the Cooperative Agreement, ONC oversees the work of the CROUPS

RCE, which has specific obligations to follow the governance
procedures set forth in the Common Agreement.
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A Purpose: It is important that the RCE have a process to
assure that each individual who serves will act in the
best interests of the activities under the Common
Agreement in all their decisions. This will help promote
trust in the decisions that are made by any Deliberative
Body.

A Procedure:

1. Disclosure of Actual and Potential Conflicts of
Interest

2. Recusal from any discussion of a matter that
Involves an Actual Conflict of Interest

3. Case-hy-case consideration of Potential Conflict of
Interest

4. Appeal process



