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Office of the National Coordinator for Health Information Technology
Health Information Technology; HIT Policy Committee: Request for Comment Regarding the Stage 3 Definition of Meaningful Use of Electronic Health Records (EHRs)
AGENCY:  Office of the National Coordinator for Health Information Technology (ONC), Department of Health and Human Services (HHS).

ACTION:  Request for Comments.

SUMMARY:  This document is a request for comments by the HIT Policy Committee regarding the Stage 3 definition of meaningful use of EHRs.

COMMENT DATE:  To be assured consideration, comments must be received by 11:59p.m. ET on January 14, 2013.  

ADDRESSES:  Because of staff and resource limitations we are only accepting comments electronically through http://www.regulations.gov.  Follow the “Submit a comment” instructions.  Attachments should be in Microsoft Word or Excel, WordPerfect, or Adobe PDF.  Please do not submit duplicate comments. 

FOR FURTHER INFORMATION CONTACT: MacKenzie Robertson, Office of the National Coordinator, Patriots Plaza III, 355 E Street, SW., Washington, DC 20201, (202) 205-8089, mackenzie.robertson@hhs.gov.

SUPPLEMENTARY INFORMATION:
Inspection of Public Comments: All comments received before the close of the comment period will be available for public inspection, including any personally identifiable or confidential business information that is included in a comment. Please do not include anything in your comment submission that you do not wish to share with the general public.  Such information includes, but is not limited to: A person’s social security number; date of birth; driver’s license number; state identification number or foreign country equivalent; passport number; financial account number; credit or debit card number; any personal health information; or any business information that could be considered to be proprietary. We will post all comments received before the close of the comment period at http://www.regulations.gov.   Follow the search instructions on that Web site to view public comments.
Background
The Health Information Technology Policy Committee (HITPC) is a federal advisory committee that advises the U.S. Department of Health and Human Services (HHS) on federal HIT policy issues, including how to define the “meaningful use” (MU) of electronic health records (EHRs) for the purposes of the Medicare and Medicaid EHR incentive programs. The HITECH portion of the American Recovery and Reinvestment Act (ARRA) of 2009 specifically mandated that incentives should be given to Medicare and Medicaid providers not for EHR adoption but for “meaningful use” of EHRs. In July of 2010 and August 2012, HHS released that program’s final rule defining stage 1 and stage 2 MU respectively strongly signaling that the bar for what constitutes MU would be raised in subsequent stages in order to improve advanced care processes and health outcomes.

The HITPC held a series of public hearings and listening sessions to hear testimony from a wide range of stakeholders regarding current experience with MU, lessons learned, and what thought leaders desire in the future, including how MU should support emerging new models of care. This input helped to inform many hours of public deliberations regarding the future vision of MU.   The stage 3 vision includes a collaborative model of care with shared responsibility and accountability, building upon previous MU objectives.  While the committee appreciates and recognizes today’s challenges in setting up data exchanges, it is the committee’s recommendation that stage 3 is the time to begin to transition from a setting-specific focus to a collaborative, patient- and family- centric approach.

To realize this vision, the HITPC used the following guiding principles.  To be considered for stage 3, an objective should: 
· Support new models of care (e.g., team-based, outcomes-oriented, population management)
· Address national health priorities (e.g., NQS, Million Hearts) 
· Have broad applicability (since MU is a floor) to 
· provider specialties (e.g., primary care, specialty care)
· patient health needs
· areas of the country
· Promote advancement -- Not "topped out" or not already driven by market forces 
· Be achievable – e.g. there are mature standards widely adopted or could be widely adopted by 2016
· Reflect reasonableness/feasibility of products or organizational capacity
· Prefer to have standards available if not widely adopted

The HITPC has developed a preliminary set of recommendations specifically designed to solicit additional public feedback. The goal of sending out this request for comment (RFC) early is threefold.
· Extend the public discussion of future stage MU definitions through a more formal public comment process well in advance of its formal stage 3 recommendations. 
· Request input on specific questions.
· Provide some signal to the industry of potential new EHR functionalities that the HITPC may recommend to assist the industry.
Following the analysis of the comments received through the comment period, the HITPC intends to revisit these recommendations in its public meetings in the first quarter of 2013. It is important to note that although the following RFC is being communicated via HHS and the Federal Register, it represents the preliminary thinking of the HITPC and not necessarily HHS or its various agencies.

HITPC Solicitation of Comments
This document is broken into the following sections: Meaningful Use Objectives and Measures, Quality Measures, and Privacy and Security.  Details from the HITPC workgroups have been accumulated into these sections for consideration to HHS for stage 3.  We want to acknowledge and thank the following workgroups for the tireless hours they have put forth to aggregate these recommendations for comment: Meaningful Use, Information Exchange, Quality Measures, and the Privacy and Security Tiger Team.

Each item that the HITPC is requesting comment on has been given an identification number in order to streamline the accumulation of comments, please use this identification number when submitting comments.  

I. Meaningful Use Objectives and Measures 
This section includes a grid with items from both the Meaningful Use Workgroup and the Information Exchange Workgroup.  Recommendations, concepts, and questions have been organized into 6 sections that include: 
1) Improving Quality, Safety, and Reducing Health Disparities
2) Engaging Patients and Families
3) Improving Care Coordination
4) Improving population and public health
5) Information Exchange
6) Overarching MU questions

The grid below includes the following columns: stage 2 objectives and measures (for reference), stage 3 recommendations, proposed for future stage, and questions/comments.  The proposed for future stage column includes items that the HITPC believes are important, but may not be feasible for stage 3; therefore comments on the readiness and feasibility of these items are appreciated.  The questions/comment column provides a place for the HITPC to describe the thinking behind the objective or ask questions related to these objectives.  In an effort to achieve parsimony, there are also items identified as certification criteria.  These items are intended to create additional functionality within electronic health record (EHR) systems for providers, but there may not be use requirements associated with them.  As a reminder, identification numbers are provided so that commenters can easily reference the objective when commenting.  All commenters are encouraged to provide opinions regarding feasibility; we especially encourage commenters to provide feedback with published evidence or with data from their own experience.


	ID #
	Stage 2 Final Rule
	Stage 3 Recommendations
	Proposed for Future Stage
	Questions / Comments
	HITSC/WG Assignment

	Improving quality, safety, and reducing health disparities
	

	Engage patients and families in their care

	SGRP207
	EP Objective: Use secure electronic messaging to communicate with patients on relevant health information 

EP Measure: A secure message was sent using the electronic messaging function of Certified EHR Technology by more than 5 percent of unique patients (or their authorized representatives) seen by the EP during the EHR reporting period
	Measure: More than 10%* of patients use secure electronic messaging to communicate with EPs

	Create capacity for electronic episodes of care (telemetry devices, etc) and to do e-referrals and e-consults
	*What would be an appropriate increase in threshold based upon evidence and experience?
	Primary-Implementation WG
Secondary- Privacy and Security WG



	COMMENTS:

We recognize that this measure is intended to motivate EPs to encourage their patients to use secure electronic messaging.   But we have no evidence or experience that might inform what an appropriate increase in threshold might be.   



	Improve Care Coordination

	
Improve population and public health

	Information Exchange

	IEWG101
	New
	MENU objective: For patients transitioned without a care summary, an individual in the practice should query an outside entity. The intent of this objective is to recognize providers who are proactively querying.
Certification criteria: The EHR must be able to query another entity for outside records and respond to such queries. The outside entity may be another EHR system, a health information exchange, or an entity on the NwHIN Exchange, for example. This query may consist of three transactions: 
a) Patient query based on demographics and other available identifiers, as well as the requestor and purpose of request. 
b) Query for a document list based for an identified patient 
c) Request a specific set of documents from the returned document list 
When receiving inbound patient query, the EHR must be able to: 
a) Tell the querying system whether patient authorization is required to retrieve the patient’s records and where to obtain the authorization language*. (E.g. if authorization is already on file at the record-holding institution it may not be required).  

b) At the direction of the record-holding institution, respond with a list of the patient’s releasable documents based on patient’s authorization 

c) At the direction of the record-holding institution, release specific documents with patient’s authorization 

The EHR initiating the query must be able to query an outside entity* for the authorization language to be presented to and signed by the patient or her proxy in order to retrieve the patient’s records. Upon the patient signing the form, the EHR must be able to send, based on the preference of the record-holding institution, either: 
1. a copy of the signed form to the entity requesting it 
2. an electronic notification attesting to the collection of the patient’s signature 
*Note:  The authorization text may come from the record-holding EHR system, or, at the direction of the patient or the record-holding EHR, could be located in a directory separate from the record-holding EHR system, and so a query for authorization language would need to be directable to the correct endpoint.
	
	Should the measure for this MENU objective be for a number of patients (e.g.25 patients were queried) or a percentage (10% of patients are queried)?

What is the best way to identify patients when querying for their information?  
	NwHIN PT





Primary- Privacy and Security WG
Secondary- NwHIN PT



	COMMENTS:

Unfortunately no universal patient health identifier exists, and the lack of a reliable means of identifying patients is broadly viewed as a significant challenge to care quality.   The proposed model involving the use of demographics to identify patients is not sufficiently reliable to support query for individual patients’ information.  Multiple efforts currently under way are addressing the challenges around “directed query” (i.e., query for a specific patient’s information) through the use of a voluntary identifier, and we think it is important that regulations allow progress to continue to be made in this area.   Lacking standards to support either the positive and unequivocal identification of patients or query for a specific patient’s information, we urge the ONC not to include in regulation a detailed description of how directed query is performed.    Policy and standards around trustworthy identity proofing and authentication are rapidly evolving, and should provide a strong foundation for trusted query.  We encourage the ONC to continue to support the development of new models for using voluntary or other high-quality identifiers and authentication methods.  


 

	IEWG102
	New
	Certification criteria: The EHR must be able to query a Provider Directory external to the EHR to obtain entity-level addressing information (e.g. push or pull addresses).
	
	Are there sufficiently mature standards in place to support this criteria? What implementation of these standards are in place and what has the experience been?


	Primary- Privacy and Security WG
Secondary- NwHIN PT

	COMMENTS:

Directories typically are integrated into other services, such as secure communications and enterprise security services, and not an independent capability. Indeed, the two existing EHR standards for secure communications (Direct and Exchange) each has its own integrated directory technology – each of which is supported by a very mature directory standard (DNS and UDDI respectively).   We think it would be inappropriate to externalize directory services by creating a separate certification criterion.  We therefore recommend that the proposed certification criterion be omitted from the final regulation.  



	IEWG103
	Certification criteria: Enable a user to electronically create a set of export summaries for all patients in EHR technology formatted according to the standard adopted at § 170.205(a)(3) that represents the most current clinical information about each patient and
includes, at a minimum, the Common MU Data Set and the following data expressed, where applicable, according to the specified standard(s):
(i) Encounter diagnoses. The standard specified in § 170.207(i) or, at a minimum, the version of the standard at
§ 170.207(a)(3);
(ii) Immunizations. The standard
specified in § 170.207(e)(2);
(iii) Cognitive status;
(iv) Functional status; and
(v) Ambulatory setting only. The
reason for referral; and referring or transitioning provider’s name and office contact information.
(vi) Inpatient setting only. Discharge instructions.
	
	
	What criteria should be added to the next phase of EHR Certification to further facilitate healthcare providers’ ability to switch from using one EHR to another vendor’s EHR?
	Primary- Privacy and Security WG
Secondary- Clinical Operations WG, NwHIN PT


	COMMENTS:

The question “ What criteria should be added to the next phase of EHR Certification to further facilitate healthcare providers’ ability to switch from using one EHR to another vendor’s EHR?” seems to us to be much broader than simply what additional data standards are needed to facilitate a provider’s decision to move from one EHR to another.  The primary focus should be on migrating EHR “data” so that if a provider chooses to change EHR products, the integrity of patient data will be preserved.  However, even considering just the patient data, it is unclear exactly what data elements should be exported and imported.  Also note that the current criterion addresses only “export” of patient summaries; a corresponding criterion is needed for “import.”  Deciding what data elements must be migrated always will involve trade-offs between sufficient and perfection.  We recommend the ONC support work to define a CDA template specifically for the purpose of exporting and importing data from one product to another.  In addition to patient data, other types of data that may need to be migrated include administrative data, provider data, user roles, access roles, and clinical decision support rules.  Providing a complete answer requires more in-depth analysis that could be accomplished within the framework of an S&I Framework activity on this topic.  





In addition to the questions above, the HITPC would also appreciate comment on the following questions.

	ID#
	Questions
	HITSC/WG Assignment

	MU03
	To improve the safety of EHRs, should there be a MU requirement for providers to conduct a health IT safety risk assessment?  Are there models or standards that we should look to for guidance?  
	Primary- Implementation WG
Secondary- Privacy  and Security WG, Clinical Operations WG


	COMMENTS:

We think it would be reasonable and useful to include a MU requirement for providers to conduct a health IT safety risk assessment.  We believe safety should be an integral component of a more comprehensive health IT risk assessment, that also includes security.  However, the primary methods used for safety risk assessment (e.g., fault-tree analysis, reverse Petri-net analysis) are geared toward devices and control systems and would not be appropriate for EHR systems.  Safety risk assessment for EHR technology would be similar to security risk assessment, except it would be driven by hazardous conditions that threaten human lives vs. threats to information confidentiality, integrity, and availability.  Unfortunately, HIPAA risk assessment addresses only risks associated with the security of PHI, and much of the data related to patient safety, such as clinical guidelines and clinical decision support rules, do not involve PHI.  We suggest including a general MU requirement to perform safety risk assessment in Stage 3 and to allow the standards and certification criteria to evolve over time. 



	MU04
	Some federal and state health information privacy and confidentiality laws, including but not limited to 42 CFR Part 2 (for substance abuse), establish detailed requirements for obtaining patient consent for sharing certain sensitive health information, including restricting the recipient’s further disclosure  of such information. 
1. How can EHRs and HIEs manage information that requires patient consent to disclose so that populations receiving care covered by these laws are not excluded from health information exchange? 
1. How can MU help improve the capacity of EHR infrastructure to record consent, limit the disclosure of this information to those providers and organizations specified on a consent form, manage consent expiration and consent revocation, and communicate the limitations on use and restrictions on re-disclosure to receiving providers?
1. Are there existing standards, such as those identified by the Data Segmentation for Privacy Initiative Implementation Guide, that are mature enough to facilitate the exchange of this type of consent information in today’s EHRs and HIEs?
	Primary- Privacy  and Security WG
Secondary- NwHIN PT

	COMMENTS:

WS: 
· Question 1 – While the work being done by the S&I Framework Data Segmentation Initiative is promising, the overall metadata tagging approach for sensitive health information is not, in my opinion, ready for adoption as a required method for segmenting and sequestering information.  Further specification development, vocabulary/terminology refinement, proof of concepts, testing and pilots need to be done to demonstrate that 1) the standard and its related terminology is solid and comprehensive; and 2) that the approach is scalable across the EHR marketplace.  Tagging at the document level might be the most feasible approach at this point in time.  Tagging at individual data element, and then loosing critical contextual information that define whether or not an element is (or should be) subject to segmentation is still an unanswered question.   Recommendation: Formal pilots with several provider organizations that have different EHRs should be funded to specifically test the ability to identify sensitive information in documents being intended to be exchanged, tagging the document, exchanging the document, and having the entity receiving the document ‘persist’ the tagged information for future use/redisclosure.
· Question 2 – MU must avoid defining privacy/consent policy by directing EHR systems to meet capabilities for which defined policies have not been established.  Nor should there be an assumption that an EHR capability that has been develop to specifically meet a define, narrow privacy policy (for example, 42 CFR Part 2) should be extended to apply to all situations related to the disclosure of health information.  Having said that, EHRs should have the capability to record electronically consent choices, where those are required to be offered by regulatory policy or organizational policy, and to carry them through.  
· Question 3 – While there are standards today that allow for capturing, tagging, and executing consent choices electronically, I do not believe they are either will understood, widely adopted, or implemented beyond a few instances in the marketplace.

DBB:  I think an effective solution can be achieved through the combined use of metadata tagging of special categories of information and the management of patient permissions through a service interface.  The PCAST Report suggested a solution similar to what is needed, but in my opinion did not fully recognize the legal requirement for providers to retain a copy of data that served as the basis for clinical decisions.  How I envision this working is that the organization that generates the data would attach appropriate metadata indicating special categories of information that by law require special protections.  These categories could be the superset of all special categories that require protection by state and/or federal law.  HL7 sensitivity codes could be used for this purpose.   Of course, as with any exchange, the holder of the information would then need to conform to the state policy under which it operates.   The second part – management of consumer preferences through a service – would enable a consumer to select who they wanted to hold their permissions (in most cases, this would probably be their primary care provider or HIE), and then would enable the consumer to provide a pointer to that service instead of having to fill out a form each time he/she received care from another provider.  The service provider would manage each consumer’s permissions, including notifying the consumer when their permissions needed to be renewed.  Then, whenever a data holder received a request for an individual’s health information, he or his EHR could just query the service to determine whether the consumer had authorized the requested use or access. Consent revocation and communicating limitations on re-disclosure would be addressed by the fact that before any holder of a consumer’s information could make it available to another party, the holder would need to query the service for the permissions currently in effect.  In this way, the service would be responsible for managing permissions, and the holder of information would be responsible for managing data in compliance with the permissions in force at any given time.  This approach would greatly simplify the consent process for consumers, and also would make it much easier for them to understand and keep track of the permissions they had selected.  It also would reduce cost and risk for providers.  The service could be accessed using a secure REST protocol or the eHealth Exchange protocol.  Permissions could be exchanged using the XACML standard.


	MU06
	What can be included in EHR technology to give providers evidence that a capability was in use during the EHR reporting period for measures that are not percentage based.  This capability will need to support measures that occur in all stages of MU (e.g. there are yes/no measures in stage 1 that still need to be supported).  Are there objectives and measures that should be prioritized to assist providers in showing that the capability was enabled during the reporting period?
	Primary- Implementation WG
Secondary- Clinical Operations WG, Privacy and Security WG


	COMMENTS:

WS:  I can only think of potentially developing and implementing EHR audit-trail processes and methodologies to monitor, document and demonstrate that a capability required under MU was indeed ‘activated’ and in use during the reporting period.

DBB:  I believe most care-quality measures are percentage based.  So this question probably most relates to measures relating to health information exchange and public-health reporting.  The accounting of disclosures should serve as “proof” for both of these.  In my opinion, anything more than this crosses over from meaningful use reporting into service distraction.
[bookmark: _GoBack]
JFM;  No comment.

PNK:  No comment





II. Privacy and Security 
In September 2012, the HITPC recommended that EHRs should be able to accept two factor (or higher) authentication for provider users to remotely access protected health information (PHI) in stage 3. [footnoteRef:1] This included recommending that organizations/entities, as part of their HIPAA security risk analysis, should identify any other access environments that may require multiple factors to authenticate an asserted identity, and that organizations/entities should continue to identity proof provider users in compliance with Health Insurance Portability and Accountability Act (HIPAA). The HITPC would like input on the following questions related to multi-factor provider authentication:  [1:  Remote access includes the following scenarios: a) Access from outside of an organization’s/entity’s private network; b) Access from an IP address not recognized as part of the organization/entity or that is outside of the organization/entity’s compliance environment; and c) Access across a network, any part of which is or could be unsecure (such as across the open Internet or using an unsecure wireless connection).
] 


	ID #
	Questions 
	HITSC/WG Assignment

	PSTT01
	How can the HITPC’s recommendation be reconciled with the National Strategy for Trusted Identities in Cyberspace (NSTIC) approach to identification which strongly encourages the re-use of third party credentials?  
	Privacy and Security WG

	COMMENTS:

WS: While I believe the HITPC recommendations and the NSTIC approach are complementary and not incompatible, I believe expecting to implement NSTIC recommendations by the time MU 3 comes around is too soon and potentially risky, given the rapid evolution of authentication and authorization technologies.  This should be a ‘Future Stage’ consideration.

DBB:  An NSTIC-compliant token can be one of the two factors required for authentication.  

JFM:  The use of trusted-third party credentials is a deployment choice that is not necessarily in conflict with MU or Healthcare best-practice.  There are indeed some third-party credentials that would be deemed unacceptable to healthcare. The identification of credentials and the capabilities of these credentials is part of NSTIC. Thus there is good harmony between the efforts of MU and the efforts of NSTIC. Further there are workgroups within NSTIC that are working on healthcare use-cases, there are many (including myself) that are involved in these NSTIC efforts. There is hopeful optimism and measured skeptism being applied appropriately.  I think that NSTIC output will be best integrated beyond MU3. I don’t think that there is sufficient progress in NSTIC to include in MU3.

PNK:  By utilizing web-centric secure credentials, 2-factor-authentication could be scalable and sharable between systems. Stating re-use as a requirement would be encouraged to assure that vendors would establish that capability, and would enhance the workflow for providers who cross between disparate systems.



	PSTT02
	How would ONC test the HITPC’s recommendation in certification criteria?  
	Primary- Privacy and Security WG
Secondary- Implementation WG

	COMMENTS:

WS: See response to PSTT01.  But, if there is criteria to be tested regarding multi-factor authentication, then there should be a well-defined set of scenarios or use cases regarding verification, authentication and authorization to test against.

DBB:  Assure that EHR technology has the capability to:  1) be configured to require two factors under specified conditions before the user is allowed to perform the requested action (e.g., login remotely, order controlled substance) and 2) detect the specified conditions and confirm identity using at least two factors before allowing the requested action to be performed.

JFM:  The specification of Interoperability Standards is critical to testability. Interoperability Standards does not it-self assure success. Regional specifications, such as those in MU and NwHIN-Exchange, add regional policy decisions to the specifications.

PNK:  I don't know if there are yet standards for sharable authentication (need to check with NIST) but if so, require those standards be followed and test per the standards criteria. If no such standards exist yet, would recommend establishment of such standards as a priority and slate for Stage 4.



	PSTT03
	Should ONC permit certification of an EHR as stand-alone and/or an EHR along with a third party authentication service provider? 
	Privacy and Security WG

	COMMENTS:

WS: Yes.  But clear use case scenarios for these options should be defined.

DBB:  ONC should permit certification of an EHR that implements all of the required privacy and security features.  ONC should also permit certification of an EHR that uses 3rd-party security services to meet the required privacy and security requirements – including but not limited to authentication.  For example, an EHR also should be able to use a 3rd-party audit service, de-identification service, or encryption service.

JFM:  
· MU3 needs to recognize the use of third party software better. Not just in the case of authentication. Interoperability Standards are critical to this. For example with third-party authentication services one must leverage an interoperability specification such as PKI, LDAP, Kerberos, SAML, or oAuth. These standards are important, but as standards they are broad and support many variations. Thus these standards are not sufficient and thus an international profile and sometimes a regional profile are necessary.  
· For example certificates for the use of Direct are currently being profiled by organizations such as DirectTrust. The resulting profile is important to some use-cases. In this case the DirectTrust profile helps assure that the resulting certificate carries sufficient policy backing.
· Another example is the profiling of SAML assertions found in the MU2 Transport (c). This profiling of SAML assures that the identity carry with it sufficient attributes about the individual and also statements about the context of the transaction (purpose Of Use).

PNK:  Either should be allowed, so long as standards are followed. Would recommend different levels of authentication/identity proofing (IDP) based on role. For example, physicians, mid-level providers, and possibly clinical staff with full access and write/edit capabilities should have IDP to at least NIST Level 3, while non-clinical staff without write/edit capabilities might more appropriately have IDP to NIST Level 2. Certainly non-clinical staff without access to any clinical data (scheduling, etc.) would not needs as stiff an authentication as a provider. With fully sharable authentication, however, undergoing tri annual IDP to NIST Level 3, even for nonclinical staff, should not be a major burden as this becomes more scalable and costs come down. As an example, a nurses aide who works for an agency could undergo such IDP through the agency. Each hospital or care facility where that caregiver works would accepts the authentication that is shared, and if the person went to another agency, they would not have to undergo repeat IDP (until expiration of their credential). NIST is working on 800-63-2 which should allow hospitals to provide Level 3 IDP through the medical staff office (which completes a very extensive identity proofing on each physician); however, a contingency should be included in case 800-63-2 is not promulgated or does not include this: IDP for physicans and mid-level-provider to appropriate level for 2-factor authentication would match the DEA requirements in their Interim Final Rule for ECPS (not a strict "NIST Level 3"). NIST criteria would be preferable if available.





In addition to considering provider user authentication, the HITPC has assessed the success of the security requirement included in Stage 1 of Meaningful use and is looking for feedback on the logical next steps.  In Stages 1 and 2 of Meaningful Use, EPs/EHs/CAHs are required to attest to completing a HIPAA security risk analysis (and addressing deficiencies): In Stage 2, they are required to attest to specifically addressing encryption of data at rest in Certified EHR Technology.   

	ID #
	Questions 
	HITSC/WG Assignment

	PSTT04
	What, if any, security risk issues (or Health Insurance Portability and Accountability Act (HIPAA) Security Rule provisions) should be subject to Meaningful Use attestation in Stage 3?  For example, the requirement to make staff/workforce aware of the HIPAA Security Rule and to train them on Security Rule provisions is one of the top 5 areas of Security Rule noncompliance identified by the HHS Office for Civil Rights over the past 5 years.  In addition, entities covered by the Security Rule must also send periodic security reminders to staff.  The HITPC is considering requiring EPs/EHs/CAHs to attest to implementing HIPAA Security Rule provisions regarding workforce/staff outreach & training and sending periodic security reminders; we seek feedback on this proposal.  
	Primary- Privacy and Security WG
Secondary- Implementation WG

	COMMENTS:

WS: I don’t think there should be any other HIPAA Security Rule issues subject to MU.  They all should continue to be done through the HIPAA process (risk assessment, reasonable and appropriate implementation, etc).  Most of these additional HIPAA Security Rule items are internal operational/workflow activities.

DBB:  The strongest indicator of an entity’s ability to protect information is the organizational culture.  If security is a core value of an organization, it will be reflected in the work environment (e.g., posters on the walls, reminders on desks), how they train employees, and how they sanction employees who violate security policy.  I suggest requiring attestation in all three of these areas.   Also, given the number of reported breaches that involve mobile devices and removable media, I think it would be reasonable to require that any removable media (including back-up tapes) be encrypted when outside the protected environment, and that all laptop computers be configured with full-disk encryption.

JFM:  Isn’t it sufficient that they are already required to be compliant with HIPAA? Might HIPAA defects be simply counted against MU ?  

PNK:  No comment




Feedback on standards for accounting for disclosures would also be appreciated.  Accounting for disclosures, surveillance for unauthorized access or disclosure and incident investigation associated with alleged unauthorized access is a responsibility of organizations that operate EHRs and other clinical systems. Currently, the 2014 Edition for Certified EHR Technology specifies the use of ASTM E-2147-01. This specification describes the contents of audit file reports but does not specify a standard format to support multiple-system analytics with respect to access.  The HITPC requests comment on the following related questions:

DBB:  These questions are a bit confusing because this introductory paragraph starts out asking for feedback on accounting of disclosures and then switches topics to audit reports.  Audit logs capture activities within the system, but do not capture all of the information elements required for an accounting of disclosures.  In fact, the standard cited (ASTM E-2147-01) addresses audit logs and disclosure logs in two separate sections.  It looks to me like the questions relate primarily to audit.  


	ID #
	Questions 
	HITSC/WG Assignment

	PSTT05
	Is it feasible to certify the compliance of EHRs based on the prescribed standard?
	Privacy and Security WG

	COMMENTS:
WS: Yes, I believe it is feasible to test/certify the functional compliance of EHRs to the ASTM E-2147-01 standard.

DBB:   Yes, Section 7 of ASTM E-2147-01 contains a succinct list of data elements that must be included in an audit log, and Section 8 contains a succinct list of data elements that must be included in a disclosure log.  

JFM:  
· E2147 is a functional specification that can be tested. 
· However certification against an Interoperability Specification that is based on E2147 needs to be recognized as compliance. The IHE-ATNA specification is based on E2147 and is designed to be encompassing. Thus compliance to IHE-ATNA should be viewed as compliance to E2147. Compliance does need to be carefully defined as IHE-ATNA splits the functionality in E2147 into two roles. There is the role of the system that identifies that an auditable event has happened which is a trigger to record the attributes identified in E2147. The other role is the one that receives all of these audit records (logs) and is thus responsible for the alerting, alarming, filtering, sorting, and reporting. This is the prime functionality added by IHE-ATNA over E2147, the separation of these functionalities with an interoperability specification. This IHE-ATNA functionality is however not needed by all organizations, as a small organization might be better served by a self-contained system while a large organization would be better served with a distributed system that is enabled by IHE-ATNA.
· Any CEHRT claiming IHE-ATNA should still be required to prove that it does indeed detect the appropriate auditable events and does indeed convey the proper event description utilizing IHE-ATNA.
· Any Audit Repository claiming IHE-ATNA should still be required to prove it is compliant to the maintenance, reporting, and alerting criteria.

PNK:  No comment


	PSTT06
	Is it appropriate to require attestation by meaningful users that such logs are created and maintained for a specific period of time?
	Privacy and Security WG

	COMMENTS:
WS: Yes, it would be appropriate.

DBB:  Yes.

JFM:  
· This is an operational decision that is specific to their operational requirements under HIPAA Privacy, Medical Records Regulations, and Good operational practices. 
· It is not clear what additional benefit is gained through double-dipping on these requirements.
· Is there a specific poor-practice that has been observed across the marketspace? If so, then lets understand the poor-practice and the driving factors.

PNK:  how complex is the log? How time-consuming to create and maintain? Federal agencies are notorious for underestimating the amount of work for such things, and if an 8-provider practice needs to hire an additional employee to maintain such a log, I wouldn't require attestation. Better would be to generate a simpler log standard—and add that to ASTM E-2147-01 or create a new standard that does not leave areas unspecified. I do not think it should be left up to the vendor to figure out what will satisfy this requirement unless further guidance is provided.  



	PSTT07
	Is there a requirement for a standard format for the log files of EHRs to support analysis of access to health information access multiple EHRs or other clinical systems in a healthcare enterprise?
	Privacy and Security WG

	COMMENTS:

WS: While having a standard format for log files would be beneficial to facilitate the analysis of access to health information, the requirement should focus on the ability of the EHR technology to produce the necessary information that supports this type of analysis per-se, and not necessarily on the format of files.

DBB:  No, we have no requirement for centralized, enterprise-wide audit review, which is the only reason one might consider a standard format.  As I’ve noted in other comments, I believe a regulation should dictate “what” is required, but leave the “how” up to product developers and implementers.  Further, even if we had a standard format for EHR logs, the audit logs generated by the operating systems, DBMSs, integration engines, etc. would not conform to that standard.   Also, we would need standard coding for the audit data elements.  Traditionally, each system’s audit logs are reviewed independently, generally using freeware and tools provided by the product vendor along with the product.  Intrusion-detection products can be used to normalize audit data across multiple systems (including OSs, DBMSs, etc.) for enterprise-wide analysis, if desired.   But use of intrusion-detection solutions should be an operational decision.  However, standards for content and coding may be appropriate for accounting of disclosures since the logs will likely contain information collected from EHR applications (as opposed to infrastructure components).  
JFM:  
· The format of the logs should not be the focus of regulation or even guidance. The focus should be on WHAT the result is, not in HOW one obtains that result.
· As stated above IHE-ATNA does define how one would format an audit event for communication to an audit record repository. But this specification is an interoperability specification and does not impose a format of the resulting database.  The format of the log files will change over time as technology changes and as use-cases are developed and operationalized. 
· Focus should be on the criteria to be recorded and the resulting responsibilities to use that record.  
· IHE ATNA does target the environment where there are multiple systems used, and thus multiple systems would be generating audit logs. By moving these audit logs, in near-realtime, to a central (or distributed) location, the work of analysis can be focused. This focus can thus be specific purpose software and restricted to authorized workflows. The short-term and long-term management responsibilities of a security audit log is very different than for a medical record, thus it is logical for large operations to use specific tools. Note that the standards used by IHE-ATNA are not unique to healthcare, and thus the adoption of IHE-ATNA can benefit from technology created outside of the healthcare.
PNK:  Don’t know


	PSTT08
	Are there any specifications for audit log file formats that are currently in widespread use to support such applications?
	Privacy and Security WG

	COMMENTS:

WS: Yes, there is ISO 12052, which specifies the IHE-ATNA profile.  There are also ASTM E2147 – 01 (Standard Specification for Audit and Disclosure Logs for Use in Health Information Systems); IETF RFC 3881 (Security Audit & Access Accountability), and DICOM (Supplement 95).

DBB:  There have been multiple efforts to develop a standard format, including HL7, DICOM, and IHE, but none are in widespread use.  The IHE Audit Trail and Node Authentication (ATNA) profile calls for centralized audit review and recommends RFC 3881 as a schema, but RFC 3881 is “informational” only and not on a path toward becoming an IETF standard.

JFM:  Same comments as provided to PSTT08.

PNK:  Don’t know




ADDITIONAL COMMENTS:
1. (DBB) Re SGRP 120:  Stage 2 requires that notes be “signed” – but 2014 Edition certification criteria do not include digital signature.  Suggest adding support for digital signatures in 2016 edition.



