Transport and Security Standards Workgroup (TSS WG) 
Comments for the Draft Interoperability Roadmap
Draft Comments for Sections E, F & G

Specifically Charged Questions from the Office of the National Coordinator for Health Information Technology (ONC)

[bookmark: _GoBack]Section E – Ubiquitous, secure network infrastructure: Enabling an interoperable, learning health system requires a stable, secure, widely available network capability that supports vendor-neutral protocols and a wide variety of core services.

1(a) What should the federal government (specifically) focus on first to move towards a uniform approach to enforcing cybersecurity in healthcare (keeping HIPAA and CEHRT Rules in mind and possible new cybersecurity legislation)?
DRAFT Response:  
The Transport and Security Standards Workgroup (TSS WG) recommends that ONC partner with NIST, OCR, other federal agencies, and industry stakeholders in several ways to address a uniform approach to enforcing cybersecurity in healthcare. 
· First, ONC should work to advance a consistent trust framework across the health IT ecosystem. 
· Second, ONC should endorse a set of appropriate baseline security controls that are uniformly applied to all health IT technologies that enter the ecosystem.
· Third, ONC should work with industry to accommodate a diversity of emerging health IT technologies across infrastructures within the health IT ecosystem. Health IT infrastructures must be flexible, in that they should permit any certified health IT solution to operate within the ecosystem. 
· Fourth, ONC should provide guidance on proper governance in cybersecurity, which is essential for building trust and security throughout the ecosystem. Finally, the ONC should bring together federal, state, and industry stakeholders to address the goal of reducing variations in cybersecurity enforcement.
Discussion points captured from workgroup members (March 11):
· ONC should work to “accommodate” diverse emerging health IT within the ecosystem, not just “acknowledge” its existence
· Discard the term heterogeneity (prefer diverse)
· Insert references to NIST and OCR (enforcement); standards set forth in NIST publications are helpful; one member noted that some healthcare devices are still offered without the most basic security
· NIST: credible source that allows a level playing field (although a concern that NIST is quite federally focused and most healthcare industry players are not obligated to follow NIST publications)

1(b) Are there frameworks, methodologies, incentive programs, etc. that the healthcare industry has not, but should, consider?
DRAFT Response:  
ONC should consider the following in further establishing trust across the health IT ecosystem:
· First, ONC should consider including The National Strategy for Trusted Identities in Cyberspace (NSTIC) Trustmark, PCI, and ISO as possible frameworks for establishing electronic trust among healthcare organizations across the Internet.  
· Second, cybersecurity needs to be considered for both enterprises and for interconnections among enterprises.   
· Third, the healthcare industry needs a minimum set of standards and metrics for measuring the strength of security protections.  A number of “minimum standard sets” exist and can be drawn from.  These include, but may not be limited to:  OCR’s minimum standards for control areas, the CAB-forum Baseline Requirements, and the questions asked by cybersecurity insurance companies and financial auditors.  
· Fourth, the existing security control frameworks (including NIST’s cybersecurity framework*) should be considered for alignment and guidance when gaps occur.
*http://www.nist.gov/cyberframework
Discussion points captured from workgroup members:
· Should we mention PCI, SOX, etc. Not necessarily cybersecurity? Should we consider others?
· HITRUST is also a common security framework – advantage that healthcare industry is not one size fits all (small hospital, large, payer, research or academic institute, etc.)
· Purpose of HITRUST is to support interoperability
· What about ISO 27000 audits?
· One issue with this question is that the workgroup may be unaware of other frameworks that have already been considered
· Two types of framework questions:
· Framework to establish levels of trust in one another (more esoteric)
· Framework to interoperate with one another (bit level specific)
· Not exactly clear whether ONC is asking for a framework for a specific entity or for connections
· Other than HIPAA, there are no metrics for determining how strong cybersecurity is; HIPAA is treated more like a checklist than a flexible framework
· There is a need for metrics to measuring the strength of an organization’s cybersecurity; 
· There can be generally agreed upon universal principles
· Suggestion: recommend OCR identify minimum standards for control areas (type of encryption, when, etc.)
· For a starting point, look at CAB forum (standard for eCommerce); documentation for network and security controls; cover all principles that orgs should consider re: malicious activity
· CA and Browser Forum (CABforum.org)
· EV standard for SSL certificates
· Cybersecurity insurance companies ask particular questions
· Assumption is that applicant is doing these things
· Auditors ask the same questions as insurance companies
· Consider using these cybersecurity questions from insurance firms as a basic starting point
· OCR is usually reluctant to specify minimum standards re: HIPAA; 
· If we don’t have federal agencies working together, sanctioned by OCR/HHS, then hard for a CIO to comply with minimum standards
· But a key tenet of the HIPAA Security Rule was to offer organizations flexibility based on their environment and threats, not to define specific minimum standards
· Making this recommendation is part of ONC charter; ONC could recommend where OCR might not
2) Are there other gaps (aside from lack of policies and guidance for implementing encryption) in technology and standards for encryption?
DRAFT Response:  
· ONC should work with OCR, other federal partners, and industry stakeholders to address the following three issues related to technology and standards for encryption. 
· First, ONC should provide guidance on encryption key lifecycle management. 
· Second, ONC should provide guidance on a method for encryption key escrow recovery. 
· Third, ONC should publish guidance on key oversight and authorization, addressing the people or entities that maintain access to encryption keys. 
· Finally, ONC should also consider providing guidance on a minimum set of encryption requirements for health IT (i.e., medical devices, systems, and software) used to store and access protected health information.

Discussion points captured from workgroup members:
· Ensure term “encryption key” is used rather than simply “key”
· Beyond keys, ensure the same rules apply for everybody
· There are medical devices that are not even HTTPS; important to define a standard playing field (minimum requirement)
· Need a defined set of minimum requirements

Section F – Verifiable identity and authentication of all participants: Legal requirements and cultural norms dictate that participants be known, so that access to data and services is appropriate. This is a requirement for all participants in a learning health system regardless of role (individual/patient, provider, technician, etc.) 
1) What ID proofing and authentication standards, policies, and protocols can we borrow from other industries? Is healthcare that different from banking, social media, or e-mail?
DRAFT response:
· First, ONC – together with OCR, other federal partners, and industry stakeholders – should consider following the National Strategy for Trusted Identities in Cyberspace (NSTIC) program closely and pull from existing pilots, where applicable.
· Second, ONC should consider providing guidance on the use of third-party identity proofing services.
· Third, ONC should work in conjunction with NIST regarding the pending changes in NIST 800-63 version 2
· Fourth, ONC should endorse the use of a trusted Internet identity that may already be used by many individuals for everyday aspects of life such as shopping, banking, etc.
· Although good cybersecurity best practices can be applied similarly across different industries, ONC should acknowledge that because of the type of data used in the healthcare industry, healthcare is notably different from banking, social media and email. Credit cards can be replaced, and new e-mail accounts can be generated, but deeply personal genetic or treatment information cannot be discarded once it is revealed. Therefore, because some harms may be irreparable, health information deserves a higher level for standard of care safeguards.

Discussion points captured from workgroup members:
· Banking
· 2 factor authentication is used
· Levels of certification, compliance, key management
· Real estate transactions
· Higher level of ID proofing
· But neither banking, social media, e-mail get us to where we want to go
· Knowledge based ID proofing only for some banks
· NSTIC pilot
· Pilots looking at use of third-party identity credentials
· Model is moving toward NSTIC identity proofing, there may be a potential to use third-party credential; “model” for the ecosystem and model for multifactor credential
· 
· Consider the e-commerce ecosystem
· Methods for identity proofing are evolving
· Most of what is happening in the identity space driven by NSTIC
· Department of commerce and NIST are sponsors
· Each industry is looking at NIST and interpreting what it must do
· Consider evaluating how other industries are implementing NIST
· Specifically, look at pilots underway
· Recommendation: rephrase the question so that clear and informative; new technologies being created in an ecosystem that is evolving
· What is NSTIC program is doing is being carried forward by different industries; look at what industries are doing to implement NSTIC principles
· Several countries have identity processes that are more sophisticated; infrastructures already in place; US is doing this because behind
· NSTIC initially a white house initiative
· Credential ultimately managed by an individual
· Healthcare is different
· Money in bank v. data for patients; huge liability if lost patient data (healthcare has no FDIC)
· People don’t want financial information to be used to prove health identity; same goes with social media used as a basis for ID proofing
· Want to emphasize a federated model; if people have authenticated and satisfy the level of trust, then should be able to use it; if people authenticated from someone in healthcare, they should be able to take the credential elsewhere
· Focus on level of rigor when bind an identity to the token (not about the sophistication of the token)
· Also important to understand mapping between industries
· Industry A calls the standard “A”
· Healthcare calls the same standard “1”
· Moving towards “components of trust” rather than levels of assurance (LOA); NIST is redoing this
· Area for consistency 
· May resolve itself. E-commerce people will begin to want to use credential in healthcare

Section G – Consistent representation of permission to collect, share and use identifiable health information: Though legal requirements differ across the states, nationwide interoperability requires a consistent way to represent an individual's permission to collect, share and use their individually identifiable health information, including with whom and for what purpose(s). 

1) What standards should we put forward in the 2016 standards advisory for basic choice?
Draft Response
· Time did not permit a full discussion; this question will be reviewed at the next TSS WG meeting on March 25, 2015

Discussion points captured from workgroup members for the first question only in section G:
· Clarify that basic choice and granular choice will not override state laws
· Real need to communicate that there are other reasons for granular choice (other than blocking data from a doctor); decide to share data for specific research by specific institutions
· Consider existing standard for basic choice  eSign law; look to guidance and controls around electronic signatures; one aspect of basic choice
· Standards to enable consent to be captured, used, and exchanged electronically
· Get away from scanned document
· ISO has standards for consent
· HL7 has some standards
· Recommend: standard of education and awareness around consent/permission


2) How much work should ONC be doing on other standards while clarifying permitted uses?  If standards development needs to be done, what should we be working on (DS4CDS v. DS4P v. something else)?
Draft Response
· Time did not permit a full discussion; this question will be reviewed at the next TSS WG meeting on March 25, 2015

Discussion points captured from workgroup members:
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