1. Several groups have commented that the JASON report misrepresents the current EHR / HIE / MU environment.  Please comment on what you think the JASON report got wrong about the current environment.

[Arien]
Three clear misrepresentations:
1. That Direct + C-CDA represents “electronic faxes of page-formatted documents” rather than electronic transmissions of structured, parseable health content, with certification criteria for electronic reconciliation of received information
2. [bookmark: _GoBack]That current policy does not address patient engagement: VDT provides patient ability to view, download and transmit structured health information
3. Report does not address other aspects of interoperability, such as laboratory results exchange, electronic prescribing, terminology standards, and other capabilities that deliver true information exchange
4. Report addresses capabilities of the health information exchange ecosystem beyond the confines of MU2 only in a cursory way

[Deven] My first impression was that the recommendations are premised on a faulty presumption:  That patients own the record.  This seems to reflect a fundamental misunderstanding of why providers create medical records and what purposes they are designed to serve.  A medical record of a provider is essentially a business record – formed to enable providers to give good care to their patients, to document the processes of care to also provide defense in the event of a liability claim, and, probably most importantly, to support payment for care.  Even in the few jurisdictions that I understand have declared the patient to be the “owner” of the provider’s medical record, the provider has such substantial rights with respect to that record that it hardly looks like the patient really owns the record.  

This is the primary reason why most medical privacy laws in the U.S., including HIPAA, adopt more of a data stewardship model, allowing the provider to use and share the information for multiple purposes consistent with the “business” of being a provider, but, in recognition of the sensitivity of the data and the patient’s strong privacy interests, providing significant rights to patients w/r/t access and the right to authorize certain uses and disclosures.  
The fact that the medical record is a business record also carries with it significant interests in data as a business asset of the provider. 

The model proposed in this report makes this data much more easily accessible (subject only to patient permissions), which morphs at least the “outer software layer” of medical records into arguably more of a public utility.  

This is not necessarily a bad thing.  A significant obstacle to data sharing can be attributed to discomfort about sharing business assets.  (Privacy plays a role as well (but frankly, if there are clear business interest in sharing, privacy rules generally do not create obstacles to that sharing – with some exceptions).)  Treating the outer layer of a medical record more like a public resource could help overcome those hurdles.  But this is a radical cultural shift – and one that doesn’t just get fixed by trying to mandate a technological approach.  (Even if one could produce this change through technology mandates, it’s not clear to me that the resources available in Stage 3 and beyond (in the form of penalties) are set at a level that could achieve it.

· [David Mc] Inadequate attention to advances made in MU2, especially around exchange of structured data embedded in CDA documents, via Direct and/or XDS/XCA.  They don't acknowledge the progression that MU has introduced. 
· Inadequate awareness of EHR ability to "reconcile" structured data out of a CDA into the summary record (MU2). We have come far beyond "fax machine" capabilities.
· They seem to equate EHR to being a simple data repository, completely neglecting the other complex functions that EHRs perform (workflow, orders management, CDS, etc.) To suggest that "migration from legacy systems" is necessary is shortsighted and wrong.
· Neglects the importance capacity of documents for their ability to "snapshot" an integrated view of a patient, at a point in time.  A discrete-only approach could lose the important integration that a document approach uses.  Clearly we need both kinds of interop – document, and discrete
· Flawed assumption that a patient "owns" their data — the complexity and nuances of the real world is lost to the JASONS.  So, they recognize the importance of patient control over their PHI, but they don't acknowledge the many other legally mandated uses that the patient does not have direct control over (HIPAA TP&A exemptions, etc.)
· Inadequate attention to those HIEs that are already exchanging structured data (Indianapolis, Oklahoma, etc.)
· They mention the PCAST report, but provide no insight on why those recommendations have not been more widely accepted.  They then proceed to offer similar recommendations.
· The JASONS seem to think that the current environment doesn't understand how to use cryptography, or how to properly manage crypto keys.  This is not true.
[Larry Garber] The data that they referenced was 5+ years old.  On page 14 they say:
“Evidence that the widespread use of EHRs and HIEs actually improves the quality, safety, or efficiency of health care in the US has been slow to accumulate. This lack of evidence is partly attributable to slower-than-anticipated adoption rates of computerized HIT systems, especially among small health care organizations and individual providers [2,3].”

And here are those references that were cited:
2. Ford EW, Menachemi N, Phillips, MT (2006) J. Am. Med. Inform. Assoc. 13:106–112.
3. Ford EW, Menachemi N., Peterson LY, Huerta, TR (2009) J. Am. Med. Inform. Assoc. 16:274–281.

Similarly, the report says on page 18 “Most patients still cannot gain electronic access to their health information.”  This of course is either wrong or deceiving.  Because of the MU program, most patient CAN access their health information electronically.  In our experience, less that 50% choose to do so.

On page 15, they say:
The user interface is not up to modern standards and there is little incentive to improve this situation. As a result of most current EHRs being part of a closed, vertically integrated system, there is limited interoperability. 
Both of these statements are nonsense, and are presented with no supporting evidence.

On page 40, they say “Although current efforts to define standards for EHRs and to certify HIT systems are useful, they lack a unifying software architecture to support broad interoperability.”  However they provide no evidence to support this statement.  They imply that EHRs, beyond their interfaces, need to have standard data structures.  In fact, JASON goes on to say that we need standardized EHR storage and interfaces when they say on page 20:
“One route to an interoperable solution is via the adoption of a common mark-up language for storing electronic health records, and this is already being undertaken by ONC and other groups. However, simply moving to a common mark-up language will not suffice. It is equally necessary that there be published application program interfaces (APIs) that allow third-party programmers (and hence, users) to bridge from existing systems to a future software ecosystem that will be built on top of the stored data.”
I would argue that only the edge of EHRs need to be standardized, and that is the approach that ONC’s EHR certification has taken.  In fact they speak little (or none) about existing standards that EHRs support such as IHE profiles for querying information.

I think ONC should take offense to JASON describing their work as a “NEW” architecture on page 3.  Indeed, most of JASON’s principles already exist in ONC’s EHR certification program.

[Josh Mandel] Just a tiny comment: JASON mis-characterizes BlueButton by equating it with personal health record products (HealthVault, Google Health).  BlueButton+ is not a health record technology: it's a patient-facing data liquidity play. A way of getting health data out of a provider's system and into... wherever else the patent wants it.

[Arien Malec] One pile-on: MU is a “raise the floor” policy framework (because, while voluntary, it provides a penalty framework that applies to all providers, meaning that it by definition it creates minimal expectations for provider to achieve full levels of reimbursement). We need to assess if FHIR, JASON recommendations, and the like are a “raise the floor” or “raise the ceiling” outcome — if they are “raise the ceiling”, MU may not be the right set of policy levers to apply.

[Keith Figlioli ]– The one add I have here is that the JASON report as well as PCAST reports fail to demonstrate real life examples of their thinking given the current environment. There are a number of examples where APIs and other non MU driven innovation are happening in the industry. We all need to recognize that there are a number of existing APIs that already exists with most vendors and system integrators. We need to build off this work rather than try to create a policy push from the ground up.  


1. What did JASON get right about the current environment – which aspects of their critique do you especially agree with?

	[Arien]
Current EHRs are poorly modular and do not universally allow for an ecosystem of innovation, either on provider side or patient side, not controlled by EHR vendors, EHRs poorly support information exchange for population health or other broader research purposes.

[Deven] That the current architecture does not easily create a technical pathway to more robust interoperability.  

· [David Mc] Awareness that standards-based APIs that support access to discrete data are missing from the current interoperability roadmap
· Awareness that large-scale "observational studies" would add value to the "learning healthcare system", and that current EHR/HIE systems do not readily support these secondary uses.
· Proper focus on the importance of enabling the patient to have increased control over (some) secondary uses of their PHI.  I think the JASON focus on improving the ability for patients to share their data is welcome, given the current focus (DS4P, etc.) on patient ability to restrict data flows.
· Recognition of new and complex data types that will need to be incorporated into EHRs (genomics, etc.)
· The attention to other countries was good, but there was insufficient analysis on how those lessons might apply to their recommendations.

[Josh Mandel] I strongly concur with JASON's assessment that data alone will not "solve" interoperability. APIs are essential!

[Keith Figlioli] - Agree with Josh here as report gets the “North Star” correct in that we need to move towards API ecosystem and ensure future policy direction aligns with this notion 



1. What problems do you believe the JASON report is trying to address, based on their actual recommendations?  Are these the right problems for "a robust health data infrastructure?"

[Arien]
Report is not clear on the business problem the proposed architecture is attempting to resolve. On  a separate email, I noted that there are at least 4 underlying problems that the report discusses, without a great deal of clarity that these are separate problems:

“
1. The cost and complexity in assembling data for population health, clinical research, or other uses that require aggregation across settings and across patients is currently too high to enable broad scale utilization of such methods, and existing methods protect patient privacy in ad hoc, non-standardized ways
2. EHR systems are poorly modularized, impeding innovation of independent technology (mobile or otherwise) not developed and controlled by an EHR vendor, because of the lack of well-supported, standards-based APIs and protocols delivering data on a particular patient
3. Patients are not currently able to use the mobile and other tools of their choice to access data across settings of care for their chosen purposes, because of the lack of sufficient, standards-based protocol enabling such access
4. Providers are not universally able to achieve access to patient data across settings of care, because of the cost and operational complexity of existing standards and protocols
"
[Deven] I think they are trying to solve the interoperability problem – and I think the API approach makes sense for doing that.  I just think the pathway from moving to current EHR systems feels like such a stark departure from where we are currently that I’m not sure ONC has all of the tools to facilitate this change.  

· [David Mc] The strongest focus is on supplying data to the research community.  
· Only secondarily is the focus on the needs of clinical care.  This priority is probably backwards.
[Larry Garber] In defense of JASON, while they were asked to create an architecture for “developing comprehensive clinical datasets, collected in real world environments and accessible in real time, to support clinical research and to address public health concerns”, they were also asked to “what fine-grained analytics should be made available to patients and health care providers to guide health care decisions.”  So while their major focus should have been on de-identified data aggregation and dissemination of evidence-based guidelines, they could have reasonably assumed that they were supposed to also focus on getting patient-identifiable information in the hands of patients and providers.

[Josh Mandel] I saw a stark contrast between the questions JASON was asked to answer and the recommendations they provided. JASON's charge was clearly focused on supporting research activities. But the proposed solutions focused on making data available to clinicians and to patients ("priority should be given to services that make it possible for health careproviders to rapidly access patient clinical information in the near term").

I suspect that achieving this level of patient- and clinician-facing data liquidity is indeed a prerequisite for a well-oiled research environment. But JASON doesn't specifically assert this rationale. 

[Keith Figlioli] – again, I believe the report gets the “North Star” right…we have to be aligned in our thinking that these reports are intended to make us think about the right direction. I do believe these are the right “macro” problems given current state. I also agree that this needs to be much more than research focused but actual clinical delivery as well. 


1. Several of you noted that numerous marketplace activities are already underway that follow the general principles set out by JASON. Please list relevant marketplace activities that already support the general recommendations of JASON. (Alternately posed: Has the market failed to address JASON?)

[Arien]

Referring to the same numbering of problems in the answer to question 3:

1. A variety of population management efforts by companies such as Health Catalyst, Explorys, Cerner, Optum, dbMotion,  i2b2, McKesson, and a number of others, and by larger and smaller health systems. ISSUE: current cost and complexity of data acquisition
2. SMARTonFHIR, HL7 FHIR, various proprietary API platforms. ISSUE: adoption and utilization
3. VDT, as previously mentioned; a variety of efforts to provide “Mint.com” -like capabilities to acquire C-CDAs from VDT portals with the patient’s permission and credentials; BlueButton+; efforts with Epic and Mayo with Apple HealthKit; efforts with a number of organizations and MS HealthVault ISSUE: Scale, cost, use of proprietary platforms
4. CommonWell, eHealthExchange, CCC, Epic Care Everywhere. ISSUE: Scale/adoption, use of proprietary platforms.
 
· [David Mc] HealtheWays (eHealthExchange) and CommonWell are both addressing wide-scale "query" interoperability, though focused on CDA rather than native APIs.
· Numerous regional and state HIEs are successfully exchanging discrete data (Indianapolis, Oklahoma, MassHIE, etc.)
· No mention is made of the numerous other existing research networks are sharing discrete data, via open public tools like i2b2, TransSmart, etc. There is a good list at the QueryHealth S&I site.
· No mention is made of the heavily-funded PCORnet project that will link many dozens of clinical centers and patient advocacy databases, using discrete data.
[Larry Garber] I think John Halamka’s blog covers this well:
1.  Like the PCAST report, which heavily inspired the JASON report, there is a stated need for a common mark-up language for healthcare including controlled vocabularies.    Today, that language is the CCDA and the vocabularies are available from the National Library of Medicine’s Value Set Authority Center.   In the next few years, it’s likely that  Fast Health Interoperable Resources (FHIR) will become the new markup language, given that it is simpler to implement and parse than the existing CCDA.   The work to refine FHIR is already in progress at HL7 and the HIT Standards Committee.   The report distinguishes between the medical “chart” or “record” data verses structured data storage.      There is valuable research work in progress and emerging products to leverage natural language processing, turning unstructured notes into actionable knowledge.

2.  The report notes the importance of application programming interfaces (APIs) to support architectures that are agnostic as to the type, scale, platform, and storage location of the data.   In Meaningful Use Stage 2, the interoperability focus is on push models - sending data from one EHR to another EHR as structured, importable information.   I agree that our next areas of focus should be query/response.  API is  a very general term and Massachusetts  (MassHIWay) has created the necessary RESTful and SOAP approaches to support populating a master patient index, consent/privacy preferences, and real time query of healthcare data.  The MassHIWay is very well aligned with the first phase architecture that Jason recommends as a good starting point to accommodate real-world constraints, per the graphic below.
[image: http://1.bp.blogspot.com/-0cNtXKpgH4c/U3Iilu3Tw2I/AAAAAAAAB9E/KBXhFJK55-o/s1600/jason.png]


3.  The report suggests that all data be encrypted at rest and in motion.   Meaningful Use already requires encryption of data in motion.   HIPAA requires compensating controls for data at rest, one of which is encryption of client devices.

4.  The report describes separation of key management from data management.   The Direct protocol, which is a required part of Meaningful Use Stage 2, implements certificate management to ensure security and data integrity from point of data origin to point of use.   The report describes highly granular consent, enforced with certificates.   That principle is similar to the S&I framework Data Segmentation for Privacy work, which has been codified in HL7 standards.

5.  The report notes that data should be surrounded with corresponding metadata, context, and provenance information.   EHRs typically include time/date stamps, authorship information, and other contextual information with most transactions, so the suggestion is reasonable.

6.  The report suggests that EHR data be represented as discrete data elements (atomic data) with associated metadata.   The Meaningful Use Common Data set for Stage 2 already requires that.

7.  The report  recommends adoption of the “robustness principle”: be liberal in what you accept and conservative in what you send.   The 2015 Notice of Proposed Rulemaking suggests that certification in 2015 include testing of that principle. 

8.  The report identifies a need to support clinical trials and clinical research while also protecting patient privacy.    The I2B2 project, which has been further generalized by the ONC QueryHealth project, is a good start.

[Josh Mandel] I submit that the market has indeed failed to meet JASON's basic recommendations for interoperability. I'll focus on one concrete (but critical) recommendation: APIs. Increasingly we see EHR vendors paying lip service to APIs. But on my view, we're missing several basic signs that these systems are in fact open to innovative third-party apps. Most EHR vendors have not documented and published complete, usable APIs. Practically no vendors host any kind of public sandbox environment where developers can test their apps and integrations, or demonstrate them to potential customers. Among vendors that do pay lip service to "open APIs," most fall crushingly short of delivering on the promise. To pick on a few well-known, public examples:

· Athenahealth talks about opening up APIs, but requires developers to sign a non-disclosure agreement to view the "More Disruption Please" API documentation. I can't determine what features they support.
· Allscripts hosts a developer program that also requires an NDA to view details or API documentation. Again, I can't determine what features they support.
· open.epic.com describes a multitude of standards and use cases. But I could not locate any API specifications, developer docs, tutorials, sandbox, or other signs of an open API.
[Keith Figlioli] – total agree with Josh’s points here and why I believe we need a two part solution to these issues – one part policy focused and another part market focused. It will be very important for this sub-committee as well as ONC overall to pay particular attention to what is happening in the market given how dynamic things are currently. We need to ensure we drive the right policy levers while not inhibiting the innovation that is occurring and will occur around APIs and changing the openness of our HIT systems. I believe the policy levers need to ensure we reinforce the “purity” API model in that we don’t ask marketplace participants to adopt net new technology layers (e.g. HIE technology) but rather make vendor systems create APIs where one system has ability to communicate with another in a “pure” way rather than another layer of intermediary technology (we already have way too much of that in the space today).    


1. Several of you noted that some standardization efforts (e.g. HL7, IHE, S&I) are underway that encompass some of the JASON recommendations.  Please discuss the ones that you think are especially relevant.

[Arien]

HL7 FHIR, work with Oauth2 and OpenID Connect

· [David Mc] The CDA is derided as merely "markup for documents."  This fails the recognize the advances under MU for standardization of most of the commonly used ValueSets
· FHIR is a promising RESTful API coming out of HL7. 
· S&I has several efforts focused on discrete data, most notably the DAF and SDC projects (both of which are considering FHIR as their core)

[Josh Mandel] In my view, JASON's key recommendation is for ONC to define an architecture for interoperability (including APIs for health data). Yes, such an architecture would draw on existing work (including standards work and de facto successful approaches). But I find it misleading to suggest that existing efforts "encompass... JASON recommendations." 

That said, the most relevant work in this space includes:
· Fast Healthcare Interoperability Resources. HL7 FHIR provides a framework for addressing key issues of data representation, API, and provenance.
· OpenID Connect. OIDC provides a standards-based authentication framework
[Keith Figlioli] – see the last part of my comment above in question 4 – we need to be very careful here. Believe FHIR is good but need to ensure that it does not become the next “intermediary” standard that gets versioned in the marketplace like HL7 did. This “purity” API model needs examination by this group and ONC at large.


1. Several have noted that JASON addresses technology barriers but does not give sufficient attention to non-technologic barriers to their vision of "a robust health data infrastructure."  Please comment on non-technological barriers that merit inclusion in our report.

	[Arien] 
Payment reform and other economic drivers to pull, rather than push; creation and establishment of vendor or provider networks such have encouraged the adoption and utilization of standards in other industries (e.g., Visa/MC, ATM networks, WiFi Alliance, WHATWG)

[Deven] See comments above.

· [David Mc] Inadequate attention to the myriad governance issues that have hampered current HIE, which would include negotiations of data rights above and beyond capturing patient wishes, trust frameworks, user identity management standards, etc.
· Inadequate attention to existing legal barriers, such as highly inconsistent and incompatible state privacy laws
· No attention to 42 CFR Part 2 and the complexities introduced by complex mandated limits on data re-disclosure
· Glaring internal inconsistency where the JASONs at one point advocate for total patient control, but at another point say that researchers should have full access to unfiltered data.  This tension is never reconciled.
	[Larry Garber] Right now, ONC’s Standards Committee and EHR certification program have laid out superb standards.  Unfortunately, there’s some wiggle-room in complying with these.  That’s to a large degree why we don’t currently have plug-and-play interfaces.  JASON doesn’t really address this issue and will hit the same wall even if everything is rebuilt from scratch if this issue isn’t addressed.  What has been happening is that over time, there has been narrowing in variability and increasing conformance constraints that is getting us closer to plug-and-play.  That needs to continue.

Patient consent, while mentioned, is not really solved any more than it is today.  Again, this can be built out and we will hit the same wall that we’re hitting today.  Our focus has been to figure out how to accommodate the 5% of patients that get their peace of mind knowing that they have absolute control of every piece of their data.  Our focus really should be on the 95% that get their peace of mind knowing that when they show up in the ER, all of their data will be there.  The 5% can opt out of that.  But state laws interfere with the brilliance of HIPAA privacy and security regs, and JASON doesn’t bring us any closer to solving that.  Data segmentation is a fool’s errand.  Even if it was technology possible to segregate statutorily protected data, no one can predict the clinical consequences of sending a “swiss cheese” record missing those data.  A patient would never be able to provide truly informed consent for such a release because I, as a physician, can’t possibly predict the potential harm.

Patient authentication is not addressed from a workflow perspective.  Who authenticates them in the first place to give them their certificates?

Provider directories are not clearly addressed.  If I’m going to be sending a patient to a consultant, how do I use this architecture to find that consultant and send them a patient summary?  JASON appears to expect this architecture to allow the consultant to pull my records, but shouldn’t the architecture also facilitate my ability to push data?  

[Josh Mandel] A key lesson about non-technological barriers comes from the Direct Project. Direct provides a set of standards for sending secure email. But while many vendors have implemented the technical standards, this implementation has not resulted in an ecosystem where healthcare providers and patients can, in real life, successfully communicate across organizational, regional, and state boundaries. Institutional policies around trust decisions have been a tremendous hurdle. The same risks apply to a JASON-like architecture for interoperability. There must be expectations built in from the beginning about policies for data access. For example: in the BlueButton+ REST API specification, we explicitly required that any conformant implementation must include support for OAuth2 Dynamic Registration, to ensure that patients could, without interference, use whichever apps they choose. I would suggest that an architecture for interoperability needs to build in, wherever possible, these kinds of guarantees, rather than promoting rigid separation of technology from policy.


1. Please comment on how the JASON vision might align with current MU3 trajectory. Also include any thoughts about JASON and the recent ONC 10 Year Vision for Interoperability (pro and con.) 

	[Arien]
Anything for MU3 is problematic given the current state of MU2 and the cost and complexity required to get to current state. Believe that ONC and CMS need to look for non-MU-based levers to encourage adoption, and be conscious as to whether this is a “raise the floor” approach constrained by the speed of the slowest responsible laggard, or a “raise the ceiling” approach constrained by an ecosystem of innovators but not assuming universal adoption.

[Deven] Without the foundation for achieving the cultural shift identified above, it’s hard to see how the technological changes proposed by JASON could accomplish the kind of data sharing among health care providers envisioned in the use cases of the 10 year vision.  But I wonder if the use cases involving sharing of data with patients (and vice-versa) are more achievable with an API-based model, that might be more rapidly implementable.  

· [David Mc] MU3 is likely to include some form of "targeted query" as an EHR capability (and perhaps an MU incentive.)  The JASON report suggests that the industry should quickly move beyond the current document-centric sharing model (XCA, XDS) towards a discrete data sharing model, based on standardized APIs for EHR.  FHIR is emerging from HL7 as a promising approach, but the timeframe may be too short to expect widespread adoption of FHIR?  This is a dilemma, because it seems almost certain that by 2017, 2018, we will see substantial adoption of these newer API approaches.  It feels like it would be a mistake to continue to certify only against the older, less capable technologies as these newer approaches emerge. 
· The DAF, SDC, and "NwHIN PowerTeam" are all deliberating essentially this same question — can we get to FHIR in time for MU3?  This is perhaps the central interoperability question for ONC.

[Josh Mandel] JASON positions MU3 as a critical window for introducing key components of an architecture for interoperability. While I disagree with several aspects of JASON's example architecture, I agree about the timing. It would be a serious mistake for MU3 to omit key aspects of an architecture for interoperability -- including APIs that provide access to health data, and the authorization and privacy rules around them. Realistically, we are more than a year away from defining, implementing, and proposing a coherent, tested architecture. Which suggests that CMS and ONC must consider slowing down the MU3 trajectory in order to get this right.

[Keith Figlioli] – agree with slowing down MU3 to get all of this right…we need to ensure if we move to “architecture” thinking it gets introduced correctly into the MU program or other ONC programs that become applicable. 



1. What does the JASON "architecture" get right?

	[Arien] Need for open APIs

· [David Mc] Recognition of the importance of discrete data APIs for EHRs
· Recognition of the importance of a (centralized?) patient identity management service that can also keep track of patient's specific data sharing preferences, and can manage user authentication and authorization profiles.
· Introducing the notion of "privacy bundles" to simplify patient decision-making about data sharing.
[Larry Garber] Guiding principles

[Josh Mandel] +1 to the technology components that help patients define (or adopt externally-defined) policies describing who can access their data and for what purposes. 

+1 to a consistent API for searching indexed atomic clinical data in an EHR.

[Keith Figlioli]– to my comment earlier – I think the details are less important than the “north star” guidance. 



1. What does the JASON "architecture" get wrong?

[Arien] 
Defines architecture at the scale of a single system, not at the scale of an ecosystem or ultra-large-scale system

· [David Mc] Far too limited in scope. For example, no attention is given to any of the confounding deployment issues (federated vs centralized, etc.) or to scaling issues that would emerge. It feels like an architecture that might work at very small scale (within an enterprise) but can't be readily extrapolated to national scale.
· Their toss-off notion of "semantic translation" services grossly underestimates the complexity of that problem.
· Seriously underestimated the difficulty of governance and technology challenges around "key management."
· Inadequate attention to the challenges (technical and privacy) of a (distributed?) indexing and search system (as was covered in the earlier PCAST report.)
· Incomplete attention to the challenges of de-identification of data that preserves research use but reflects a patient's desire to remain anonymous.\
· Incomplete thinking about how fraud could be detected when patients have the right to restrict secondary uses of their data – fraudsters will likely opt out of data sharing and access. 

[Josh Mandel] JASON presents a muddled picture of how a common architecture might enable query across heterogeneous data sets. Specifically, JASON ignores the question of content standards almost entirely, instead focusing on the pairing of data with metadata. To provide a coherent architecture, standards are needed -- for the data layer as well as the metadata. I found it puzzling that JASON omitted data models from their extensive list of challenges.

JASON conflates descriptions of APIs that support the retrieval of data from EHRs with APIs that support various other EHR functions (including UIs for data entries). For example, I couldn't figure out whether the proposed architecture support read-only APIs, or transactional read/write APIs. 

"If such systems share a common architecture, even in an abstract way, then the task of making them interoperable is vastly simplified." This point is lost on me. If the only commonalities are at an abstract level, then a so-called interoperability architecture seems unhelpful.

JASON's approach to cryptography confused me. JASON devoted much ink to explaining when and how crypto keys would move around, but these descriptions were not, in the end, very clear -- and neither was the motivation.


1. Are there learnings that the JASON report can leverage from PCORI?

[Deven] PCORI’s investments in a learning healthcare system are fairly widespread.  With respect to PCORNet, the conversations about building that federated architecture are now taking place, so it’s hard to see how it can be leveraged at this stage.  

· [David Mc] PCORI in general, and PCORnet in particular seem to be addressing a very similar problem – creating a large scale research network that merges EHR data and patient-captured data.  No mention made of this parallel effort.  How could these efforts be coordinated?


1. Please list any aspects of the Report that you feel need to be clarified in order to make a more meaningful assessment of JASON. 

[Deven] I would love to know why they started with the premise that the patient owns the data.  

[Larry Garber] Get clarity on what the true scope of the report should be and whether ONC is aligned with that scope.

[Josh Mandel] I had trouble understanding, fundamentally, what the architecture does. Is it a set of design patterns on which many different EHR systems would then be abstractly modeled? Or is it (when fully expressed) a detailed set of APIs and protocol specifications that many different systems would then concretely implement? I think we have a strong need for the latter -- that is, for something concrete that would behave consistently across systems. 

I also had trouble understanding JASON's notion of how responsibilities in the design of architecture and APIs would be split between ONC and other stakeholders (such as software vendors). For example, I could not make sense of the following: "In the case of the HIT software architecture, the APIs will need to be negotiated by the stakeholders and codified through an open process."

Similarly, I could not understand whether the JASON architecture specified anything about actual data formats, or merely about metadata. The description of a "semantics" layer suggested complete flexibility with respect to the actual data, but rigidity with respect to metadata. But if that's the case, I have no conception of how consistent, deep query APIs could be implemented atop undefined data structures.

It was unclear to me whether and how disparate data about a single patient would come together a the top level of the architecture diagram. The architecture diagram shows a single "UI App" running on top of a single data store. And in the single example, we hear that a patient's "phone establishes a secure wireless connection to her health information exchange." Does she have just one? How did all of her data land there in the first place? Surely these details can't be out of scope for an interoperability architecture. In reality, data are fragmented across various clinical settings. Does the JASON architecture anticipate that UI Apps would, in fact, exist in a one-to-many relation with data storage systems? There was some discussion of federation, but the details would be beyond any one patient's control. 


1. Please list your two or three top recommended actions for ONC to consider (in response to JASON) 

	[Arien]
	Better clarify mission/business needs and drivers, better work with HL7 and NSTIC and DirectTrust with regard to enabling standards and identity/trust ecosystems; look for non-MU levers; find ways that are intermediate between SHARP and MU for diffusion of innovation; find ways to work with private sector actors.
 

[Deven] Consider whether the API architecture can first be leveraged (or at least leveraged more rapidly) with respect to the patient-facing aspects of exchange.  

· [David Mc] ONC should acknowledge the value of developing a set of APIs for discrete data access into EHRs.  These APIs should be seen as a supplement to the current CDA-centric approach, and maybe could eventually replace the older document-only API (XDS,XCA)
· ONC should explore how FHIR can be accelerated to address the need for a "public" EHR API, and should also support rapid work on defining FHIR Profiles that could reduce the "semantic" problems with interoperability (minimizing the need for "translation" services.)
· ONC should expand research on practical ways for patients to exert more control over secondary use – focus on ENABLING of data sharing rather than simply on restricting sharing (as per the DS4P effort.)
· The JASONS indirectly highlight the need for national-scale patient identity management services, such as used by CommonWell and SureScripts. This is a challenging issue for the government, so perhaps it should be addressed through these non-gov approaches.
[Josh Mandel] 

[Keith Figlioli] – 1) Take the “North Star” API direction very seriously as we move forward with next set of policies, 2) Pay close attention to what is happening in the market “organically” to ensure the policy direction aligns with API evolution that is occurring in the new emerging spaces (cloud based solutions, mHealth, Telehealth, etc), and 3) Try to adopt policies that take a “purity” approach to technology evolution and be careful not to adopt new layers of technologies where core systems can be designed to interact as such (think the internet and associated protocols not net new healthcare specific standards / protocols) 

1. Please list any other thoughts / concerns /questions that you have.


[bookmark: _MailEndCompose][Larry Garber] I want to be sure that I didn’t come across as criticizing the authors of JASON.  There are many ways to skin the cat of interoperability and population monitoring/research.  The approach they took to create their solution was to dream of an ideal future architecture, and then work backwards to figure out how to build a bridge to it.  That’s a reasonable solution that has costs/risks and benefits.  The alternative is to determine functional requirements for that future state and figure out how to move forward from our current state to achieve those requirements.  That approach too has costs/risks and benefits.  My gut tells me that the latter approach will cost less, will be more likely to be achievable, and will achieve equal benefits.  But the analysis of both approaches needs to be done.


[Troy Seagondollar] While the ten or so questions we have been asked to address are useful, IMHO, it seems more appropriate to evaluate each section for pertinence and relevance in regards to new concepts needing consideration and clarification or to determine if the concepts are indeed already existing. 
If the concepts are new we should determine feasibility given our current infrastructure and make policy to support those in the future. 
If the concepts are current industry standards, then we should share examples where similar processes are in play. 
Finally, we should determine if old concepts can be combined with new so that innovation can evolve.       
In any case, the members of the panel are respectable and credible experts and so, I believe, that to merely criticize (as opposed to critiquing) their remarks and concepts is beyond our purview. 





image1.jpeg




