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• 30+ years’ service to health care, 11 years in rural primary care practice

• Special interest in reliability and authenticity attributes of medical records, 3 years EHR vendor.

• Co-Chair, HL7 EHR Workgroup

• Co-Facilitator, HL7 EHR Records Management and Evidentiary Support Workgroup 

• Projects and clients have included CMS, ONC, HHS OIG, U.S. Navy Medicine (BUMED), clinical 
facilities, and private payers

• Co-Author, How to Evaluate Electronic Health Record (EHR) Systems

• Co-Author, Ave Maria Law Review “Electronic Health Records Systems: Testing the Limits of 
Digital Records’ Reliability and Trust”

• Co-Organizer,  October 2014 Johns Hopkins Division of Health Sciences Informatics conference 
entitled, “Foundations of Digital Records in Medicine and Law: Reliability and Authenticity”
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Outputs are commonly 
data aggregates from 
multiple sources to 
uniquely create:

+ Patient Evaluation &
Management Records, 

+ Inpatient Procedure records,

+ Clinical Care Summaries, 

+ Legal Releases of Information

”Trust but Verify”

Complex Systems of Systems: 
Complex Information Content



Placeholder 

Falsified Physical Exam Segments

Note: Used by patient permission provided to RDGelzer, citation verification available



• HIT “Gaming” In Value-Based Purchasing

See 2012 RFP on FedBizOps at

• https://www.fbo.gov/index?s=opportunity&mode=form&tab=core&id=28d0d456d8623feb0bc26e4
3ea549b6b&_cview=0 and the link to RFP-Competitive 8A CPFF 7-3-12.docx, document entitled 
“Physician Quality Reporting System and Electronic Prescribing Incentive Program Data Assessment, 
Accuracy and Improper Payments Identification Support”, page 6.

ABA National Institute on eDiscovery and Information Governance, 2013 and 2014

http://www.avemarialaw.edu/lr/home/issues Summer 2014

• George L. Paul, "Systems of Evidence in the Age of Complexity"

• Steven W. Teppler, "Testable Reliability: A Modernized Approach to ESI Admissibility"

• Drury, Gelzer, Trites, "Electronic Health Records Systems: Testing the Limits of Digital Records' Reliability and 
Trust"

• U.S. Courts and Digital Records Systems

• “Would not admit these records as evidence without scrutiny”

https://www.fbo.gov/index?s=opportunity&mode=form&tab=core&id=28d0d456d8623feb0bc26e43ea549b6b&_cview=0
https://www.fbo.gov/utils/view?id=ba7a31e7f184ed5be4d59e579ded4cbf
https://webmail.myfairpoint.net/mail/message.php?index=10390&mailbox=U2VudCBJdGVtcw%3D%3D
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Opportunity

Define:
“Create Clinical Data 
and Provenance Data” 

Either clearly include 
or clearly exclude the 
origination of the 
patient care event 
Record Entry.  
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If Excluded: Very readily translated into the project scope

We would then define the preconditions for Provenance, including specifying 
support data that must necessarily exist in the EHR System to support of the 
exchange of data already existing in that EHR System.

This leaves the origination of that support data for a future project.

This limited (exchange) Provenance defers requiring reliability of the source 
system and the authenticity of the source records and their data content.   

This nonetheless moves Provenance forward.

Origination of the Patient Care Event Record Entry
Provenance Is Advanced Either Way
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If Included: Also very readily translated into the project scope

The necessary, reliable, and authentic existence of Provenance support data 
would be a requirement for an EHR to assert conformance with Provenance.   

We would then define the preconditions for Provenance for data originated 
and for exchange at the instant of origination in the EHR system, in terms of 
minimum necessary support data.

We would therefore be defining minimum requirements for EHR Systems at 
the origination of the patient care event record entry. 

Origination of the Patient Care Event Record Entry
Provenance Is Advanced Either Way
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Example: A given EHR supports the option of amending of an EHR episode of care 
record after it has been finalized, “signed” or etc.   

The EHR does not capture “amendment” as a unique type of update event, does 
not create an “Amended” state indicator, and the finalized record and its 
component data elements show no indication of amendment.   

In this context:  If origination of the patient care event record entry is deemed out 
of scope, then (exchange) Provenance has no way of knowing whether the source 
system meets the expectations that “Amended” is recognized, available for 
representation in Provenance metadata.  

Therefore (exchange) Provenance expresses an expectation, but not a requirement, 
that an Amended provenance designation SHOULD accompany this to assert actual 
provenance.   

Example: Origination Out Of Scope
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Questions
1) Did the DPROV Initiative community miss something potentially more impactful?

• Not so much “miss” as “postpone”

• Recommend defining the project scope to either include or exclude Origination of the 
Patient Care Event Record Entry.  The ambiguity on this point was a substantive 
challenge in the initiative.  Clarification will be impactful in either path by necessarily 
calling out the core requirements of EHR system reliability and source record 
authenticity, principally Authorship, Amendments, and Auditability

2) Where in the Use Case should we start in terms of evaluating standards to meet Use 
Case requirements?  

• See the arrow on slide 6 and focus on standards that support clarification of “Create” in 
alignment with current applicable vocabularies and vocabulary alignments underway.

3) Are there any architecture or technology specific issues for the community to consider?

• The community will necessarily confront challenges of technical feasibility as a major 
market discriminator among existing major EHRs and EHR implementations
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Discussion/Questions
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