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	Question-
	HITSC/WG Assignment-

	MU06
	What can be included in EHR technology to give providers evidence that a capability was in use during the EHR reporting period for measures that are not percentage based.  This capability will need to support measures that occur in all stages of MU (e.g. there are yes/no measures in stage 1 that still need to be supported).  Are there objectives and measures that should be prioritized to assist providers in showing that the capability was enabled during the reporting period?
	Primary- Implementation WG
Secondary- Clinical Operations WG, Privacy and Security WG



COMMENTS:

WS:  I can only think of potentially developing and implementing EHR audit-trail processes and methodologies to monitor, document and demonstrate that a capability required under MU was indeed ‘activated’ and in use during the reporting period.

DBB:  I believe most care-quality measures are percentage based.  So this question probably most relates to measures relating to health information exchange and public-health reporting.  The accounting of disclosures should serve as “proof” for both of these.  In my opinion, anything more than this crosses over from meaningful use reporting into service distraction.

JFM;  No comment.

PNK:  No comment




I. Privacy and Security 
In September 2012, the HITPC recommended that EHRs should be able to accept two factor (or higher) authentication for provider users to remotely access protected health information (PHI) in stage 3. [footnoteRef:1] This included recommending that organizations/entities, as part of their HIPAA security risk analysis, should identify any other access environments that may require multiple factors to authenticate an asserted identity, and that organizations/entities should continue to identity proof provider users in compliance with Health Insurance Portability and Accountability Act (HIPAA). The HITPC would like input on the following questions related to multi-factor provider authentication: [1: ] 



	ID #-
	Question-
	HITSC/WG Assignment-

	PSTT01
	How can the HITPC’s recommendation be reconciled with the National Strategy for Trusted Identities in Cyberspace (NSTIC) approach to identification which strongly encourages the re-use of third party credentials?  
	Privacy and Security WG



COMMENTS:

WS: While I believe the HITPC recommendations and the NSTIC approach are complementary and not incompatible, I believe expecting to implement NSTIC recommendations by the time MU 3 comes around is too soon and potentially risky, given the rapid evolution of authentication and authorization technologies.  This should be a ‘Future Stage’ consideration.

DBB:  An NSTIC-compliant token can be one of the two factors required for authentication.  

JFM:  The use of trusted-third party credentials is a deployment choice that is not necessarily in conflict with MU or Healthcare best-practice.  There are indeed some third-party credentials that would be deemed unacceptable to healthcare. The identification of credentials and the capabilities of these credentials is part of NSTIC. Thus there is good harmony between the efforts of MU and the efforts of NSTIC. Further there are workgroups within NSTIC that are working on healthcare use-cases, there are many (including myself) that are involved in these NSTIC efforts. There is hopeful optimism and measured skeptism being applied appropriately.  I think that NSTIC output will be best integrated beyond MU3. I don’t think that there is sufficient progress in NSTIC to include in MU3.

PNK:  By utilizing web-centric secure credentials, 2-factor-authentication could be scalable and sharable between systems. Stating re-use as a requirement would be encouraged to assure that vendors would establish that capability, and would enhance the workflow for providers who cross between disparate systems.







	ID #-
	Question-
	HITSC/WG Assignment-

	PSTT02
	How would ONC test the HITPC’s recommendation in certification criteria?  
	Primary- Privacy and Security WG
Secondary- Implementation WG



COMMENTS:

WS: See response to PSTT01.  But, if there is criteria to be tested regarding multi-factor authentication, then there should be a well-defined set of scenarios or use cases regarding verification, authentication and authorization to test against.

DBB:  Assure that EHR technology has the capability to:  1) be configured to require two factors under specified conditions before the user is allowed to perform the requested action (e.g., login remotely, order controlled substance) and 2) detect the specified conditions and confirm identity using at least two factors before allowing the requested action to be performed.

JFM:  The specification of Interoperability Standards is critical to testability. Interoperability Standards does not it-self assure success. Regional specifications, such as those in MU and NwHIN-Exchange, add regional policy decisions to the specifications.

PNK:  I don't know if there are yet standards for sharable authentication (need to check with NIST) but if so, require those standards be followed and test per the standards criteria. If no such standards exist yet, would recommend establishment of such standards as a priority and slate for Stage 4.






	ID #-
	Question-
	HITSC/WG Assignment-

	PSTT03
	Should ONC permit certification of an EHR as stand-alone and/or an EHR along with a third party authentication service provider? 
	Privacy and Security WG



WS: Yes.  But clear use case scenarios for these options should be defined.

DBB:  ONC should permit certification of an EHR that implements all of the required privacy and security features.  ONC should also permit certification of an EHR that uses 3rd-party security services to meet the required privacy and security requirements – including but not limited to authentication.  For example, an EHR also should be able to use a 3rd-party audit service, de-identification service, or encryption service.

JFM:  
· MU3 needs to recognize the use of third party software better. Not just in the case of authentication. Interoperability Standards are critical to this. For example with third-party authentication services one must leverage an interoperability specification such as PKI, LDAP, Kerberos, SAML, or oAuth. These standards are important, but as standards they are broad and support many variations. Thus these standards are not sufficient and thus an international profile and sometimes a regional profile are necessary.  
· For example certificates for the use of Direct are currently being profiled by organizations such as DirectTrust. The resulting profile is important to some use-cases. In this case the DirectTrust profile helps assure that the resulting certificate carries sufficient policy backing.
· Another example is the profiling of SAML assertions found in the MU2 Transport (c). This profiling of SAML assures that the identity carry with it sufficient attributes about the individual and also statements about the context of the transaction (purpose Of Use).

PNK:  Either should be allowed, so long as standards are followed. Would recommend different levels of authentication/identity proofing (IDP) based on role. For example, physicians, mid-level providers, and possibly clinical staff with full access and write/edit capabilities should have IDP to at least NIST Level 3, while non-clinical staff without write/edit capabilities might more appropriately have IDP to NIST Level 2. Certainly non-clinical staff without access to any clinical data (scheduling, etc.) would not needs as stiff an authentication as a provider. With fully sharable authentication, however, undergoing tri annual IDP to NIST Level 3, even for nonclinical staff, should not be a major burden as this becomes more scalable and costs come down. As an example, a nurses aide who works for an agency could undergo such IDP through the agency. Each hospital or care facility where that caregiver works would accepts the authentication that is shared, and if the person went to another agency, they would not have to undergo repeat IDP (until expiration of their credential). NIST is working on 800-63-2 which should allow hospitals to provide Level 3 IDP through the medical staff office (which completes a very extensive identity proofing on each physician); however, a contingency should be included in case 800-63-2 is not promulgated or does not include this: IDP for physicans and mid-level-provider to appropriate level for 2-factor authentication would match the DEA requirements in their Interim Final Rule for ECPS (not a strict "NIST Level 3"). NIST criteria would be preferable if available.




In addition to considering provider user authentication, the HITPC has assessed the success of the security requirement included in Stage 1 of Meaningful use and is looking for feedback on the logical next steps.  In Stages 1 and 2 of Meaningful Use, EPs/EHs/CAHs are required to attest to completing a HIPAA security risk analysis (and addressing deficiencies): In Stage 2, they are required to attest to specifically addressing encryption of data at rest in Certified EHR Technology.   














	ID #-
	Question-
	HITSC/WG Assignment-

	PSTT04
	What, if any, security risk issues (or Health Insurance Portability and Accountability Act (HIPAA) Security Rule provisions) should be subject to Meaningful Use attestation in Stage 3?  For example, the requirement to make staff/workforce aware of the HIPAA Security Rule and to train them on Security Rule provisions is one of the top 5 areas of Security Rule noncompliance identified by the HHS Office for Civil Rights over the past 5 years.  In addition, entities covered by the Security Rule must also send periodic security reminders to staff.  The HITPC is considering requiring EPs/EHs/CAHs to attest to implementing HIPAA Security Rule provisions regarding workforce/staff outreach & training and sending periodic security reminders; we seek feedback on this proposal.  
	Primary- Privacy and Security WG
Secondary- Implementation WG



COMMENTS:

WS: I don’t think there should be any other HIPAA Security Rule issues subject to MU.  They all should continue to be done through the HIPAA process (risk assessment, reasonable and appropriate implementation, etc).  Most of these additional HIPAA Security Rule items are internal operational/workflow activities.

DBB:  The strongest indicator of an entity’s ability to protect information is the organizational culture.  If security is a core value of an organization, it will be reflected in the work environment (e.g., posters on the walls, reminders on desks), how they train employees, and how they sanction employees who violate security policy.  I suggest requiring attestation in all three of these areas.   Also, given the number of reported breaches that involve mobile devices and removable media, I think it would be reasonable to require that any removable media (including back-up tapes) be encrypted when outside the protected environment, and that all laptop computers be configured with full-disk encryption.

JFM:  Isn’t it sufficient that they are already required to be compliant with HIPAA? Might HIPAA defects be simply counted against MU ?  

PNK:  No comment









Feedback on standards for accounting for disclosures would also be appreciated.  Accounting for disclosures, surveillance for unauthorized access or disclosure and incident investigation associated with alleged unauthorized access is a responsibility of organizations that operate EHRs and other clinical systems. Currently, the 2014 Edition for Certified EHR Technology specifies the use of ASTM E-2147-01. This specification describes the contents of audit file reports but does not specify a standard format to support multiple-system analytics with respect to access.  The HITPC requests comment on the following related questions:

DBB:  These questions are a bit confusing because this introductory paragraph starts out asking for feedback on accounting of disclosures and then switches topics to audit reports.  Audit logs capture activities within the system, but do not capture all of the information elements required for an accounting of disclosures.  In fact, the standard cited (ASTM E-2147-01) addresses audit logs and disclosure logs in two separate sections.  It looks to me like the questions relate primarily to audit.  











	ID #-
	Question-
	HITSC/WG Assignment-

	PSTT05
	Is it feasible to certify the compliance of EHRs based on the prescribed standard?
	Privacy and Security WG



COMMENTS:
WS: Yes, I believe it is feasible to test/certify the functional compliance of EHRs to the ASTM E-2147-01 standard.

DBB:   Yes, Section 7 of ASTM E-2147-01 contains a succinct list of data elements that must be included in an audit log, and Section 8 contains a succinct list of data elements that must be included in a disclosure log.  

JFM:  
· E2147 is a functional specification that can be tested. 
· However certification against an Interoperability Specification that is based on E2147 needs to be recognized as compliance. The IHE-ATNA specification is based on E2147 and is designed to be encompassing. Thus compliance to IHE-ATNA should be viewed as compliance to E2147. Compliance does need to be carefully defined as IHE-ATNA splits the functionality in E2147 into two roles. There is the role of the system that identifies that an auditable event has happened which is a trigger to record the attributes identified in E2147. The other role is the one that receives all of these audit records (logs) and is thus responsible for the alerting, alarming, filtering, sorting, and reporting. This is the prime functionality added by IHE-ATNA over E2147, the separation of these functionalities with an interoperability specification. This IHE-ATNA functionality is however not needed by all organizations, as a small organization might be better served by a self-contained system while a large organization would be better served with a distributed system that is enabled by IHE-ATNA.
· Any CEHRT claiming IHE-ATNA should still be required to prove that it does indeed detect the appropriate auditable events and does indeed convey the proper event description utilizing IHE-ATNA.
· Any Audit Repository claiming IHE-ATNA should still be required to prove it is compliant to the maintenance, reporting, and alerting criteria.

PNK:  No comment




	ID #-
	Question-
	HITSC/WG Assignment-

	PSTT06
	Is it appropriate to require attestation by meaningful users that such logs are created and maintained for a specific period of time?
	Privacy and Security WG



COMMENTS:
WS: Yes, it would be appropriate.

DBB:  Yes.

JFM:  
· This is an operational decision that is specific to their operational requirements under HIPAA Privacy, Medical Records Regulations, and Good operational practices. 
· It is not clear what additional benefit is gained through double-dipping on these requirements.
· Is there a specific poor-practice that has been observed across the marketspace? If so, then lets understand the poor-practice and the driving factors.

PNK:  how complex is the log? How time-consuming to create and maintain? Federal agencies are notorious for underestimating the amount of work for such things, and if an 8-provider practice needs to hire an additional employee to maintain such a log, I wouldn't require attestation. Better would be to generate a simpler log standard—and add that to ASTM E-2147-01 or create a new standard that does not leave areas unspecified. I do not think it should be left up to the vendor to figure out what will satisfy this requirement unless further guidance is provided.  











	ID #-
	Question-
	HITSC/WG Assignment-

	PSTT07
	Is there a requirement for a standard format for the log files of EHRs to support analysis of access to health information access multiple EHRs or other clinical systems in a healthcare enterprise?
	Privacy and Security WG



COMMENTS:

WS: While having a standard format for log files would be beneficial to facilitate the analysis of access to health information, the requirement should focus on the ability of the EHR technology to produce the necessary information that supports this type of analysis per-se, and not necessarily on the format of files. 
DBB:  No, we have no requirement for centralized, enterprise-wide audit review, which is the only reason one might consider a standard format.  As I’ve noted in other comments, I believe a regulation should dictate “what” is required, but leave the “how” up to product developers and implementers.  Further, even if we had a standard format for EHR logs, the audit logs generated by the operating systems, DBMSs, integration engines, etc. would not conform to that standard.   Also, we would need standard coding for the audit data elements.  Traditionally, each system’s audit logs are reviewed independently, generally using freeware and tools provided by the product vendor along with the product.  Intrusion-detection products can be used to normalize audit data across multiple systems (including OSs, DBMSs, etc.) for enterprise-wide analysis, if desired.   But use of intrusion-detection solutions should be an operational decision.  However, standards for content and coding may be appropriate for accounting of disclosures since the logs will likely contain information collected from EHR applications (as opposed to infrastructure components).  
JFM:  
· The format of the logs should not be the focus of regulation or even guidance. The focus should be on WHAT the result is, not in HOW one obtains that result.
· As stated above IHE-ATNA does define how one would format an audit event for communication to an audit record repository. But this specification is an interoperability specification and does not impose a format of the resulting database.  The format of the log files will change over time as technology changes and as use-cases are developed and operationalized. 
· Focus should be on the criteria to be recorded and the resulting responsibilities to use that record.  
· IHE ATNA does target the environment where there are multiple systems used, and thus multiple systems would be generating audit logs. By moving these audit logs, in near-realtime, to a central (or distributed) location, the work of analysis can be focused. This focus can thus be specific purpose software and restricted to authorized workflows. The short-term and long-term management responsibilities of a security audit log is very different than for a medical record, thus it is logical for large operations to use specific tools. Note that the standards used by IHE-ATNA are not unique to healthcare, and thus the adoption of IHE-ATNA can benefit from technology created outside of the healthcare.
PNK:  Don’t know






















	ID #-
	Question-
	HITSC/WG Assignment-

	PSTT08
	Are there any specifications for audit log file formats that are currently in widespread use to support such applications?
	Privacy and Security WG



COMMENTS:

WS: Yes, there is ISO 12052, which specifies the IHE-ATNA profile.  There are also ASTM E2147 – 01 (Standard Specification for Audit and Disclosure Logs for Use in Health Information Systems); IETF RFC 3881 (Security Audit & Access Accountability), and DICOM (Supplement 95).

DBB:  There have been multiple efforts to develop a standard format, including HL7, DICOM, and IHE, but none are in widespread use.  The IHE Audit Trail and Node Authentication (ATNA) profile calls for centralized audit review and recommends RFC 3881 as a schema, but RFC 3881 is “informational” only and not on a path toward becoming an IETF standard.

JFM:  Same comments as provided to PSTT08.

PNK:  Don’t know




ADDITIONAL COMMENTS:
1. (DBB) Re SGRP 120:  Stage 2 requires that notes be “signed” – but 2014 Edition certification criteria do not include digital signature.  Suggest adding support for digital signatures in 2016 edition.

