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Written Testimony of Christopher Alban, MD 
Physician at Epic, an electronic health records developer in Verona, WI 
 
 
Thank you for the opportunity to share our customers’ experience in building and growing a network 
of electronic health records exchange that stretches across the country. 
 
In 2008, our first customers went live on Care Everywhere, Epic’s interoperability platform.  We built 
Care Everywhere to meet a simple use case – wherever patients go for care, whether across the street 
or across the country, their charts should go with them. We found that the best and most sustainable 
way to achieve this goal is a simple model in which data is requested by the organization that needs it 
directly from the organization that holds it, without the intervention of a central intermediary or the 
need for manual release. 
 
In working with our early adopters, we quickly realized that part of the foundation of an exchange 
network is trust. Trust is not created by technical certifications or attestations, but by the existence of 
social institutions that are known to operate fairly. Put differently, while technical standards are a 
practical requirement, they are not the foundation for trust.  Trust is founded on a shared belief that 
every participant is playing according to the same set of rules, and, if that agreement is violated, that 
there is appropriate recourse available. 
 
From these simple principles, our customers have grown a network covering hundreds of hospitals and 
thousands of clinics including academic medical centers, county and community hospitals, 
independent medical groups, Federally Qualified Health Centers, and some of the largest integrated 
health systems and networks in the country. 
 
Each month, 350,000 patient records are exchanged on this network, and that equates to about 2.2 
million standard documents received per month.  And these numbers have been growing fast, more 
than doubling every year. 
 
Our customers and their partners have developed a governance model that satisfies their needs and 
alleviates the underlying concerns when sharing patient data. They are happy to share this model in 
the hope that it will inform the future of health information exchange in our country. 
 
First, a set of rules must be established describing good network behavior. In the context of Care 
Everywhere, these are outlined in a document called “The Rules of the Road,” or RotR. Its intent is 
similar to that of the DURSA, which it predates. Every participating organization is required to agree to 
these rules, and they are binding in the sense that agreement to them represents a contractual 
obligation to every other participant. Like the DURSA, the RotR assume a basic legal framework 
subsuming HIPAA. HIPAA lays out the basic circumstances under which patient information may be 
exchanged between covered entities, and this foundation simplifies the exchange by building atop 
policies to which every participant (as covered entities or business associates) is already bound. 
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The RotR describe the rights and responsibilities of participants in the network. Briefly, the 
responsibilities include safeguarding both patient information and the technical means of accessing the 
network, ensuring appropriate role-based access to the exchange, and not discriminating between 
requestors of information based on business needs. Specifically, under Care Everywhere’s RotR, every 
participant must be willing to exchange patient information equally with any other participating 
covered entity, without playing favorites or discriminating against business competitors. It is also the 
right of every participating organization to request evidence supporting the appropriateness of 
requests for patient information, and the duty of the requestor to provide it when requested. 
 
A constraint on information exchange that has been crucial to the success of Care Everywhere is that, 
of the circumstances allowed under HIPAA to release patient information, only treatment purposes are 
supported. This greatly reduces the complexity of the trust relationships involved. 
  
Just as important to the fabric of trust as the RotR and the legally binding agreement to them has been 
the development of an oversight body with jurisdiction over the Care Everywhere information 
exchange. Under Care Everywhere, this body is called the Governing Council, and its main purpose is to 
safeguard the RotR by providing a grievance process available to any participant who believes the RotR 
have been disobeyed or abused.  
 
The Council is comprised of elected representatives from member organizations. The Council has 
developed, and the participants have approved, a set of procedures to follow in order to resolve any 
grievances between participants. It also sets up guidelines for possible sanctions against a party found 
to be operating against the letter or spirit of the RotR, including suspension of a particular user’s access 
to the exchange, suspension of the organization from participating, or in the worst cases 
contemplated, complete disconnection from the exchange.  
 
The exchange has operated for nearly five years with no formal grievances filed. This is a testament to 
the efficacy of the RotR and the Governing Council in establishing a framework of meaningful trust 
between participants. With a common understanding of good network behavior, any questions or 
complaints have been answered to the satisfaction of the organizations involved. 
  
One additional feature of Care Everywhere deserves attention because of its importance in allowing an 
exchange to develop that crosses regional, political, and legal boundaries. Each record-holding 
organization determines what, if any, patient authorization will be required in order to respond with a 
patient’s information to a requester. It is not the responsibility of the requesting organization to 
interpret the requirements, nor is it the responsibility of a third-party, centralized Health Information 
Exchange or a legal entity to determine those requirements for the record holder. This gives each 
record-holding organization confidence that their legal and policy obligations will be met. Our 
customers have found that this approach allows them to be comfortable with cross-state exchanges, 
and almost all participants have had at least one cross-state exchange. 
 
 
Here, in simple form, are some examples of different patient authorization policies that various 
individual participating organizations have developed to date, though this is not an exhaustive list: 
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• All requesting organizations must provide patient authorization, using the record-

holding organization’s form, before a record will be released, assuming the patient 
hasn’t authorized the release prospectively. 

• Certain organizations, determined by the record-holding institution, do not need to 
provide such authorization, whereas others do. 

• Organizations within the record-holder’s state do not need to provide such 
authorization, whereas others do. 

• No covered entity abiding by the RotR (requiring an immediate treatment relationship) 
must provide such patient authorization. 
 

This ability of an organization to set its own patient authorization policies enables rapid growth of the 
network, where membership is now nearly automatic among Epic’s customer base. 
 
 
To summarize, the features of governance most strategic to the success of Care Everywhere over the 
last five years have been: 

 
• A single set of Rules of the Road that governs good network behavior 
• A representative Governing Council whose responsibility it is to safeguard those rules 

and settle grievances 
• A focus on information exchange for treatment purposes only and directly between 

covered entities 
• The self-determination of record-holding institutions with regard to the rules around 

patient authorization for release of information 
 
 
We thank you for the opportunity to share our customers’ experience in this important area, and we’re 
proud to represent these trailblazing health care organizations in their work to make sure that 
clinicians have the most complete information possible to treat patients. 
 



<<

  /ASCII85EncodePages false

  /AllowPSXObjects false

  /AllowTransparency false

  /AlwaysEmbed [

    true

  ]

  /AntiAliasColorImages false

  /AntiAliasGrayImages false

  /AntiAliasMonoImages false

  /AutoFilterColorImages true

  /AutoFilterGrayImages true

  /AutoPositionEPSFiles true

  /AutoRotatePages /All

  /Binding /Left

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CheckCompliance [

    /None

  ]

  /ColorACSImageDict <<

    /HSamples [

      1

      1

      1

      1

    ]

    /QFactor 0.15000

    /VSamples [

      1

      1

      1

      1

    ]

  >>

  /ColorConversionStrategy /LeaveColorUnchanged

  /ColorImageAutoFilterStrategy /JPEG

  /ColorImageDepth -1

  /ColorImageDict <<

    /HSamples [

      1

      1

      1

      1

    ]

    /QFactor 0.15000

    /VSamples [

      1

      1

      1

      1

    ]

  >>

  /ColorImageDownsampleThreshold 1.50000

  /ColorImageDownsampleType /Bicubic

  /ColorImageFilter /DCTEncode

  /ColorImageMinDownsampleDepth 1

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /ColorImageResolution 300

  /ColorSettingsFile ()

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /CreateJDFFile false

  /CreateJobTicket false

  /CropColorImages false

  /CropGrayImages false

  /CropMonoImages false

  /DSCReportingLevel 0

  /DefaultRenderingIntent /Default

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV <>

    /HUN <>

    /ITA <>

    /JPN <>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

  >>

  /DetectBlends true

  /DetectCurves 0

  /DoThumbnails false

  /DownsampleColorImages true

  /DownsampleGrayImages true

  /DownsampleMonoImages true

  /EmbedAllFonts true

  /EmbedJobOptions true

  /EmbedOpenType false

  /EmitDSCWarnings false

  /EncodeColorImages true

  /EncodeGrayImages true

  /EncodeMonoImages true

  /EndPage -1

  /ExportLayers /ExportAllLayers

  /GrayACSImageDict <<

    /HSamples [

      1

      1

      1

      1

    ]

    /QFactor 0.15000

    /VSamples [

      1

      1

      1

      1

    ]

  >>

  /GrayImageAutoFilterStrategy /JPEG

  /GrayImageDepth -1

  /GrayImageDict <<

    /HSamples [

      1

      1

      1

      1

    ]

    /QFactor 0.15000

    /VSamples [

      1

      1

      1

      1

    ]

  >>

  /GrayImageDownsampleThreshold 1.50000

  /GrayImageDownsampleType /Bicubic

  /GrayImageFilter /DCTEncode

  /GrayImageMinDownsampleDepth 2

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /GrayImageResolution 300

  /ImageMemory 1048576

  /JPEG2000ColorACSImageDict <<

    /Quality 30

    /TileHeight 256

    /TileWidth 256

  >>

  /JPEG2000ColorImageDict <<

    /Quality 30

    /TileHeight 256

    /TileWidth 256

  >>

  /JPEG2000GrayACSImageDict <<

    /Quality 30

    /TileHeight 256

    /TileWidth 256

  >>

  /JPEG2000GrayImageDict <<

    /Quality 30

    /TileHeight 256

    /TileWidth 256

  >>

  /LockDistillerParams false

  /MaxSubsetPct 100

  /MonoImageDepth -1

  /MonoImageDict <<

    /K -1

  >>

  /MonoImageDownsampleThreshold 1.50000

  /MonoImageDownsampleType /Bicubic

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /MonoImageResolution 1200

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /NeverEmbed [

    true

  ]

  /OPM 1

  /Optimize true

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /BleedOffset [

        0

        0

        0

        0

      ]

      /ConvertColors /NoConversion

      /DestinationProfileName ()

      /DestinationProfileSelector /NA

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure true

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles true

      /MarksOffset 6

      /MarksWeight 0.25000

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /NA

      /PageMarksFile /RomanDefault

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /LeaveUntagged

      /UseDocumentBleed false

    >>

    <<

      /AllowImageBreaks true

      /AllowTableBreaks true

      /ExpandPage false

      /HonorBaseURL true

      /HonorRolloverEffect false

      /IgnoreHTMLPageBreaks false

      /IncludeHeaderFooter false

      /MarginOffset [

        0

        0

        0

        0

      ]

      /MetadataAuthor ()

      /MetadataKeywords ()

      /MetadataSubject ()

      /MetadataTitle ()

      /MetricPageSize [

        0

        0

      ]

      /MetricUnit /inch

      /MobileCompatible 0

      /Namespace [

        (Adobe)

        (GoLive)

        (8.0)

      ]

      /OpenZoomToHTMLFontSize false

      /PageOrientation /Portrait

      /RemoveBackground false

      /ShrinkContent true

      /TreatColorsAs /MainMonitorColors

      /UseEmbeddedProfiles false

      /UseHTMLTitleAsMetadata true

    >>

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXBleedBoxToTrimBoxOffset [

    0

    0

    0

    0

  ]

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXOutputCondition ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputIntentProfile ()

  /PDFXRegistryName ()

  /PDFXSetBleedBoxToMediaBox true

  /PDFXTrapped /False

  /PDFXTrimBoxToMediaBoxOffset [

    0

    0

    0

    0

  ]

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /ParseICCProfilesInComments true

  /PassThroughJPEGImages true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness false

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /sRGBProfile (sRGB IEC61966-2.1)

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice





