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Written Statement of Jim Williams, Senior Vice President, Daon
Thank you for the opportunity to participate in this Trusted Identity of Patients in Cyberspace Virtual Hearing and to be able to submit this written statement for the record. Daon, as a worldwide leader in identity management for over a decade, is honored to be a part of this hearing sponsored by the Health IT Policy Committee’s Privacy and Security Tiger Team and the Health IT Standards Committee’s Privacy and Security Workgroup. We are glad to offer our thoughts on how to improve the use of electronic health information technology and on how to secure access to electronic health systems, data, and patient information.
Ensuring the privacy of patient health information is one of the key foundations of any health system and it becomes even more critical as we move to an interoperable system of electronic health records and an electronic health system in general. Protecting patient information from unauthorized or inappropriate access and preventing fraud accomplished through illegal access must be a key goal of any electronic health system.
Ensuring appropriate and authorized access is the front line of defense amongst other layers of defense like encryption of records, secure transmission, appropriate storage protection and other logical and physical access controls.  Access must only be granted to individuals that have the authorization and the appropriate need for such access. The key then is being able to securely identify and verify those individuals to allow that access. This is where trusted identities in cyberspace is the answer. An essential component of this need for secure access is also the need for clear audit logs or trails or all access and access attempts.
As you all know far better, the health system is complex, comprised of patients, doctors, other eligible health professionals, provider organizations, hospitals, pharmacies, insurance companies, the federal government and many other participants and stakeholders. Having a set of clear and consistent standards, policies, and an accountability framework along with audit trail capabilities regarding access that will be applied to all these participants is important and your work to ensure the achievement of this goal is vital. Daon believes your alignment with the Guiding Principles of the President’s National Strategy for Trusted Identities in Cyberspace (NSTIC) is the right path to achieving this goal since NSTIC is focused on accomplishing this same set of goals for an Identity Ecosystem that can serve the needs of the healthcare, financial, government, and many other sectors that all need trusted identities in order to progress in an online world. Healthcare will be factored into all NSTIC policies and standards as it is an enormous part of the United States economy and important to all Americans.
Daon is proud to have been a part of the NSTIC effort since its inception. Daon’s products have been selected to secure more than 700 million identities worldwide. Providing and protecting identities is our passion and we are thrilled to be one of the five pilot awardees.
We see the convergence of two global trends: the unstoppable move of people performing transactions of increasing consequence online in nearly all sectors and the unstoppable move toward mobile devices as a key way to accomplish this. Solutions are needed that allow individuals to authenticate themselves in any digital transaction, such as a financial transaction, moving or accessing a healthcare record, sending a trusted email, transmitting an e-prescription, a soldier or first responder using a smartphone for the latest intelligence, etc, - any transaction that involves a level of risk that requires verification of the individuals in the transaction. Solutions need to be designed also for general use by consumers using something, like a mobile app, that takes advantage of what they already have like a smartphone. These solutions must provide additional security in these transactions of consequence and not add significant friction into an existing system. The solutions should be convenient, easily usable, protect privacy and be affordable. As stated above, they must also include clear audit trail capabilities.
The solutions should also be scalable allowing for flexibility in the use of authentication factors or mechanisms that can be tailored where the number of factors/mechanisms employed can be scaled to be commensurate with the risk of the transaction. These methods can include everything from a simple device identifier, through PINS/passwords, location-based authentication, and to the ultimate level of trust, biometric authentication of the individual themselves.  In the Healthcare system, as you know, remote access by a doctor is considered a higher risk than access by a doctor within a closed system. This higher risk transaction could then necessitate the use of additional authentication factors to achieve the level of assurance commensurate with that risk.
Solutions should allow users within a closed system or outside of a closed system that is available through the internet, in the office or on the road, at a desktop or laptop, or using a tablet or smartphone, to authenticate themselves easily and securely through a mobile app using multiple authentication factors. The authentication factors must be available in all these scenarios and include traditional and biometric factors. The mobile app should be flexible to allow for combinations that scale the authentication factors used to the risk of that particular transaction. Solutions should not just uniquely identify the credential or the device being used but actually verify the user to ensure appropriate and authorized access. 
Solutions that use traditional factors such as PINs or passwords should also incorporate biometrics to actually verify the individual. The three accepted methods to identify individuals, what you know (PIN or password), what you have (phone or even a card), who you are (biometrics) should be further complemented by geo-location (context).  
To prevent spoofing, solutions should include live-ness checks while people are authenticating themselves. For example, in the case of a doctor or eligible professional using a laptop or desktop, the verification can be done using the smartphone or tablet as an out-of-band verification thereby defeating a man-in-the-middle attack. A further example would be someone trying to maliciously intercept and alter a prescription for their own benefit, which then could be defeated when the verification comes back to the true originating individual on a smartphone and asks them to verify the fraudulent e-prescription. Solutions that can accomplish verification by using multiple factors in a single action will be highly desirable thereby increasing security while not increasing the burden.
However, to get to a point where individuals can be verified using an NSTIC solution means that identity proofing would first have to have already taken place.  There are many options for identity proofing that can be tailored to the Healthcare community. The financial community is facing some of these same challenges at this time, but Healthcare may be different.  Whether the identity proofing results in the issuance of a hard token, a credential such as a card, or the identity proofing results in a digital identity, both can be part of a verification scheme using a solution such as a mobile app. There are solutions that can work in both worlds.  The key is how to identity proof individuals in a convenient and secure way and ensure proper vetting prior to issuing the credential, whether it be a card, for example, or a digital identity on a convenient device such as a smartphone or tablet.
 One key question is whether in-person encounters are necessary for binding the individual to the credential. That question can be answered via standards or individual providers or Relying Parties.  If in-person encounters are required for identity proofing this also must be convenient for consumers and others that must comply with such an in-person requirement. Using trusted retail locations, like Daon does with The UPS Stores, is one example of providing the type of convenience and ubiquitous coverage consumers will want.  There are also many other ways to accomplish identity proofing using other type of background check services such as public records database and data aggregators (such as LexisNexis) for biographic background checks. 
The key for identity proofing is how to ensure that the proper vetting, whether biographic or biometric or both, is done of the individual and to further ensure that each individual’s identity can be bound to the vetting and the issuance of a credential, digital or otherwise.  This “chain of trust” must be ensured throughout the entire lifecycle of a user’s identity – from the first encounter as part of the proofing process right through to issuance and everyday use.  
Only with a correctly implemented chain of trust can the individual be securely verified for an authorized transaction or access decision. A healthcare organization accepting an identity provided by authorized Identity Providers who may use a different methodology for identity proofing is also possible.  A patient could have their identity held by an Identity Provider like Daon, a bank, or the healthcare organization and the verification is then done using that Identity Provider’s trusted identity.  This is known as identity federation. The NSTIC vision of an Identity Ecosystem has third parties, such as Identity Providers, providing those digital identities to Relying Parties such as healthcare organizations and other organizations and only providing the minimal amount of personally identifiable information necessary to verify the individual and effect the transaction. 
The question of whether a verification scheme is burdensome is the judgment of the people involved in the verification. However, if it is not convenient or it seems like overkill, the verification scheme will fail. That is why solutions that use something that almost everyone already has and uses, a mobile device, will be the path of choice. As an example, a doctor trying to access a patient’s electronic health record in a disaster scene may have a tablet, such as an IPad. That doctor can use a convenient means like a mobile app to access that record by verifying herself or himself, quickly but securely using only the IPad. A requirement to have some other device besides what the person already has creates an unnecessary burden.  
As NSTIC looks to create an interoperable system which will include Relying Parties such as retailers, banks, healthcare providers, there will also be Identity Providers. These Identity Providers can be third party like Daon where a person could have their identity proofing done by Daon through UPS Stores, or the identity proofing could be done by another organization like a hospital system that may also want to issue a card. Then the digital identity could be held by the registering authority like the hospital who would then also be an Identity Provider or by another Identity Provider. Of course, securely managing and maintaining these identities puts a burden on the hospital – but a federated identity system allows them to benefit from secure authentication without having to deal with the problems of proofing and verifying identity. This is analogous to how they work with credit cards today – merchants (such as a hospital) can collect payments from patients without having to manage the patient’s money directly. 
In considering alternative approaches to smartcard-based systems and considering digital identities, the National Institute of Standards and Technology, in its Special Publication 800-63-1, provides for the concept of a “derived credential”. This would allow for a hard token, like a HSPD-12-like card, to be bound to a soft token, like a mobile device. Binding the cumbersome hard token to a digital device allows for that credential to be verified in any digital transaction. This means a healthcare professional or a patient does not have to carry a card and use a cumbersome card reader linked with a mobile device or desktop or laptop for verification purposes – a major inconvenience.  This remote access verification could also be used in conjunction with geo-location capabilities, after ascertaining that the credential is still valid, and after the person has been verified, to determine that the person is actually where they are supposed to be.  For example, remote access that appears that the EHP is in Somalia but is supposed to be in a disaster scene in Florida would be rejected.  This geo-location could even be used to record actual visits by home healthcare professionals to prevent fraud.
The verification must be convenient and secure. The question of whether to use multi-factor authentication is often asked. Daon agrees with the recommendations to use NIST Level of Assurance 3 for remote access situations. We also believe though that multifactor authentication should be more broadly applicable across the electronic healthcare system, including any Blue Button mechanisms and healthcare portals, to ensure integrity across the system, even within closed systems. There is no clear solution to a healthcare record breach, different from other types of breaches such as financial breaches, which are more recoverable.  When there are convenient solutions available that allow for non-burdensome verifications for any stakeholder, then these higher levels of security can be achieved without unduly burdening the person who needs to be verified. 
[bookmark: _GoBack]Solutions that can leverage identity proofing and credentials that have already been achieved or issued and tie together the ability to use those credentials for convenient verification will be the most attractive to participants in the healthcare system.  A desired solution is one that can provide secure verification conveniently and leverage authentication factors like a PIN or password (or a one-time password), biometrics and a derived credential potentially with geo-location. This type of solution can be done in a matter of seconds with a single action and does not involve additional devices and thus is not unduly burdensome. 
These types of non-burdensome but effective verification solutions can be used further “upstream” for transactions involving little risk. If the verification solution allows for greater security with no additional burden, then that solution should be more ubiquitously used for nearly all types of transactions to provide greater integrity in the system. These types of convenient solutions can be no-brainers as they add integrity, potentially thwart fraud and lower costs without adding friction or inconvenience.
Perception of risk can often be akin to real risk. It seems a majority of stakeholders are in favor of a more electronic healthcare system while, at the same time, they believe their privacy will be more vulnerable due to this electronic system. That perceived level of risk whether real or imagined can be to the detriment of the adoption of such solutions. Using multifactor authentication including biometrics in a way which is non-burdensome can counter those perceptions and the real threats to the electronic healthcare system.
Regarding the use of biometrics, it is important to recognize that biometrics are being used all over the world in access decisions and are becoming more a part of people’s everyday lives. Recent studies have shown a rising user preference for biometrics as an additional authentication factor.  A 2008 Gartner study showed that 32% of online banking users preferred biometrics as an additional form of authentication.  Another source noted "Summarizing a poll it took of credit card users, Unisys reported in 2010 that consumers are becoming comfortable with the use of biometrics. … A 2009 Gallup survey revealed that 58 percent of survey respondents would use biometrics to verify their identities."  Apple’s recent purchase of Authentec, a biometric company, and other mobile device manufacturers' plans to incorporate biometrics into future releases of their mobile devices, demonstrates that widespread acceptance of biometrics will be one more important tool to help good people protect their identities. 
Summary
Daon appreciates the opportunity to be part of this important virtual hearing and contribute our thoughts to the issue of trusted identities in cyberspace. We believe many important elements critical to a trusted electronic healthcare system are being put in place, but a key front line of defense and one of the keys to preventing cyber security breaches of any kind is ensuring secure and appropriate access by authorized individuals and clear audit trail capabilities. This type of secure access must use multifactor authentication with biometrics and must be convenient, privacy protecting, secure and affordable in order for it to be a viable part of the electronic healthcare system. Any Blue Button approach must include this type of verification solution in order for it to be secure and trusted.
Bottom line, for any electronic health initiative to succeed it needs to gain Trust in the market. The fundamental underpinning of trust in cyberspace is to know who is participating in a transaction and are they authorized to do so. We know that 50 year old techniques such as passwords alone are inadequate. Every day there is yet another example of identity theft because of poor, badly managed or hacked passwords. We simply must include the human being in the equation – multifactor approaches including biometrics is the only way it can be done effectively. Thank you again for allowing me to participate in this vital hearing. I would be glad to try and answer any questions you may have.
