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March 22, 2011 
 
Jamie Ferguson, co-chair 
John Halamka, co-chair 
Health Information Standards Committee, Clinical Operations Workgroup 
Washington, D.C. 
 
Dear Mr. Ferguson and Dr. Halamka: 
 
This letter represen ts th e wr itten testim ony of the Med ical Imaging & Technolog y Allian ce 
(MITA) for the HIT St andards Committee, Clin ical Operations W orkgroup public hearing on 
March 28, 2011, to address the critical issues of the identification of ba rriers and enablers for 
device interoperability. 
 
MITA appreciates the opportunity  to share its views with you.  We also look forward to 
providing oral testim ony for the Device Security and Data Security Panel, at the March 28 
hearing.  MITA comm ends the Clinical Oper ations W orkgroup for holdi ng this hearing to 
address these critical issues.   
 
MITA member companies are uniquely positioned to play a key role in facilitating achievement 
of system s interoperability based on their exte nsive expertise and exp erience.  MITA is the 
medical division of the National Electrical Manu facturers Association (NEMA).  MITA member 
companies m anufacture m edical products and serv ices which are essentia l to the sharing of 
images and im aging reports, including: Im aging modalities, P icture Arc hiving and  
Communication System s (PACS), Radiology Information Systems (RIS) a nd Hospita l 
Information Systems (HIS). 
 
MITA created the Digital Im aging and Communications in Medicine (DICOM) Standard, which 
is the standard for the communication of i maging and im aging information.  Adoption of the 
DICOM Standard by the nation’s  providers will address one of the critica l needs of  the 
Nationwide Health Inf ormation Network (NW -HIN), namely the need to communicate im aging 
information between providers.  MITA m anages, updates, deploys and tests the DICOM 
Standard on an ongoing basis.  In the U.S. market, over 99.5% of imaging systems shipped today 
include DICOM capability.  The DI COM Standard has been accepted nearly univ ersally and is 
available now for implementation.  
 
In addition, MITA representatives have been ac tively engaged in the developm ent of the HL7 
Standard, Integrating the Healthcare Enterprise (I HE) Profiles, and other standards-based tools. 
These stand ards and standards-b ased tools are designed to address clinical workflow and 
healthcare practice adm inistration, and enhance sy stems interoperability through exchange of 
clinical information.  
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Provider access to im aging information is key  to clinical practice.  T he ability to  access th is 
information depends on achieving interoperability be tween system s.  The ef fectiveness of  th e 
Nationwide Health Information Network (NW-HIN) will depend on the widespread adoption  of 
the capability of exchanging im ages, imaging information and other patien t health data between 
providers across o rganizational lines , so th at providers can  easily access patien t infor mation 
whenever it is needed.  Adoption of the DICO M Standard, IHE Profiles, and other standards-
based tools, are indispensable to achievement of this goal. 
 
At the March 28 hearing, individu al Panels will provide testimony on questions related to health 
care devices and device inter operability with EHR technology.  The Workgroup has set forth 
general questions posed to all Panels, as well as specific questions which are directed to 
individually identif ied Panels.  MI TA will addr ess below  the genera l questions posed to all 
Panels, and the questions which ar e specifically directed to the Device Security & Data Security 
Panel. 
 
General Questions: 
 
Question 1: What is your experience with health care devices and device interoperability? Have 
you experienced specific problems where standards might contribute to solutions? 
 
MITA Response: 
 
As stated ab ove, MITA m anufacturers have extensive experience with the manufacture, testing 
and deploym ent of me dical im aging and radi ation therapy devices, and the m anufacture of  
PACS, RIS and HIS products to fa cilitate the exchange of info rmation between providers and 
within the hospital faci lity.  In addition, MIT A m embers have been actively engaged in the  
development and ongoing m anagement of th e DICOM Standard, IHE Profiles and other 
standards-based tools, all of whic h are key to establishing system s interoperability.  In fact, the 
DICOM Standard, which is the standard for co mmunication of imaging information, was created 
by MITA manufacturers and the A merican College  of Radiology (ACR).  Also, since the first 
version of the Standard was a pproved in 1993, MITA staff has been managing the day-to-day 
activities of m ore than 1200 volunteers from  ar ound the world who participate in m aintaining 
and extending this Standard.  DI COM is a dynam ic standard and is  continually updated to serve 
a wide ran ge of clinical needs an d to help en sure the smooth flow of clinical inform ation 
between systems.  A for mal agreement and thre e joint m eetings per year between DICOM and 
HL7 help to assure the compatibility of these two critical healthcare standards. 
 
MITA manufacturers have also pl ayed a lead ing role in development of IHE Prof iles, and with 
respect to  d evelopment of  the HL7 standard.   I HE Prof iles f oster sys tems interope rability by 
organizing and leveraging the integration capabi lities that can be achie ved through coordinated 
implementation of communication standards such as DICOM and HL7.  The HL7 Standard is 
important in establishing comm on m essage el ements for  both clinical and ad ministrative 
domains to  f acilitate in teroperability of  system s.  In teroperability issues can b e su ccessfully 
addressed by the use of the DICOM and HL7 Standards, and the IHE Profiles. 
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Question 2: Are there areas where standards are more mature or less mature? 
 
MITA Response: 
 
The following standards have been in widespr ead use  for m any years and are th us “m ature” 
standards.  The DICOM Standard was create d in 1993, and is continually being updated to 
reflect new technologies.  It is a mature yet evolving standard and is continually updated to 
address the needs of providers in clinical pract ice.  The DICOM Committee con tinues to extend 
the standard to include newer technologies.  In 2010, for exam ple, thirteen m ajor new 
supplements were added to the 4100 page DICO M Standard.  These included a new Part 19 on 
Hosted Applications  and a new ca pability that will enab le electron ic display,  sharing, s torage, 
and management of the i mage of an “entire m icroscope slide” for use in pathology.  Work is 
currently un derway to develop “web services” that will provide acces s to DICOM persis tent 
objects.  In addition, the HL7 Standard has been utilized for over 20 years, and is also continuing 
to evolve to meet changing clinical needs.  
 
Question 3: What standards or standards-related capabilities are most relevant and important to 
the meaningful use of EHR technology? 
 
MITA Response: 
 
The following standards and standards-related capabilities are essential to the achievement of the 
meaningful use of EHR technology, including: 
 

1. DICOM Standard – The DICOM Standard enables the com munication of i mages and 
imaging information between providers. 

2. HL7 Standard  – The HL7 standard is used fo r the exchange, m anagement and 
integration of data.  It allows for the flexible and cost-effective exchange of clinical and 
administrative data to achieve interoperability between healthcare information systems.  

3. Integrating the Health Care  Enterp rise (IHE) Profiles  – IHE Profiles are tools which 
employ the use of standards to address clin ical workf low issues, to im prove the way 
computers in healthcare system s share info rmation.  IHE Profiles facilitate system s 
interoperability by organizing and leveraging the integrati on capabilities tha t can  be 
achieved by coordinated im plementation of established communication standards, such 
as DICOM and HL7.  For exam ple, the IHE Portable Data for Im aging (PDI) Profile 
enables reliable interchange of image data and diagnostic reports on CDs for importing, 
printing or displaying this data in a browser.  The IHE XDS-I Profile enables sharing of 
images, diagnostic reports and related information across care sites. 

 
Attention should also be focuse d on incorporation of a DICOM image viewer into the electronic 
health record, to ensure  that th e data which is  displayed by the provid er’s v iewer is iden tified 
with the right patient. 
 
Question 4: What do you see as key barriers to effective use of health care devices to advance 
health and wellness? 
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MITA Response: 
 
Several key barriers now exist which are im peding the ef fective use o f health c are devic es to  
improve health and wellness.  These barriers include: 
 

1. Lack of access by providers and hospitals to the patient’s medical imaging information;  
2. The difficulties providers face in the conversi on from an existing paper record system to  

an electronic health record system; and 
3. Reluctance by hospital providers to share pa tient inf ormation when patien ts m ove to 

different health institutions outside of their network for their care. 
 
First, access  to th e patient’s m edical im aging info rmation is critical to  the ab ility to rend er a 
complete diagnosis of a patient’s co ndition.  The lack of access to this infor mation constitutes a  
significant barrier to the effective use of health care devices.  The provider needs to have access 
to all of  th e patien t’s m edical inf ormation to be availab le in th e electron ic he alth r ecord 
whenever it is needed  to fully  take advantag e of the benefits of el ectronic health reco rd 
technology.  For example, imm ediate access to patient infor mation on previously perform ed 
diagnostic im aging procedures will  enable the m ore efficient us e of healthcare resources, by 
helping to reduce the number of duplicate imaging procedures.  
 
Second, it should be recognized that  conversion to an electronic h ealth record system  from a 
paper-based system  necessarily  en tails subs tantial, in itial inves tment costs by the provider, 
provider training, and changes in provider practice m anagement.  Strengthened governm ent 
incentives are needed to assist providers to help defray the costs associated  with conversion to a 
digital system.  Expansion of existing program s to help guide providers through the conversion 
process is also essential. 
 
Third, hospital providers are reluctant to share patient information when patients travel from one 
organizational entity to another, due to hospita ls’ competition for patients.  In order to achieve a  
fully effective use of electronic health record s, improved government incentives are needed to 
encourage sharing of patient data between healthcare systems. 
 
Question 5: If you could wave a magic wand to effect one change to enable more effective and 
widespread use of health care devices, what would that be? 
 
MITA Response: 
 
MITA believes that the adoption of the DICO M Standard  for the co mmunication of i maging 
information, and its incorpora tion as a key goal of Stage 2 Meaningful Use is critically 
important.  We recognize the very tight timing issues associated with adding new functionality to 
Stage 2, an d so believ e that a ro admap for use of  images within cer tified EHRs th at considers 
both Stage 2 and Stage 3 is critical.  W e al so recogn ize that there is a well-developed  
infrastructure for the generation, storage, and di splay of digital im ages, and do not believe that 
EHRs should be pushed to duplicate this functiona lity.  Adoption by providers of an electronic 
health record system, with the content accessible by standards-based mechanisms, is essential to 
enable more effective and widespread use of health care devices.   
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The MU requirem ents should recognize two different pathways to and from  t he Im aging 
workflows.  The m ost basic level of communications  is to u tilize portable media.  This m ode is 
defined in the IHE Portable Media for I maging (PDI) Profile which is harmonious with the IHE 
Cross-Enterprise Document Media Interchange (XDM) Profile.  Through the use of the PDI and 
XDM profiles, all imaging studies can be communicated via USB or CD ROM or over e-mail.  It 
should be noted that the PDI/XDM e-m ail option is  consistent with the Direct Project.  The 
Direct Project specifies a sim ple, secure, scalab le, standards-based way for participants to send 
authenticated, encrypted health in formation di rectly to known, truste d recipients over the 
internet. 
 
The second  pathway is  to u tilize the m ature I HE Cross-Enterpr ise Docum ent Sharing  Prof ile 
with the Profile defined for sh aring of Im aging – IHE Radiol ogy Cross-Enterprise Docum ent 
Sharing for Im aging (XDS-I) Profile.  W ith this profile the imaging studies are m ade available 
across the XDS environment while utilizing  DICOM standard interfaces for the imaging traf fic. 
The XDS-I profile supports all forms of DICOM based objects. 
 
 
Device Security and Data Security Panel Questions: 
 
Question 17: What are the security requirements for devices in different care settings, e.g. SNIF 
vs. Hospital vs. Home or other remote monitoring? 
 
MITA Response: 
 
Since 2001, MITA has been a co-sponsor of a Joint Committee on Security and P rivacy, along 
with the European Coordination Committee of th e Radiological, Electromedical and Healthcare 
IT Industry (COCIR), and the Japan Industries Association of Radiological Systems (JIRA).  The 
Joint Committee on Sec urity and Pr ivacy has p ublished papers that are very inf ormative on the  
question of  the security of m edical devices.  Medical d evices and electronic h ealth reco rd 
systems both need to b e protected against security risks.  Th e care setting is a lso not a spec ific 
differentiator.  In all cases security risks need to be considered and a layered approach to security 
applied.  
 
Some of the relevant white papers from the Joint Security and Privacy Committee include: 

• 
• 
• 
• 
• 
• 

Certificate Management for Machine Authentication 
Defending Medical Information Systems Against Malicious Software 
Patching Off-the-Shelf Software Used in Medical Information Systems 
Break-Glass – An Approach to Granting Emergency Access to Healthcare Systems 
Information Security Risk Management for Healthcare Systems 
Security and Privacy Auditing In Health Care_Information_Technology 

As with the HIPAA approach to sec urity, it is neither desirable nor productive to specify a fixe d 
set of  secur ity contro ls for all types of m edical devices in all he althcare settings.  Instead, the 
most robust approach is to unders tand the nature of security risk  in the care setting and adjust 
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device-external controls (e.g., isol ated, security controlled networ ks) to the specific installation, 
and to the specific controls provided directly on the medical device.  
 
The use of a risk assessm ent is the focu s of a recen tly app roved IEC/ISO 80001 Standard – 
“Application of risk management for IT-networks incorporating medical devices- Part 1: Roles, 
responsibilities and activities.”  The description of IEC 80001 is best summarized by Dr. Nick 
Mankovich, Senior Director of Product Security and Privacy, Ph ilips Healthcare, in an article he 
wrote for Information Security magazine:  
 

“This standard lifts security and privacy risk out of the afterthought category into the 
mainstream of health care delivery.  It does this by building around the principle that 
decisions in any new device integration project in health care need to be built around 
some simple concepts.  In the parlance of IEC-80001-1, medical IT-network risk 
management proceeds with a careful examination and understanding of three key 
properties: (1) safety, (2) effectiveness and (3) data and systems security.  By 
considering all three, we can first "do no harm" while effectively delivering on the 
organization's health care mission.  This is done with careful and explicit treatment of the 
appropriate level of confidentiality, integrity, and availability.” Mankovich, Nick. 
“Maintaining health care privacy and security,” Information Security magazine, October 
2010. 

 
To foster an understanding of risk and the crea tion of installation-specific security controls, 
MITA is the publishing  entity f or the Manufacture Disclosure Statement for Medical Device 
Security (MDS2).  The MDS2 for m and instructions for comp leting it are designed to assist 
professionals who are responsible for security-r isk assessment in the managem ent of m edical 
device security issues.  The MDS 2 form is laid out with a s et of high level security capabilities.  
It is used as a statem ent by the m anufacturer of the security cap abilities inc luded with the 
product, or available for the produ ct.  Any m issing security capability  is disclosed, allowing the 
healthcare organization to m itigate r isk with app ropriate external technical, adm inistrative, and 
physical controls.  The MDS 2 form  is currently under revi sion by MITA and the Health  
Information and Managem ent System s Society (HIMSS) to  bette r communicate se curity and 
privacy risk in alignment with ISO/IEC 80001. 
 
Question 18: How do existing security standards support network-enabled devices today?  
 
MITA Response: 
  
The standards and m echanisms defined in DICO M and IHE are in widespread use to provide 
effective protections today.  Th ese m echanisms are provided pr imarily through the use of the 
IHE Audit Trail and Node Authentication (ATNA) Profile: 
 

• 
• 
• 

Authentication of systems and encryption of transported information 
Interoperable audit logs 
User authentication and access controls appropriate to the intended use 
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Breaches in  security,  when they  have occurred,  have been prim arily due to hum an error,  poor 
implementation of the required  security  and p rivacy m echanisms, accidental los s of prin ted 
forms, lack of train ing in secur ity and privacy awareness  o f clini cal staff, or due to crim inal 
activity such as theft.  The standard protection m echanisms have withstood direct attack, and 
failures, and have m ost commonly arisen th rough vulnerabilities in the supporting staff, 
procedures, or facilities. 
 
Conclusion:   
 
As stated above, MITA has long and extensive expertis e and experience in  the m anufacture of 
products and services which enable systems interoperability.  MITA members’ continued, active 
involvement in the developm ent, deploym ent and testing of the DICOM Standard, HL7 
Standard, IHE Profiles, and other standards-based tools, a ttest to the centr al role  MITA has 
played and continues to play in facilitating systems interoperability. 
 
MITA stands ready to lend its knowledge and expertise to the Office of Nati onal Coordinator to 
assist in f acilitating the  im plementation of  syst ems intero perability, a nd to help achieve the 
Nationwide Health Information Network (NW-HIN).  
 
We look forward to working with you on this important effort. 
 
If you have any questions, please contact m e directly at (703) 841 – 3279 or by e-m ail at 
dfisher@medicalimaging.org. 
 
Sincerely, 
  
 /David Fisher/
 
David Fisher, 
Executive Director, Medical Imaging & Technology Alliance (MITA) 
Vice President, National Electrical Manufacturers Association (NEMA) 


