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	Department of Veteran Affairs

Veterans Health Administration Office of Health Information


	- Current system in pilot production between VA and Kaiser Permanente in San Diego, CA allows patients to fully opt in to an electronic exchange.  

- The default organizational policy of the policy allows providers from Kaiser Permanente to assert the role of medical doctor and gain full access to VA patient information.  


	- Patients can request additional constraints beyond the default organizational policy, including role-based access limitations, the masking of particular data types, and the circumstances under which exchange is allowed.   
	- After patients have documented what information they wish to share, under what circumstances, and with whom, their choices are captured in an electronic consent directive that identifies their wishes using standard-based semantics, roles and concept codes.

- The current VA/Kaiser Permanente implementation requires all consent directives to be reviewed by the Release of Information Office within the VA.  


	- Yes.  Physicians are able to infer that information is missing.


	- The VA system is in a limited production pilot in San Diego, California being used for the electronic exchange of health records between the Veterans Affairs Administration and Kaiser Permanente.  - Currently there are fewer than 300 patients of a 1,200 shared patient population base between VA and Kaiser Permanente.  - The next pilot will be in Hampton, Virginia between the DoD and Veterans Affairs.


	- The system assumes that data is not clean.  

- They have developed a common access data layer that allows the data to be represented / abstracted and then semantically translated.


	- Yes, the system is capable of sharing consumer choice with other systems.

- However, the objects that are traded between the organizations are constrained through HL7.



	e-MDs Solution Series


	- Information can be marked as confidential in several areas of the e-MDs EHR,   including the health summary and progress notes.  

- Providers can make components of the heath summary confidential, including problem list, allergies, medications, past medical history, social history, family history, etc.
	- Patients can choose to block access to the chart from particular users based on role of specific individuals.  

- Patients can also choose to export their CCR from the patient portal with or without confidential information.
	- Collecting patients’ consent is based on practices’ or individual clinicians’ recommendations.  

- Practitioners are able to enter data into the system from patient encounters (whether the information is received verbally or on a paper form).


	- Yes.  External facilities receiving a CCR are provided with an indication in the progress note that the record contains confidential information in the form of an area of the record that is blocked.  

- Providers within the same facility will also be aware that there is information missing from the record. 
	- Currently there are over 27,000 e-MDs users potentially impacting over 1,000,000 patients served by e-MDs providers.  

- However, the software’s privacy-enabling technology is not used by the majority of its EHR users. 


	- Once the information leaves the e-MDs system, segmented privacy information is not available.
- e-MDs places the onus on providers to mark data as sensitive.

- Privacy preferences are managed by the provider and not the patient.


	- No.  Currently when e-MDs’ EHRs are sent electronically to other external facilities (in the form of a CCR, for example), the segmented privacy information is not available.    



	Private Access, Inc. 
	-3 categories: protect confidentiality of information, give data seekers information to which they are entitled, allow individuals to know where their data is going

- RecruitSource: a search engine and contact management platform that helps researchers identify potential research subjects based on the privacy preferences recorded by individual patients
- TrialsFinder: helps advocacy groups identify and publish the studies that are most relevant to the needs of their members.  Patients then have the ability to search for possibly relevant ongoing or future trials.  

- PrivacyLayer: a consumer-centric platform that allows each individual to establish and manage his or her own personal privacy preferences before sharing any confidential information
	-Building 3 new applications:  Records Agent for sharing information; Records Valet for redacting patient records;  and APIs to allow other applications to use the system 
	-Patients choose privacy options upon log-in (PrivacyLayer)

 -Tutorials exist to guide patients depending on levels of concern (low-high) 

- Upon entering the system, patients are prompted to answer questions related to their privacy and security preferences   and can set privacy requests to meet their level of concern.

- Patients receive messages when someone (e.g., a provider) requests their information. - Patients have the ability to grant access, ask for clarifying information or deny access.  
- Private Access also addresses consent over time by forcing the system to seek consent every time a piece of data is signaled to move under new privacy directives.  In other words, if a patient changes his / her privacy preferences, a person who previously had access to the patient’s data must now ask permission.  


	-Yes. Providers have no access to a patient’s information unless the patient grants access (green light).  


	-Approximately 1,000 patient account holders registered with service

- Campaigned through email and received an adoption rate of more than 40%

- Of the users responding to the survey, 90% indicated that they would recommend use of the system to family and friends

- Platform was built based on consumer input and feedback  -75% of consumers rate the Private Access System as “easy to use” or “highly intuitive”  


	- PrivateAccess is not a data repository; therefore “clean data” does not have the same implications in this model as others.
- Data are collected in many different standards and it is necessary to review each submission and translate accordingly.  

- There needs to be some form of consent assistance for all systems; Private Access uses tutorials for users.  
- In order to implement this system for all health information exchanges, Private Access needs to complete the development of APIs (Application Programming Interfaces) that will allow companies, with data holders’ permission, to index data from all data holders where health information for Private Access account holders is stored.  

	-Private Access ontology anticipates full interoperability with all existing privacy standards and ontological expressions.
-Currently, Private Access’s approach is based on XACML, but the interface is moving toward adoption of XSPA as well in order to share data with other systems.  
  

	Texas Department of State Health Services

Clinical Management of Behavioral Health Services (CMBHS)


	-Enables electronic exchange of health records within a closed network of behavioral health and substance abuse clinics in Texas.  
- Enables the patient to select the following:

 - a target provider (which includes the provider group) to whom consent is granted at the treatment center level

 - the start and end date of the consent

 - the specific data elements to which access is granted at the assessment level (behavioral health assessment, substance abuse assessment, etc.) and activity level (lab results, discharge plan, etc.) 
	- Can create additional rules to provide greater granularity of consent than currently offered.

- For example its technology could allow granting consent at the individual provider level and individual medication level.
	- Collects consent through the provider. 

- Provider works with patient to select provider group granted access, time frame of consent, and elements of the record to which access will be allowed.  

 - Provider enters the patient’s consent preferences into a web-based electronic form, prints the form and asks patient to sign a hard copy.
	- Capability not addressed at the hearing. 


	- Currently there are 2,100 clinics using the CMBHS product, consisting of 550,000 patients and 6,000 clinicians.


	- As implemented, CMBHS does not face clean data issues and only requires that consent form data is entered into the web application.

- Exchange of health records outside of the CMBHS network would require integration of CMBHS consents with other vendors’ products.  They consider this challenging, because of unspecified legalities pertaining to data exchange and the storing of data in one database. 

- Duplicate data entries are occurring in their system, currently estimated at 5 to 10%.  

-  A very powerful infrastructure would be necessary to use their centralized model nationwide in a software-as-a-service model.

- CMBHS acknowledged the inability of their system to protect sensitive information if it is included in a narrative text box.  


	- CMBHS system is not interoperable with other systems.

- However, CMBHS has enabled certain third parties, for example drug courts, to access patients’ records electronically (through a secure read-only portal) with patient consent.
- CMBHS plans to enable exchange with primary care providers in the future using standard codes, SNOMED codes and low-end codes to enable data exchange outside of their system. 

 

	Tolven, Inc.
	- As implemented in the Stichting RijnmondNet pilot in the Netherlands, Tolven’s solution relies on an enterprise level PHR that enables the patient to control what information comes into and flows out of the PHR.  

- Patient can control access to information at the clinical element level, including allergies, medications, diagnoses, personal events, observations, etc.    - Tools are available to increase granularity to include subclasses of each element.
	- Tolven states that it offers complete granularity through the use of a JBOSS rules engine.

- The rules engine processes documents in any format, extracts information, and instantiates it in an HL7 RIM format on which rules can be run to enable granular segmentation. 
	- Tolven’s solution for the Stichting RijnmondNet pilot collects consent from the patient at two points: 

 - First, the patient must provide consent to opt in and have health records sent from a provider’s office to an “aggregation” area.  

- Patient must then provide consent to create an individual PHR. 

- Once the PHR is created, all importing and sharing of data within that PHR is initiated by the patient.  
	- Yes.  For example, Tolven can use the JBOSS rules engine to indicate through a note to a clinician that a record is incomplete. 
	- There are approximately 100 participants in the Stichting RijnmondNet pilot, the only Tolven implementation currently enabling live exchange of electronic health record data.

- Tolven technology is also being used in a clinical trial project with the National Cancer Institute involving 18 academic medical centers (the Transcend Project/I-SPY trial)

- Technology also being used in an EHR system for Novia Care Clinic (primary care physician group in the Midwest) through Bravura systems, which plans to launch a PHR in 2010


	- Tolven assumes that data will not be clean.  Its solution utilizes a data aggregator and a rules engine to create semantically interoperable and computable documents.

- While patient preferences can be passed along to providers who are outside the health record bank environment, the rules that implement those preferences are in effect only in the Tolven environment.

 - Once a copy of the patient’s PHR leaves the health record bank (HRB) environment, it is no longer subject to those rules and there is no way to enforce the consent.
- Having clearly articulated policies governing the exchange environment was identified as a challenge. 

- Terminology mapping was identified as being critical to successful implementation. 


	- Tolven is capable of passing along a document expressing the patient’s preferences to another system. 

- The Tolven system enables the patient to create a copy the PHR containing only the information the patient is willing to share, and to then share that copy with a provider or providers either in a health record bank environment or outside of it. 

- When the document is shared outside of the health record bank environment, the patient is able to export the copy in a variety of formats, including CCD and CCR, and Tolven is capable of packaging a consent form to travel with the copy of the PHR.  




