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1) What can the technology do now?

a. In what categories does it currently offer patient choice?

· In the Brooklyn Health Information Exchange (BHIX), InterSystems HealthShare (Intersystems’ software platform for health information exchange) provides patients the opportunity to fully opt in to information sharing at each participating facility in the exchange.  BHIX has implemented an opt in policy, allowing patients to opt in at each of the participating facilities within the system for them to share data.  In order for the facility to search for the individual in BHIX, it must have a consent authorization to do so.  Once the patient gives consent to the participating facility, the facility has full access to the patient’s health record, including sensitive information such as HIV status.  If the patient arrives at a facility before granting consent, the facility can access his or her BHIX record in an emergency.  However, if the patient has denied access to that facility, it cannot access the record, even in an emergency.  BHIX also provides role-based access to the system, so only appropriate caregivers have access to patient information, based on authentication technology.  HealthShare also has a full audit trail for access.

b. In what categories does it claim to have the ability to offer choice?

· HealthShare is technologically capable of applying granular patient choice through three types of filters.  The first is applied when a provider searches for a patient record.  HealthShare can prevent information from being searchable at the facility or provider level, and can provide a date range for the filter to apply.  The second data filter applies when the provider has found the patient via a search and seeks to pull up his or her information.  This filter can prevent certain data types (such as free-text notes, allergies, or lab results), classes of information (such as HIV status, STDs, or genomic test results), and events from a particular date range from being revealed to anyone or just a certain set of users.  Finally, the third filter provides for emergency access.  The clinicians may, in an emergency, break the glass” in order to override a consent policy.  However, a facility may choose to take away this functionality if it is against their or their jurisdiction’s privacy policy.

c. What types of “rules” can the system create to honor patient choice? (i.e. rules based on the role of the provider, use of the information or the identity of the receiver to prevent exposing sensitive information like HIV status)

· The system can create any rules involving standardized data.   In its demonstration, HealthShare was able to filter out HIV data using rules relating to diagnosis codes, medications, and lab results that would indicate an HIV-positive status.  Once filtered out, any reports that the system creates would not include this data, unless an emergency break-the-glass mode has been enabled and exercised.

d. How does it collect and honor consent?

· In the case of BHIX, the patient is given a fact sheet about BHIX and a consent form to sign at each facility.  When the patient returns the form, the facility enters the consent preference into the system.  The input of consent is standardized into a framework so that the system can enforce it.  For BHIX, HealthShare provides a policy enforcement point, which fields requests for patient information and determines whether it will allow access or not to the particular user.

e. Does the system let the provider know that information has been filtered out?

· Yes.  HealthShare can inform the receiving provider when information has been filtered out due to a consent policy.  The software includes a note with the record that informs the provider that information is missing due to the patient’s consent policy.

2) What is the scope of the system?

a. How many patient records are currently within the system?

· About 2,500,000 active patient records are in the BHIX system with 40 active users (e.g. physicians, nurses, and hospital staff). HealthShare as a whole is currently being used by 850 active users and holds 6,000,000 active patients.

b. What is the rate of patient participation?

· At BHIX, about 90% of patients that are given the option are opting in to the exchange.

c. If the system is not used for health information exchange, what is it currently being used for?

· InterSystems is being used for heath information exchange, but only within its own (HIO or RHIO) as of now.  HealthShare is not being used to transfer information between different HIOs, RHIOs, or other providers with electronic health record systems.

3) What are the barriers identified?

a. What are the specific barriers for each technology?

· Referrals and transfers.  Once the information leaves the HealthShare system, consent cannot be enforced unless the consent can be exchanged with the external system.

· When determining rules for advanced filtering of information,   medical vocabularies have to be the same and organizations must agree on rules concerning which lab results, diagnosis, and medications jeopardize exposing sensitive health information, such as HIV status.

· Consent is articulated, but not managed directly by the patient.  The patient must submit a paper consent form and preferences are recorded by the provider / clerk through data entry.

b. What are the problems with “clean data” that each system faces?

· If HealthShare is to take a particular medication or particular lab result out of a patient record, then either the source systems or the HIO integration framework must translate the data into a gold standard that will allow the system to apply the appropriate filters to take it out.  Otherwise, data may be shared against the intention of the patient.

c. Is the system capable of sharing consumer choice with other systems?

· HealthShare’s Consent Registry is a centralized database of policies, which may be accessed by any authorized system within the community or across communities.

· HealthShare uses a proprietary rule format to process standard-based privacy policies exchanged using HITSP specification as access control policies (HITSP TP 20) or consent directives (HITSP TP 30).

· Intersystems admits that they have difficulty sharing consumer choice preferences with other systems.  They say it is a challenge to put a consent policy into XACML (OASIS eXtended Access Control Markup Language).  As a result, vendors have interpreted a common jurisdiction’s consent policy differently, and the rules are subsequently coded differently in XACML.  Rather than solve the code for all possibilities of policy implementation, BHIX focused on its own regional exchange policies – needing to make its own implementation decisions.

· For BHIX, XACML works to express NY consent requirements, but NY consent is coarse-grained (i.e., patients give consent to particular organizations).  BHIX has not evaluated whether it can pass consent over state lines – recognizing different consent models and policies.

d. How would the system propose to share the consumer choice with other systems?

· Vendor variations in XACML implementation prevent interoperability and require custom implementation work to be compatible with other systems. Furthermore, the industry’s uptake of XACML is very limited.

· HealthShare is working to implement HL7v2-based exchange of data consent  information

· HealthShare is aiming to work within regions first, then at state level and then maybe with other states if common consent policy can be agreed to.

Texas Department of State Health Services

Clinical Management of Behavioral Health Services (CMBHS)

Debabrata Mitra and Connie McCarty
1) What can the technology do now?

a.     For what categories does it currently offer patient choice?

· CMBHS was developed to enable the electronic exchange of health records within a closed network of behavioral health and substance abuse clinics in the state of Texas.  The CMBHS technology utilizes a centralized database and a web-based consent form that enables the patient to select a target provider (which includes the provider group) within the CMBHS system to whom they wish to provide consent to view their health record (at the treatment center level).  The patient can also specify a time frame for the consent to be valid, and the individual elements of their record that the provider, or any other provider at that treatment center, can view.  The patient can segment data within his / her medical record by one of the ten sections of an assessment; for example, patients can hide the general assessment, psychiatric assessment or substance abuse assessment.  CMBHS has also mapped a number of standard workflow activities and thus can segment information based on items such as lab results, discharge plans, medications, etc.  Currently, CMBHS does not segment down to the individual medication level, but plans to implement that type of segmentation capability if/when they extend their services outside of their domain to primary care.  Additionally, the CMBHS technology records the reason that the patient is granting consent, for example continuity of care.

b. In what categories does it claim to have the ability to offer choice?

· CMBHS currently has the ability to offer choice regarding which provider group within the CMBHS system can access a patient’s record, the length of time that the consent to access the record is valid and the particular data elements of the record, down to the level of particular assessments and activities.  CMBHS indicated that, through the creation of additional rules, it is capable of providing greater granularity of choice than what is available in its current implementation, including consent at the individual provider level (exclusive of the other providers in a provider group) and down to the individual medication level, for example.

c. What types of “rules” can the system create to honor patient choice? (i.e., rules based on the role of the provider, use of the information or the identity of the receiver to prevent exposing sensitive information like HIV status)

· CMBHS creates business rules that are hard wired into their system.  These rules essentially scan all records to determine if the clinician attempting to access the records either owns the record or has access to the record.  CMBHS has also attempted to map all segmentation sections to workflow activities such as discharge plan or medication order.

d. How does it collect and honor consent?

· CMBHS collects consent through the provider who works with the patient to select which provider group can have access to the record, the time frame and the particular elements to which access will be allowed.  The provider enters the patient’s consent preferences into a web-based electronic form, then prints the form and the patient signs a hard copy. 

e. Does the system let the provider know that information has been filtered out?

· With respect to CMBHS, this capability was not addressed at the hearing.

2) What is the scope of the system?

a.     How many patient records are currently within the system?

· Currently there are 2,100 clinics using the CMBHS product, consisting of about 550,000 patients and 6,000 clinicians.  Several states are considering using the CMBHS technology, and BHIPS, the system on which CMBHS was based, is being used by the state of Nevada.

b.    What is the rate of patient participation?

· CMBHS indicated that overall more than 90% of patients consent to exchange their health records, and the rate is 100% in some places.


c.
If the system is not used for health information exchange, what is it currently being used for?

· CMBHS is currently being used for exchange within a closed network of state behavioral health and substance abuse clinics.

3) What are the barriers identified?

a. What are the specific barriers for each technology? 

· CMBHS currently functions within a closed network, and in order to exchange with those outside of this network would need to integrate their consents with other vendors’ products.  They consider this to be challenging, not because of technical issues – they indicate that they know how to post the consent data to other vendor products – but because of unspecified legalities pertaining to data exchange and the storing of data in one database. 

· CMBHS has identified a problem with duplicate data entries in their system, currently estimated at 5 – 10%.  

· CMBHS also identified the need for a very powerful infrastructure in order to use their centralized model nationwide and host it in a software-as-a-service model. 

· CMBHS acknowledged the inability of their system to protect sensitive information if it is included in a narrative text box.  They indicated that they are not able to prevent that information from being exchanged once it is included as narrative text.

b.   What are the problems with “clean data” that each system faces?

· CMBHS does not have clean data issues because they only require that data related to the consent form be entered into the web application, and such information can be submitted in any format.

c.    Is the system capable of sharing consumer choice with other systems?

· As currently implemented, the CMBHS system is closed and is not interoperable.  They are not currently exchanging records with other systems, however they have enabled certain third parties, for example drug courts, to access patient’s records with patient consent.

4) How would the system propose to share the consumer choice with other systems?

· CMBHS plans to enable exchange with primary care providers in the future and intends to use standard codes, building for SNOMED codes and low-end codes to enable data exchange outside of their system. 
e-MDs Solution Series

Michael Sterns, President and CEO of e-MDs, Inc.

Dr. Millican, a family practitioner and e-MDs user

1) What can the technology do now?

a. In what categories does it currently offer patient choice?
· Information can be marked as confidential in several areas of the e-MDs EHR including the Health Summary and Progress Notes sections.  Confidential information can also be removed or blocked from view in documents that are exported from the system.

· The EHR allows the provider to make components of the health summary (e.g., problems, allergies, medications, past medical history, social history, family history, etc.) confidential and thus viewable only by certain individuals based on their privileges.  Protected information can be marked as private while documenting or preselected as confidential during the template development and editing process.

· The patient does not have a direct role but can ask the provider to mark certain information as confidential. Patients have much more latitude to segment information in their PHR.
· Confidential information is blocked out when viewed by someone who does not have the specified privilege.  For medications, a label informs the user that the patient has been prescribed a confidential medication.

· In the EHR, confidential information can be displayed or blocked from view in the progress note.  
b. In what categories does it claim to have the ability to offer choice?

· Can block access to the chart from particular users (e.g., based on role) or specific individuals (e.g., Dr. Smith)
· Patients have control over what is exported from the e-MDs Patient Portal.  When the Continuity of Care Record (CCR) export utility is used, the patient has the option of exporting his / her CCR from the patient portal with or without confidential information.  This requires, however, that the provider has labeled the information in advance as confidential.  However, as the patient can see the information in his / her CCR, he / she can request that certain items be labeled as confidential via portal communications.
· e-MDs has the ability to segment information out of the record if the patient pays privately for care. 

· The company is investigating the capacity to give patients the tools to perform their own segmentation (that is, without the involvement of the provider). 

c. What types of “rules” can the system create to honor patient choice? (i.e. rules based on the role of the provider, use of the information or the identity of the receiver to prevent exposing sensitive information like HIV status)

· e-MDs enables patient choice through rules based on the role of the provider (e.g., doctor v. nurse), the identity of the receiver (e.g., Dr. Brown v. Dr. Smith), and / or the type of data (e.g., medications v. lab tests).  In addition, patients are given the choice of blocking individual data items through the action of their providers (e.g., Paxil v. Lipitor).
d. How does it collect and honor consent?

· Collecting patients’ consent is based on practices’ or individual clinicians’ recommendations regarding information sharing and patient consent for that information to be released.  Practitioners are able to enter data into the system from patient encounters (whether the information is received verbally or on a paper form).

· Dr. Millican, a family practitioner and e-MDs user, testified that in his clinic they have a standard paper patient consent form where they mark what they want sent and what they don’t want sent.  Medical records technicians then input the information into the system.  Patient consent is honored when providers export electronically and / or print patient information.  The provider has the option of printing two versions of the health summary, one with the confidential information and another that removes it from the printed document.  In other words, the confidential information does not appear in the latter case as information that is blocked, but rather it does not appear at all.  Providers utilizing the CCR export features (and the CCD export feature in the future) can export the CCR with or without information marked as confidential.  

e. Does, and if so by what means, the system let the provider know that information has been segmented / filtered out?

· Providers within the same facility who have the appropriate privileges can unblock or unmask protected information by making one click on a “Confidentiality” switch.  Once a document with blocked information is exported from a given facility, however, the blocked content cannot be viewed by other providers who receive the CCR electronically from the given facility.  They are provided, however, with an indication in the progress note that the record contains confidential information in the form of an area of the record that is blocked.  This alerts providers to the presence of additional information but it becomes the patient’s choice as to whether to share it with this provider.
2) What is the scope of the system?

a. How many patient records are currently within the system?

· Has over 27,000 users in 49 states and U.S. territories 

· e-MDs’ privacy-enabling technology is not used by the majority of its EHR users, presumably because it is not currently viewed as essential to providing care at the facility level

b. What is the rate of patient participation?

· Could impact well over 1,000,000 patients served by our providers.
c. If the system is not used for health information exchange, what is it currently being used for?

· Information can be exchanged within a given facility and can be accessed by providers with appropriate privileges.  Information that is exported electronically outside of the facility (in the form of a CCR) will not include confidential information; however, it will be noted with the record that there is additional information.   

3) What are the barriers identified?

a. What are the specific barriers for each technology?

· e-MDs places onus on providers to mark data as sensitive 

· Privacy preferences are managed by the provider and not the patient. 

b. What are the problems with “clean data” that each system faces?

· Once the information leaves the e-MDs system segmented privacy information is not available.
c. Is the system capable of sharing consumer choice with other systems?

· No.  Currently when e-MDs EHRs are sent electronically to other systems the segmented privacy information is not available to external facilities.  
d. How would the system propose to share the consumer choice with other systems?

·  Information captured as structured data could be marked as protected information (e.g., through an attribution relationship or other method) that could be shared with other systems; however, to be truly interoperable this would require standards that were embraced by the industry or required from regulatory bodies.
Tolven, Inc., Sonoma, California

Dr. Thomas Jones
1) What can the technology do now?

a. In what categories does it currently offer patient choice?

· Tolven’s solution relies on an enterprise level PHR which, when implemented within a health record bank environment, allows for the electronic exchange of health information with other participating systems.  The system provides the patient with complete control over what health information is shared and with whom.  
· The patient can control / limit information coming into his / her PHR, as well as information that flows out of it; this can be done down to the clinical element level, including “allergies, medications, diagnoses, personal events, observations, etc.”  Tolven tools are available to increase the granularity even further to include subclasses of each element.  
· As implemented in the Stichting RijnmondNet exchange in the Netherlands, Tolven’s system first requires the patient to opt in for his / her health information to move from an individual clinician’s environment (EHR or other clinician data source) to the aggregation area, where it is tagged with a patient identifier.  The data are stored in a computable format through the use of a JBOSS rules engine, which processes any incoming documents, no matter what format, and extracts information that is then instantiated in the HL7 RIM format. That information is organized and stored by patient.   Once the patient creates a PHR, the technology enables the patient to select which of his / her personal health information is then copied from the aggregation area into the patient’s PHR.  The patient can also control who receives copies of the information in the PHR, at both the individual provider or group level, and with element level granularity.  The system enables the patient to select the provider, select the menu of information to be copied (which can be as much or as little as the patient wants to send) and identify the reason for the exchange of information.  

b. In what categories does it claim to have the ability to offer choice?

· Tolven claims to offer complete granularity of choice through its PHR, enabling the patient to specify which information from his / her PHR is to be included in any copies of the PHR that are created and shared.  Granularity is accommodated down to the clinical element level, including “allergies, medications, diagnoses, personal events, observations, etc.”  Additionally, Tolven tools are available to increase the granularity even further to include subclasses of each element.  The patient can also choose to share a copy of the PHR with an individual provider or with a group of providers participating in the health record bank environment, or to have copies made and distributed outside the health record bank environment in a variety of formats.  

c. What types of “rules” can the system create to honor patient choice? (i.e., rules based on the role of the provider, use of the information or the identity of the receiver to prevent exposing sensitive information like HIV status) 
· Tolven honors the patient’s choice by creating and delivering a copy of the patient’s PHR that contains only the information that the patient chooses to include in the copy.  Tolven has thus created rules that enable the patient to segment information contained in his / her PHR down to the clinical element.  Additionally, Tolven’s aggregation area uses rules to translate all incoming data into semantically interoperable data.  
· Tolven states that when clinical data come into its aggregation area in a format that is not semantically interoperable, a rules-driven indexing system should be used to enable segmentation of the document according to the preference of the enterprise that is implementing the Tolven system.  
· Also, in the Netherlands system, Tolven extracts information that comes into the aggregation area in CDA format and represents the data in HL7 RIM format.  Tolven then runs rules against the HL7 RIM documents, for example, to only allow specific clinical data elements to be copied and sent to the PHR.   

d. How does it collect and honor consent?

· Tolven’s solution for the Netherlands collects consent from the patient at two primary points.  First, the patient must provide consent when electing to opt in and have his / her health records sent from his / her provider’s office to the aggregation area.  Next, the patient must provide consent to create an individual PHR. 

· Once the PHR is created, all importing and sharing of data within that PHR is initiated by the patient, and thus consent is implicit through that patient-driven process.  
· More specifically, in order for any information to be imported into the PHR, the patient must initiate a request that copies of his or her clinical information should be sent to the PHR.  The request can be in the form of a subscription, so that information is automatically copied from the clinician to the patient’s PHR on a regular basis, or it can be a one time request.  Then, when exchanging information within the patient’s PHR, the patient must request the creation of a copy of his / her PHR, containing only the information the patient agrees to have copied, and then indicate to whom the copy should be sent (which provider or providers).  This request is created and captured electronically in the PHR.   

e. Does the system let the provider know that information has been filtered out?

· Yes.  Tolven’s technology is capable of doing this.  According to testimony it is easy for Tolven to use the JBoss rules engine to indicate through a note to the clinician or other means that the record is incomplete. 

2) What is the scope of the system?

a. How many patient records are currently within the system?

· There are approximately 100 participants in the Stichting RijnmondNet, a Dutch pilot which is the only Tolven implementation currently enabling live exchange of EHR data.  However, elements of Tolven’s technology are also being utilized as follows:

· a clinical trial project with the National Cancer Institute involving 18 academic medical centers (the Transcend Project/I- SPY trial)

· an EHR system for Novia Care Clinic (primary care physician group in the Midwest) through Bravura systems, which plans to launch a PHR in 2010

· a Manhattan group exchanging information between doctors’ offices and teaching centers regarding preoperative admissions paperwork

· Tolven technology was also selected by the National Health Group in Singapore to be used in creating an electronic clinical data repository for 3.5 million patients

b. What is the rate of patient participation?

· Tolven provided no data re: rate of patient participation.

c. If the system is not used for health information exchange, what is it currently being used for?

· Tolven is currently being used for health information exchange in the Stichting RijnmondNet pilot project.

3) What are the barriers identified?

a. What are the specific barriers for each technology?

· While patient preferences can be passed along to providers who are outside the health record bank environment, the rules that implement those preferences are in effect only in the Tolven environment – Tolven is not aware of any other PHR system using a similar (compatible) rules system in its framework. 

· Once a copy of the patient’s PHR leaves the health record bank environment, it is no longer subject to those rules and there is no way to enforce the consent.

· Having clearly articulated policies governing the exchange environment was identified as a challenge. 
· Terminology mapping was identified as being critical to successful implementation. 

b. What are the problems with “clean data” that each system faces?
· Tolven assumes that data will not be clean.  It uses a data aggregator and rules engine to create semantically interoperable and computable documents.
c. Is the system capable of sharing consumer choice with other systems?

· Tolven is capable of passing along a document expressing the patient’s preferences to another system.  However, the rules that implement the patient’s preferences are only in effect in the Tolven health record bank environment.  The Tolven system enables the patient to create a copy of the patient’s PHR containing only the information the patient is willing to share, and to then share that copy with a provider or providers either in the health record bank environment or outside of it.  When the document is shared outside of the health record bank environment, the patient is able to export the copy in a variety of formats, including CCD and CCR, and Tolven is capable of packaging a consent form to travel with the copy of the PHR.  

d. How would the system propose to share the consumer choice with other systems?

· Tolven’s vision is to create a PHR functioning within a health record bank environment that enables the exchange of information with other systems.  This PHR would allow the patient to maintain strict control over what information comes into the PHR and what information goes out of the PHR.  The patient would be able to create copies of the PHR to share with providers participating in the health record bank environment as well as providers outside of that environment.  
Private Access Inc.

Robert Shelton, founder and CEO 

1) What can the technology do now?

a. In what categories does it currently offer patient choice?

· Allows consumers to establish specific privacy directives and consents to allow access to their confidential health information records.  This is managed through the technology platform called PrivacyLayer. 

· Used in clinical trials and research studies (RecruitSource). Patients set up secure accounts where they establish consents and privacy preferences.  Consents can be directed to both individuals and entities.

· Additionally, Private Access’s program TrialsFinder helps advocacy groups identify and publish studies most relevant to the needs of their members.  Patients then have the ability to search for possible treatments in posted ongoing or future trials.  
b. In what categories does it claim to have the ability to offer choice?

· Clinical trial searching capabilities for researchers and patients (current offering).

· Building 3 new applications:  Records Agent for sharing information; Records Valet for redacting patient records; APIs (Application Programming Interfaces) to allow other applications to use the system.

c. What types of “rules” can the system create to honor patient choice? (i.e., rules based on the role of the provider, use of the information or the identity of the receiver to prevent exposing sensitive information (like HIV status)
· Rules are applied every time a patient’s information is accessed.  In other words, the Privacy Layer bureau adjudication engine never trusts that a data seeker is fully identified; rather, the technology asks for re-identification upon each use.    

· Private Access uses a third party ID verification system and limits the use of trusted cookies and other protocol that can be spoofed.  

· The ontologies make no assumption of trust anywhere in the system.  

d. How does it collect and honor consent?

· Patients choose privacy options upon log-in. Tutorials exist to guide patients depending on levels of personal privacy concern (low-high).  Upon entering the system, patients are prompted to answer questions related to privacy and security of personal identifying information.   These questions are designed to help patients identify his/her preferred level of privacy.  As a result, patients can set privacy requests to meet their level of concern.

· Patients receive messages when someone (e.g., a provider) requests their information.  Patients have the ability to grant access, ask for clarifying information or deny access.  

· Private Access promotes granular consent via tutorials.  

· Private Access also addresses consent over time by forcing the system to gain consent every time a piece of data is signaled to move under new privacy directives.  In other words, if a patient changes his / her privacy preferences, a person who previously had access to the patient’s data must now ask permission.  

e. Does the system let the provider know that information has been filtered out?

· Providers have no access to a patient’s information unless the patient grants access (green light).  

· Patients have the ability to ask clarifying questions to the provider before the provider sees any identifying information.  

2) What is the scope of the system?

a. How many patient records are currently within the system?

· Approximately one thousand patient account holders are registered with current RecruitSource and TrialsFinder services. 

· Private Access has the capacity and scalability to support one million users.  With upcoming PHR integration, they are expected to support more users in the near future.  

b. What is the rate of patient participation? 

· Campaigned through email and received an adoption rate of more than 40%.  

· Platform was built based on consumer input and feedback.  75% of consumers rate the Private Access system as “easy to use” or “highly intuitive”.   

· Of the users responding to a survey generated after email campaign, 90% indicated that they would recommend use of the system to family and friends.  

c. If the system is not used for health information exchange, what is it currently being used for?

· Connecting patients and researchers for clinical trials.  

· Allows patient the ability to control who sees his / her identifying information.  

· Private Access is expanding scope of system in the future.    
3) What are the barriers identified?

a. What are the specific barriers for each technology?

· Private Access is not a data repository; but rather, a data transmission tool.  

· Data are collected in many different standards and it is necessary to review each submission and translate accordingly.  

· There needs to be some form of consent assistance for all systems; Private Access uses tutorials for users.  Adjudication engine can account for new state/federal policies and privacy preferences as use-cases expand.  The adjudication engine collects data and applies laws, institutional policies and consumer consents and privacy directives to transfer requests between entities.  
· In order to implement this system for all health information exchanges, Private Access needs to complete the development of APIs (Application Programming Interfaces) that will allow companies, with data holders’ permission, to index data from all data holders where health information for Private Access account holders is stored.  

b. What are the problems with “clean data” that each system faces?
· Private Access is not a data repository; therefore “clean data” does not have the same implications in this model as others.  

· Private Access’s vision is to enable semantic based rules engines to collect data intelligently as there is simply too much data out there to make one standard apply universally.  Data exist across the whole spectrum: paper form, analog form, standardized, non-standardized, etc.
c. Is the system capable of sharing consumer choice with other systems?

· Currently, Private Access’s approach is based on XACML.  They are moving toward adoption of XSPA as well in order to share data with other systems.    

d. How would the system propose to share the consumer choice with other systems?

· Private Access’s system is currently only released in Beta; but, the system is beginning to emerge into the commercial realm.  

Department of Veteran Affairs

Veterans Health Administration Office of Health Information

Duane DeCouteau, Senior Technologist Department of Veteran Affairs

1) What can the technology do now?

a. In what categories does it currently offer patient choice?

· Currently, the VA system is in a limited production pilot in San Diego, CA with fewer than 300 patients of a 1,200 shared patient population base between VA and Kaiser Permanente.

· The system uses a federated consent model where patients have an agreement with each organization that may produce or share their information. 

· Default organizational policy allows providers from federated organizations (in the case of the San Diego pilot, Kaiser Permanente) to assert the role of medical doctor and gain full access to patient information.
· Patients can choose to fully opt in – allowing them to participate in the electronic exchange based on the default organizational policy, and then can request additional constraints beyond the default, including role-based access limitations, the masking of particular data types (i.e., medications, problem lists, diagnoses, etc.), and the circumstances under which exchange is allowed.
· A privacy advocate or security administrator may aide patients in creating appropriate privacy constraints for sensitive information  

· A “break the glass” provision is enabled so that full access to a patient’s records can be obtained if a provider asserts that the stated purpose of use is emergency treatment. 

b. In what categories does it claim to have the ability to offer choice?
· Default organizational policy allows providers from federated organizations to assert role of medical doctor and gain full access to patient information.  Registered nurses are only allowed access if the stated purpose of use is emergency treatment.  All other users are denied access.
c. What types of “rules” can the system create to honor patient choice? (i.e., rules based on the role of the provider, use of the information or the identity of the receiver to prevent exposing sensitive information like HIV status) 

· In order to enforce rules that will control access by specific users, users with specific roles, organizations, and locations, the data itself has to be constrained.  This can be done by layering on top of the existing EHR without a wholesale replacement of that record and can be enforced by building a relatively limited set of ontologies.

· Patients are able to create policies that act as a living directive that can adapt as appropriate with developments in medical knowledge.  For example, protection of a person’s genetic information that is included in an EHR is possible by utilizing an outside clinically relevant source, in this case the Genome White Association Study, which could interject new medical knowledge into the policy engine.  To do this, the policy engine and the policy itself need to stay current.  Therefore, the policy engine will actually remap the patient’s data against the most current medical knowledge and determine if additional information becomes “sensitive” and therefore needs to be redacted.     
d. How does it collect and honor consent?

· The model supports digital entry of the consumer choice, but also supports paper delivery of a form that has been signed and certified.  A privacy advocate for the patient is available for consultation if the patient has questions. 
· After patients have documented what information they wish to share, under what circumstances, and with whom, their choices are captured in an electronic consent directive that identifies their wishes using standard-based semantics, roles and concept codes.

· The current VA/Kaiser Permanente implementation requires all consent directives to be reviewed by the Release of Information Office within VA.  At this point, a person physically reviews each document.  This process is due to change in a forthcoming pilot demo.
e. Does the system let the provider know that information has been filtered out?

· Yes.  Physicians are able to infer that information is missing.
2) What is the scope of the system?

a. How many patient records are currently within the system?

· Limited production pilot in San Diego, CA with fewer than 300 patients of a 1,200 shared patient population base between VA and Kaiser Permanente.
b. What is the rate of patient participation?

· 40% in San Diego pilot (300/1,200) opt in from the shared patient population

c.   If the system is not used for health information exchange, what is it currently being used for?

· Is being used for health information exchange in pilot production in San Diego, California between the Veterans Affairs Administration and Kaiser Permanente.  The next pilot will be in Hampton, Virginia between the DoD and Veterans Affairs.
3) What are the barriers identified?

a. What are the specific barriers for each technology?

· Consent is not managed directly by the patient.  The patient submits a paper consent form and preferences are recorded by the provider/clerk through data entry.
· Gaps exist primarily in the underlying information systems and the ability of EHRs to specify data attributes (e.g., the sensitivity of protected information).  The technology can enforce rules regarding defined sensitivities; however, it is not the security system’s role to define what is sensitive in the first place.
b. What are the problems with “clean data” that each system faces?
· The system assumes that data is not clean.  They have developed a common access data layer that allows the data to be represented / abstracted and then semantically translated.

c.     Is the system capable of sharing consumer choice with other systems?

· Yes, the system is capable of sharing consumer choice with other systems by using the two standards of XSPA, thereby allowing interoperability; however, the objects that are traded between the organizations are constrained through HL7.
d.     How would the system propose to share the consumer choice with other      systems?

· The system is inherently designed to be interoperable, and fundamentally there are no overt barriers to interoperability from an exchange perspective.  What is missing, however, is a consistent patient policy view across organizations.  Patients currently need to negotiate their choices with each provider.  Resources necessary to implement the consent system in its current form include a consumer preference editor, an organization policy editor, capability to vet consumer policy against organizational policy, automated acceptance of policy, manual process for policy exceptions, a policy engine, a redaction service, and an HL7 canonical model that enforces system semantics.  New work projects in OASIS/HL7 include the development of ontology that would simplify the consumer expression of their choices and possibly improve the efficiency and speed of the policy decision engines. 
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1) What can the technology do now?

· In what categories does it currently offer patient choice? COTS system in Ontario, Canada has been designed, built and tested for  its capability of handling the appropriate volume of network traffic, and allows the patient to restrict a clinician from sharing certain PHI with another clinician for healthcare purposes.

a. In what categories does it claim to have the ability to offer choice in?

· HIPAAt’s consent management system is capable of allowing individuals to create and modify privacy policies to direct who may have access to their electronic PHI, for what purposes and under what circumstances, within a given organizational and jurisdictional policy framework.  This includes directives based on purpose of use, access by group or individual provider, what may be accessed and emergency break the glass policy.

b. What types of “rules” can the system create to honor patient choice? (i.e. rules based on the role of the provider, use of the information or the identity of the receiver to prevent exposing sensitive information like HIV status? (Question asked by Wes Richel, 4:45pm)

· HIPAAt does not create rules of this type.  Instead, it adjudicates based on rules already created by HIOs or EHRs.  It translates such rules into XACML so that the Consent Validation Service can deny access to the available structured data as per the patient’s wish. 

c. How does it collect and honor consent?

· It collects consent through a graphical user interface called Privacy E-Suite – used by healthcare providers, privacy officers working for the provider ,or by the patient directly through myConsent Minder, another user interface.

· Privacy E-Suite and myConsentMinder act as a toolkit that allows the user (either the patient or the provider) to convert a consent directive into XACML and XSPA documents.

· Policies are then expressed in .pdf format (i.e., the form signed or e-signed by the patient) and XACML documents (the computer language).  The consent is stored in an IHE XDS.b repository as HL7 CDA R2 documents.

· HIPAAt uses HL7 attributes for confidentiality codes, category codes and permissions and SNOWMED/ASTM to differentiate between facilities departments, conditions, etc.

· Can make rules based on date range, which is universally compatible between systems that can share data.

· When the healthcare provider requests access to PHI, the request is evaluated against the patient’s policies and the policy is enforced by the Consent Validation Service with an audit log of the action.

· When modifications are made to access control policies in one system, they can be adopted network-wide in real time through the Service Oriented Architecture.

d. Does the system let the provider know that information has been filtered out?

· In the project undertaken for Ontario, Canada, the recipient clinician is informed that some part of the medical record has been “locked” by the patient (when applicable).

· However, policies in this area are determined by individual jurisdictions.

2) What is the scope of the system?

a. How many patient records are currently within the system?

· None.  However, the system passed a test of its capacity for handling consent directives in Ontario, Canada.  This test proved that it was capable of serving a population of 12-13 million.

b. What is the rate of patient participation?

· N/A

c. If the system is not used for health information exchange, what is it currently being used for?

· It is currently in the testing phase for use in an HIO among different hospitals and providers.

· It participated with the Department of Veteran’s Affairs in an interoperability test and was able to share consent policies with the VA, meaning that the VA and HIPAAt successfully used XSPA standards to apply a consent policy exchanged from the VA to its SOA.
· It has been incorporated in a design for a multi-state Beacon Initiative.
3) What are the barriers identified?

a. What are the specific barriers for each technology?

· Standards are needed to implement HIPAAt.

1. Adoption of standards within electronic health record community needed.

2. Semantic constraints – local structures need to be translated into standard structures.

b. What are the problems with “clean data” that each system faces? (Ioana’s question at 3:45pm)

· HL7 and SNOWMED standardization is needed in order to create and enforce the rules against the data.

· Only the “date” is an almost universally applied data indicator.

c. Is the system capable of sharing consumer choice with other systems?

· Software facilitates cross-organizational, cross-HIO, and cross-machine-readable patient policy documents, as well as standards-based request / response interoperability.

· Although HIPAAt provides standardization of XACML policies and can transmit these policies using XSPA standards, the data that the XACML policy refers to must be standardized in some way.

d. How would the system propose to share the consumer choice with other systems?

· HIPAAt uses XACML and XPA attributes to communicate.  They envision that different EHRs could have a common consent management and validation service across a system or jurisdiction.  Providers within any EHR system would make a request to the service and get a response.

· HIPPAt developed a JAVA Consent Validation Interface to take the proprietary attributes of an EHR and makes them standardized in a request and response.

· There are 2 ways consent can be stored – patient preference can be stored at each data access point and centralized consent directive.  The most commonly tested way is to connect the consent with a patient registry.

· As long as the Service Oriented Architecture can adjudicate the policy, it can do so between systems.  It can determine who may or may not access PHI based on ASTM/SNOMED structured roles, departments, facilities, etc.

· HIPAAt is a third party service that follows OASIS Consent Directive lifecycle – information point, administration point, decision point, and enforcement point.  Gets a request from a provider system provides a response based on where the administration points and the decision points are in the system – whether they are centralized or local.

· Moves “heavy lifting” of evaluating a user’s authorization to access PHI away from the EMR / EHRs to web-based services.

