HIPAAt

1) What can the technology do now?

a. What categories does it currently offer patient choice in?

· COTS system in Ontario, Canada has been designed, built and tested to scale for volute of network traffic, and allows the patient to restrict a clinician from sharing certain PHI with another clinician for healthcare purposes.
b. What categories does it claim to have the ability to offer choice in?

· Consent management system is capable of allowing individuals to create and modify privacy policies to direct who may have access to their electronic PHI, for what purposes and under what circumstances, within a given organizational and jurisdictional policy framework.  This includes directives based on purpose of use, access by group or individual provider, what may be accessed and emergency break the glass policy.

c. What types of “rules” can the system create to honor patient choice? (i.e. rules based on the role of information or the identity of the receiver to prevent exposing sensitive information like HIV status) (Question asked by Wes, 4:45pm)

· HIPAAt does not create rules in this way.  Instead, it adjudicates based on rules already created by HIEs or EHRs.  It translates these rules into XACML so that the Consent Validation Service can deny access to the labeled data as per the patient’s wish. 
d. How does it collect and honor consent?

· It collects consent through a graphical user interface called Privacy E-Suite – used by healthcare providers or privacy officers of the provider or by the patient directly him or herself through myConsent Minder, another user interface.

· This acts as a toolkit which allows the user, whether the patient or the provider, to convert consent into XACML and XSPA documents.

· Policies are then expressed as .pdf (the form signed or e-signed by the patient) and XACML documents (the computer language).  The consent is stored in an IHE XDS.b repository as HL7 CDA R2 documents.
· Using HL7 attributes for confidentiality codes, category codes and permissions and SNOWMED/ASTM to differentiate between facilities departments, conditions, etc.

· Can make rules based on date range, which is universally compatible between systems that can share data.

· When the healthcare provider requests access to PHI, the request is evaluated against the patient’s policies and the policy is enforced by the Consent Validation Service with an audit log of the action.

· When modifications are made to access control policies in one system, they can be adopted network-wide in real time through the SOA.

e. Does the system let the provider know that information has been filtered out?

· In the project undertaken for Ontario, Canada, the recipient clinician is informed that some part of the medical record has been “locked” by the patient.

· However, this is up to the jurisdiction to decide whether to provide this notification.
2) What is the scope of the system?

a. How many patient records are currently within the system?

· None.  Tested for volume of network traffic serving a population of 12-13 million.

b. What is the rate of patient participation?
· N/A

c. If the system is not used for health information exchange, what is it currently being used for?
· Current testing is for use in an exchange between different hospitals and providers.

3) What are the barriers identified?

a. What are the specific barriers for each technology?

· Standards needed to implement solution

1. Adoption of standards within electronic health record community needed.

2. Semantic constraints –local structures need to be translated into standard structures
b. What are the problems with “clean data” that each system faces? (Ioana’s question at 3:45pm)

· HL7 and SNOWMED standardization needed in order to create and enforce the rules against the data.

· Only “date” is an almost universally applied data indicator

c. Is the system capable of sharing consumer choice with other systems?

· Software facilitates cross-organizational, cross-HIE, and cross-machine-readable patient policy documents, as well as standards-based request/response interoperability.
· Although HIPAAt provides standardization of XACML policies and can transmit these policies using XSPA standards, the data that the XACML policy refers to must be standardized in some way.
d. How would the system propose to share the consumer choice with other systems?

· XACML and XPA attributes to communicate.  Have a common consent management and validation service across the system.  Providers within any EHR system would make a request to the service and get a response.

· Developed JAVA Consent Validation Interface to take the proprietary attributes of an EHR and makes them standardized in a request and response.

· 2 ways consent can be stored – patient preference can be stored at each data access point and centralized consent directive.  Most commonly tested way is to connect the consent with a patient registry.
· As long as the Service Oriented Architecture can adjudicate the policy, it can do so between systems.  It can determine who may or may not access PHI based on ASTM/SNOMED structured roles, departments, facilities, etc.
· HIPAAt is a third party service that follows OASIS Consent Directive lifecycle – information point, administration point, decision point, and enforcement point.  Gets a request from a provider system provides a response based on where the administration points and the decision points are in the system – whether they are centralized or local.
· Moves “heavy lifting” of evaluating a user’s authorization to access PHI away from the EMR/EHRs to web-based services.
