PSTT06:	Is it appropriate to require attestation by meaningful users that such logs are created and maintained for a specific period of time?

	#
	Comment ID
	PSTT06
	Name of Respondent
	Organization
	Observation

	1
	HHS-OS-2012-0007-0534
	#2/p.3-4
	Samantha  Halpert
	Federation of American Hospitals
	· No response.

	2
	HHS-OS-2012-0007-0425
	p. 15
	Willa Fields, Stephen Lieber
	HIMSS
	· Suggested waiting for the final Accounting of Disclosures Rule to make a final determination of Meaningful Use (MU) measures.

	3
	HHS-OS-2012-0007-0412
	p. 15
	John Travis
	Cerner Corp.
	· Commented that audit log storage should be able to be certified separate from the source clinical system and not presumed to be a part of it. 

	4
	HHS-OS-2012-0007-0409
	p. 18
	William Zoghbi
	American College of Cardiology
	· Opposed promulgating a purely administrative checkbox requirement to attest to creating such logs and maintaining them for a specified period.
· Commented that consideration must be given to administrative burdens.

	5
	HHS-OS-2012-0007-0388
	p. 2
	 
	Crowe Horwath LLP
	· Agreed that EHRs should create and maintain audit logs.
· Suggested reliance on NIST recommendations or state and federal regulations when developing the certification requirements.

	6
	HHS-OS-2012-0007-0444
	p. 2
	Kevin Nicholson
	National Association of Chain Drug Stores
	· Stated that it is inappropriate to make any changes to the MU standards that are based on the proposed changes to the HIPAA accounting of disclosures rule.
· Stated that basing standards on proposed changes causes substantial concerns and uncertainty as to any ultimate result.

	7
	HHS-OS-2012-0007-0376
	p. 20
	Sarah Cottingham
	Telligen Iowa HIT Regional Extension Center
	· Suggested making this requirement a component of the risk assessment. 

	8
	HHS-OS-2012-0007-0431
	p. 21
	Susan Turney
	Medical Group Management
	· Stated it is inappropriate to make any changes to the MU standards that are based on the proposed changes to the HIPAA accounting of disclosures rule.
· Commented about substantial concerns with the proposed changes and the uncertainty as to any ultimate result.

	9
	HHS-OS-2012-0007-0395
	p. 28
	Paula Bussard
	The Hospital & Health System Association of Pennsylvania 
	· Suggest wait for OCR to issue final Accounting of Disclosures Rule.  

	10
	HHS-OS-2012-0007-0382
	p. 34
	Cheryl Peterson/Karen Daley/Marla Weston
	American Nurses Association
	· Stated that ONC might exceed its charter by requiring logs of providers’ uses of systems.
· Recommended considering a review process, which includes an audit process with limited review of logs as part of the attestation process.

	11
	HHS-OS-2012-0007-0391
	p. 4
	Karen Boykin-Towns
	Pzfizer Inc
	· No response.

	12
	HHS-OS-2012-0007-0429
	p. 7
	Deven McGraw
	Center for Democracy and Technology
	· Suggested waiting until a new Accounting of Disclosures rule is promulgated by OCR, as the period for maintaining an accounting of disclosures is currently six years.

	13
	G:\Meaningful Use\HITPC\Stage_3_RFC\Submission
	p.1
	 
	VA
	· Invalid link. Cannot view document. 

	14
	HHS-OS-2012-0007-0325
	P.12
	Pamela  Foyster
	Quality Health Network
	· Agreed that proposed requirement was appropriate.

	15
	HHS-OS-2012-0007-0279
	p.17
	Yomaris  Guerrero
	Boston Medical Center
	· Disagreed and stated that an attestation showing policy of log retention is not useful.
· Stated that attestation should be based on demonstrating function in addition to policy and advocates including things like integrity checks or scheduled review of random samples of logs.

	16
	HHS-OS-2012-0007-0506
	p.19
	Jamie Ferguson
	Kaiser Permanente
	· Recommended additional feasibility studies before audit logs or access reports are mandated under the MU Program.

	17
	HHS-OS-2012-0007-0525
	p.2
	David Finn
	Symantec Corp.
	· Suggested waiting for the Accounting of Disclosures Rule and then assuring that time requirements for maintaining logs are aligned.
· Commented that regulatory language currently exists.
· Stated that creating duplicative and confusing requirements will not serve the industry.

	18
	HHS-OS-2012-0007-DRAFT-0051
	p.2
	Peter Alterman
	SAFE-BioPharma Association
	· Agreed, but only if the meaningful users are themselves credential issuers.
· Suggested if meaningful users outsource credentials to a trusted third party, then the third party should be required to attest to properly creating and maintaining the logs.

	19
	HHS-OS-2012-0007-0510
	p.2
	Kelly Broder
	Surescripts, LLC
	· Suggested refraining from recommending any changes to the MU standards that are based on the proposed changes to the HIPAA accounting of disclosures rule.

	20
	HHS-OS-2012-0007-0565
	p.21
	Leigh  Burchell
	Allscripts
	· Suggested waiting for Accounting of Disclosures Rule to become final before introducing additional retention requirements.
· Encouraged review audit log retention requirements in other industries, such as the Payment Card Industry, to avoid conflicting requirements for organizations that have to comply with both.

	21
	HHS-OS-2012-0007-0558
	p.22
	Peter  Basch
	MedStar Health
	· Stated that the ability to audit disclosures is best kept as an attribute of the EHR.
· Suggested requiring meaningful users to create and maintain audit logs for a period adds unreasonable burden and complication.

	22
	HHS-OS-2012-0007-0505
	p.27
	 
	Pharmacy e-HIT Collaborative
	· Stated belief that it is appropriate to require attestation by meaningful users regarding audit logs.
· Commented that pharmacists currently maintain such logs as required by state and federal laws.

	23
	HHS-OS-2012-0007-0493
	p.28
	Thomas Merrill
	New York City Department of Health and Mental Hygiene
	· Stated the burden of logs should be with the EHR vendor and not the meaningful user.

	24
	HHS-OS-2012-0007-0486
	p.3
	Tina Grande
	The Confidentiality Coalition
	· Recommended that no changes or new requirements be made regarding the proposed accounting of disclosures rule as the Accounting for Disclosure rule should be pulled back in favor of a new NPRM that considers the burden on providers and industry.

	25
	HHS-OS-2012-0007-0350
	p.3
	Landon  Combs
	Highlands Physicians Inc
	· Stated retaining EHR audit logs should be able to help with those automatically being run and saved.

	26
	HHS-OS-2012-0007-0533
	p.32
	Lindsey  Hoggle
	Academy of Nutrition and Dietetics
	· Recommended this attestation be based upon a standard, which provides guidance for the content, specificity, frequency and upgrades to these logs.

	27
	HHS-OS-2012-0007-0315
	p.33
	Angela  Jeansonne
	American Osteopathic Association
	· No comment.

	28
	HHS-OS-2012-0007-0568
	p.34
	Sasha  TerMaat
	Epic
	· Deferred to providers and hospitals for the best feedback on this question.

	29
	HHS-OS-2012-0007-0212
	p.35
	Kari  Guida
	Minnesota Department of Health
	· No comment.

	30
	HHS-OS-2012-0007-0502
	p.36
	Clara Evans
	Dignity Health
	· Commented that acting on certification criteria in advance of a final accounting for disclosure from OCR is premature.
· Suggested that decision-making should take into account significant cost burdens.

	31
	HHS-OS-2012-0007-0569
	p.37
	Del  Conyers
	Heart Rhythm Society
	· No response.

	32
	HHS-OS-2012-0007-0343
	p.39
	Donna  Sledziewski
	Geisinger Health System
	· Agreed that it would be very helpful if the specific period was established.

	33
	HHS-OS-2012-0007-0333
	P.51
	Koryn  Rubin
	American Association of Neurological Surgeons and Congress of Neurological Surgeons
	· No response.

	34
	HHS-OS-2012-0007-0541
	p.51
	John  Glaser
	Siemens Healthcare
	· Recommended waiting for the Accounting of Disclosures Rule to become final before introducing additional retention requirements.

	35
	HHS-OS-2012-0007-0145
	p.54
	Nancy  Payne
	Allina Health
	· Agreed that attestation is appropriate.

	36
	HHS-OS-2012-0007-0561
	p.57
	Emily  Graham
	Alliance of Specialty Medicine
	· Stated that the question was confusing, as EHRs should already log such data and be able to produce a report attesting to that fact at any time.

	37
	HHS-OS-2012-0007-0203
	p.11
	Robert  Bennett
	American Academy of Family Physicians
	· Stated that creating and assuring accessibility of access logs do not serve the purpose of improving security, preventing breaches, and identifying security deficiencies and repairing them to avoid recurrent issues.
· Stated that tools to evaluate the logs must also be broadly available as a functional element of an implementation.

	38
	HHS-OS-2012-0007-0295
	p.7
	Susan  Owens
	Memorial Healthcare System
	· Agreed with audit log retention within a reasonable standard with a defined minimum set of data fields.

	39
	HHS-OS-2012-0007-0476
	p.9
	Anna Roberts
	CHITREC (Chicago Health IT Regional Extension Center)
	· Agreed that logs should be part of EHR certification criteria, but care should be taken not to place any of the burdens of creating or maintaining these logs on providers.

	40
	HHS-OS-2012-0007-0488
	p.9
	Phillip Loftus
	Aurora Health Care
	· Stated that the audit process is essential to mitigate fraud and abuse, however retaining logs for a long period does not seem reasonable. Data is retained in the Certified EHR.

	41
	HHS-OS-2012-0007-0520
	PDF2 - p.79
	Andy Riedel
	NextGen Healthcare
	· Recommended waiting for the Accounting of Disclosures Rule to become final before introducing additional retention requirements.

	42
	HHS-OS-2012-0007-0547
	tab 3
	Erin  Laney
	Intermountain Healthcare
	· Commented that the requirements of the Accounting of Disclosures Rule are not well understood or known and such an attestation is difficult for industry to promote at this time.

	43
	HHS-OS-2012-0007-0535
	tab 4
	Dan  Rode
	American Health Information Management Association
	· Suggested that participants should attest that their organization abides by all HIPAA Privacy and Security Rules. 
· Suggested that the Office of Civil Rights be more prescriptive and change the Privacy and Security rules as needed.



Summary 			
Number of Comments:  37 (7 commenters did not provide a response or link was invalid)
Summary:
The majority of commenters suggest that waiting on the final Accounting of Disclosure Rules before adding an attestation for audit log requirement.  Many commenters agree with adding an attestation requirement for audit log creation and maintenance, and identified other points to consider with this requirement.  Some disagree with the audit log attestation requirement because of administrative burden and view audit logs as a technical function.  
Attestation of Audit Log Creation & Maintenance:
Agree with Attestation Requirement (11)
1. With additional comment: 
0. Audit log should be able to certify separate. (1)
0. Suggest relying on NIST/Federal or State regulation when developing requirements. (1)
0. Incorporate into risk assessment. (1)
0. Dependent on MU users being credentialed. (1)
0. Pharmacies already have audit logs. (1)
0. Based on standards that gives guidance for content. (1)
0. Specify period. (1)
0. Minimum data set. (1)
0. Attest to abiding by all HIPAA Privacy and Security Rules. (1)

Neutral Toward Attestation Requirement (17)
1. With additional comment:
0. Waiting on final Accounting of Disclosures Rule. (13)
0. Additional feasibility studies/research. (1)
0. Leverage audit log requirements in other industries. (1)
0. Defer to providers and hospitals for feedback. (1)
0. Length of log retention period. (1)

Disagree with Attestation Requirement (6)
1. With additional comment: 
1. Administrative burden. (2)
1. Based on attestation to demonstration function. (2) 
1. No improvement of security. (1)
1. Audit log is functionality of EHR; should not be provider burden. (3)

Hybrid Attestation Requirement (2)
1. Incorporation of audit log review into broader MU attestation process. (1)
1. Attestation to abiding by all HIPAA Privacy and Security Rules. (1)

Appendix:
Agree with Attestation Requirement (#3, #5, #7, #14, #18, #22, #25, #26, #32, #35, #38)
1. With additional comment: 
1. Audit log should be able to certify separate (#3)
1. Suggest relying on NIST/Federal or State regulation when developing requirements (#5)
1. Incorporate into risk assessment (#7)
1. Dependent on MU users being credentialed (#18)
1. Pharmacies already have audit logs (#22)
1. Based on standards that gives guidance for content (#26)
1. Specify period (#32)
1. Minimum data set (#38)

Neutral (#2, #6, #8, #9, #12, #16, #17, #19, #20, #24, #28, #30, #34, #36, #40, #41, #42)
1. With additional comment:
4. Waiting on final Accounting of Disclosures Rule (#2, #6, #8, #9, #12, #17, #19, #20, #24, #30, #34, #41, #42)
4. Additional feasibility studies/research (#16)
4. Leverage audit log requirements in other industries (#20)
4. Defer to providers and hospitals for feedback (#28)
4. Length of log retention period (#40)
Disagree with Attestation Requirement (#4, #15, #21, #23, #37, #39):
1. With additional comment: 
5. Administrative burden (#4, #21)
5. Based on attestation to demonstration function (#15) 
5. No improvement of security (#37)
5. Audit log is functionality of EHR certification criteria, but should not be provider burden (#21, #23, #39)

Hybrid Attestation Requirement (#10, #43)
1. Incorporation of audit log review into broader MU attestation process (#10)
1. Attest to abiding by all HIPAA Privacy and Security Rules (#43)
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