PSTT05:	Is it feasible to certify the compliance of EHRs based on the prescribed standard?

	#
	Comment ID
	PSTT05
	Name of Respondent
	Organization
	Summary of Comments

	1
	HHS-OS-2012-0007-0534
	#2/p.3-4
	Samantha  Halpert
	Federation of American Hospitals
	· Commented that no new requirements be implemented based on the proposed changes to HIPAA (Health Insurance Portability and Accountability Act of 1996) accounting rule.
· Commented that it believes that the proposed rule – particularly the requirement for a new “access report” – is unworkable. 
· Commented that the proposed rule reflects an inaccurate and unreasonable interpretation of the HIPAA Security Rule and insufficient knowledge of the capabilities of the applicable technology in the healthcare industry.

	2
	HHS-OS-2012-0007-0425
	p. 15
	Willa Fields, Stephen Lieber
	HIMSS
	· Audit logs capture activities within the system, but do not necessarily capture all of the information elements required for an accounting of disclosures. In fact, the standard cited  (ASTM E-2147-01) addresses audit logs and disclosure logs in two separate sections. It looks as though these questions relate primarily to audit. 
· Section 7 of ASTM E-2147-01 contains a succinct list of data elements that must be included in an audit log, and Section 8 contains a succinct list of data elements that must be included in a disclosure log. Thus, such a certification is feasible.
· However, the issue of the actual requirements in this area (accounting of disclosures) is not yet  fully resolved as the draft regulation by OCR contained requirements for both an accounting of disclosures and an “access report” It may be prudent to wait for the final.

	3
	HHS-OS-2012-0007-0412
	p. 15
	John Travis
	Cerner Corp.
	· ASTM E-2147-01 standard provides guidance for the attributes which should be
· presented within the outgoing audit files. However, it does not define a format. It is
· possible to certify compliance based on these attributes, but the current criterion for
· 170.314(d)(2) does not separate the repository for the audit log from the HER necessarily. The criteria should allow for the possibility of separating the qualification and sending of the audit information from a source clinical system from the storage of the audit log. We suggest that audit storage be attached to 170.314(d)(3) for 2016 certification.

	4
	HHS-OS-2012-0007-0388
	p. 2
	 
	Crowe Horwath LLP
	· Commented certification is possible based on the prescribed standard, but compensating controls should also be considered through the use of third party or network environment.

	5
	HHS-OS-2012-0007-0444
	p. 2
	Kevin Nicholson
	National Association of Chain Drug Stores
	· Commented that no additional standards should be imposed on EHRs for accounting of disclosures, describing industry concerns related to this as “widespread and virtually universal.”
· Commented that new standards / proposed changes to the HIPAA accounting rule would overly burden covered entities and does not consider the current technological environment, violating HITECH (Health Information Technology for Electronic and Clinical Health Act) provision requiring that patient interests be balanced with this, and that MU (Meaningful Use) standards should not be changed based on the proposed HIPAA rule (which they hope will be withdrawn). 

	6
	HHS-OS-2012-0007-0376
	p. 20
	Sarah Cottingham
	Telligen Iowa HIT Regional Extension Center
	· Commented that audit logs should be generated electronically.
· Commented that certification is feasible, with the potential exception of Section 1.3. ( sic 1.3 In the absence of computerized logs, audit log principles can be implemented manually in the paper patient record environment with respect to permanently monitoring paper patient record access. Where the paper patient record and the computer-based patient record coexist in parallel, security oversight and access management should address both environments.

	7
	HHS-OS-2012-0007-0431
	p. 21
	Susan Turney
	Medical Group Management
	· Commented opposition to additional standards related to accounting for disclosures, based on “near universal opposition” to the HHS (Department of Health and Human Services) proposal for additional standards related to accounting for disclosures under HIPAA and HITECH.
· Expressed concern about the accounting of disclosures proposed rule, commenting that it would expand the requirement for accounting of disclosures from information in the EHR to records in practice management systems and does not allow covered entities to scale the Security Rule requirements to their size and capabilities.
· Commented that aggregating access data across multiple systems would be unduly burdensome.

	8
	HHS-OS-2012-0007-0395
	p. 28
	Paula Bussard
	The Hospital & Health System Association of Pennsylvania 
	· Commented about concern that existing EHRs do not have capability to automatically distinguish between “use” (not included) and “disclosure” (included).
· Commented about awaiting the publication of a final rule from OCR (Office for Civil Rights) before producing technical criteria.
· Commented that preliminary recommendations by HITPC (Health Information Technology Policy Committee) seem to conflate audit logs (capture) with accounting for disclosures (report production). 

	9
	HHS-OS-2012-0007-0382
	p. 34
	Cheryl Peterson/Karen Daley/Marla Weston
	American Nurses Association
	· Commented about support for the use of a standard provided that the standard is a floor only and includes interoperability as well as inter-system reporting capabilities.

	10
	HHS-OS-2012-0007-0391
	p. 4
	Karen Boykin-Towns
	Pzfizer Inc
	· No response

	11
	HHS-OS-2012-0007-0429
	p. 7
	Deven McGraw
	Center for Democracy and Technology
	· Commented about supporting use of ASTM E-2147-01 as it specifies both content and format of system access logs and addresses maintenance requirements (a single log across multiple systems within an EHR for provision to parties including patients).

	12
	G:\Meaningful Use\HITPC\Stage_3_RFC\Submission
	p.1
	 
	VA
	· Invalid link.  Could not view document.

	13
	HHS-OS-2012-0007-0210
	p.11
	Linda  Brady
	ADHI
	· Commented that the prescribed standard is appropriate and certification to it is feasible.
· Commented that access rights need to be clarified, and that access to past patient data is useful for current providers.

	14
	HHS-OS-2012-0007-0525
	p.1-2
	David Finn
	Symantec Corp.
	· Commented that certification would be feasible, but additional clarity on requirements for accounting for disclosures is required (including additional information on the “audit report”).
· Commented that “access reports” would constitute a burden on providers outweighing benefit to patients.
· Commented that the named standard addresses audit logs, accounting for disclosures separately, and stated audit logs do not necessarily include all of the elements required for accounting for disclosures 

	15
	HHS-OS-2012-0007-0279
	p.17
	Yomaris  Guerrero
	Boston Medical Center
	· Commented support for the prescribed standards as they would support interoperability and be useful to smaller providers moving from one EHR to another.

	16
	HHS-OS-2012-0007-0506
	p.19
	Jamie Ferguson
	Kaiser Permanente
	· Commented that proposed requirements (including all financial, administrative, and management transactions) would exceed the scope of HITECH requirements that an EHR be able to account for disclosures for TPO (Treatment, Payment, and Healthcare Operations).
· Commented that three years of activity would be a burden to developers but not provide individuals with useful information about the use of their PHI, and inquiries without context could make patients suspicious of EHRs.
· Commented that additional feasibility studies before forming MU3 (Meaningful Use Stage 3) requirements for audit logs and access reports.

	17
	HHS-OS-2012-0007-DRAFT-0051
	p.2
	Peter Alterman
	SAFE-BioPharma Association
	· No response.

	18
	HHS-OS-2012-0007-0510
	p.2
	Kelly Broder
	Surescripts, LLC
	· Commented caution that MU requirements incorporating proposed changes to HIPAA accounting of disclosures rule would impose undue burden.
· Commented that HITPC should recommend that ONC (Office of the National Coordinator for Health Information Technology) and CMS (Centers for Medicare and Medicaid Services) await the revision or elimination of this proposed rule.

	19
	HHS-OS-2012-0007-0216
	p.2
	David  Benini
	Aware, Inc
	· Commented that EHRs should employ security, log, and audit technologies already common in other industries, pointing out that functions such as identity management, certificate issue, user authentication and single-sign-on are not health care specific.
· Commented that commodity infrastructure solutions (enterprise-wide cloud computing systems) could help address related concerns including vendor lock-in, security breaches, and obsolescence.

	20
	HHS-OS-2012-0007-0565
	p.21
	Leigh  Burchell
	Allscripts
	· Commented that further research is necessary before commenting upon or developing standards related to the Accounting of Disclosures proposed rule.

	21
	HHS-OS-2012-0007-0493
	p.27
	Thomas Merrill
	New York City Department of Health and Mental Hygiene
	· Commented that if provided a standard logging format is specified and required (which should be a priority from an audit perspective), certification to compliance based on ASTM E-2147-01 is feasible.
· Commented that data storage should not be an issue.

	22
	HHS-OS-2012-0007-0505
	p.27
	 
	Pharmacy e-HIT Collaborative
	· Commented that certification to compliance with the prescribed standard is feasible; pharmacists currently do so as part of requirements for the dispensing of controlled substances.

	23
	HHS-OS-2012-0007-0321
	p.28
	Linda  Fishman
	American Hospital Association
	· Commented that recommendations conflate audit logs with HIPAA accounting for disclosures regulatory requirements.  Capturing data (audit logs) is not equivalent to generating report for individual human consumption.
· Commented that MU3 requirements should not be established until accounting of disclosure final rule is issued. 

	24
	HHS-OS-2012-0007-0486
	p.3
	Tina Grande
	The Confidentiality Coalition
	· Commented that it believes that no new requirements of any kind should be implemented based on the proposed changes to the HIPAA accounting rule.
· Commented about its hope that the accounting of disclosures proposed rule will be eliminated, and that the Department will move forward with a new proposal for comment that reflects a better understanding of both the current technological environment and a more realistic balance between burden and benefit. Until that time, however, we do not believe that any changes should be made to existing meaningful use standards to reflect anything about this proposed accounting of disclosures rule.

	25
	HHS-OS-2012-0007-0350
	p.3
	Landon  Combs
	Highlands Physicians Inc
	· Agreed that certification was feasible.

	26
	HHS-OS-2012-0007-0315
	p.33
	Angela  Jeansonne
	American Osteopathic Association
	· No comment.

	27
	HHS-OS-2012-0007-0568
	p.33
	Sasha  TerMaat
	Epic
	· Commented about its preference for a standard that is freely accessible to the public, rather than use the ASTM standard that requires payment and licensing to access.
· Commented about the ASTM standard stating it is also vague in many of its requirements.
· Commented that, instead, ONC should clearly define a minimum set of required audit log information.

	28
	HHS-OS-2012-0007-0212
	p.35
	Kari  Guida
	Minnesota Department of Health
	· No comment.

	29
	HHS-OS-2012-0007-0502
	p.36
	Clara Evans
	Dignity Health
	· Commented that the HITPC’s preliminary recommendations related to meaningful use Stage 3 seem to equate audit logs with the HIPAA regulatory requirement to produce an accounting for disclosures.
· States that audit logs may capture and supply some important data that may be useful in producing an accounting of disclosures report for a specific patient as required by the HIPAA regulations.
· Commented that the mere electronic capture of data elements by the EHR does not equate directly to the generation of an accounting of disclosures report that can be read and understood by an individual patient as the HIPAA regulation requires.
· Commented that captured and stored electronic data must be “translated” for human consumption, which requires dedicated staff resources – specifically, staff with specific knowledge and skill to decipher and process machine-readable data – and considerable time to generate an individualized report that can be provided to a patient.
· Commented that creation of a patient-friendly individualized accounting report, therefore, is likely to remain a heavy administrative burden for all hospitals.
· Commented that current systems are unable to automate the "purpose" of the disclosure, making it impossible for the system to easily distinguish between a “use” that does not need to be included in the accounting and a “disclosure,” which must be included.
· Commented that wait and consider how best to align this certification criterion with the provisions of an ‘‘accounting of disclosures’’ final rule issued by OCR. 

	30
	HHS-OS-2012-0007-0333
	P.51
	Koryn  Rubin
	American Association of Neurological Surgeons and Congress of Neurological Surgeons
	· No comment.

	31
	HHS-OS-2012-0007-0541
	p.51
	John  Glaser
	Siemens Healthcare
	· Commented that it was not possible to assess feasibility before final accounting of disclosures rule is published.

	32
	HHS-OS-2012-0007-0145
	p.54
	Nancy  Payne
	Allina Health
	· Commented no, the ASTM standard is not feasible - disclosure reason isn't captured automatically today, and  there is a conflict between the standard definition of disclosure and the  HIPAA definition of disclosure is different ATSM standard isn't implementable

	33
	HHS-OS-2012-0007-0295
	p.7
	Susan  Owens
	Memorial Healthcare System
	· Commented that certification is feasible, but stated that the named standard is based on Privacy Act of 1974; at its most basic level the standard is appropriate but lacking for use in 2012 and beyond.

	34
	HHS-OS-2012-0007-0520
	PDF2 - p.78
	Andy Riedel
	NextGen Healthcare
	· Commented certification is not feasible without a final Accounting of Disclosures Rule and associated standard(s).

	35
	HHS-OS-2012-0007-0547
	tab 3
	Erin  Laney
	Intermountain Healthcare
	· Commented that the publication of any criteria should await the final rule to clarify the “access report,” which may constitute a burden for stakeholders. 
· Commented that the HIPAA Security Rule includes AOD (Accounting of Disclosures) requirements; as a result, specific criteria may not be necessary.

	36
	HHS-OS-2012-0007-0535
	tab 4
	Dan  Rode
	American Health Information Management Association
	· Recommended that MU Stage 3 waits until the final rule has been published to ensure that these questions are still relevant to the rule.  Currently there is a prescribed method for reporting. 
· Recommended that the EHRs be designed to capture all disclosures, but do not send these to any agencies.  The management of the report remains with the EP/EH/CAH.
· Comments that the reporting form needs to stay internal.  Each state will have different reporting requirements.   We also do not know if there will be a harm threshold applied as a part of rule.  Again, the final rule for this is not out and AHIMA recommend that this be reviewed once the final rule is published. 



Summary
Number of Comments:  30 (6 commenters did not include a response or link was invalid)
Summary:  
Prescribed ASTM Standard: Many commenters note that the prescribed standard is feasible, with some noting that it is feasible with some other considerations (see below). A limited number of commenters note that the prescribed standard is not feasible or only partially feasible.  
1. Feasible (7)
0. With additional comment: 
0. Need to recognize other compensating controls. (1) 
0. With potential exception of ASTM E2147-01; section 1.3. (1)
0. Pharmacists currently do so as part of dispensing for controlled substances. (1)
0. Standard is too basic for modern day EHRs. (1)

1. Partially feasible; existing standard provides guidance but does not necessarily define format. (1)

1. Not feasible. (2)
0. With additional comment: 
0. Currently, disclosure reason is not captured automatically. (1)

Should there be a standard: Some commenters do not discuss the feasibility of the prescribed standards. However, they comment on whether or not a standard in this area is necessary through the Meaningful Use program, with a majority of these commenters noting that the standard may be premature given the lack of a final rule for the Accounting of Disclosures. Some note that there is not a need for an additional standard related to Accounting of Disclosures, while other suggest additional research is needed in this area before a prescribed standard is adopted.  Several commenters state that the RFC question conflates audit logs and accounting of disclosures.
1. Support for a standard:
0.  Use of the prescribed ASTM standard. (2)
0.  Use  of a standard (in general). (1)
0.  Easily accessible standard that is free and open to the public; ASTM standard vague in many of its requirements. (1)

1. Need for additional feasibility studies/research before audit log/access report standard mandated under MU. (2)
1. MU standard requirement premature of final Accounting of Disclosures Rule. (8)
1. No need for additional standard on EHRs related to Accounting of Disclosures. (3)
1. Question conflates audit logs (electronic capture) with accounting of disclosures (report production). (4)

Other:
· One commenter requests more clarification of the need for access rights in an EHR or other clinical system.  Another comment states that audit logs should be electronically generated.  One commenter stated that the technological capabilities already existent in other industries should be leverage in the health care sector.

Appendix:
Prescribed Standard: 
1. Feasible (#2, #4, #6, #13, #21, #22, #25)
2. With additional comment: 
0. Need to recognize other compensating controls (#4) 
0. With potential exception of ASTM E2147-01; section 1.3 (#6)
0. Pharmacists currently do so as part of dispensing for controlled substances (#22)
0. Standard is too basic for modern day EHRs (#33)

1. Partially feasible; existing standard provides guidance but does not necessarily define the format (#3) 

1. Not feasible (#1, #32)
1. With additional comment: 
0. Currently, disclosure reason is not captured automatically (#32)

Should there be a standard?
1. Support for a standard:
5.  Use of the prescribed ASTM standard (#11, #15)
5.  Use  of a standard (in general) (#9)
5.  Easily accessible standard that is free and open to the public; ASTM standard vague in many of its requirements (#27)

1. Need for additional feasibility studies/research before audit logs or access reports are mandated under MU (#16, #20)
1. MU standard requirement premature of final Accounting of Disclosure Rule (#8, #18, #23, #29, #31, #34, #35, #36)
1. No need for additional standard on EHRs related to Accounting of Disclosures Final Rule (#5, #7, #24)
1. Question conflates audit logs (electronic capture) with report production (accounting of disclosure) (#2, #8, #23, #29)

Other:
1. Need for access right clarification (#14)
1. Electronic generation of audit log (#6)
1. Leverage technological capabilities of other industries (#19)
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