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Priority Questions for IE Workgroup

Condition [S-5]: An NVE must make publicly available a notice of its data practices describing why IIHI is collected, how it is used, and to whom and for what reason it is disclosed.

Question 34: What is the anticipated cost and administrative burden for providing such notice?

Q. 34 Draft Comment:
· Providing notice will not be burdensome or costly if NVEs are provided with a model notice or guidelines outlining specific and well-defined categories/types of data practices to be reported in data notices. 
· In the absence of clear and well-defined guidelines the cost and burden will be high due to legal and compliance efforts.

Condition [S-6]: An NVE must not use or disclose de-identified health information to which it has access for any commercial purpose.

Question 37: What impact, if any, would this CTE have on various evolving business models?  Would the additional trust gained from this CTE outweigh the potential impact on these models?

Q. 37 Draft Comment:
· The IE workgroup believes that the proposed Condition S-6 would have a chilling effect on many existing and emerging business models including for quality improvement, public health and research.
· Instead of prohibiting the use or disclosure of de-identified information, the IE Workgroup recommends that NVEs be required to disclose de-identified information only:
· As permitted under business associate agreements (BAAs) the NVE holds with its customers.
· When uses of de-identified information are disclosed in the NVEs public notice of data practices along with the commitment not to re-identify the data.
· When de-identified information meets the HIPAA de-identification standards.
· When the NVE prohibits any downstream recipients from re-identifying patient information.
· This approach is consistent with the recommendations made by the FTC in the recently released report, “Protecting Consumer Privacy in an Era of Rapid Change” http://www.ftc.gov/opa/2012/03/privacyframework.shtm

Question 38: On what other entities would this have an effect?

Q. 38 Draft Comment:
· The IE workgroup believes that EHR and PHR vendors, the NVEs, the covered entities they serve and other third party affiliates would be affected by the proposed Condition S-6.

Condition [BP-1]: An NVE must send and receive any planned electronic exchange message from another NVE without imposing financial preconditions on any other NVE.

Question 52: Should this CTE be limited to only preventing one NVE from imposing a financial precondition on another NVE (such as fees), or should it be broader to cover other instances in which an NVE could create an inequitable electronic exchange environment?

Q. 52 Draft Comment:
· The IE workgroup recommends using a net neutrality framework that encourages an open network and level playing field for all providers to participate in health information exchange. Providers using one NVE should be able to easily and without precondition send information to providers using another NVE.
· While fees might be permitted in some cases, the framework should a) prohibit NVEs with large market shares from using their influence to impose excessive fees on their customers as well as other NVEs and b) avoid the need for NVEs to negotiate business agreements with each other before their customers can exchange information.
· The IE workgroup recommends that NVEs should not be permitted to impose fees or requirements on other NVEs for basic services for the operation of the NwHIN including transporting messages and discovering digital certificates. 
· If an NVE has the capacity to offer value added services to entities under its purview, fees should be reasonable and non-discriminatory
· The IE workgroup does not find it appropriate for ONC or federal regulatory agencies to regulate such fees.



Question 53: Should this CTE (or another CTE) address the fees an NVE could charge its customers to facilitate electronic exchange or should this be left to the market to determine?

Q. 53 Draft Comment:
· The IE workgroup does not believe that any CTE should determine the fees NVEs charge their customers. 

Question 54: Under what circumstances, if any, should an NVE be permitted to impose requirements on other NVEs?

Q. 54 Draft Comment:
· As stated in response to questions 52 and 53, the IE Workgroup believes that NVEs should be permitted to impose requirements on other NVEs only when it pertains to value added services provided beyond the responsibilities of providing basic services essential to the function of NwHIN. 

Condition [BP-3]: An NVE must report on users and transaction volume for validated services.

Question 55: What data would be most useful to be collected?  How should it be made available to the public?  Should NVEs be required to report on the transaction volume by end user type (e.g., provider, lab, public health, patient, etc)?

Q. 55 Draft Comment:

· The IE Workgroup believes that NVE reporting of transaction volumes to federal agencies such as ONC and state regulatory agencies is appropriate. 
· Reporting standards should be transparent to both the public and NVEs to ensure their participation. Public reporting should be in de-identified, aggregate form to evaluate the progress of national- and statewide health information exchange. Reporting should not reveal transaction volume or type of transactions facilitated for specific NVEs.
· The IE workgroup believes that operational and adoption or use rates data will most likely be useful to be reported for the purposes of promoting NwHIN.  Reporting requirements for NVEs will vary according to what services they offer. 



Secondary Questions for IE Workgroup

Condition [S-2]: An NVE must only facilitate electronic health information exchange for parties it has authenticated and authorized, either directly or indirectly.

Question 24: What is the most appropriate level of assurance that an NVE should look to achieve in directly authenticating and authorizing a party for which it facilitates electronic exchange?


Q. 24 Draft Comment:
· The IE workgroup believes that NVEs should be responsible for authenticating and authorizing entities they serve at an organizational level thereby allowing organizations to authorizing and authenticate their own users.
· In regards to NVE to NVE communication, the IE Workgroup recognizes that NVEs may have differing standards for authentication due to the nature of services they provide. All standards and requirements for authentication and authorization should be transparent and should not produce undue burdens on other NVEs or be disruptive to basic exchange services. Robust exchange, and the sustainability of a NwHIN will be dependent on minimizing differences in authentication requirements among NVEs.

Question 25: Would an indirect approach to satisfy this CTE reduce the potential trust that an NVE could provide?  More specifically, should we consider proposing specific requirements that would need to be met in order for indirect authentication and authorization processes to be implemented consistently across NVEs?

Q. 25 Draft Comment:
· The IE workgroup believes that NVEs should be responsible for authenticating and authorizing entities they serve at an organizational level thereby allowing organizations to authorizing and authenticate their own users.
· The IE workgroup does not find it appropriate to establish specific requirements for indirect authentication and authorization processes for NVEs. Authentication and authorization processes will be dependent upon the unique services provided by each NVE and the clients they serve. NVEs should be transparent regarding authentication requirements and allow market and regulatory forces for their industries influence their authorization processes.




Question 26: With respect to this CTE as well as others (particularly the Safeguards CTEs), should we consider applying the “flow down” concept in more cases?  That is, should we impose requirements on NVEs to enforce upon the parties for which they facilitate electronic exchange, to ensure greater consistency and/or compliance with the requirements specified in some CTEs?

Q. 26 Draft Comment:
· The IE workgroup believes that NVEs should be responsible for authenticating and authorizing entities they serve at an organizational level thereby allowing organizations to authorizing and authenticate their own users.

Condition [S-3]: An NVE must ensure that individuals are provided with a meaningful choice regarding whether their IIHI may be exchanged by the NVE
Question 27: In accommodating various meaningful choice approaches (e.g., opt-in, opt-out, or some combination of the two), what would be the operational challenges for each approach? What types of criteria could we use for validating meaningful choice under each approach?  Considering some States have already established certain “choice” policies, how could we ensure consistency in implementing this CTE?

Q. 27 Draft Comment:
· The IE workgroup believes that many NVEs will not act as providers, or those otherwise tasked with obtaining and monitoring meaningful choice directly from patients. Unless NVEs are providers already required to obtain consent from patients, NVEs working to facilitate directed exchange should not be required to obtain consent. Requiring NVEs to ensure meaningful consent was obtained would create a significant operational barrier for most NVEs.
· NVEs should be transparent and provide notice as to how data accessed will be used. Accordingly, patients can offer meaningful opt-in or opt-out consent to providers served by a particular NVE.

Condition [S-5]: An NVE must make publicly available a notice of its data practices describing why IIHI is collected, how it is used, and to whom and for what reason it is disclosed.



Question 31: Should there be exceptions to this CTE? If so, please describe these exceptions.

Q. 31 Draft Comment:
· An NVE must exchange IIHI in an encrypted manner or through an encrypted channel, with the sole exception being when the NVE is exchanging IIHI within a physically secure setting such as within a data center.

Condition [S-5]: An NVE must make publicly available a notice of its data practices describing why IIHI is collected, how it is used, and to whom and for what reason it is disclosed 
Question 32: Are there specific uses or actions about which we should consider explicitly requiring an NVE to be transparent?

Q. 32 Draft Comment:
· The IE workgroup believes that all NVEs should be transparent and provide notice as to how data--whether identifiable or de-identified-- will be used. See additional comments above in response to question 34. NVEs will be expected to adhere to HIPAA regulations and be transparent with regards to data exchange outside the purview of HIPAA.
· In particular those NVEs not directly using or facilitating data exchange for treatment and healthcare services to patients should have well defined categories of their uses of exchange data.

Question 33: Would an NVE be able to accurately disclose all of the activities it may need to include in its notice?  Should some type of summarization be permitted?

Q. 33 Draft Comment:
· The IE workgroup believes that all NVEs should be transparent and provide notice as to how data accessed will be used. 
· NVEs should be permitted to provide categorical use case descriptions to the entities it serves. Requiring NVEs to provide notice on every specific activity would create a significant burden.

Question 35: Should this CTE require that an NVE disclose its activities related to de-identified and aggregated data?

Q. 35 Draft Comment:
· The IE workgroup believes that all NVEs should be transparent and provide notice about how data will be used. As stated in answer to question 34, uses of de-identified information should be disclosed in the NVEs public notice of data practices along with the commitment not to re-identify the data.
 
Question 36: Should this CTE require that an NVE just post its notice on a website or should it be required to broadly disseminate the notice to the health care providers and others to which it provides electronic exchange services?

Q. 36 Draft Comment:

Various comments from workgroup members:
· Don't think a rule making process should be used to determine what kind of notice is appropriate. Perhaps FTC guidance on privacy notices is a reasonable alternative.
· It should be broadly disseminated.
· An additional comment from a workgroup member recommended an automated mechanism such that when patients don’t authorize specific categories of uses for their data; NVEs have to respect those authorizations (or lack thereof).

Condition [S-10]: An NVE must have the means to verify that a provider requesting an individual’s health information through a query and response model has or is in the process of establishing a treatment relationship with that individual.

Question 43: What method or methods would be least burdensome but still appropriate for verifying a treatment relationship?

Q. 43 Draft Comment:

· The IE workgroup believes that Meaningful choice should be relied on as a primary mechanism to determine whether or not a provider or other user can query a patient's information for a purpose allowable under HIPAA. 
· In models where patients can opt-in for “any provider that I see for treatment”, there would be an additional need to acknowledge that a “treatment purpose” exists. The most viable method for verifying a provider's treatment relationship to a patient is through provider attestation.





