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1 Introduction

To join the Nationwide Health Information Network, an organization enters an onboarding process with
the Operations Team. In Stage 2, Validation, of the onboarding process, the organization enters
validation testing for the services specified by the organization in its Nationwide Health Information
Network application.

The Messaging Platform and Authorization Framework specifications (hereafter referred to as
Messaging and Authorization) define the foundational messaging, security and privacy mechanisms for
the Nationwide Health Information Network, and as such are required for all exchange participants.

Note: The system to be tested should be production-ready and should be the system that creates the
messages sent across the exchange, not just the gateway.

2 Messaging and Authorization Test Guide

The Nationwide Health Information Network Messaging and Authorization Test Guide walks through the
validation testing process for systems using the final production Nationwide Health Information
Network specifications. For a listing of the specifications, refer to the Final Production Specifications
section.

Because the Messaging and Authorization specifications are not themselves services, they can only be
tested in concert with exercising other services (e.g. Patient Discovery). This test guide describes the
way in which this is achieved, and is meant to complement the test guide(s) for the services being
tested.

2.1 Roles in the Validation Process

During the validation process, different members of the Nationwide Health Information Network team
provide assistance to the organization. The major team members referred to in this guide are:

e Onboarding Project Manager (Onboarding PM) — guides organization through the onboarding
process

e Independent Verification and Validation (IV&V) Team — performs initial review of validation
testing results

2.2 Conventions

In the context of the Nationwide Health Information Network validation testing, the term organization
can refer to a number of things:

e Organization — entity that has developed a technical solution (gateway) it wishes to use to
exchange data across the Nationwide Health Information Network

e Organization test lead — individual conducting testing on behalf of the organization

e Organization system — system undergoing validation testing
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This guide uses the term organization for either of the first two definitions. As needed, the guide
distinguishes the definitions. Because the bulk of this document describes how the organization test
lead operates the Interoperability Web application, it refers to the term user.

3 Testing Process

The Onboarding PM guides the organization through the testing process, and provides the required
documents and artifacts. This section describes the following topics:

e Preparing for Testing
e Conducting Testing

As stated earlier, Messaging and Authorization testing takes place within the context of testing other
Nationwide Health Information Network services. This process, then, describes the additional steps
taken to accomplish Messaging and Authorization testing.

3.1 Preparing for Testing

To prepare for Messaging and Authorization testing, the Onboarding PM provides the organization with
the following materials:

e Validation Testing Packet for Applicable Services (services for which the organization seeks
validation)
e And this Test Guide

To prepare for testing, the organization performs the tasks described in the following paragraphs.

3.1.1 Review Test Artifacts
The relevant conformance test artifacts for Messaging and Authorization testing are:

e messaging-auth-master-test-cases-2.0.xls
0 Conformance and Interoperability Test Cases
0 See individual test cases for how they map to higher-level service testing.
e messaging-auth-message-conformance-checklist-1.0.xls
0 Internal checklist used to analyze SOAP messages for conformance to the Messaging
and Authorization and related web services specifications. It is provided as a
convenience to the organization.

To ensure the organization’s system can perform the tests, the organization should review the test cases
prior to testing. If the organization has issues or questions, it should contact the Onboarding PM
immediately.
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3.1.2 Configure Policy Authority

Certain Messaging and Authorization tests exercise the policy authority, which makes access control
decisions for the organization’s system based in part on the sender’s SAML assertions. As described in
the Authorization Framework specification:

The responding NHIE receives the request with assertions and consults a local Policy Authority
or Policy Enforcement Point (which could be a SAML authority) to establish whether it should
perform the function.

Before beginning testing, organizations may be required to configure the policy authority as specified for
certain tests. Review to the test guides, test cases, and scenarios for specific policy setup requirements.

3.2 Conducting Testing

Currently, Messaging and Authorization testing does not require any additional actions by the
organization. The organization will conduct the tests for the services for which it seeks validation,,
following the appropriate test guides. The Messaging and Authorization test cases simply add
verification steps to the existing validation test result logs. If your test guide requires that you submit
logs, please ensure that the logs contain the full cross-gateway SOAP messages (i.e. a SOAP envelope
with SOAP header and SOAP body).
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